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Introduction 


In composing The Encyclopedia of Espionage, Intelligence, 
and Security (EEIS), our goal was to shape a modern 
encyclopedia offering immediate value to our intended 
readers by emphasizing matters of espionage, intelligence, 
and security most frequently in the news. 


|“ 


EEIS is not intended as a classical “spy book,” filled 
with tales of daring operations. Instead, within a frame- 
work of historical overviews, EEIS emphasizes the scien- 
tific foundations, applications of technology, and organi- 
zational structure of modern espionage, intelligence, and 
security. High school and early undergraduate students 
can use this book to expand upon their developing aware- 
ness of the fundamentals of science, mathematics, and 
government as they begin the serious study of contempo- 
rary issues. 


EEIS is also intended to serve more advanced readers 
as a valuable quick reference and as a foundation for 
advanced study of current events. 


EEIS devotes an extensive number of articles to agen- 
cies and strategies involved in emerging concepts of home- 
land security in the United States. Faced with a daunting 
amount of information provided by agencies, organiza- 
tions, and institutes seeking to put their best foot forward, 
we have attempted to allocate space to the topics compris- 
ing EEIS based upon their relevance to some unique facet 
of espionage, intelligence, or security—especially with 
regard to science and technology issues—as opposed to 
awarding space related to power of the agency or availa- 
bility of material. 


A fundamental understanding of science allows citi- 
zens to discern hype and disregard hysteria, especially 
with regard to privacy issues. Spy satellites powerful 
enough to read the details of license plates do so at peril of 
missing events a few steps away. With regard to elec- 
tronic intercepts, the capability to identify what to care- 
fully examine—often a decision driven by mathematical 
analysis—has become as essential as the capacity to gather 
the intelligence itself. Somewhere between the scrutiny of 


Big Brother and the deliberately blind eye lie the shadows 
into which terrorists often slip. 


With an emphasis on the realistic possibilities and 
limitations of science, we hope that EE/S finds a useful and 
unique place on the reference shelf. 


It seems inevitable that within the first half of the 
twenty-first century, biological weapons may eclipse nu- 
clear and chemical weapons in terms of potential threats 
to civilization. Because informed and reasoned public 
policy debates on issues of biological warfare and 
bioterrorism can only take place when there is a funda- 
mental understanding of the science underpinning com- 
peting arguments, EE/S places special emphasis on the 
multifaceted influence and applications of the biological 
sciences and emerging biometric technologies. Future 
generations of effective intelligence and law enforcement 
officers seeking to thwart the threats posed by tyrants, 
terrorists, and the technologies of mass destruction might 
be required to be as knowledgeable in the terminology of 
epidemiology as they are with the tradecraft of espionage. 


Knowledge is power. In a time where news can over- 
whelm and in fact, too easily mingle with opinion, it is our 
hope that EE/S will provide readers with greater insight to 
measure vulnerability and risks, and correspondingly, an 
increased ability to make informed judgments concerning 
the potential benefits and costs of espionage, intelligence, 
and security matters. 


I K.LEELERNER& BRENDA WILMOTHLERNER, EDITORS 
CORNWALL, U.K. 
MAY, 2003 


How to Use the Book 


The Encyclopedia of Espionage, Intelligence, and Secu- 
rity was not intended to contain a compendium of weap- 
ons systems. Although EE/S carries brief overviews of 
specifically selected systems commonly used in modern 
intelligence operations, readers interested in detailed in- 
formation regarding weapons systems are recommended 
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to Jane’s Strategic Weapon Systems, or Jane’s Defense 
Equipment Library. 


Although EEI/S contains overview of significant his- 
torical periods and events, for those readers interested in 
additional information regarding the history of espionage 
operations and biographies of intelligence personnel, the 
editors recommend Jeffrey T. Richelson’s A Century of 
Spies : Intelligence in the Twentieth Century (Oxford Uni- 
versity Press, 1995), Vincent Buranelli and Nan Buranelli’s 
Spy/Counterspy: An Encyclopedia of Espionage (New York: 
McGraw-Hill, 1982), and Allen Dulles’, The Craft of Intelli- 
gence (New York: Harper & Row, 1963). 


The articles in EE/S are meant to be understandable 
by anyone with a curiosity about topics in espionage, 
intelligence, and security matters, and this first edition of 
the book has been designed with ready reference in mind: 


I Entries are arranged alphabetically. In an effort to 
facilitate easy use of this encyclopedia, and to at- 
tempt order in a chaotic universe of names and acro- 
nyms the editors have adopted a “common use” 
approach. Where an agency, organization, or pro- 
gram is known best by its acronym, the entry related 
to that organization will be listed by the acronym (e.g. 
FEMA is used instead of Federal Emergency Manage- 
ment Agency). To facilitate use, the editors have 
included a number of “jumps” or cross-referenced 
titles that will guide readers to desired entries. 


I To avoid a log jam of terms starting with “Federal” 
and “United States,” titles were broken to most accu- 
rately reflect the content emphasized or subject of 
agency authority. 


I “See Also” references at the end of entries alert the 
readers to related entries not specifically mentioned 
in the body of the text that may provide additional or 
interesting resource material. 


I An extensive Glossary of terms and acronyms is 
included to help the reader navigate the technical 
information found in EEIS. 


I The Chronology includes significant events related to 
the content of the encyclopedia. Often accompanied 
by brief explanations, the most current entries date 
represent events that occurred just as EE/S went 
to press. 


IEA Sources section lists the most worthwhile print 
material and web sites we encountered in the compi- 
lation of this volume. It is there for the inspired reader 
who wants more information on the people and dis- 
coveries covered in this volume. 


I A comprehensive general Index guides the reader to 
topics and persons mentioned in the book. Bolded 
page references refer the reader to the term’s full entry. 


I The editors and authors have attempted to explain 
scientific concepts clearly and simply, without sacri- 
ficing fundamental accuracy. Accordingly, an ad- 
vanced understanding of physics, chemistry, or bio- 
chemistry is not assumed or required. Students and 
other readers should not, for example, be intimidated 
or deterred by the complex names of biochemical 
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molecules—where necessary for complete under- 
standing, sufficient information regarding scientific 
terms is provided. 


I To the greatest extent possible we have attempted to 
use Arabic names instead of their Latinized versions. 
Where required for clarity we have included Latinized 
names in parentheses after the Arabic version. Alas, 
we could not retain some diacritical marks (e.g. bars 
over vowels, dots under consonants). Because there 
is no generally accepted rule or consensus regarding 
the format of translated Arabic names, we have 
adopted the straightforward, and we hope sensitive, 
policy of using names as they are used or cited in 
their region of origin. 


I EEIS relies on open source material and no classified 
or potentially dangerous information is included. Arti- 
cles have been specifically edited to remove potential 
“how to” information. All articles have been pre- 
pared and reviewed by experts who were tasked with 
ensuring accuracy, appropriateness, and accessibil- 
ity of language. 


I With regard to entries regarding terrorist organiza- 
tions, EEIS faced a serious dilemma. For obvious 
reasons, it was difficult to obtain balanced, impartial, 
and independently verifiable information regarding 
these organizations, nor could EE/S swell to incorpo- 
rate lengthy scholarly analysis and counter-analysis 
of these organizations without losing focus on sci- 
ence and technology issues. As a compromise in- 
tended to serve students and readers seeking initial 
reference materials related to organizations often in 
the news, EE/S incorporates a series of supplemental 
articles to convey the information contained in the 
U.S. Department of State annual report to Congress 
titled, Patterns of Global Terrorism, 2001. These arti- 
cles contain the language, assertions of fact, and 
views of the U.S. Department of State. Readers are 
encouraged to seek additional information from cur- 
rent U.S. Department of State resources and inde- 
pendent non-governmental scholarly publications that 
deal with the myriad of issues surrounding the nature 
and activities of alleged terrorist organizations. A 
number of governmental and non-governmental publi- 
cations that deal with these issues are cited in the 
bibliographic sources section located near the index. 


Key EEIS articles are signed by their authors. Brief 
entries were compiled by experienced researchers and 
reviewed by experts. In the spirit of numerous indepen- 
dent scientific watchdog groups, during the preparation of 
EEIS no contributors held a declared affiliation with any 
intelligence or security organization. This editorial policy 
not only allowed a positive vetting of contributors, but 
also assured an independence of perspective and an em- 
phasis on the fundamentals of science as opposed to 
unconfirmable “insider” information. 


When the only verifiable or attributable source of 
information for an entry comes from documents or infor- 
mation provided by a governmental organization (e.g., the 
U.S. Department of State), the editors endeavored to 
carefully note when the language used and perspective 
offered was that of the governmental organization. 
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Although some research contributors requested ano- 
nymity, no pseudonyms are used herein. 
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E LARRY GILMAN 


RADAR—an acronym for RAdio Detection And Ranging— 
is the use of electromagnetic waves at sub-optical fre- 
quencies (i.e., less than about 10" Hz) to sense objects at a 
distance. Hundreds of different RADAR systems have been 
designed for various purposes, military and other. RADAR 
systems are essential to the navigation and tracking of 
craft at sea and inthe air, weather prediction, and scientific 
research of many kinds. 


Principles. In basic RADAR, radio waves are transmitted 
from an antenna. These outgoing waves eventually bounce 
off some distant object and return an echo to the sender, 
where they are received, amplified, and processed elec- 
tronically to yield an image showing the object's location. 
The waves sent out may be either short oscillatory bursts 
(pulses) or continuous sinusoidal waves. If a RADAR trans- 
mits pulses it is termed a pulse RADAR, whereas if it 
transmits a continuous sinusoidal wave it is termed a 
continuous-wave RADAR. 


On closer examination, the RADAR process is seen to 
be more complex. For example, reflection of an echo by 
the object one wishes to sense is anything but straightfor- 
ward. Upon leaving a transmitting antenna, a radio wave 
propagates in a widening beam at the speed of light (> 
186,000 miles per hour [3 x 10° m/sec)); if it encounters an 
obstacle (i.e., a medium whose characteristic impedance 
differs from that of air and vacuum [> 377 Q), it splits into 
two parts. One part passes into the obstacle and is (gener- 
ally) absorbed, and the other is reflected. Where the re- 
flected wave goes depends on the shape of the obstacle. 
Roundish or irregular obstacles tend to scatter energy 
through a wide angle, while flat or facet-like surfaces tend 
to send it off in a single direction, just as a flat mirror 
reflects light. If any part of the outgoing wave is reflected 


at 180° (which is not guaranteed) it will return to the 
transmitter. This returned or backscattered signal is usu- 
ally detected by the same antenna that sent the outgoing 
pulse; this antenna alternates rapidly between transmit- 
ting pulses and listening for echoes, thus building a real- 
time picture of the reflecting targets in range of its beam. 
The energy the echoes receive is a small fraction of that in 
the pulses transmitted, so the strength of the transmitted 
pulse and the sensitivity of the receiver determines a 
RADAR'’s range. By systematically sweeping the direction 
in which its antenna is pointed, a RADAR system can scan 
a much larger volume of space than its beam can interro- 
gate at any one moment; this is why many RADAR anten- 
nas, on ships or atop air-traffic control towers, are seen to 
rotate while in operation. 


Radio waves are not the only form of energy that can 
be used to derive echoes from distant targets. Sound 
waves may also be used. Indeed, because radio waves are 
rapidly absorbed in water, sonar (SOund Navigation and 
Ranging) is essential to underwater operations of all sorts, 
including sea-floor mapping and anti-submarine warfare. 


Applications. Since World War Il RADAR has been deployed 
in many forms and has found a wide application in scien- 
tific, commercial, and military operations. RADAR signals 
have been bounced off targets ranging in size from dust 
specks to other planets. RADAR is essential to rocketry 
and early-warning detection of missiles, air traffic control, 
navigation at sea, automatic control of weapons such as 
antiaircraft guns, aircraft detection and tracking, mapping 
of the ground from the air, weather prediction, intruder 
detection, and numerous other tasks. Few craft, military or 
civilian, put to sea or take to the air without carrying some 
form of RADAR. 


In recent decades, development of the basic RADAR 
principle—send pulse, listen for echo—has proceeded 
along a number of interesting paths. By exploiting the 
Doppler effect, which causes frequency shifts in echoes 
reflected from moving objects, modern RADARs can tell 
not only where an object is but what direction it is moving 
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in and how quickly. The Doppler effect also allows for the 
precision mapping of landscapes from moving aircraft 
through the synthetic-aperture technique. Synthetic-aper- 
ture systems exploit the fact that stationary objects being 
swept by a RADAR beam projected from a moving source 
have, depending on their location, slightly different abso- 
lute velocities with respect to that source. By detecting 
these velocity differences using the Doppler effect, syn- 
thetic aperture type RADAR greatly permits the genera- 
tion of high-resolution ground maps from small, air- 
borne RADARs. 


In many modern RADAR systems the need for a 
mechanically moving antenna has been obviated by phased 
arrays. A phased array consists of a large number of small, 
computer-controlled antennas termed elements. These 
elements, of which there are usually thousands, are 
crowded together to form a flat surface. In transmit mode, 
the elements are all instructed to emit a RADAR pulse at 
approximately the same time; the thousands of outbound 
waves produced by the elements merge into a single 
powerful wave as they spread outward. By timing, or 
phasing, the elements in the array so that, for example, 
elements along the left-hand edge of the array fire first 
while those farther to the right fire progressively later, the 
composite wave formed by the merging of the elements’ 
lesser outputs can be steered in any desired direction 
within a wide cone (in this example, to the right). Beam 
steering can be accomplished by such a system millions of 
times more rapidly than would be possible with mechani- 
cal methods. Phased-array systems are used for anumber 
of applications; including the 71.5-foot (21.8-m) tall AN/ 
FPS-115 PAVE PAWS Early Warning RADAR Array Anten- 
nas, which provide early warning of ballistic-missile at- 
tack; shipboard systems such as the AN/SPY-1D, which is 
about 15 feet (3 m) across and is mounted flush with the 
upper hull of some warships; the Hughes AN/TPQ-37 
Firefinder, atrailer-mounted system designed for tracking 
incoming artillery and missiles and calculating their point 
of origin; and many other real-world systems. 


RADAR is a powerful weapon of war, but has its 
weaknesses. For example, numerous missiles have been 
developed to home in on the radio pulses emitted by 
RADARs, making it very dangerous to turn on a RADAR in 
a modern battlefield situation. Further, jamming and 
spoofing (“electronic warfare”) have evolved rapidly along- 
side RADAR itself. For example, an aircraft that finds itself 
interrogated by a RADAR pulse can emit blasts of noise or 
false echoes, or request that a drone or other unit emit 
them, in order to confuse enemy RADAR. Finally, aircraft 
have been built that are “low observable,” that is, which 
scatter very little energy back toward any RADAR that 
illuminates them. Low-observable or “stealth” aircraft are 
built of radio-absorbent materials and shaped to present 
little or no surface area perpendicular to RADAR pulses 
approaching from most angles (except directly above and 
directly below, the two least likely places for an enemy 
RADAR to be at any given moment). What RADAR they do 
reflect is deflected at low angles rather than returned to 


the RADAR transmitter. The U.S. B-2 bomber and F-117A 
and F-22 fighters are working examples of low-observable 
aircraft. 
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Synthetic aperture RADAR (SAR) is used for high-resolu- 
tion mapping of the ground from moving aircraft or space- 
craft. A stationary RADAR system's angular resolution— 
that is, the clarity with which it can distinguish two small, 
side-by-side targets at a given distance—is determined by 
the physical width (aperture) of its antenna. By appropri- 
ate processing of the echoes received by a small, but 
moving antenna, an angular resolution equivalent to that 
of a much larger antenna can be synthesized—hence the 
term “synthetic aperture RADAR” for such a system. 


SAR exploits the Doppler effect, a property of waves 
reflected (or emitted) by moving objects. If a wave is 
reflected or emitted by an object approaching a receiver, 
its frequency as perceived by the receiver is raised; if the 
object is receding, its frequency is perceived by the re- 
ceiver as lowered. Most people have noticed the Doppler 
effect when a vehicle blowing its horn passes them at high 
speed; the sound of the horn is high-pitched when the 
vehicle is approaching, then drops when the vehicle passes 
by. Basic SAR works as follows: first, a narrow, fan-shaped 
radar beam is projected at right angles to the forward 
motion of an aircraft (or other platform). Distant objects 
cut across this side-looking beam as the aircraft moves in 
a straight line. As an object first enters the beam, its 
relative motion has acomponentthat is toward the aircraft 
and which Doppler-shifts its RADAR reflection to higher 
frequencies. As the object passes through the centerline of 
the beam, it ceases to get closer to the aircraft. At this 
fraction of a second, its reflection ceases to be Doppler 
shifted. Next, as the object passes through the trailing half 
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of the beam, it begins to move away from the aircraft, 
which Doppler-shifts its reflection to lower frequencies. 
Thus, although reflections from all objects at a given 
distance from the RADAR return to its antenna at the same 
moment, reflections from objects ahead of the aircraft are 
Doppler shifted to higher frequencies, and those from 
objects trailing the aircraft are shifted to lower frequen- 
cies. This effect can be used to distinguish objects inside 
the beam, achieving an angular resolution that is higher 
than the beam’s physical width. 


SAR mapping was first demonstrated in 1953 and has 
since been widely used by the military (with various re- 
finements) for airborne battlefield surveillance. SAR has 
also been used for satellite-based radar mapping of the 
Earth and Venus. 


B FURTHER READING: 
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The nuclear explosions at Hiroshima and Nagasaki, Japan 
on August 6 and 9, 1945, demonstrated the immense 
power of the nuclear bomb. The effects of the explosion 
were immediate. The radiation that was released by the 
explosions, however, caused the deaths of many people 
weeks, months, and even years later. It is this radiation- 
induced biological damage that can ultimately claim more 
lives than those lost in the blast of a nuclear weapon. 


Radiation released in a nuclear explosion consists of 
particles that have a high energy. When these particles 
encounter biological material, in particular deoxyribonu- 
cleic acid (DNA), they can break the DNA strands. The 
breakage can be so severe that a cell's repair machinery 
cannot compensate. Because DNA is the blueprint for the 
structure and all the activities that occur in cells, the 
radiation-induced damage to DNA is lethal to the af- 
fected cells. 


Radiation exposure that does not kill cells outright 
can cause sublethal damage that scrambles the sequence 
of information contained in the DNA. As a result, when the 
DNA is used to make proteins, proteins that are altered 
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from the intended forms will be made. These represent 
mutations. 


Mutations occur naturally at a very low rate. Using 
special agents called mutagens can increase the frequency 
of these mutations. lonizing radiation was the first mutagen 
that efficiently and reproducibly induced mutations in a 
multicellular organism. Radiation is often classified as 
ionizing or non-ionizing depending on whether ions are 
emitted in the penetrated tissues or not. Examples of 
ionizing radiation include x rays, gamma rays, beta parti- 
cle radiation, and alpha particle radiation (also known as 
alpha rays). The ultraviolet radiation that is a component 
of sunlight is an example of a nonionizing radiation. 


Different types of radiation have different energies, 
and so have different effects. With alpha radiation, 
ionizations produce an intense but more superficial and 
localized deposition of energy. The energy of x rays and 
gamma radiation traverses deeper into tissues. This pene- 
tration leads to a more even distribution of energy as 
opposed to the more concentrated or localized alpha rays. 


The different behaviors of different types of radiation 
can be used to some extent to tailor the radiation to 
selected cellular components. Experiments conducted on 
animals have shown that repeated exposure to radiation 
produces a higher frequency of mutations than a single 
exposure to a higher level of radiation. In other words, 
exposure to a low level of radiation can be damaging 
over time. 


The relative efficiencies of the different types of radia- 
tion in producing mutations can be compared, and is 
known as the mutagenic effect. Investigation of radia- 
tion's mutagenic effects on different tissues, cells, and 
subcellular compartments is becoming possible by the 
availability of techniques and tools that allow the precise 
delivery of small doses of radiation and that provide better 
monitoring of effects. 


Cells that are irradiated release a form of oxygen that 
is unstable, and which reacts with cellular components in 
a way that is damaging. DNA can be damaged, as can 
components called bases, which are assembled to form 
DNA strands. As well, the reactive oxygen can damage 
enzymes that function to repair damaged DNA. There is 
evidence that radiation damage in one cell can be passed 
on to neighbouring cells. Even the neighbouring cells may 
be damaged genetically. Thus, radiation damage, espe- 
cially due to low levels of radiation, may be more exten- 
sive than previously assumed. 


This increased risk of radiation damage is of concern, 
as terrorist organizations such as al Qaeda have made 
efforts to develop and deploy “dirty bombs”—conven- 
tional explosives that release a payload of radioactive 
material. In 2002, an American citizen was arrested for his 
alleged involvement with al Qaeda to detonate a dirty 
bomb inside the United States. The spray of radiation ina 
mid-level dirty bomb could produce a relatively low level 
of radiation over a fairly localized area. In a densely- 
populated city, thousands of people could be exposed to 
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harmful levels of radiation from an explosion from a 
dirty bomb. 
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One of the earliest military applications for radio was in 
direction-finding (DF), which makes it possible to locate 
the positions of enemy aircraft and ships using four major 
components: an antenna, a receiver, a processor or proc- 
essors, and a control and output system. Examples of 
radio DF equipment in use at the beginning of the twenty- 
first century include the OUTBOARD (Organizational Unit 
Tactical Baseline Operational Area Radio Detection) sys- 
tem of the U.S. Navy. Direction finding often uses triangu- 
lation, which is based on laws of plane trigonometry. 


Direction finding and triangulation. A direction finder can be 
any electronic device used to locate a source of electronic 
emissions such as a ship or aircraft. In everyday usage by 
military, security, and intelligence services, direction find- 
ing is virtually synonymous with radio DF. Direction find- 
ing usually involves a radio receiver linked to a revolving 
antenna, which scans for the strongest possible signal in 
the area. 


Assuming two stationary transmitters can be located, 
direction finding can be used to locate one’s position by 
means of triangulation. The latter is based on the trigono- 
metric principle that, for any triangle, when one side and 


two angles are known, the other angle and two sides can 
be calculated. To establish the measure for two angles of a 
triangle on Earth’s surface, it is necessary to use a survey- 
ing device known as a theodolite, or some electronic 
equivalent. The measured and known side of the triangle 
is known as the baseline. 


Components of a DF system. The simplest DF system must 
contain an antenna, receiver, at least one processor, and 
control/output systems. The antenna must be versatile, so 
as to address a variety of requirements, some of which 
seem almost at cross-purposes to one another. It must be 
omnidirectional, or capable of receiving input from 360 
degrees, yet capable of pinpointing the locations of spe- 
cific signals from the range of radio noise it receives. 
Additionally, it must make possible the reception of sig- 
nals over the widest possible area, yet receive these on an 
ultra-accurate pencil beam. Given these various require- 
ments, modern DF systems often use not one antenna but 
an array, or they may make use of a phased-array antenna, 
which can quickly change its pattern of radiation using 
electronic means. 


Receivers may be either single-channel, dual-chan- 
nel, or N-channel. In a single-channel receiver, a switch 
sequentially selects one antenna from an array, while in 
the dual-channel model, switching may be used to select 
pairs from three or more antennas. N-channel receivers 
are capable of operating across multiple antennas without 
the requirement of switching. 


Once the signal is received, it is necessary to calculate 
the location of the emitter by comparing signal properties 
such as amplitude. For this operation, a processor is used. 
With multiple or phased-array antennas, the operator may 
need not a single processor, but an array of distributed 
digital signal processors. With twenty-first century tech- 
nology, it is possible for machines to perform a variety of 
complex calculations in real time or near-real time. Lastly, 
there is the control/output system, which includes a vari- 
ety of subcomponents such as functions for the input and 
preparation of data, as well as various other operations 
requiring a workable interface between operator and 
equipment. 


Radio DF in history. The use of radio direction finding dates 
back to World War I, when both the Allies and the forces of 
the Central Powers used it to locate enemy positions on 
the ground. The essential principles of direction-finding 
were established at that time, well before radio entered 
commercial use in the early 1920s. 


During the interwar period, the British Royal Navy 
used radio DF extensively with the aid of listening sta- 
tions. The latter had been established in the wake of 
escalating international conflicts, including the Italian in- 
vasion of Ethiopia (which potentially threatened British- 
controlled lands in east Africa) and the Spanish Civil War, 
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during which Italian submarines threatened British ves- 
sels transporting supplies to Republican forces. 


By the late 1930s, the British had begun using high- 
frequency direction finding (HF/DF or “Huff Duff”) equip- 
ment on their warships. This technology had benefited 
from improvements by Canadian engineers, who created 
a means of automatically recording the directional bear- 
ings of transmissions by radio. During the Second World 
War, the Royal Navy successfully used HF/DF to locate 
German submarines in the north Atlantic. 


Across the ocean, the U.S. Navy received help from 
French scientists who had escaped the Nazi and Vichy 
regimes, and who assisted Navy technicians in develop- 
ing a means of visual imaging to record the bearings of a 
vessel emitting transmissions. This equipment, tested in 
1940 and operational by the latter part of 1942, also made 
it possible to maintain a track on an enemy U-boat even 
after the latter had stopped transmitting. 


DF in the Cold War and modern era. The Germans 
themselves made advances in antenna technology, but 
because of their failure to accurately assess Allied DF 
capabilities, the principal beneficiaries of these develop- 
ments would later be their wartime adversaries. During 
the 1950s and 1960s, the U.S. military adapted German 
Wullenweber antenna systems for use in Vietnam and 
other theatres of the Cold War. The United States also 
made used of the Wullenwebers (sometimes referred to 
as circularly disposed dipole antenna arrays or CDDAs) for 
land-based electronic eavesdropping, taking advantage of 
their wide operational range of 3,200 miles (5,150 km). 
Today, abandoned Wullenwebers—nicknamed “rings of 
poles,” “dinosaur cages,” or “elephant cages”—dot the 
globe, an almost poignant visual symbol of the long- 
vacated superpower conflict. 


At the turn of the twenty-first century, radio DF equip- 
ment was a standard feature of U.S. Navy vessels. By 
2000, the OUTBOARD system had been in use on naval 
vessels for many years, and was slated for an upgrade 
through the Cooperative OUTBOARD Logistics Update 
(COBLU) program. OUTBOARD made use of high-fre- 
quency deck-edge antennas and VHF (very high frequency) 
mast antennas, as well as a receiver that automatically 
searched for, received, collected, and analyzed signals. 
Thus, it combined the receiving and processing functions 
in a single piece of equipment. Its control/output system is 
capable of collecting processed cryptologic transmissions 
and transmitting intelligence to other members of the 
battle group via data links. 
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Radio Frequency 
(RF) Weapons 


RF, or radio frequency weapons, also known as directed- 
energy weapons, use electromagnetic energy on specific 
frequencies to disable electronic systems. The principle is 
similar to that of high-power microwave (HPM) weapons, 
only HPM systems tend to be much more sophisticated, 
and are thus, more likely to be in the control of superpowers 
or near-superpowers. RF weapons, by contrast, are simple 
and low-voltage enough that they could be deployed by 
smaller, less technologically enhanced forces. 


The range of frequencies for waves in the electromag- 
netic spectrum is from approximately 10? Hz to more than 
10” Hz—in other words, from about 100 cycles per second 
to about 10 trillion trillion. From the lowest frequencies to 
about 10” Hertz is the range of long-wave radio, short- 
wave radio, and microwaves. These carry broadcast radio, 
television, mobile phone communications, radar, and even 
highly specific forms of transmission such as those of 
baby monitors or garage-door openers. 


Because of regulation by the Federal Communica- 
tions Commission (FCC), AM or amplitude modulation 
broadcasts take place across a frequency range from 535 
kHz (kilohertz, or 1,000 Hertz) to 1.7 MHz (megahertz, or 
1,000,000 Hertz). The FCC has assigned the range of 5.9 to 
26.1 MHz to shortwave radio, and 26.96 to 27.41 MHz to 
citizens’ band (CB) radio. Above these are microwave 
regions assigned to very high frequency (VHF) television 
stations 2 through 6, then FM (frequency modulation) 
radio, which occupies the range from 88 to 108 MHz. 
Higher still are VHF channels 7 to 13, ultra-high frequency 
(UHF) television broadcasts, and so on. At the highest 
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microwave ranges—around 10° Hz—are transmissions 
from spacecraft. 


FCC regulation is necessary to maintain security, 
privacy, and safety on the airwaves. If a broadcaster or 
receiver strays outside of its assigned range, it can inter- 
cept private communications, or potentially disrupt highly 
sensitive transmissions. Among the most sensitive from a 
safety perspective, are the communications between an 
aircraft cockpit and the control tower, which could result in 
serious consequences if disrupted even for a few seconds. 


High-power microwave weaponry is of such voltage 
and intensity that it can actually shut off the computer 
systems of an aircraft long enough that a pilot could 
conceivably be unable to right the craft, causing a crash. 
With an RF weapon, the intensity of the signal is smaller, 
but if properly directed, it could potentially disrupt aircraft 
communication systems long enough to bring down the 
craft. It could cause the computers to reset, or disrupt 
safety sensors, navigation systems, data recorders, or 
control systems. Enough errors in these sensitive flight 
components, particularly in the highly computerized air- 
craft of today, might be enough to force a plane out 
of the sky. 


Concerns over RF interference dictate the prohibition 
against cell phone, radio, or even laptop computer opera- 
tion aboard a plane from the time of preparation for 
takeoff until after it lands. Such relatively weak and in- 
nocuous systems could interfere with vital flight commu- 
nications; one can easily imagine the harm that could be 
done by terrorists operating a directed and more powerful 
system with malicious intent. Adding to the dangers of RF 
weaponry is the fact that it could potentially be operated 
from the ground, allowing the terrorist to attack and seek 
cover in the process, and rendering the sacrifice of the 
terrorist’s life unnecessary. Furthermore, RF weaponry, 
like most means of electromagnetic warfare, is “clean,” 
meaning that, unlike ordinary ballistic weaponry, it is 
almost untraceable. 
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The storage of radioactive waste generated by the use and 
production of radioactive materials within the United States 
remains a contentious national security issue. The secu- 
rity of these materials, many taking thousands of years to 
decay, requires not only security measures to prevent 
tampering or theft, but also important considerations of 
the physical environment of waste storage. Site selection 
must ultimately be based upon minimizing the potential 
for leakage and long-term environmental damage. 


In the 1960s, nuclear power gained popularity as a 
means of producing electricity for civilian use. During the 
next two decades, several nuclear power plants were built, 
but there was little consensus about how to best dispose 
of radioactive waste. Waste from plants, as well as from 
military and defense operations, was usually stored on 
site or in nearby storage facilities. Low-level waste, such 
as that from hospitals, research labs, and power plants is 
generally placed into containment facilities on-site. How- 
ever, the disposal of high-level waste, materials that are 
highly radioactive, remains more problematic. Spent nu- 
clear fuels from power plants are sometimes shipped to 
containment facilities, and sometimes stored in specially 
constructed containment pools on-site. Radioactive waste 
is thus, stored in various locations, governed by federal 
regulations. Forty-three states in the United States, and 
several Canadian provinces, currently have nuclear waste 
storage facilities. In the late 1990s, the government pro- 
posed plans for a central storage facility for high-level 
waste at Yucca Mountain, Nevada. In May, 2002, the 
United States House of Representatives approved a meas- 
ure that would establish the site at Yucca Mountain, and 
approval was pending as of June 2002. The proposed site 
has sparked ongoing controversy over the environmental 
impact of nuclear waste storage, much of which focuses 
on the unique geological and environmental conditions of 
the region. 


When looking for a site for permanent storage of high 
level waste, engineers and geologists took several factors 
into consideration, including: water table, geological sta- 
bility, rock composition, seismic (earthquake) activity, and 
proximity to population areas. Furthermore, the site must 
have a high probability of remaining undisturbed for tens 
of thousands of years, or as long as the materials in 
storage are radioactive. Yucca Mountain is located in a 
rural region, with sparse population. Las Vegas, 100 miles 
(160 km) from the site, is the nearest metropolitan area. 
Within a 100-mile radius of the proposed site, there are 
approximately 35,000 inhabitants. Thus, Yucca Mountain 
is relatively secluded. 


Yucca Mountain itself has a desert climate, receiving 
less than six inches of rain per year. The lack of rain means 
that cave systems within the mountain are dry, and that 
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there is minute seepage from the surface of the mountain 
to the deep water table 2000 feet (670 meters) below 
ground. This ensures that waste stored in the mountain 
would have fewer chances of polluting ground water if 
specially engineered storage containers ever rupture. The 
deep location of the water table at the site also means that 
the cavity, or storage room, would lie equidistant from the 
surface of the mountain to ground water stores—about 
1000 feet, or 304 meters. This isolates the waste, and 
removes the chance of accidental disturbance from future 
drilling or other means of exploration. 


Some aspects of the geological composition of the 
mountain itself further makes Yucca Mountain a candidate 
for a nuclear waste repository. Dense volcanic rock, as 
well as thick and nearly impenetrable bedrock mean Yucca 
Mountain’s interior is relatively stable, not very porous, 
and resistant to water and heat. Under the most extreme 
conditions, this deep and solid rock could help contain 
minor seepage, as well as insulate the repository—possi- 
bly making it as safe as a band of untapped uranium ore. 


Yucca Mountain’s unique geology and environment 
is unequaled by that of any of the nation’s other current 
nuclear waste repositories, many of which pose a greater 
potential threat to cities, drinking water, and their local 
environments. Centralization could potentially lead to 
tighter regulation of waste, better handling, and less envi- 
ronmental damage. 


While Yucca Mountain does meet much of the criteria 
for a safe storage site, it is not a perfect location. The 
region around Yucca Mountain contains several faults and 
fractures (cracks in the Earth’s crust where movement 
causes earthquakes), and is considered seismically active. 
Earthquakes could change the patterns of water flow 
inside the mountain, as well as endanger the integrity 
of the storage cavities within the mountain. Increased 
hydrothermal activity could promote seepage and water 
contamination. 


Researchers also explored the possibility of the stor- 
age cavity filling with water, thus exposing the aquifer and 
groundwater to radioactive contaminants. Geologists stud- 
ied core samples and cave linings to determine the extent 
to which minerals permeated the walls of the cavities. The 
scientists found that there were only scant traces of opal 
and calcite, telltale signs of flooding and water seepage, at 
the lower levels of the mountain. Thus, the cavities did not 
have a history of filling with water. A corresponding study 
of the geological history of the mountain further con- 
firmed the relative stability of the site’s water table, drain- 
age, and seepage. 


However, under Yucca Mountain is a deep aquifer. In 
the desert region, the aquifer provides drinking and irriga- 
tion water. As metropolitan centers, such as Las Vegas, 
continue to grow, the aquifer might play a significant role 
as a water resource for the region. The nuclear storage site 
would have to remain stable and well sealed for tens of 
thousands of years in order to insure the continued safety 
of the aquifer. 
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Part of the problem in designing high-level waste 
storage facilities is the time span for which these sites 
must remain secure and safe. Lab tests are inadequate to 
insure the stability of the mountain, the fortitude of con- 
tainers and casks, and the security of the site from acci- 
dental intrusion for the tens of thousands of years neces- 
sary for radioactive waste to be rendered harmless. Project 
planners face not only design difficulties such as prevent- 
ing accidents and mitigating environmental impact, but 
also how to document the site in ways that will ensure that 
people 10,000 years from now will recognize the hidden 
danger of the mountain storage facility. People today have 
only scant artifacts and generalized understanding of civi- 
lizations and people that lived ten thousand years ago. 


Geologists and other scientists disagree on the possi- 
ble effect that the waste could have on the behavior of the 
mountain itself. Some predict that heat generated by the 
waste could alter the mountain’s geological and hydro- 
logical behavior, causing rocks to crack and water to seep 
into and out of the storage cavity in ways that we cannot 
predict. Some raise concerns over the unpredictable na- 
ture of seismic activity in the area. Other scientists assert 
that the stable pattern of geological processes at Yucca 
Mountain will remain unchanged, and that the site is 
predictably stable. Geologists have to account for not only 
the mountain’s history, but also predict its future in order 
to insure the safety of the site for future generations. 


While much of the scientific community’s assess- 
ment of the safety of the Yucca Mountain project centers 
on geology, public concerns focus on technology. Though 
waste is currently stored in forty-three states, little of the 
nation’s spent nuclear materials travel long distances. The 
creation of the Yucca Mountain site would require that 
waste be shipped by truck and rail to the central storage 
facility. Engineers and researchers have developed safe 
casks, or storage bins, which are impervious to accidents, 
water, and fire specifically for shipping high-level waste, 
but may people are discomforted simply by the perceived 
risk (the threat that people feel is associated with a given 
project, not the statistical risk) of shipping nuclear materials. 


The controversy surrounding the proposed Yucca 
Mountain waste repository is both political and scientific. 
The perceived threat of nuclear materials heavily influ- 
ences public opinion, and environmentalists are reticent 
to trade many smaller environmental problems for a large 
potential hazard. Some people cite the Yucca Mountain 
facility as a means of centralizing the problem of nuclear 
waste. Project proponents claim that the repository will 
lessen environmental risk and keep volatile, dangerous 
materials secure and controlled. 
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The Federal Radiological Emergency Response Plan 
(FRERP) is a blueprint for the response of the United 
States federal government to a radiological emergency— 
that is, a crisis involving the release of nuclear radiation. 
Drafted by a Federal Emergency Management Agency 
(FEMA) committee in 1985, FRERP is an agreement among 
17 federal agencies, key among which are FEMA, the 
Nuclear Regulatory Commission (NRC), the Departments 
of Energy and Defense, and the Environmental Protection 
Agency (EPA). 


Roots of the FRERP 


From the time of its founding in 1970, EPA had responsibil- 
ity for dealing with radiological emergencies, though an 
orchestrated federal response to such situations still lay 
many years in the future. In 1975, the General Services 
Administration (GSA) offered the first such plan, but the 
GSA, whose principal mission is the management of physi- 
cal assets belonging to the government, was not the ideal 
agency to oversee emergency responses. Following the 
disaster at the Three Mile Island Nuclear Power Plant in 
1979, President James E. Carter issued an executive order 
creating such an agency, FEMA. 


In September 1980, Carter issued another executive 
order in which he called on FEMA to create a “national 
contingency plan” that would coordinate federal agen- 
cies’ responsibilities and authorities in the event of a 
nuclear accident. FEMA in March 1982 established the 
Federal Radiological Preparedness Coordinating Commit- 
tee, which consisted of representatives from federal agen- 
cies with responsibilities for responding to radiological 
emergencies. The purpose of the committee was to coor- 
dinate federal planning and preparedness activities, and 


to help state and local governments develop their own 
coordinated plans. 


At the same time, FEMA directed the EPA to develop 
training for state and local officials in areas ranging from 
decision making to radiation dose assessment. The agency 
also tasked the Department of Energy (DOE) with put- 
ting in place systems for emergency radiation detection 
and measurement. FEMA also directed DOE to establish 
a federal radiological monitoring and assistance plan. 
Together with EPA, NRC, and other agencies, the DOE in 
the early 1980s developed the Federal Radiological Moni- 
toring and Assessment Center (FRMAC) to implement the 
plan it developed. DOE maintains the FRMAC, but in the 
event of an emergency, EPA would assume control in the 
middle and latter phases of the crisis. 


FRERP, other RERPs, and their evolution. The Federal 
Radiological Preparedness Coordinating Committee com- 
pleted the FRERP in 1985, and in 1987 the EPA published 
its own RERP describing how it would support state and 
local agencies in the event of a radiological emergency. 
States have also developed their own RERPs. Following 
the accident at the Chernobyl Nuclear Power Plant in what 
was then the Soviet Union (now Ukraine) in April 1986, 
the Federal Radiological Preparedness Coordinating Com- 
mittee revised the FRERP to include a response to in- 
ternational radiological incidents that could affect the 
United States. 


The revised plan also incorporated responses to 
smaller situations, such as lost radiation sources or lost 
radioactive material. EPA was made the lead federal agency 
in both international and lost-course incidents. In 1989, 
EPA responded to such a situation, when it was discov- 
ered that abandoned materials at the Radium Chemical 
Company facility in New York City presented a radiological 
hazard to the neighborhood. 


During the 1980s, participating organizations took 
part in two full-field exercises to prepare for a radiological 
emergency. In June 1995, President William J. Clinton 
signed Presidential Decision Directive (PDD) 39, which 
directed the response of federal agencies to terrorist at- 
tack. PDD 39 directed EPA to provide chemical and radia- 
tion-related technical support to the Federal Bureau of 
Investigation in the event of a terrorist incident. Additional 
directives in 1998 led to a revision of the EPA RERP in 2000. 
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To Ronald Reagan, national security meant battling the 
Soviet Union for world supremacy. Much more conserva- 
tive than his predecessors, Reagan argued that interna- 
tional instability of the world could be traced to Moscow 
and he insisted that the United States needed to use 
military force to protect its global interests. As a result of 
these assumptions, the Reagan administration promoted 
a massive buildup of both conventional and nuclear weap- 
ons to close the gap that it presumed had developed 
between Soviet and American forces. 


Reagan had little foreign policy expertise. A popular 
actor who had served as governor of California, he won 
the presidency from Jimmy Carter in large part because 
he promised to engineer a return to the glory days of 
international respect for the U.S. To help achieve this goal, 
Reagan revamped the national security system. Secretary 
of State Alexander Haig served as the primary advisor on 
foreign affairs, while National Security Advisor (NSA) 
William Clark took responsibility for developing, coordi- 
nating, and monitoring national security policy. 


Reagan made another significant change by termi- 
nating the policy of détente with the Soviet Union that had 


Reagan Administration, United States National Security Policy 


been pursued by his predecessors. He made this choice 
out of his expressed belief that the inherent evil of Soviet 
totalitarianism had created an “evil empire.” He repeat- 
edly stated the American resolve to fight communist ag- 
gression anywhere in the world. This determination would 
lead the U.S. to confront communism in Grenada, El 
Salvador, and Nicaragua, with the latter effort turning into 
the Iran-Contra scandal. 


Reagan’s actions were occasionally more moderate 
than his words and the administration appeared reluctant 
to be the first since World War II to fail to arrive at an 
agreement on arms with the Soviets. President Carter had 
negotiated the SALT II treaty but Reagan believed that it 
was fatally flawed. While agreeing to abide by the restric- 
tions of the agreement as long as the Soviet Union did the 
same, Reagan refused to submit it to the Senate for 
ratification. In 1982, the administration announced the 
outlines of a replacement arms control treaty. To show 
displeasure with past agreements that merely reduced the 
growth of each side’s arsenals instead of reducing the 
total numbers of weapons, the Reagan administration 
security team named the new arms control plan START 
(Strategic Arms Reduction Talks). This new arms policy 
was designed to bring about cuts in total American and 
Soviet missiles and warheads, but the two sides were 
unable to reach an agreement. 


In 1983, Reagan escalated the nuclear arms race with 
the Soviet Union by authorizing the Defense Department 
to develop a Strategic Defense Initiative (SDI). Known to 
its advocates and critics as “Star Wars,” SDI would in- 
volve the development of a complex anti-missile defense 
system employing laser and high-energy particle weap- 
ons to destroy enemy missiles in outer space before they 
reached their targets. By destroying weapons rather than 
people, SDI would free defense strategy from the concept 
of mutually assured destruction that had long governed 
Soviet and American attitudes toward war. Although the 
system was never built and many scientists doubted that it 
could ever be constructed in the form proposed, the Sovi- 
ets felt obligated to keep pace by launching their own SDI- 
type development program. 


By the end of Reagan’s presidency, his anti-Soviet 
rhetoric had cooled. Under Mikhail Gorbachev, the Sovi- 
ets pursued renewed détente and the Reagan administra- 
tion responded positively. In 1987, the U.S. and U.S.S.R. 
signed a treaty to eliminate intermediate range (300 to 
3,000 miles) nuclear forces (INF). The agreement marked 
the first time that the two nations had agreed to destroy an 
entire class of weapons systems. 


Reagan entered the White House with a campaign 
promise to refurbish American defense capabilities and to 
regain military superiority over the Soviet Union. He exited 
the Oval Office after completing a treaty that served as the 
first step toward the eventual end of the arms race. By 
redirecting the thrust of national security policy, the Reagan 
administration is widely credited with winning the Cold War. 
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In the shadow of an American M-60 tank, two U.S. soldiers stand guard over three Grenadian prisoners. President Ronald Reagan ordered the invasion of 


Grenada in 1983 in order to oust its Marxist government. AP/WIDE WORLD PHOTOS. 
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The Real Irish Republican Army (Real IRA, or RIRA), also 
known as the the True IRA, formed in early 1998 as a 
clandestine armed wing of the 32-County Sovereignty 
Movement, a “political pressure group” dedicated to re- 
moving British forces from Northern Ireland and unifying 
Ireland. The 32-County Sovereignty Movement opposed 
Sinn Fein’s adoption in September, 1997, of the Mitchell 
principles of democracy and nonviolence and opposed 
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the amendment in December 1999 of Articles 2 and 3 of 
the Irish Constitution, which laid claim to Northern Ire- 
land. Michael “Mickey” McKevitt, who left the IRA to 
protest its cease-fire, leads the group; Bernadette Sands- 
McKevitt, his wife, is a founder-member of the 32-County 
Sovereignty Movement, the political wing of the RIRA. 


Organization activities. The Real IRA has claimed to have 
committed or is believed to be responsible for a number of 
bombings, assassinations, and robberies. Many Real IRA 
members are former Irish Republican Army (IRA) mem- 
bers who left that organization following the IRA cease- 
fire and who bring to RIRA a wealth of experience in 
terrorist tactics and bomb construction. RIRA targets in- 
clude British military and police in Northern Ireland and 
Northern Ireland Protestant communities. RIRA is linked 
to and understood to be responsible for the car bomb 
attack in Omagh, Northern Ireland, on August 15, 1998, 
that killed 29 and injured 220 persons. The group began to 
observe a cease-fire following Omagh but in 2000 and 
2001 resumed attacks in Northern Ireland and on the 
UK mainland against targets such as MI6 headquarters 
and the BBC. 


RIRA’s size is estimated at 100 to 200 activists plus 
possible limited support from IRA hardliners dissatisfied 
with the IRA cease-fire and other republican sympathizers. 
British and Irish authorities arrested at least 40 members 
in the spring and summer of 2001, including leader 
McKevitt, who is currently in prison in the Irish Republic 
awaiting trial for being a member of a terrorist organiza- 
tion and directing terrorist attacks. 


Suspected of receiving funds from sympathizers in 
the United States and of attempting to buy weapons from 
U.S. gun dealers, RIRA also is reported to have purchased 
sophisticated weapons from the Balkans. Three Irish na- 
tionals associated with RIRA were extradited from Slovenia 
to the UK and are awaiting trial on weapons procurement 
charges. 


As of April 2003, the U.S. Department of State no 
longer listed the IRA as a foreign terrorist organization, but 
did list the Real IRA. The RIRA operates in Northern Ire- 
land, Irish Republic, and Great Britain. 


B FURTHER READING: 


ELECTRONIC: 


Central Intelligence Agency. World Factbook, 2002. <http:// 
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Taylor, Francis X. U.S. Department of State. Patterns of 
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rm/10367.htm> (April 17, 2003). 
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(April 16, 2003). 
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Reconnaissance is a term for efforts to gain information 
about an enemy, usually conducted before, or in service 
to, a larger operation. The French word entered the Eng- 
lish language in 1810—not coincidentally, at a time when 
British and other armies were at war with Napoleon’s 
French forces. Reconnaissance is an important compo- 
nent of military and intelligence activities, as well as 
civilian undertakings designed to protect the public safety 
from hazards both natural and manmade. 


In the military or espionage environment, reconnais- 
sance can take the form of activities by scouts or other 
specialists. The use of what would now be called “human 
intelligence” in a reconnaissance capacity dates back to 
ancient times, when, according to the Christian Old Testa- 
ment, 12 spies went into the land of Canaan to scout out 
the territory. Today, reconnaissance is the work of special 
units practicing a specialized craft. 


Reconnaissance aircraft range from the U-2 and SR- 
71 Blackbird to the E-2C Hawkeye and P-3 Orion. Addition- 
ally, the skies bristle with reconnaissance satellites oper- 
ated by the U.S. military, the National Security Agency, 
and military or intelligence services of other nations. Even 
some seagoing craft, most notably submarines, can serve 
a reconnaissance function. 


The major reconnaissance components of the U.S. 
intelligence community are the National Reconnaissance 
Organization and the National Imagery and Mapping 
Agency. In the civilian realm are meteorological services 
such as the National Oceanic and Atmospheric Adminis- 
tration, which makes extensive use of reconnaissance 
technology to map and forecast weather patterns. Addi- 
tionally, the Department of Energy, Environmental Protec- 
tion Agency, and other organizations conduct reconnais- 
sance for radiological hazards and other forms of danger. 


BFURTHER READING: 
BOOKS: 
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SEE Anti-Imperialist Territorial Nuclei (NTA). 


Red was a Japanese naval code created during World War 
| and used until the outbreak of World War Il. The Red code 
used the additive encryption method. The code assigned 
words and syllables numerical values. Before transmis- 
sions, these numbers were encrypted a second time using 
an additive codebook. The book contained a series of 
numbers that were added to the original numerical mes- 
sage in sequence. Each message contained a key that told 
the receiver where to begin the additive sequence in the 
book to decode the message. Cryptologists named the 
code Red after the color of the folder in which deciphered 
codes were bound. 


In 1923, a United States Navy intelligence officer 
located a copy of the 1918 Imperial Japanese Navy secret 
operating code in the luggage of a visiting Japanese 
attaché. The codebook was clandestinely photographed 
and a special cryptology unit, known as the Research 
Desk, was created to begin the task of monitoring and 
deciphering intercepted messages. At the time, U.S. Navel 
Intelligence monitored only ship-to-ship communications 
and some radio transmissions in Asia and the Pacific. The 
Research Desk team established intercept stations through- 
out the Pacific and increased monitoring of Japanese 
diplomatic and military transmissions. 


Cryptologists worked for five years to fully translate 
and break Red, the additive cipher that the 1918 codebook 
contained. Intercepts continued to use the aging code, 
facilitating the work of U.S. code breakers. In 1926, Lieu- 
tenant Joseph J. Rochefort accepted the directorship of 
the Research Desk. Rochefort was a skilled code breaker, 
but also fluent in the Japanese language and undertook 
much of the translation work for Red himself. Repeated 
messages and phrases that appeared in several transmis- 
sions helped code breakers recognize various additive 
decipherments. Three years after the analysis of Red be- 
gan, cryptologist Agnes Meyer Driscoll cracked the code’s 
additive encryption key. With the additive key, and the 
photographs of the original code book, any Red code 
message could be deciphered. 


The Japanese replaced Red with a more sophisti- 
cated code on December 1, 1930. However, the new code, 
called Blue, contained numeric patterns that so closely 
resembled Red that Driscoll and her team were able to 
decipher and translate Blue in only two years. 


B FURTHER READING: 


BOOKS: 


Budiansky, Stephen. Battle of Wits: The Complete Story of 
Codebreaking in World War Il. New York: Touchstone 
Books, 2002. 


Matthews, Tony. Shadows Dancing: Japanese Espionage 
Against the West. New York: St. Martin’s Press, 1993. 
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Red Hand Defenders (RHD) is an extremist terrorist group 
formed in 1998 and composed largely of Protestant 
hardliners from loyalist groups observing a cease-fire. 
RHD seeks to prevent a political settlement with Irish 
nationalists by attacking Catholic civilian interests in North- 
ern Ireland. In July, 2001, the group issued a statement 
saying it considered all nationalists “legitimate targets.” 
RHD is acover name often used by elements of the banned 
Ulster Defense Association and the Loyalist Volunteer 
Force. In recent years, the group has carried out numerous 
pipe bombings and arson attacks against “soft” civilian 
targets such as homes, churches, and private businesses, 
including a bombing outside a Catholic girls school in 
North Belfast. RHD claimed responsibility for the car- 
bombing murder in March, 1999, of Rosemary Nelson, a 
prominent Catholic nationalist lawyer and human rights 
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campaigner in Northern Ireland, and for the murder of a 
Catholic journalist in September, 2001. 


The RHD may have up to 20 members acting in 
Northern Ireland, some of whom have considerable expe- 
rience in terrorist tactics and bombmaking. 
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The Red Orchestra was the name given to a network of 
communist, Soviet-affiliated spies during World War Il. 
The group provided intelligence to the Soviet govern- 
ment, but also functioned as a resistance organization 
against the Nazis. During its three years in operation, the 
Red Orchestra smuggled key German secrets and docu- 
ments to Allied forces, and rescued several political pris- 
oners, mostly communist dissidents. 


Leopold Trepper, a Polish-born Jew and communist 
activist, joined the Soviet Red Army Intelligence Service in 
the mid-1930s. He was later assigned to the Peoples Com- 
missariat for Internal Affairs (NKVD), a fledgling Soviet 
secret police and espionage agency. Before World War Il 
began in Europe, Trepper established a network of com- 
munist sympathizers and leftist political activists. When 
the war began in 1939, Trepper turned his network into a 
spy ring, bent on gathering Nazi secrets and other intelli- 
gence useful to the Soviet army. 


Trepper’s network, the Red Orchestra, soon had oper- 
ating divisions, or rings, in Nazi occupied France, Belgium, 
Holland, and neutral Switzerland. Each ring had varying 
successes. The French unit provided information to Resist- 
ance fighters and infiltrated several Nazi offices in Paris, 


Remote Sensing 


stealing documents and radio equipment. Red Orchestra 
agents infiltrated the German military intelligence Abwehr 
headquarters in Paris and successfully tapped its phones. 
This permitted agents to intercept intelligence informa- 
tion transmitted directly from Berlin. 


The greatest espionage achievement of the organiza- 
tion, however, was that of the Swiss ring, nicknamed Lucy. 
The Red Orchestra unit received leaked information anda 
document relating to the Nazi plan to invade the Soviet 
Union. These documents, which included the proposed 
date for the launch of the offensive, were turned over to 
the Soviet army and government, but were wholly ignored. 


Trepper’s network began to crumble in 1942, when 
several Red Orchestra agents were arrested in Belgium. 
Later that year, the Gestapo tracked down Trepper himself 
and arrested him in Paris. The Gestapo managed to find 
and eliminate many Red Orchestra agents. Some rings 
continued to operate throughout the war, but on a smaller 
scale. Trepper escaped his Nazi captors and tried to re- 
build his group, but by 1944 the Red Orchestra network 
had been largely dissolved. 


B FURTHER READING: 


BOOKS: 


Tarrant, V. E. The Red Orchestra, the Soviet Spy Network 
Inside Nazi Europe. New York: Bantam, 1996. 
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Remote sensing is the acquisition of information about an 
object or phenomenon by a device located a considerable 
distance from the object or phenomenon. The term was 
coined in the mid-1950s by an Office of Naval Research 
scientist to distinguish the information obtained from the 
first generation of meteorological satellites from that which 
had been traditionally obtained by airplane-based aerial 
photography. In practice, however, information obtained 
from high-flying reconnaissance aircraft such as the U-2 
and SR-71 can also be considered to be a product of 
remote sensing. 


In addition to providing panchromatic (black and 
white) and multispectral color images that resemble pho- 
tographs, some modern remote sensing satellites contain 
hyperspectral sensors that record information using doz- 
ens or hundreds of reflected electromagnetic energy wave- 
length bands that extend beyond the range of human 
vision. The simplest kind of multispectral image consists 
of red, blue, and green bands added together to form a 
color composite image. Image processing software can be 
used, particularly with hyperspectral data, to identify the 
chemical composition of rocks, vegetation type, soil or 
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This LIDAR photo shows elevations at the World Trade Center site in New York on September 19, 2001. LIDAR is short for Light Detection and Ranging, a remote 
sensing technique. ©AFP/CORBIS. 


water pollution, and other attributes that can be character- 
ized in terms of spectral reflectance. Paired images can 
also be used to stereoscopically construct digital elevation 
models (DEMs), which can subsequently be transformed 
into topographic maps or three dimensional terrain mod- 
els from space. 


Other satellites contain active sensors that generate 
their own electromagnetic signals and record the reflec- 
tions rather than passively recording reflected natural 
radiation. Synthetic aperture radar (SAR), in particular, isa 
useful tool because it can penetrate clouds and be used at 
night. The length of a radar antenna is known as its 
aperture and, in general, the resolution of a radar image is 
proportional to antenna length. The term synthetic aper- 
ture refers to a technique in which the constant movement 
of a satellite is combined with periodic radar pulses and 
computer processing to achieve the same effect as would 
be obtained by using a very large antenna. Pairs of SAR 
images can be combined to produce interferometric (InNSAR) 
images that portray millimeter to centimeter scale changes 
in the elevation of Earth’s surface. InSAR is becoming an 
increasingly important tool for monitoring tectonic move- 
ments of Earth’s crust, subsidence associated with heavy 
groundwater pumping, and other geologic processes. It 
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can also be used to construct digital elevation models. 
Another active source remote sensing technique is light 
detection and ranging (LIDAR), which is similar to radar 
but uses a laser instead of radio waves to produce ex- 
tremely detailed topographic maps and images. 


It is generally understood that remote sensing satel- 
lites must have a resolution of 5 meters (m) or less to be 
useful for intelligence work. The Landsat 1 satellite, 
launched by the United States in 1972 and from which 
imagery was freely available, had a resolution of 80 m. 
Landsat 7, launched in 1999 and still in service, has resolu- 
tions of 15 m for panchromatic images, 30 m for its six 
multispectral bands, and 60 m for its thermal band. The 
French SPOT 5 satellite offers commercially available im- 
ages ranging in resolution from 5 m for panchromatic to 
20 m for infrared. Publicly available images with these 
coarse resolutions are useful for such tasks as delineating 
large-scale geologic features, evaluating inaccessible or 
denied terrain, examining land use patterns, and inferring 
levels of crop stress, but not for detailed intelligence work. 
In recent years, however, commercial remote sensing 
satellites have been able to obtain high-resolution images 
that are of intelligence quality. The commercial QuickBird 
satellite launched from Vandenberg Air Force Base in late 
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2001, for example, provides commercially available im- 
agery with 61 cm panchromatic and 2.44 m multispectral 
resolution. The commercial IKONOS satellite, launched in 
1999, can produce 1 m resolution color images. 


Even the best publicly available imagery does not 
approach the resolution provided by classified intelligence 
satellites. The earliest KeyHole intelligence satellites (KH1 
series), the first of which was launched by the United 
States in 1960, had a resolution of 2 m. Photographic film 
from KeyHole satellites was recovered using film drops 
until 1972, when digital imaging and transmission were 
instituted. The KH12 series is estimated to have a resolu- 
tion of approximately 2 cm, although no images with this 
resolution have been released. Intelligence-quality im- 
ages with sub-meter resolution can be used to assess 
details of troop or materiel movement, the progress of 
construction projects, and war damage in denied or other- 
wise inaccessible areas. Perhaps the most widely known 
application of remotely sensed images for intelligence 
work was the use of satellite and U-2 airplane photo- 
graphs to detect the presence of Russian missiles in Cuba, 
which led to the 1962 Cuban missile crisis. 
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The retina is the neural part of the eye responsible for 
vision and the pattern of blood vessels serving the retina is 
as unique as a fingerprint. 


The technology that scans the retina is known as 
retinal scanning. The true target for the scan is the capil- 
lary pattern in the retina. The process relies on generating 
images of the retina using a low-intensity light source. In 
the 1930s retinal capillary patterns were suggested to be 
unique, but the technology used to exploit this informa- 
tion was developed much later. Although military and 
high-security use of photographic retinal scans began 
decades earlier, by 1985, retinal scan technology became 
available for computerized biometric identification and 
commercial security use. 


Retinal scans are just one of the biometric methods 
using the eye for personal identification. Two years after 
the first retinal scanner was developed in 1987, Leonard 
Flom and Aram Safir patented the use of the iris as a 
personal identifier. However, it was not until 1994 when 
John Daugman developed the technology for iris scan- 
ning that is became useful, and since then iris scanning 
has begun to challenge the retinal scans. Currently a 
number of companies claiming that they perform retinal 
scanning, in reality are performing iris scans. 


Retina scanning procedures. Retinal scans are based on the 
presence of the fine network of capillaries supplying the 
retina with oxygen and nutrients. These vessels absorb 
light and can be easily visualized with proper illumination. 
Retinal scans require close contact of user and scanner, a 
perfect alignment of the eye with a scanner, and no move- 
ment of the eye. The examiner is required to keep the 
subject's eye within half an inch of the instrument. The 
subject must focus on a pinpoint of little green light (to 
properly align the eye) and avoid blinking. A low-intensity 
coherent light is then transmitted through the eye and the 
reflected image of the retinal capillary pattern is recorded 
by the computer. 
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An executive demonstrates a retinal scanner used for identification at the International Air Transport Association security symposium in Atlanta in 2001. APwiDE 
WORLD PHOTOS. 


Although retinal patterns are generally thought to be 
constant during a person’s life, they can change in case of 
diabetes, glaucoma, retinal degenerative disorders or cata- 
racts. Therefore, although retinal scans are nearly 100% 
accurate they cannot be used as a universal security 
measure without making allowances for normal changes. 


An initial scan (enrollment) takes a minimum of five 
scans and lasts approximately 45 seconds; subsequent 
authentication scans are faster and take only 10-15 sec- 
onds. An acquired image containing 320-400 reference 
points is converted to a map of the retina and used to 
identify a match from the templates encoded in the scan- 
ner’s software. Retinal images captured are extremely 
small, only 35 bytes in size. 


Retinal scans versus iris scans. Retinal scans are considered 
to be too intrusive for a general security use and the 
prolonged exposure to light emitted by the scanners might 


| 16 | 


be harmful to the eye. As a result a strong competition to 
the retinal scans was launched by iris scanning technol- 
ogy. The number of companies offering iris scanning are 
increasing. The main reason is the fact that the iris is also 
unique and offers high confidence in identification. There 
is only a chance of one in 10” that two irises will be 
identical. 


Iris scans use the characteristics more similar to fin- 
gerprints than to the retinal vein pattern. The colored part 
of the eye appears to be as unique as fingerprints and 
retina. Scanning technology takes advantage of crypts, 
furrows, ridges, striatations, ligaments, and collarette. 
While 240 points are recorded, the image size is 512 bytes, 
over ten times larger than a retinal scan. The main advan- 
tage of the iris scans is the ability to perform them from a 
distance of up to three feet and short time of scan of only 
20 seconds initially, with subsequent identification requir- 
ing only two seconds. Glasses and contact lenses do not 
interfere with the scanning process and identification. 
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Scanners. The technology for retinal scans has changed 
in recent years. The initial large devices are now be- 
ing replaced by smaller and more accurate instruments. 
The first commercial retinal scanner was developed by 
EyeDentify in 1984 with the launch of the Eyedentification 
7.5 personal identification unit. One of the most recent 
developments in the area is asmall mobile and easy to use 
retinal scanner developed by Retinal Technologies from 
Boston. Although it was initially developed for diagnostic 
purposes it will be available as a security tool as well. 


Fooling the retinal scanner is very difficult, as they 
require intact retinas to complete a scan. Following death, 
the retina degrades very quickly and thus cannot be used 
in most cases for accurate post-mortem identification. 
Although often a popular movie special effect, using a 
retina detached from a cadaver would fail to pass notice 
by modern scanning equipment. Likewise, surgical altera- 
tion of the retinal pattern would be not only a dangerous 
and extremely expensive process, but the changes intro- 
duced would be readily detected by modern scanning 
equipment. 


In contrast to the retinal scanners, iris scanners are of 
two main types: active and passive. The active system 
works from 3 to 14 inches and also requires the user to 
move forward and backwards so the camera is adjusted 
properly. In contrast the passive system can work over 
longer distances one to three feet. The main technology 
developer is Iridian Technologies, which holds the patents 
to the concepts and technologies involved. 


Security uses of retinal and iris scans. Biometric techniques 
are used in identification and authentication. The features 
used for the two processes can overlap or can be different. 
Authentication requires high accuracy to ensure restricted 
access. Retinal and iris scans offer high accuracy, and the 
primary users of retinal scans are military and govern- 
ment facilities, such as CIA, FBI, and NASA. Scans are 
used to control access to high security areas. The technol- 
ogy is currently spreading beyond these institutions and is 
being used by Cook County Prison in Illinois (to ensure the 
identity of the prisoners) as well as General Dynamics (a 
defense contractor). 


Some of the Japanese banks use retinal scans in ATM 
machines to prevent unauthorized use of the system. 
Trials in the USA with biometric ATM security are using 
iris recognition systems instead. However, in Illinois reti- 
nal scans in conjunction with fingerprinting are used to 
prevent welfare fraud. 


Acceptance is growing for the iris recognition sys- 
tems and they are now used by government agencies, 
commercial companies, and in the public sector. Among 
the government users are the U.S. Congress and the 
Departments of Defense, State and Treasury. Commercial 
companies that protect themselves by using iris recogni- 
tion include Bank United, GTE, Hewlett Packard, Lockheed 
Martin, and British Telecom. Other places with restricted 
access areas, including airports, have acquired scanning 


technologies in the wake of the September 11, 2001, 
terrorist attacks upon the United States. Scanning tech- 
nology systems were recently installed at Charlotte (North 
Carolina), Amsterdam (Netherlands) and Frankfurt (Ger- 
many) mainly for security purposes to check the employ- 
ees and provide controlled access to the secure areas of 
the airports. Studies are underway to test if scanning 
technologies can be used to facilitate rapid check in and to 
streamline border crossing. The Schipol Airport in Amster- 
dam is one of the most recent airports to test the iris 
recognition system. The details of an individual’s iris 
are stored on a special card and a subsequent check- 
in is performed by a simple iris scan to confirm iden- 
tity. Eight of the largest Canadian airports (Toronto, 
Vancouver, Ottawa, Montreal, Halifax, Winnipeg, Calgary 
and Edmonton) plan to install similar systems by the 
end of 2003. 


Scanning is also becoming part of security measures 
for sports and entertainment venues. For example, organ- 
izers at the 2002 Sydney Olympics used an iris scanning 
system termed EyeTicket. Use of retinal scans outside the 
high security areas is, in many areas, being replaced by 
iris scanning, which is easier to perform, is less intru- 
sive for the user, and provides adequately accurate 
identification. 


B FURTHER READING: 
BOOKS: 


Ashbourn, Julian. Advanced Identity verification. The 
complete guide. London: Springer Verlag, 2000. 


Nanavati, Samir, Michael Thieme, and Raj Nanavati. 
Biometrics: Identity Verification in a Networked World. 
New York: Wiley and Sons, 2002. 


PERIODICALS: 


French, M. “Retinal eyes biometric security. Company 
reveals its scanning technology.” Mass High Tech, The 
Journal of New England Technology, 32 (2001). 


ELECTRONIC: 


DORO Inc. <http:/Awww.dorosecurity.com/index2.html>(14 
December 2002). 


Court Technology Laboratory. “Biometrics and the Courts. 
Individual biometrics.” <http://ctl.ncsc.dni.us/> (14 
December 2002). 

Find Biometrics. The complete biometrics resource guide 
for identification and verification. <http://www. 
findbiometrics.com/index.html> (14 December 2002). 

Global Analytic Information Technology Services. “Reti- 
nal scanning.” <http:/Awww.gaits.com/biometrics_reti- 
nal.asp> (14 December 2002). 


lridianTech. <http:/Awww.iridiantech.com.> (14 December, 
2002). 


SEE ALSO 


Biological and Biomimetic Systems 
Biomedical Technologies 


Encyclopedia of Espionage, Intelligence, and Security 


Revolutionary Armed Forces of Colombia 


Bio-Optic Synthetic Systems (BOSS) 
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Revolutionary Armed Forces 
of Colombia (FARC) 


The Revolutionary Armed Forces of Colombia (FARC) was 
established in 1964 as the military wing of the Colombian 
Communist Party. FARC is Colombia’s oldest, largest, 
most capable, and best-equipped Marxist insurgency. FARC 
is governed by a secretariat, led by Manuel Marulanda 
(a.k.a. “Tirofijo”) and six others, including senior military 
commander Jorge Briceno (a.k.a. “Mono Jojoy”). FARC is 
organized along military lines and includes several urban 
fronts. In 2001, the group continued a slow-moving peace 
negotiation process with the Pastrana administration that 
has gained the group several concessions, including a 
demilitarized zone used as a venue for negotiations. 


Organization activities. FARC is responsible for bombings, 
murder, kidnapping, extortion, hijacking, as well as guer- 
rilla and conventional military action against Colombian 
political, military, and economic targets. In March, 1999, 
FARC executed three U.S. Indian rights activists on 
Venezuelan territory after kidnapping them in Colombia. 
Foreign citizens often are targets of FARC kidnappings for 
ransom. The group has well-documented ties to narcotics 
traffickers, principally through the provision of armed 
protection. 


FARC has approximately 9,000 to 12,000 armed com- 
batants and an unknown number of supporters, mostly in 
rural areas. FARC operates in Colombia with some activi- 
ties in Venezuela, Panama, and Ecuador, while Cuba pro- 
vides FARC some medical care and political consultation. 
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Revolutionary Nuclei (RN) (also known as Revolutionary 
Cells) emerged from a broad range of antiestablishment 
and anti-U.S./NATO/EU leftist groups active in Greece 
between 1995 and 1998. The group is believed to be the 
successor to or offshoot of Greece’s most prolific terrorist 
group, Revolutionary People’s Struggle (ELA), which, as 
of mid-2002, had not claimed an attack since January 
1995. Indeed, RN appeared to fill the void left by ELA, 
particularly as lesser groups faded from the scene. RN's 
few communiqués show strong similarities in rhetoric, 
tone, and theme to ELA proclamations. RN claimed an 
attack in November, 2000. 


Organization activities. Beginning operations in January 
1995, RN has claimed responsibility for some two dozen 
arson attacks and bombings against a range of U.S., 
Greek, and other European targets in Greece. In its most 
infamous and lethal attack to date, the group claimed 
responsibility for a bomb it detonated at the Intercontinen- 
tal Hotel in April 1999 that resulted in the death of a Greek 
woman and injured a Greek man. RN’s modus operandi 
includes warning calls about impending attacks, attacks 
targeting property rather than individuals; use of rudi- 
mentary timing devices; and strikes during the late eve- 
ning to early morning hours. RN last attacked U.S. inter- 
ests in Greece in November 2000 with two separate 
bombings against the Athens offices of Citigroup and the 
studio of a Greek-American sculptor. The group also deto- 
nated an explosive device outside the Athens offices of 
Texaco in December 1999. Greek targets have included 
court and other government office buildings, private vehi- 
cles, and the offices of Greek firms involved in NATO- 
related defense contracts in Greece. Similarly, the group 
has attacked European interests in Athens, including 
Barclays Bank in December 1998 and November 2000. 


RN membership is believed to be small, probably 
drawing from the Greek militant leftist or anarchist milieu. 
The RN's primary area of operation is in the Athens metro- 
politan area, and it is assumed to be a self-sustaining 
organization. 
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Revolutionary Organization 17 
November (17 November) 


The Revolutionary Organization 17 November (a.k.a. 17 
November) is a radical leftist group established in 1975 
and named for the student uprising in Greece in Novem- 
ber, 1973, in protest of the military regime. Seventeen 
November has an agenda that is anti-Greek establish- 
ment, anti-U.S., anti-Turkey, anti-NATO, committed to the 
ouster of U.S. bases, removal of Turkish military presence 
from Cyprus, and the severing of Greece’s ties to NATO 
and the European Union (EU). 


Organization activities. Seventeen November's initial at- 
tacks were assassinations of senior U.S. officials and 
Greek public figures. The group added bombings in the 
1980s and, since 1990, has expanded targets to include EU 
facilities and foreign firms investing in Greece. Seventeen 
November adherents are known to use improvised rocket 
attacks. In June, 2000, 17 November claimed responsibil- 
ity for the murder of British Defense Attaché Stephen 
Saunders. 


Operating in or near Athens, Greece, the exact size of 
17 November is unknown, but membership is presumed 
to be limited to a small cadre. 
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Revolutionary People’s 
Liberation Party/ 
Front (DHKP/C) 


The Revolutionary People’s Liberation Party/Front (DHKP/ 
C) was originally formed in 1978 as Devrimci Sol, or Dev 
Sol, a splinter faction of the Turkish People’s Liberation 
Party/Front. Renamed in 1994 after factional infighting, it 
espouses a Marxist ideology and is virulently anti-U.S. 
and anti-NATO. The organization finances its activities 
chiefly through armed robberies and extortion. It also 
operates as, or is known as Devrimci Sol, Revolutionary 
Left, and Dev Sol. 


Organization activities. Since the late 1980s, the DHKP/C has 
concentrated attacks against current and retired Turkish 
security and military officials. The group began a new 
campaign against foreign interests in 1990. DHKP/C ad- 
herents assassinated two U.S. military contractors and 
wounded a U.S. Air Force officer to protest the Gulf War. 
The group launched rockets at the U.S. Consulate in Istan- 
bul in 1992. In early 1996, the group assassinated a promi- 
nent Turkish businessman and others, its first significant 
terrorist acts as DHKP/C. Turkish authorities thwarted DHKP/ 
C attempts in June, 1999, to fire light antitank weapons at 
the U.S. Consulate. DHKP/C conducted its first suicide 
bombings, targeting Turkish police, in January and Sep- 
tember 2001. A series of safehouse raids and arrests by 
Turkish police over the last few years have weakened the 
group significantly. 

The exact membership in the Revolutionary People’s 
Liberation Party/Front is unknown. DHKP/C conducts at- 
tacks in Turkey, primarily in Istanbul, and raises funds in 
Western Europe. 
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Revolutionary Proletarian 
Initiative Nuclei (HIPR) 


Revolutionary Proletarian Initiative Nuclei (NIPR) is a clan- 
destine leftist extremist group that appeared in Rome in 
2000. NIPR adopted the logo of the Red Brigades of the 
1970s and 1980s—an encircled five-point star—for their 
declarations. NIPR opposes Italy's foreign and labor poli- 
cies and claimed responsibility for the bomb attacks in 
April, 2001, on a building housing a U.S.-Italian-relations 
association and on an international affairs institute in 
Rome's historic center. NIPR claimed to have carried out a 
May, 2000, explosion in Rome at an oversight committee 
facility for implementation of the law on strikes in public 
services as well as an explosion in February, 2002, on the 
Via Palermo adjacent to the Interior Ministry in Rome. 


Comprising about a dozen members, NIPR operates 
mainly in Rome, Milan, Lazio, and Tuscany. 
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Revolutionary United 
Front (RUF) 


Revolutionary United Front (RUF) is a loosely organized 
guerrilla force seeking to retain control of the lucrative 
diamond-producing regions of Sierra Leone. The group 
funds itself largely through the extraction and sale of 
diamonds obtained in areas of Sierra Leone that it con- 
trols. During 2001, reports of serious abuses by the RUF 
declined significantly. The resumption of the government's 
Disarmament, Demobilization, and Reintegration program 
in May was largely responsible. From 1991 to 2000, the 
group used guerrilla, criminal, and terror tactics, such as 
murder, torture, and mutilation, to fight the government, 
intimidate civilians, and keep U.N. peacekeeping units in 
check. In 2000, they held hundreds of U.N. peacekeepers 
hostage until their release was negotiated, in part, by the 
RUF’s chief sponsor, Liberian president Charles Taylor. 
The group also has been accused of attacks in Guinea at 
the behest of President Taylor. 


RUF’s strength is estimated at several thousand sup- 
porters and sympathizers who operate in Sierra Leone, 
Liberia, and Guinea. A UN experts panel report on Sierra 
Leone asserted that President Charles Taylor of Liberia 
provided support and leadership to the RUF. The UN has 
identified Libya, Gambia, and Burkina Faso as conduits for 
weapons and other materiel for the RUF. 


B FURTHER READING: 
ELECTRONIC: 


CDI (Center for Defense Information), Terrorism Project. 
CDI Fact Sheet: Current List of Designated Foreign Ter- 
rorist Organizations. March 27, 2003. <http://www.cdi. 
org/terrorism/terrorist.cfm> (April 17, 2003). 

Central Intelligence Agency. World Factbook, 2002. <http:// 
www.cia.gov/cia/publications/factbook/> (April 16, 2003). 


Taylor, Francis X. U.S. Department of State. “Patterns of 
Global Terrorism 2001,” Annual Report: On the record 
briefing. May 21, 2002 <http://www.state.gov/s/ct/rls/ 
rm/10367.htm> (April 17,2003). 


U.S. Department of State. Annual reports. <http:/Awww. 
state.gov/www/global/terrorism/annual_reports.html> 
(April 16, 2003). 


SEE ALSO 


Terrorism, Philosophical and Ideological Origins 


| 20 | 


Encyclopedia of Espionage, Intelligence, and Security 


Terrorist and Para-State Organizations 
Terrorist Organization List, United States 
Terrorist Organizations, Freezing of Assets 


Revolutionary War, Espionage 
and Intelligence 


E ADRIENNE WILMOTH LERNER 


The American Revolution officially began with the signing 
of the Declaration of Independence on July 4, 1776. How- 
ever, the conflict between Britain and the American colo- 
nies escalated to full-scale war from several orchestrated 
acts of subversion against British authority. High taxation, 
shipping restrictions, controls on employment and land 
ownership, as well as lack of representation in British 
government prompted resistance to British laws by Ameri- 
can colonial citizens. The first shots of the Revolution are 
said to be those that occurred during the Boston Massa- 
cre, the British armed retribution for acts of sabotage 
against British interests, including the events of the Bos- 
ton Tea Party. The conflict ended with the Treaty of Paris in 
1783, granting international recognition for the newly 
independent United States. The Revolution marked the 
beginning of a new era in international politics, shifting 
the world balance of power and military might over the 
next 230 years. 


Formation of the United States 
Intelligence Community 


At the outbreak of war, the fledgling American govern- 
ment had few resources, and was still divided by the 
competing interests of rival colonies. Many leaders were 
suspicious of establishing permanent, national militaries. 
The American colonies had to recruit volunteers, train, 
and arm soldiers, a daunting task for the new nation. 
Colonial militias aided in training soldiers, and at the 
outbreak of the war, American military command decided 
to use their more limited forces in guerilla attacks against 
the stronger, more formalized British army. 


In addition to troop strength and weaponry, the Brit- 
ish had the significant advantage of having a developed 
strategic intelligence force within its military corps. The 
British established a network of Loyalist spies and inform- 
ants, many of whom were able to infiltrate and report on 
American military formation, tactics, battle plans, and 
defensive positions. This espionage gave Britain a de- 
cided upper hand in the early months of the conflict, with 
devastating effect on the American armies. 
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A statue of Nathan Hale, a revolutionary soldier who was captured and 
hung by the British for espionage, in front of the Tribune Tower, in 
Chicago, Illinois. osANDY FELSENTHAL/CORBIS. 


Before the outbreak of the Revolution, the American 
colonial government, the Continental Congress, created 
the Committee of Correspondence in 1775. The purpose of 
the committee was to establish foreign alliances and gain 
the aid of foreign intelligence resources. The original 
intent of the committee was to facilitate the sharing of 
information about British colonial policy, but at the start of 
the Revolution, the Committee seized and combed mail 
for vital intelligence information. The organization was 
renamed the Committee of Secret Correspondence, and 
then the Committee of Foreign Affairs, and employed 
trusted Patriot sympathizers in Britain to feed American 
leaders intelligence information. After establishing proto- 
col for obtaining information, the committee established a 
network of couriers to disperse information to battlefield 
commanders and key government officials. The commit- 
tee also sought the aid of French forces in the war effort. 


The Second Continental Congress also established 
the Secret Committee. This clandestine committee ar- 
ranged for American privateers to purchase and smuggle 
arms to the United States. The committee used large sums 
of money to pay for weapons, and additionally solicited 
aid from Britain’s numerous European rivals. The world of 
the Secret Committee began in 1775, amassing weapons 
while still under British rule. After the Declaration of Inde- 
pendence was signed, the committee burned its papers 
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and transaction ledgers to protect their contacts in case 
the colonies lost their bid for sovereignty. 


The smuggling of weapons proved a successful ven- 
ture. The United States armed its troops within months, 
although supplies remained limited throughout the course 
of the war. Many American leaders, including Thomas 
Jefferson, ran successful privateering ventures, using their 
wealth and diplomatic contacts abroad to smuggle arms 
for the war effort. American privateers ran their illegal 
cargo through the British blockade under the guise of 
foreign named vessels and foreign flags. Patriot spies also 
learned the new British semaphore code, enabling block- 
ade runners to falsely identify themselves as British ships. 


The first United States counterintelligence operations 
were directed by the Commission for Detecting and Defeat- 
ing Conspiracies. The commission endowed several 
groups, mostly in New York and Philadelphia, with the 
task of apprehending British spies. The organization was 
the nation’s first secret service, employing local militia 
under its command to help ferret out suspected traitors 
and enemy spies. The group used the criteria defined by 
the Committee on Spies when identifying, trying, and 
sentencing suspects. The rules of the committee, incorpo- 
rated into the Articles of War in 1776, defined the crimes of 
treason and espionage during the course of war, and 
shaped the American intelligence community with its 
strict definitions of intelligence information, espionage 
acts, conspiracy, and aiding the enemy. 


Espionage 


Although the secret committees of the Second Continen- 
tal Congress were the first national organizations to ad- 
dress intelligence issues, individuals and civilian spy net- 
works carried out the most vital American intelligence 
operations of the Revolutionary War. 


Robert Townsend used his position as a prominent 
merchant in British-occupied New York to gather intelli- 
gence information on behalf of the American government. 
Townsend operated a significant spy ring, known as the 
Culper Ring. The ring employed both men and women, 
and based its operations in New York and Long Island. 
Most members of the espionage group used their profes- 
sions as cover, relying on customers and patrons from the 
British military to divulge information about British mili- 
tary operations voluntarily. Several member of the Culper 
Ring were caught by British occupation authorities, but 
the ring never stopped feeding information to American 
authorities during the war. 


Major John Clark established and administered a 
similar espionage group in Philadelphia. Clark and his 
group fed General George Washington critical informa- 
tion and supplies while his troops wintered at Valley 
Forge. The Clark Ring obtained detailed information about 
British defenses , supply lines, and battle plans, allowing 
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the American Patriot forces to plan a series of successful 
surprise attacks, breaking the British stronghold in the 
region and paving the way to seize control of Philadelphia. 


Several other Patriot civilian espionage rings oper- 
ated across the country and in Britain. Individual civilians 
most often contributed to counterintelligence measures 
by posing as Loyalists and infiltrating British-sympathiz- 
ing groups. Enoch Crosby and John Honeyman both infil- 
trated several pro-British organizations and delivered valu- 
able intelligence information about the planned use of 
Hessian mercenaries in British military operations. 


Within the military, espionage operations were often 
tailored to fit the strategic needs of the battlefield. Scouts, 
many of whom were American Indians, reported on the 
location and strength of British military instillations and 
encampments. The first recorded American military agent 
of espionage was Nathan Hale. After a crushing defeat at 
the Battle of Long Island, Washington called for a volun- 
teer to spy on the British and report to the American 
command with details of future battle plans. Hale vol- 
unteered, but was later captured behind enemy lines 
and hanged. 


Covert actions and special operations. Most American, 
government-backed espionage actions against the British 
were covert, strategic operations of deception or sabo- 
tage. Blockade running was of critical importance to the 
American war effort. Though British ships clogged United 
States harbors, American privateers successfully ran Brit- 
ish blockades to provide troops with supplies, ammuni- 
tion, and even supporting troops from France. 


The American government, usually through diplo- 
mats abroad, employed a number of agents to sabotage 
wartime industries in Britain. Munitions factories, ship- 
yards, and weapons storage facilities were the main tar- 
gets of Patriot sabotage. Twelve separate targets were 
attacked in London and Portsmouth in a three-year period 
by one American saboteur before the agent fell into British 
custody and was executed. 


Some operations of deception were more insidious. 
British troops, wanting to keep some local Indian popula- 
tions from joining the American cause, bribed village 
leaders with gifts of blankets and jewelry. Earlier, they 
gave the Indians blankets from their military sick wards, 
often infected with smallpox. The disease continued to 
devastate the American Indian population during the course 
of the war. Both British and American military personnel 
traded contaminated goods through Indian trade net- 
works, hoping the goods would fall into enemy hands. 


Codes, cryptology, and secret writing. American and British 
forces employed codes and ciphers to disguise their com- 
munications, and took precautionary measures to ensure 
that crucial messages were not intercepted by the enemy. 
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Both armies employed replacement codes, where pre-set 
letters or words replaced other letters or words in commu- 
nications. This required intense memorization of static 
codes, or the use of codebooks, which had a high risk of 
being stolen by rival spies. The codes used in the Ameri- 
can Revolution were simple and easy to decipher, permit- 
ting both armies to read intercepts with relative ease. In 
1777, the Americans unveiled a new mathematical code 
that remained unbroken throughout the war, but the com- 
plexity of the code precluded its daily use and limited its 
effectiveness to overseas diplomatic dispatches that did 
not have to be deciphered in a timely manner. 


In lieu of complex codes, American cryptologists 
developed and used secret writing techniques. Disappear- 
ing inks are an ancient espionage trick, but during the 
Revolution, American scientists developed several inks 
that needed a series of reagents to reveal the hidden 
message. Some of these inks were waterproof and held up 
for months in difficult conditions, a necessity for warfare 
across wild and vast terrain. To further disguise mes- 
sages, agents were instructed to write their communica- 
tions between the lines of common publications, such as 
pamphlets and almanacs. 


Intelligence operations abroad and at sea required 
further technological advances in espionage tradecraft. 
With the British blockade, American agents had to be 
ready to conceal or destroy intelligence information that 
they carried. To preserve and conceal information, agents 
developed small, silver containers in which information 
could be hidden. The container could then be thrown into 
the fire and melted or be swallowed by the agent, permit- 
ting to information to possibly remain intact and undetected. 


After the end of the Revolution, and the establish- 
ment of an independent United States government, most 
military and espionage institutions were dissolved. Until 
the outbreak of World War l in 1914, American intelligence 
agencies and services were exclusively wartime organiza- 
tions, rapidly assembled in times of conflict, and dissolved 
in times of peace. Though intelligence operations cer- 
tainly aided the victory of American forces over the larger 
and better-armed British military, peacetime intelligence 
remained scattered, and largely focused on political and 
diplomatic espionage operations. 
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Among the most potentially damaging weapons of elec- 
tromagnetic warfare are RF, or radio frequency systems. 
Also known as directed-energy weapons, these use elec- 
tromagnetic energy on specific frequencies to disable 
electronic systems. There exist means to protect against 
directed-energy weapons; aside from “hardening” com- 
puter systems, protection is possible through the employ- 
ment of electronic RF detection equipment, which oper- 
ates on a principle similar to that of radar. 


In the modern world of sophisticated, computerized 
fighter jets, the missile systems of one fighter aircraft can 
only “lock on” and fire on an enemy craft if the enemy has 
his radar systems activated. The same electronic radio- 
frequency system that allows a plane to navigate also 
makes it capable of being tracked electronically across the 
sky. Similarly, that which makes RF weaponry so poten- 
tially threatening—the fact that they can disable flight 
systems by interfering with vital frequencies on the elec- 
tromagnetic spectrum—also makes them detectable. 


Given the fact that Soviet and Russian technicians 
have reportedly developed RF weaponry, it is assumed 
that technicians working for the United States Department 
of Defense have created RF detection equipment at least 
as sophisticated. At a much lower end are civilian and 
consumer versions of computerized RF detection equip- 
ment, retailing for a few hundred or thousand dollars. A 
January 2003 article in the Wall Street Journal described a 
pocket wireless system called Spotme that could read 
electronic badges on guests at a party and provide the 
user with other guest’s names, photographs, and contact 
information. For security purposes, there are RF detection 
consoles that operate across a wide frequency spectrum 
to search out and identify potentially harmful RF sources. 
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Ricin is a highly toxic protein that is derived from the bean 
of the castor plant (Ricinus communis). The toxin causes 
cell death by inactivating ribosomes, which are responsi- 
ble for protein synthesis. Ricin can be produced in liquid, 
crystal or powdered forms, and it can be inhaled, ingested, 
or injected. It causes fever, cough, weakness, abdominal 
pain, vomiting, diarrhea, dehydration, and death. There is 
no cure for Ricin poisoning, and medical treatment is 
simply supportive. 


Chemical structure and pathological pathway. Ricin is a 
protein composed of two hemagglutinins and two toxins 
(RCL Ill and RCL IV). The toxins are made up of an A 
polypeptide chain and a B polypeptide chain, which are 
joined by a disulfide bond. The general molecular struc- 
ture of Ricin is similar to other biologically produced 
toxins, such as botulinum, cholera, diptheria, and tetanus. 


The B portion of Ricin binds to glycoproteins and 
glycolipids that terminate with galactose on the exterior of 
cell membranes. Ricin is then transported inside the cell 
by endocytosis. Once inside the cytosol of the cell, the A 
portion of the molecule binds to the 60S ribosome, stop- 
ping protein synthesis. A single molecule of Ricin can 
kill a cell. 


Ricin poisoning. Ricin poisoning can occur by dermal (skin) 
exposure, aerosol inhalation, ingestion, or injections, and 
the symptoms vary depending on the route of exposure. If 
Ricin comes in contact with the skin, it is unlikely to be 
fatal, unless combined with a solvent such as DMSO. 
Aerosol inhalation of Ricin can cause symptoms within 
four to eight hours. Fever, chest tightness, cough, nausea, 
and joint pain may occur. Ricin can cause cell death in the 
respiratory system and eventual respiratory failure. If Ricin 
is ingested, it can cause severe lesions in the digestive 
system within two hours of exposure. It may cause ab- 
dominal pain, nausea, vomiting, and bloody diarrhea. 
Eventual complications include cell death in the liver, 
kidney, adrenal glands, and central nervous system. Injec- 
tion of Ricin causes local cell death in muscles, tissue, and 
lymph nodes. Ricin poisoning causes death generally 
within three to five days. If Ricin exposure does not cause 
death within five days, the victim will probably survive. 
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There is no cure for Ricin poisoning, although a vac- 
cine is currently under development. Treatment for der- 
mal exposure includes decontamination using soap and 
water or a hypochlorite (bleach) solution, which deacti- 
vates Ricin. In case of aerosol inhalation, treatment is the 
administration of oxygen, intubation, and ventilation. Inges- 
tion of Ricin is treated with activated charcoal. 


Ricin production and use as a biological weapon. Ricin comes 
from castor beans, which produce castor oil, acomponent 
of brake fluid and hydraulic fluid. One million tons of 
castor beans are processed each year and the resulting 
waste mash contains 5-10% Ricin. The 66,000 Dalton 
protein can be purified from the mash using chromatog- 
raphy. Once purified, Ricin is a very stable molecule that is 
able to withstand changes in environmental conditions. 


Ricin is considered moderately threatening as a bio- 
logical warfare agent. Although it is environmentally sta- 
ble, relatively easy to obtain, highly toxic, and has no 
vaccine, it is not communicable like other biological agents 
such as anthrax and smallpox. Ricin is most often consid- 
ered a threat as a food or water contaminant. A large 
amount would be required to cover a significant area. 


The most famous case involving Ricin is the assassi- 
nation of the Bulgarian dissident Georgi Markov. In 1978, 
Markov was working in London as a British Broadcasting 
Company (BBC) correspondent. As he was walking across 
Waterloo Bridge, a man jabbed the tip of an umbrella into 
Markov’s right thigh, murmured an apology, and slipped 
away into the crowd. Markov died four days later. After the 
collapse of the Soviet Union, the new Bulgarian govern- 
ment admitted that their Secret Service had been respon- 
sible for the murder. The KGB produced the murder 
weapon: an umbrella modified to inject a 1.7 mm platinum 
pellet filled with Ricin into Markov’s leg. 


Incidents involving Ricin have occurred in the United 
States. Four men were convicted of plotting to kill a United 
States marshal with Ricin in Minnesota in 1991. They were 
all members of an extremist antigovernment group called 
the Patriots Council. In 1995, Canadian officials stopped 
Thomas Lavey at the border with Alaska with a bag of 
Ricin. He was also in possession of guns, ammunition, 
manuals for making biological and chemical weapons, 
and neo-Nazi literature. 


Ricin has been loosely linked to the al-Qaeda terror- 
ism network. In January 2002, police in London were 
advised that of a group of men were manufacturing Ricin 
in their apartment. Although only a small amount of Ricin 
was found, castor beans as well as equipment for crushing 
and extracting Ricin from the beans were discovered. 
Seven men of North African background were arrested in 
the incident, and security experts speculate that they had 
links to al-Qaeda. There also are reports that Ricin was 
found in caves abandoned by the Taliban in Afghanistan. 
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From the late 1980s onward, robotic vehicles have be- 
come an increasingly important component of security 
operations and related activities. They can be used to 
gather information in areas where a human could not 
safely go and undertake tasks a human could not safely 
perform. Robotic vehicles can be used, for instance, in 
underwater minesweeping, and in sites contaminated by 
nuclear, biological, or chemical materials. The use of 
robotic vehicles on scientific expeditions to such inhospi- 
table locales as the polar ice cap and the surface of Mars 
portends a variety of applications for intelligence gather- 
ing. Robotic technology also has uses in energy harvest- 
ing, or the gathering of energy from ambient sources such 
as sunlight, wind, or barometric fluctuations. 


Robotic Operation 


A 1994 article in The Industrial Robot identified five pa- 
rameters or “subtasks” of robotic operation: localization, 
motion control, mapping, path planning, and communica- 
tion with the operating station. The subtask of localization 
is a matter highly analogous to human movement. If a 
person does not know his or her location, that person 
cannot know where he or she is going; in order to stay on 


the right path, it is necessary to receive continual data 
regarding the environment. For the human mind, these 
skills are largely automatic—one does not have to think 
about walking around an obstacle, for instance—but for 
the robot, course correction must be built into the overall 
operating system. 


Closely related to the problem of localization is that of 
motion control. Some robots operate on set paths analo- 
gousto a railroad track, but as technology has progressed, 
scientists have developed means that will allow robotic 
vehicles to operate in a less modified environment, using 
navigational markers. These markers are reflective targets 
that serve as beacons, allowing the robotic vehicle to 
correct its course when it strays from a desired path. 
Efforts to make these vehicles capable of operating in a 
completely unrestricted environment are ongoing. 


Also closely related to localization is the issue of 
mapping the environment—a function that, once again, is 
automatic for humans. Robots use visual, ultrasonic, and 
touch sensors. More sophisticated machines made for 
operating in an outdoor locale have means of navigating 
by visual methods using focus-enhancing technology. 


Robotic scientists are using ever more sophisticated 
means of navigation. Among these is the use of a camera 
to provide data allowing the home station to implement 
course correction measures. The Global Positioning Sys- 
tem, or GPS, also offers a method of aiding navigation in 
large, open environments. Still more complex are various 
techniques applying teleoperation through virtual-reality 
systems. 


Path planning and communication. Path planning involves 
addressing the problem of minimizing the output of time 
or energy required to reach a certain goal. In spatial terms, 
path planning involves helping the robot to find the short- 
est possible distance between two points. Temporal or 
time-based path planning may be more challenging in 
view of unpredictable inputs from the environment. 


Finally, there is the matter of communication with the 
home station, a problem encountered by humans in tasks 
ranging from intelligence gathering to space travel. In 
addition to receiving information on changing courses or 
tasks, robots undertaking sophisticated activities may need 
to send back video data or other forms of intelligence. 


Uses for Robotic Vehicles 


The applications, and potential applications, of robotic 
vehicles are myriad. Within the realm of industry, they can 
be used for everything from moving containers in ports 
(an application demonstrated in 1994) to clearing snow off 
of airport runways. On a consumer level, robotic technol- 
ogy can be employed in wheelchairs and in cleaning 
homes or offices. 


In the realm of scientific study, robotic vehicles pro- 
vide a means of conducting research in environments that 
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A British Army robot inspects a suspect vehicle for explosives outside the Europa Hotel in Belfast, Northern Ireland. Ap/wibE woRLD PHOTOS. 


are either presently or forever inaccessible to humans. 
The use of a robotic vehicle to collect data during the 1997 
National Aeronautics and Space Administration (NASA) 
Mars Pathfinder Expedition gained widespread attention, 
but scientists also use robots much closer to home. Small, 
submarine-like robots known as autonomous underwater 
vehicles (AUVs) have in some cases taken the place of 
acoustic remote-sensing technology to map seabed to- 
pography. They also offer promise in areas impenetrable 
to more traditional methods—for instance, for mapping 
hydrothermal vents beneath the Arctic Ocean. 


Security and related activities. Applications for robotic 
technology in security and related functions are fast emerg- 
ing. At the simplest level, a robotic vehicle “walking a 
beat” could be used to patrol a parking garage by provid- 
ing real-time video data to a facility security station. The 
U.S. Navy in the 1980s began using AUVs to conduct 
minesweeping operations in the Persian Gulf. In 1996, 
scientists at Lawrence Livermore National Laboratory cre- 
ated a prototype for a robotic vehicle that could be outfit- 
ted for a variety of tasks, including not only mine detection 
and clearance, but also intelligence-gathering. 


In 2000, Design News reported that technicians at 
Sandia National Laboratory were in the process of devel- 
oping a highly sophisticated machine called a MARV, or 
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miniature autonomous robotic vehicle. Very small—a cu- 
bic inch (16.4 cc) in size—the MARV is designed to “rove in 
packs” for purposes such as surveying a contaminated 
area, sweeping for and disabling mines, or locating bio- 
logical weapons. Engineers at Sandia have addressed the 
problem of course correction through genetic algorithm- 
based software, a fascinating innovation intended to mimic 
the functions of a human brain. 


Energy harvesting. An area of research in which robotic 
technology plays a dual role, both as a tool and as a 
potential beneficiary, is energy harvesting. The latter is 
the gathering of energy from ambient sources, including 
sunlight, wind, wave action, water currents, geothermal 
components such as volcanoes, chemical and thermal 
gradients, barometric fluctuations, electromagnetic radia- 
tion, and human and other biological systems. The aim of 
energy-harvesting efforts using robotic technology and 
other means is to increase the efficiency of power delivery 
by a factor of 10 with respect to conventional systems. 


The U.S. Defense Advanced Research Projects Agency 
(DARPA) has expressed an interest in developing robotic 
technology for the purposes of energy harvesting, as well 
using energy-harvesting methods to supply power to 
robotic vehicles. In 1997, DARPA allocated $25 million 
toward energy-harvesting projects, among which was a 
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robotic “boot” (functional by 2001) that harvests energy 
from walking. 


In 2002, engineers at Pennsylvania State University 
introduced an optimized energy-harvesting circuit capa- 
ble of improving retrieval systems from vibration—includ- 
ing that of machine operation and human motion—by a 
factor of four. Among the applications for this energy- 
harvesting technology, researchers noted, were robotic 
control and guidance systems to be used in manufactur- 
ing and other activities. 


B FURTHER READING: 
PERIODICALS: 


“Circuit Transfers Four Times More Power out of Vibra- 
tion.” Resource 9, no. 11 (November 2002): 6. 

“Designed for Danger.” Design News 55, no. 2 (January 
17, 2000): 28. 

“EDM on Mission to Mars.” Manufacturing Engineering 
119, no. 4 (October 1997): 116. 


Evers, Stacey. “DARPA to Reap Benefits of ‘Energy Har- 


vesting’.” Jane’s Defence Weekly. (November 26, 


1997): 8. 

Jarvis, Ray. “Robot Navigation.” The Industrial Robot 21, 
no. 2 (1994): 3. 

“Novel Design of Countermine Robot.” Jane’s Interna- 
tional Defense Review (February 1, 1996): 20. 

“Robo P.I.” American Scientist 90, no. 1 (January/Febru- 
ary 2002): 28-29. 


Treherne, Jan. “Robotic Roads—Pathways to the Future.” 
The Industrial Robot 21, no. 5 (1994): 3. 


ELECTRONIC: 


Energy Harvesting. Defense Advanced Research Projects 
Agency. <http:/Awww.darpa.mil/dso/trans/energy/> (April 
15, 2003). 


SEE ALSO 


DARPA (Defense Advanced Research Projects Agency) 
GPS 

NASA (National Air and Space Administration) 
Unmanned Aerial Vehicles (UAVs) 


Romania, Intelligence 
and Security 


A former Soviet bloc country, Romania is struggling to 
rebuild its national government and economy following 
the collapse of Soviet communism. Romania further strug- 
gled to free its government of authoritarian influences. In 
1989, nationalist forces arrested, tried, and executed dicta- 
tor Nicolae Ceausescu, beginning the arduous process 
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of democratizing the Romanian government. During 
Ceausescu’s rule, Romanian intelligence and security for- 
ces conducted a brutal campaign to crush political dissent. 
The government now endeavors to distance Romania’s 
new intelligence and security community with the legacy 
of its predecessors. However, lingering public suspicion 
of government agencies and police forces has proved 
difficult to overcome. 


The Office of the President oversees Romania’s pri- 
mary domestic intelligence and security services. The 
Romanian Intelligence Service (SRI) is the nation’s main 
internal intelligence agency. The agency is responsible for 
assessing threats to national security, conducting surveil- 
lance on behalf of the military and government, and pro- 
tecting national economic interests. Though the agency 
has been reformed several times since 1990, public suspi- 
cion about the secretive nature of domestic intelligence 
policy persists. Parliamentary restrictions place on the SRI 
include the necessity to obtain warrants for most surveil- 
lance operations, and a permanent ban on using intelli- 
gence service equipment and personnel for political rea- 
sons. To help assuage public concerns, the SRI is one of 
two Romanian intelligence agencies whose organization 
and operation is subject to parliamentary review. 


The SRI works closely with the Guard and Protection 
Service (SSP), a national law enforcement agency. The 
SSP is charged with the protection of government officials 
and foreign diplomats. In cooperation with the Romanian 
Intelligence Service, the SSP functions as a special action 
unit for anti-terrorism operations. 


The Ministry of the Interior controls Romania’s civil- 
ian intelligence community. Known as the Securitate, the 
Department of State Security was the communist-era in- 
telligence agency that worked with the secret police forces 
to conduct domestic espionage. Post-Cold War demo- 
cratic reforms dissolved the Securitate and created new 
agencies, none of which are authorized to conduct espio- 
nage activities on Romanian citizens. The Interior Min- 
istry Intelligence Directorate (UM 0251) now directs ci- 
vilian intelligence and security service operations. The 
agency is charged with protecting national security. The 
Gendarmerie, the national police force, aids Romanian 
intelligence services to insure public safety. 


Foreign intelligence is coordinated through the Min- 
istry of Foreign Affairs (MAE). The Ministry employs its 
own intelligence force, the Foreign Intelligence Service 
(SIE). The SIE analyzes external threats to Romanian 
interests. 


The Romanian military operates its own intelligence 
forces in specially trained units. The Ministry of National 
Defense coordinates some military intelligence opera- 
tions through various operational branches. The Special 
Telecommunications Services specializes in communi- 
cations security. The Counter-Intelligence Directorate 
oversees military, and sometimes civilian, counterintelli- 
gence operations. The Intelligence Directorate of the Army 
also operates within the Ministry of National Defense, 
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coordinating operations to assess and preserve national 
security using military intelligence resources. 
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Advances in communications technology such as the tele- 
phone and trans-Atlantic telegraph prompted the devel- 
opment of increasingly sophisticated cipher systems and 
codes. The telegraph facilitated communication between 
command and remote forces, but the lines were vulner- 
able to tapping, the interception of message traffic, on the 
wires. As codes became more mathematical and compli- 
cated, intelligence services enlisted professional cryptolo- 
gists, or code breakers, and language translators. 


At the outbreak of World War | in 1914, British intelli- 
gence began intercepting wire transmissions sent by the 
German military and government. The German cipher 
was unknown, so British intelligence quickly established a 
cryptography department to begin the task of breaking 
enemy code. The department, under the direction of intel- 
ligence officer Reginald “Blinker” Hall and code expert 
Alfred Ewing, was located in Room 40 of the Admiralty 
Building. The cryptology department housed in Room 40 
was only a small branch of Britain’s large intelligence 
system. However, after remarkable successes achieved by 
the team, Room 40 became acatch-all nickname for British 
military intelligence during the war. 


While the cipher systems themselves were becoming 
more complex in the early twentieth century, the technol- 
ogy to decode them had not advanced at the same pace. 
Codes were still worked out by hand in long sequences to 
look for mathematical permutations and deviations from 
known ciphers that formed essential code patterns. The 
best means of breaking code was to capture an enemy 
codebook. Beginning in 1914, an extraordinary string of 
events led to the capture of not one, but three different 
German code books, allowing Room 40 to intercept, de- 
code, and translate most German military and diplomatic 
transmissions. 


Early in the war, a box recovered from a sunken 
German submarine yielded a copy of the German Foreign 
Office codebook. British intelligence was thus able to 
monitor diplomatic correspondence between the German 
government and its territories and embassies. Similarly 
fortuitous for Room 40, later that year a German cruiser 
was sunk by the Russian Navy. When the Russian fleet 
rescued surviving German sailors from the downed ship, 
one officer was found to have a copy of the German Naval 
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codebook. The codebook was sent to British intelligence, 
and Room 40 was able to decipher wire traffic from Ger- 
man fleet commanders and ships. As most ships in the 
German fleet reported their positions daily, British intelli- 
gence learned individual ship identification codes and 
tracked the position of most German warships and sub- 
marines by the end of 1915. 


While the two recovered codebooks let British mili- 
tary intelligence decipher nearly a quarter of German 
military transmissions, the capture of a third codebook in 
1915 gave Room 40 the mathematical key to German 
cipher system. Wilhelm Wassmuss, the German consul in 
Persia, hastily fled his office to escape encroaching British 
forces, leaving behind his copy of the German diplomatic 
codebook. Room 40 cryptographers discovered that the 
first two codebooks recovered were standard permuta- 
tions of the third code. Thus, several German codes were 
based on a single cipher system and, by applying system- 
atic variations, British cryptographers were able to break 
the remaining codes. 


In 1917, Room 40 had its greatest success. The United 
States, while holding Allied sympathies and aiding the 
transportation of ammunition across the Atlantic Ocean, 
held fast to a policy of non-intervention in the war. Increased 
German submarine warfare, the sinking of U.S. and Allied 
merchant and passenger ships, and the work of German 
saboteurs in the Black Tom explosion fostered a shift in 
American attitudes toward entering the war. On the morn- 
ing of January 17, 1917, British military intelligence in- 
tercepted secret communication from German Foreign 
Minister Arthur Zimmerman to the German ambassador 
in Washington, D.C. The message took cryptographers 
nearly a month to decode in whole, but the importance 
of the telegram was realized almost immediately. The 
Zimmerman Telegram, as it became known, revealed 
German plans to begin unrestricted submarine warfare in 
the Atlantic. Knowing that this could bring America into 
the war, Germany planned to make alliances with Mexico 
and Japan to keep the U.S. occupied on its own ground 
instead of in Europe. The telegram not only spoke of 
driving England to surrender, but also promised Mexico 
the return of its former territories in Texas, New Mexico, 
and Arizona. British intelligence shared the contents of the 
memo with the American government, thwarting the Ger- 
man plan. Declaring war on Germany shortly after, Amer- 
ica entered the war in Europe. 


In 1918, Room 40 intercepted transmissions that re- 
vealed that a sizable group of German sailors had muti- 
nied. News of a German surrender soon followed. The 
triumphs of Room 40 during the course of World War | 
convinced the British Admiralty that cryptography was 
a necessary tool of modern warfare. By the advent of 
World War II, however, the field of cryptography signifi- 
cantly changed with the introduction of cipher machines, 
teleprinters, and radio. 
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Julius and Ethel Rosenberg were a couple accused in 1950 
by the United States government of operating a Soviet spy 
network and giving the Soviet Union plans for the atomic 
bomb. During a time of tense scrutiny over alleged com- 
munist infiltration of the American government, the trial 
of the Rosenbergs became the center of a political storm 
over communist influence in America. Their trial was one 
of the most controversial of the twentieth century, ending 
with their execution. 


Julius Rosenberg was a committed communist who 
had graduated from the City College of New York in 1939 
with a degree in electrical engineering. He married Ethel 
Greenglass in the summer of that year. She was a head- 
strong woman, active in organizing labor groups. Julius 
had opened a mechanic shop with his brother-in-law, but 
the business soon began to fail, largely due to lack of 
attention by Julius, who invested his time spying for the 
Soviets. He began by stealing manuals for radar tubes and 
proximity fuses, and by the late 1940s, had two apart- 
ments set up as microfilm laboratories. 


The arrest of the Rosenbergs was set in motion when 
the FBI arrested Klaus Fuchs, a British scientist who gave 
atomic secrets to the Soviets while working on the Man- 
hattan Project. Fuchs’s arrest and confession led to the 
arrest of Harry Gold, acourier for Soviet spies. Gold in turn 
led investigators to David Greenglass, a minor spy who 
confessed quickly. Greenglass then accused his sister 
Ethel and brother-in-law Julius of controlling his activities. 


Julius immediately realized the implications of Harry 
Gold’s arrest and began to make arrangements to get out 
of the country, but the FBI moved swiftly. Julius Rosen- 
berg was arrested in July 1950. 


Ethel Rosenberg was later arrested in August. Although 
Federal investigators had little evidence against her, they 
hoped to use the threat of prosecuting her as a lever to 
persuade Julius to confess. The plan failed, and the couple 
was charged with conspiracy to commit espionage. Their 
trial began on March 6, 1951. 


From the beginning, the trial attracted national atten- 
tion. The prosecution decided to keep the scope of the trial 
as narrow as possible, with establishing the Rosenbergs’ 
guilt the main target, and exposing their spy ring a lesser 
concern. Nonetheless, the trial was punctuated by numer- 
ous arrests of spies associated with the Rosenbergs, some 
appearing in court to testify against them. 


Rosenberg Espionage Case 


Ethel Rosenberg and her husband Julius are separated by a wire screen 
as they ride to separate jails in New York City in 1951 after their conviction 
for delivering secrets, including vital atomic bomb data, to the Soviet 
Union. AP/WIDE WORLD PHOTOS. 


The defense tried to downplay the importance of the 
information the prosecution claimed the Rosenbergs had 
stolen, but then turned around and requested that all 
spectators and reporters be barred from the courtroom 
when the information was discussed. 


The Rosenbergs accused David Greenglass of turning 
on them because of their failed business, but these efforts 
only elicited sympathy for a man who had been forced to 
turnin a family member. Greenglass damaged the Rosen- 
bergs by testifying that Julius had arranged for him to give 
Harry Gold the design of the atomic bomb used on Naga- 
saki (which differed considerably from the Hiroshima 
bomb). When Gold himself testified, he named Anatoli 
Yakovlev as his contact. This directly tied the Rosenbergs 
to a known Soviet agent. Julius and Ethel Rosenberg were 
found guilty on several accounts of espionage and con- 
spiracy. They were sentenced to execution, a sentence 
usually reserved for cases of treason. 


After months in prison, the Rosenbergs still main- 
tained their innocence and began to write poignant letters, 
which were widely published, protesting their treatment. 
The case was followed closely in Europe, where many felt 
the Rosenbergs were being persecuted because they were 
Jewish (though Judge Kaufman was also Jewish). A move- 
ment began to protest the “injustice” of the Rosenberg 
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trial. Passions both for and against the Rosenbergs grew 
so great that they even threatened Franco-American rela- 
tions, as the French were particularly harsh in their con- 
demnation of the trial as a sham. 


In the months between the sentencing and execution, 
criticism of the trial grew more strident, and major demon- 
strations were held. Nobel-prize winner Jean-Paul Sartre 
called the case “a legal lynching which smears with blood 
a whole nation.” In spite of attempts at appeal and a 
temporary stay issued by Supreme Court Justice William 
O. Douglas, Julius and Ethel Rosenberg were executed on 
June 19, 1953, both refusing to confess. 


Years after the event, the case continues to stir de- 
bate. Although the Rosenbergs were communists and 
engaged in espionage, they did not spy for an enemy of 
the United States, as the sentence might indicate, but 
rather for its wartime ally. Recent studies of the couple’s 
activities show that the evidence against them was over- 
whelming. The declassification and release of Venona 
transcripts (a secret, decades-long, general surveillance 
operation) further implicated the Rosenbergs. Regardless 
of the evidence, the political and social upheaval sur- 
rounding the trial, and its ultimate outcome, can only be 
understood through the lens of heightened Cold War 
tensions and anti-Communist hysteria. 
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The Russian Empire dominated Eastern Europe and West- 
ern Asia from the Middle Ages through the nineteenth 
century. However, the devastation caused by World War | 
plunged the nation into revolution in 1917, leading to an 
overthrow of the Czarist regime and the birth of commu- 
nism. The communist government created a large intelli- 
gence community, with secret police forces, to conduct 
political espionage on ordinary citizens. The era was marred 
by political show trials and the harsh imprisonment of 
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political dissidents. Before the outbreak of World War Il, 
the oppressive regime of Joseph Stalin centralized the 
nation’s agricultural and industrial systems. Despite the 
rapid industrialization and growth of the national military 
infrastructure, the ensuing economic turmoil, brutal politi- 
cal oppression, and famine cost millions of lives. 


Russia entered World War Il as a member of the Allied 
forces. Their participation in the war effort was key to the 
Allied defeat of Germany in 1945. Although Russia was a 
strategic wartime ally, relations between Russia and the 
West, particularly the United States, quickly soured in the 
first post-war months. The diplomatic, economic, and 
military standoff between the United States and Russia 
intensified into the decades-long Cold War. The nations 
engaged in an intelligence war in lieu of military conflict, 
and the antagonism between the two states redefined 
their national intelligence services and modern espionage 
tradecraft. 


Hard-line communism fell out of favor in Russia as 
the national economy plummeted in the 1980s. A period of 
détente between Russia and the West allowed General 
Secretary Mikhail Gorbachev to implement a series of 
political and economic reforms, known as Glasnost and 
Perestroika. Reforms were also made to the national intel- 
ligence super-agency, the KGB. Though the leader sought 
to modernize the face of communism, the reform pro- 
grams sped the regime’s eventual downfall. The Soviet 
Union splintered in 1991. The largest former province, and 
the heart of the old Russian Empire, became the Russian 
Federation. Since the creation of the democratic republic, 
the nation has struggled to reform its national political 
system and it intelligence community. 


Since the breakup of the Soviet Union, Russia’s intel- 
ligence and security agencies have been administered, 
and influenced, by the Office of the President of the Rus- 
sian Federation. The executive branch governs the intelli- 
gence community via the Russian National Security Coun- 
cil, and the Defense council. The two boards act as a 
liaison between the government and the intelligence serv- 
ices, briefing the executive and legislature when national 
security threats arise. Since the Russian intelligence com- 
munity is now more departmentalized than it was under 
Soviet control, the two councils help to centralize the 
dissemination of intelligence information and the forma- 
tion of intelligence policy. 


The Federal’naya Sluzhba Bezopasnosti, Federal Se- 
curity Service (FSB), a successor agency of the Soviet KGB 
and Russian Federal Counterintelligence Service (FSK), is 
Russia’s counterintelligence agency. FSB operations fo- 
cus on domestic counterespionage and internal security. 
Headquartered in Lubyanka, the agency employs over 
75,000 people. Since the creation of the agency, the Rus- 
sian government has placed increasing limitation on FSB 
operations to guard against abuse of intelligence commu- 
nity resources. Russian law now severely restricts FSB 
surveillance operations conducted against ordinary citi- 
zens, and new constitutional reforms seek to prohibit the 
use of FSB forces for political espionage. 
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In response to the growth of organized crime after the 
dissolution of the Soviet Union, the Russian intelligence 
community established the Main Administration for Organ- 
ized Crime (RUOP). The agency uses human and remote 
intelligence to infiltrate and investigate crime syndicates 
operating within Russia’s borders. Despite ongoing ef- 
forts of the agency, organized crime has increased in Russia. 


Russian intelligence operates special assignment bu- 
reaus in Kaliningrad and Chechnya. The Russian military’s 
involvement in the region, and endemic conflict between 
nationalist and Russian factions, prompted the intelli- 
gence community to form task forces devoted to counter- 
terrorism and counterintelligence. These operational units 
are usually a mix of civilian and military intelligence per- 
sonnel and report to a variety of agencies, including the 
FSB and the Russian Security Council. 


Though Russia has attempted to distance its new 
intelligence community from the legacy of the Soviet KGB 
and internal secret police forces, many of its new national 
intelligence agencies are indeed successor organizations 
of specialized departments within the former KGB. The 
Foreign Intelligence Service (SVR) was one of the first 
operational departments of the KGB to emerge as its own 
intelligence entity. The SVR now oversees most of Rus- 
sia’s foreign intelligence operations, including collection 
and analysis of data. The main intelligence objectives of 
the SVR are to collect information on rival military and 
economic powers. In 1995, the head of the SVR claimed 
that expansion of the North Atlantic Treaty Organization 
(NATO) was the largest threat to Russian sovereignty and 
regional influence. In response to the perceived threat, the 
SVR conducts routine foreign intelligence surveillance of 
the former Soviet republics. 


In the late 1990s, the focus of SVR operations shifted 
from military-related foreign intelligence to industrial, sci- 
entific, and technological espionage. Several divisions 
within the SVR use extensive human and remote intelli- 
gence networks to collect information on rival economies. 
Russian intelligence operated its own intelligence gather- 
ing missions in Asia and the West, but also devoted 
considerable resources to counterintelligence in a bid to 
protect Russian industry. The rise of the European Union 
(EU) prompted Russia to take a more strident political 
stance on international trade laws. However, in 2000, the 
nation refused to join a UN Security Council-led effort to 
limit economic espionage and prosecute industrial spies. 


Russia’s misleadingly named Main intelligence Agency 
(GRU) is the nation’s primary intelligence information 
clearinghouse and analysis bureau. Though the agency 
does conduct intelligence gathering missions, its primary 
duty is to coordinate inter-agency information operations 
and process intelligence materials. 


Russia garnered international criticism for its lack 
of security and protective intelligence measures against 
the proliferation of weapons from the former Soviet Un- 
ion. Russia now devotes considerable intelligence resources 
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to international non-proliferation efforts. However, na- 
tional intelligence and security services have had little 
efficacy against criminal organizations and individuals 
selling arms and weaponry to terrorist groups and 
rogue states. 


Russian foreign policy continues to evolve. Despite 
hostilities toward EU and NATO expansion, the Russian 
government has cooperated with European and United 
Nations anti-terrorism efforts. In 2003, Russia, with the 
diplomatic cooperation of France and Germany, moved to 
block UN-sanctioned military action against Iraq. 


B FURTHER READING: 


ELECTRONIC: 


CIA World Factbook. “Russia” <http:/Awww.cia.gov/cia/ 
publications/factbook/geos/rs.html>(May 5, 2003). 


SEE ALSO 


Cold War (1945-1950), The Start of the Atomic Age 

Cold War (1950-1972) 

Cold War (1972-1989): The Collapse of the Soviet Union 

KGB (Komitet Gosudarstvennoi Bezopasnosti, USSR Com- 
mittee of State Security) 


Russian Nuclear Materials, 
Security Issues 


E MICHAEL J. O'NEAL 


The breakup of the former Soviet Union in 1991 raised 
fears about the disposition and security of that nation’s 
nuclear materials, including its strategic and tactical nu- 
clear weapons. Of more immediate concern is the secu- 
rity of Soviet stores of plutonium and enriched uranium, 
which could be used to make either nuclear weapons or 
“radiological dispersal devices” (RDDs), or “dirty bombs”— 
conventional explosives that would spew radioactive de- 
bris packed around them over a wide area. Since 1991, the 
United States has provided financial and technical assist- 
ance to help Russia and other former Soviet states secure 
these materials. 


Background. During the cold war, the Soviet Union, like the 
United States, amassed an imposing stockpile of nuclear 
weapons. Western estimates were that by 1991 the Sovi- 
ets had in excess of 27,000 nuclear weapons—at least 
11,000 strategic weapons on land-based intercontinental 
ballistic missiles (ICBMs) and at least 15,000 warheads for 
tactical weapons such as artillery shells and cruise mis- 
siles. Later information suggested that the total might 
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have been as high as 45,000 warheads. Additionally, the 
Soviets had as much as 1,200 metric tons of weapons- 
grade uranium and 160 metric tons of plutonium, enough 
to triple their stockpile of nuclear weapons. Eighty percent 
of the strategic weapons were deployed at bases in Rus- 
sia, but the remainder were deployed in the Soviet repub- 
lics of Ukraine, Belarus, and Kazakhstan. Tactical nuclear 
weapons were deployed closer to potential theaters of 
operation, including Eastern Europe and the former Bal- 
tic republics. Still others were deployed in Armenia, 
Azerbaijan, Belarus, Ukraine, Kazakhstan, Georgia, and 
the Central Asian states (Kirghizia, Tajikistan, Turkmenistan, 
Uzbekistan). 


While these nuclear materials were under the com- 
mand and control of Soviet authorities in Moscow, the 
chief threat they posed to the West was strategic: They 
could be used against the West in a nuclear exchange. 
Regardless, in contrast to the modern situation, Soviet 
authorities maintained account of these materials and 
security around nuclear facilities was tight. Weapons could 
be fired only through a central command authority. 
Although an enemy to the West, the Soviet regime was at 
least a politically stable state that could be anticipated act 
rationally in its own self-interest, and which was unlikely 
to allow the use of nuclear materials for terrorist purposes. 
Essentially, the threat that nuclear materials posed to the 
West was predictable, manageable, and able to be re- 
duced through negotiation and arms-control treaties. 


The status quo began to change in the 1980s. The 
Soviets were finding it increasingly difficult to maintain 
control over an enormous empire that stretched from the 
German border to Asia. They also faced increasingly res- 
tive ethnic and national populations demanding self-de- 
termination. Under these pressures, the Soviet Union 
began to disintegrate and finally collapsed in late 1991. By 
then, the Soviets had retrieved their nuclear materials 
from Eastern Europe and the Baltics, as well as from 
submarines, but many remained closer to home, primarily 
in Georgia, Ukraine, Belarus, and Kazakhstan. Eventually, 
and after much diplomatic wrangling, these new nations 
agreed to the Nuclear Non-Proliferation Treaty and either 
destroyed the missiles and warheads on their soil or 
returned them to Russia, though stockpiles of plutonium 
and weapons-grade uranium remained behind. Security 
surrounding these materials, and at nuclear power plants, 
was often lax, raising fears that they could fall into the 
wrong hands. Within Russia, a poor economy, crime, and 
corruption raised fears of “loose nukes,” or poorly guarded 
nuclear materials that could be stolen or sold to rogue 
states such as Iraq or Libya or to terrorist organizations, 
primarily al-Qaeda. The United States estimates that only 
about 40 percent of Russia’s nuclear storage sites are up to 
U.S. security standards. 


The U.S. TeSpONS@. Recognizing the need for the United 
States to provide assistance, Senators Sam Nunn of Geor- 
gia and Richard Lugar of Indiana sponsored legislation 
that allocated funds to help Russia and other former 
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Soviet states either dismantle or secure nuclear materials. 
Congress agreed, and in 1991- 92 it authorized $800 mil- 
lion for the Nunn-Lugar Cooperative Threat Reduction 
Program. Each year after that, additional funds were au- 
thorized so that by 2001 the United States had provided $4 
billion. These funds have been used by the Department of 
Defense (DOD), the Department of Energy (DOE), and 
other U.S. agencies to help the Soviet states destroy 
nuclear materials, upgrade security, and provide alterna- 
tive employment for former Soviet nuclear scientists. 


Nunn-Lugar funds have helped Russia, for example, 
deactivate nearly 5,800 nuclear warheads, destroy 439 
ballistic missiles, eliminate hundreds of missile launchers 
and bomber aircraft, and secure nuclear materials by 
upgrading fencing, motion sensors, storage and transpor- 
tation facilities, and the like. Originally, the George W. 
Bush administration had planned to cut funding for the 
program, but in the wake of the terrorist attacks on Sep- 
tember 11, 2001, 2003 budget proposals called for $800 
million for Russia, a 17 percent increase from 2002. Finan- 
cial help is coming from other sources, too. At a 2002 
summit, the industrialized nations pledged an additional 
$10 billion over the next ten years to help Russia eliminate 
or secure its nuclear arsenal, as well as its chemical and 
biological weapons. 


The threat of “loose nukes.” The true extent of the threat of 
“loose nukes” is uncertain and may never be known 
conclusively. Because of poor documentation at Russian 
nuclear storage sites, for example, materials could disap- 
pear, and it is plausible that no one in authority would 
know their status. Analysts thought that the problem was 
easing in the mid-1990s, but in the late 1990s and into the 
new century, instances of black-market smuggling seemed 
to be on the increase. Since 1993, the International Atomic 
Energy Agency (IAEA) in Vienna, Austria, a watchdog 
agency of the United Nations, has reported 411 cases of 
trafficking in nuclear materials. While 18 cases involved 
plutonium or weapons-grade uranium, most cases in- 
volved low-level medical and industrial radioactive waste, 
the kind used in dirty bombs. The first documented case of 
stolen Russian nuclear materials occurred in 1992, when 
an engineer at a nuclear research facility near Moscow 
stole three pounds of weapons-grade uranium. Fortu- 
nately, the case was resolved in almost comic fashion 
when the engineer was accidentally swept up in an arrest 
of a group of his neighbors suspected of theft from their 
workplace, and the uranium was discovered. Other cases 
have been more chilling. In 1994, Czech authorities searched 
a car parked on a street in Prague and discovered 3 
kilograms of enriched uranium that came from an engi- 
neering institute near Moscow. Since 1999, three similar 
cases have been reported in Paris and Germany and at the 
Bulgarian-Romanian border. 


An open question concerns the likelihood that an 
actual weapon could be stolen. The former Soviet states, 
including Russia, insist that no weapons have been stolen 
or reported missing, despite numerous efforts on the part 
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of terrorists and others to get their hands on one. Russian 
officials say that they have been vigilant in breaking up 
hundreds of plots to steal and smuggle nuclear materials 
and weapons, but U.S. officials believe that al-Oaeda and 
rogue states are always in the market for a nuclear bomb 
and could eventually succeed in getting one. More fright- 
ening is the prospect that poorly paid or unemployed 
Russian nuclear scientists might be vulnerable to the 
temptation to sell their know-how to terrorists or rogue 
states. The Japanese doomsday cult Aum Shinrikyo and 
the Taliban regime in Afghanistan tried, without success, 
to recruit Russian nuclear scientists. 


Most troublesome is the possibility that so-called 
suitcase bombs—miniature nuclear devices weighing less 
than a hundred pounds and small enough to fit into a small 
container—have gone missing from Russia. These bombs 
could easily be smuggled into the United States or other 
countries, where they would cause enormous death and 
destruction. Indeed, in 1997 a former Russian general 
made headlines when he claimed that several dozen such 
Soviet-made bombs dating to the 1970s were unaccounted 
for. While Russian authorities insist that no such bombs 
ever existed, many Western analysts remain skeptical. 
Even if suitcase bombs never existed, the threat remains 
that small tactical nuclear weapons could be stolen or 
sold. These weapons pose a high threat for two reasons 
besides the relative ease with which they could be trans- 
ported and hidden: one, they may lack safeguards that 
would prevent unauthorized detonation; and two, they 
have never been subject to arms-control treaty monitor- 
ing and verification, so their locations and the security 
surrounding them are difficult to assess. 
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Sabotage is a deliberate act of destruction or work stop- 
page intended to undermine the activities of a larger 
entity, whether it is a business, government, or some 
other organization. The practice of sabotage, which has 
roots in the labor movements of the late nineteenth and 
early twentieth centuries, gained military and political 
application during the world wars and thereafter. It has 
also been a part of covert operations, often undertaken by 
agents provocateur. 


There were isolated examples in earlier times, but 
probably the first case of organized—albeit apparently 
spontaneous—sabotage involved the Luddites of late eight- 
eenth century England. Confronted by nascent industriali- 
zation and eager to hold on to their jobs, the Luddites 
destroyed labor-saving machinery. In 1910, striking French 
railway workers destroyed wooden railway ties or shoes, 
known as sabots, and from this act the word was coined. 
Ironically, a concept associated with labor movements 
was also used against organized labor by factory owners 
who hired agents provocateurs, infiltrators whose aim 
was to incite the local union to acts that would attract the 
attention of police. 


Sabotage is suspected in the September 2002 derailment of an express train on its way from Calcutta to New Delhi in the Indian state of Bihar, leaving one car 
plunged into a river and two others dangling from a bridge. Fifty people died and 180 were injured. AP/wiDE worLD PHOTOS. 


Encyclopedia of Espionage, Intelligence, and Security 


Salafist Group for Call and Combat 


In World War I, the Germans allowed Bolshevik leader 
V. |. Lenin to enter Russia through their territory, their 
intention being to sabotage the Russian leadership and 
pull the country out of the war—a gambit that succeeded. 
Although the Axis powers attempted to use sabotage 
against the United States, the most successful act of 
sabotage in World War II was the British and Norwegian 
effort to destroy the Germans’ supply of heavy water, thus 
dashing Hitler’s plans to build an atomic bomb. 


During the postwar era, anticolonial movements in 
what came to be known as the developing world often 
used sabotage to remove Western influence. These acts 
ranged from the passive resistance to British rule by 
Indians under the leadership of Mohandas K. Gandhi, to 
the destruction of railway lines by revolutionaries fighting 
against the Portuguese in Angola and Mozambique. Com- 
munist-backed groups often used sabotage, although in 
Communist countries, any hint of real or imagined sabo- 
tage directed against the ruling system met with swift and 
severe punishment. 
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Salafist Group for Call and 
Combat (GSPC) 


The Salafist Group for Call and Combat (GSPC) splinter 
faction that began in 1996 has eclipsed the Groupe 
Islamique Armé (GIA or Armed Islamic Group). since 
approximately 1998, and currently is assessed to be the 
most effective remaining armed group inside Algeria. In 
contrast to the GIA, the GSPC has gained popular support 
through its pledge to avoid civilian attacks inside Algeria 


(although, in fact, civilians have been attacked). Its adher- 
ents abroad appear to have largely co-opted the external 
networks of the GIA, active particularly throughout Europe, 
Africa, and the Middle East . 


Organization activities. The GSPC continues to conduct 
operations aimed at government and military targets, 
primarily in rural areas. Such operations include false 
roadblocks and attacks against convoys transporting mili- 
tary, police, or other government personnel. According to 
press reporting, some GSPC members in Europe maintain 
contacts with other North African extremists sympathetic 
to al-Oaeda, a number of whom were implicated in terror- 
ist plots during 2001. 


Estimated organization strength and areas of operation. 
Although exact number are not known, intelligence ana- 
lysts estimate that there are probably several hundred to 
several thousand GIA members operating inside Algeria . 


GIA is supported by Algerian expatriates and GSPC 
members abroad, many residing in Western Europe, who 
provide financial and logistics support. In addition, the 
Algerian Government has previously accused Iran and 
Sudan of support of Algerian extremists. 
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Salmonella and Salmonella 
Food Poisoning 


I BRIAN HOYLE 


Salmonella is the name of a group, or genus, of bacteria 
that live in the intestinal tract of warm-blooded animals, 
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including humans, as well as in cold-blooded animals 
such as turtles. The name of the microbe comes from its 
discoverer. In 1885, American veterinary scientist Daniel 
Salmon isolated the first strain (Salmonella cholerasuis) 
from the intestine of a pig. 


Since his discovery, more than 2,300 different types 
of Salmonella have been discovered. While many of these 
can be innocuous in their normal intestinal environment, if 
they infect another area of the body (i.e., a cut) or contami- 
nate food, illness can result. 


Salmonella food poisoning, salmonellosis, affects two 
to four million Americans each year. The number of cases 
has been increasing in recent years, due in part to the 
increasing resistance of Salmonella to the antibiotics com- 
monly used to treat the illness. It has been estimated by 
the Centers for Disease Control and Prevention that the 
economic cost of Salmonella food poisoning in the U.S. 
alone is between five and 17 billion dollars annually. 


This economic burden, increasing prevalence of Sal- 
monella food-borne illness, and the ease by which dis- 
ease-causing strains of Salmonella could be acquired and 
deliberately added to food supplies, have made Salmo- 
nella one of the microorganisms that is regarded as being 
a potential threat to national security. 


Salmonella food poisoning results from the growth of 
the bacterium in food. The rapid increase in the number of 
bacteria in the intestinal tract overwhelms the defensive 
capabilities of the host and produces the symptoms of 
food poisoning. Symptoms include nausea, vomiting, ab- 
dominal cramps, diarrhea, fever, and headache. Typically, 
the symptoms last for a few days. 


Prolonged diarrhea can be dangerous. The body loses 
more fluids and salts than can be replaced, which can 
threaten the health of various organs and tissues in the 
body. In severe cases, especially in the young and the 
elderly, the resulting shock can cause permanent damage. 
As well, Salmonella can spread from the intestinal tract to 
the bloodstream, leading to more widespread infections. 


The food poisoning caused by Salmonella is one of 
about ten bacterial causes of food poisoning. Other re- 
sponsible bacteria include Staphylococcus aureus, Clos- 
tridium perfringens, Vibrio parahaemolyticus, and spe- 
cific strains of Escherichia coli. 


A number of foods are especially susceptible to con- 
tamination. Chicken carcasses and the outer surface of 
eggs are frequently contaminated with Salmonella pres- 
ent in the poultry feces. However, proper cooking will 
destroy the bacteria. The bacteria can gain entry to eggs 
through cracks in the shell. Ifthe egg or meat is prepared at 
too low a temperature, the bacteria can survive and can 
multiply during subsequent storage at room temperature, 
or even at refrigeration temperature. Other targets for 
contamination include cream-based desserts, milk and 
dairy products, shrimp, salad dressing, cocoa, chocolate, 


Salmonella and Salmonella Food Poisoning 


and salad-type sandwich filling (such as tuna salad or 
chicken salad). 


An important route of contamination is the handling 
of food by people who have not washed their hands 
properly after using the bathroom. This “fecal to oral” 
route of transmission can be prevented by hand washing, 
and proper kitchen hygiene (e.g., cleaning cutting boards 
after cutting raw poultry, storage of prepared foods in the 
refrigerator). 


The thousands of different strains of Salmonella are 
also known as serotypes. These designations indicate that 
the differences between the strains lie mainly in the chemi- 
cally different composition of the outer surface of the 
bacteria. The differences elicit different immune responses. 
The immune response for a particular strain is characteris- 
tic andcan be useful in identifying the strain of Salmonella 
that is causing the malady. Salmonella enteriditis is of 
particular concern in food poisoning. This strain causes 
gastroenteritis and other maladies. 


Strains like Salmonella enteriditis can establish infec- 
tion because they have components that contribute to the 
infection. These components are classified as virulence 
factors. One of these factors is called adhesin. An adhesin 
functions in adhesion of the bacterium to a receptor on the 
surface of a host cell. An example of an adhesin is the tube- 
like structures called fimbriae that stick out from the sur- 
face of the cell. 


Another virulence factor is lipopolysaccharide (LPS 
for short). LPS can help shield the surface of the bacterium 
from host antibacterial compounds. A part of the LPS 
called lipid A can cause a fever and a subcomponent of 
lipid A called endotoxin is harmful to the host. Salmonella 
also produces other toxins (e.g., enterotoxin). Because 
these toxins remain inside the bacterial cell, the increased 
number of bacteria that results from multiplication in the 
contaminated food increases the amount of the toxin 
ingested, and so increases the severity of symptoms. 


The identification of Salmonella is not particularly 
difficult. Well-known lab media of defined composition 
exist, on which the bacteria grow and produce characteris- 
tic colours. For example, Salmonella grows on bismuth 
sulfide media and produces jet-black colonies, due to the 
production of hydrogen sulfide. 


Unfortunately, however, the accurate diagnosis of 
Salmonella food poisoning usually comes after the fact, if 
the illness is diagnosed at all. 


A vaccine that blocks the adhesion of the bacteria to 
the intestinal epithelial cells, which is a crucial part of the 
infection, could conceivably be developed. However, even 
if such a vaccine is possible, other vaccine needs that are 
more pressing currently occupy dedicated research re- 
sources. For the foreseeable future, the best strategy in 
preventing Salmonella food poisoning will remain the 
cooking of foods such as meat to the proper temperature 
for a recommended time, the proper storage of prepared 
foods, and good hygiene. 
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Founded in 1949, Sandia National Laboratories, located in 
New Mexico (with additional laboratory facilities in Cali- 
fornia and Hawaii), is a government-owned facility man- 
aged by Lockheed Martin corporation for the Department 
of Energy (DOE). Sandia was originally managed by AT&T, 
but in 1993 Lockheed Martin assumed managerial control. 


Sandia scientists and engineers participate in pro- 
jects and programs designed to ensure the safety of the 
U.S. nuclear stockpile and maintain a high level of reliabil- 
ity in aging weapons. Increasingly key to safeguarding the 
nuclear stockpile is the development of high-speed virtual 
simulation capabilities that are able to model the com- 
plexities of the changes in weapons material as a function 
of time. Sandia programs also support the development 
of technologies and protocols that facilitate nonprolifera- 
tion and secure control of nuclear materials (e.g., enhance 
weapon and surveillance technologies). Specific programs 
to enhance offsite monitoring include the advancement of 
robotics systems capable of monitoring proliferation 
activities. 


Sandia supports programs seeking to assist Russia to 
safely manage and control nuclear materials from dis- 
mantled Soviet-era weapons systems. 

Other less direct, but equally emphasized programs, 
are designed to enhance U.S. national security by devel- 
oping technologies to protect critical infrastructure— 
especially energy production and delivery infrastructure. 
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A specific aim of current Sandia projects involves poten- 
tial integration of pulsed power technologies into de- 
fense-related applications. Other programs related to 
infrastructure protection are dedicated to extending the 
protection levels of radiation-hardened microelectronics. 


In an effort to combat emerging threats, Sandia scien- 
tists and engineers are tasked with anticipating the need 
for new defense options and for developing technology 
capable of identifying (and neutralizing) biological and 
chemical agents. One Sandia innovation, “Amazing foam,” 
is anonhazardous decontaminating foam capable of rap- 
idly neutralizing both chemical and biological agents. 


Another Sandia innovation, the “magic cube,” is ca- 
pable of shaping a blast that blows a fragment-free hole in 
steel. Such developments have broad application. Magic 
cubes can be used to enhance low-invasive inspection of 
steel encased materials or to blow a hole in steel beams 
obstructing rescuers attempting to search through rubble 
or reach victims of a building collapse. 


Sandia also devotes research resources to advancing 
techniques involved with hazardous material clean-up 
and the safe decommissioning and dismantling of obso- 
lete weapons. Scientists at Sandia National Laborato- 
ries California collaborated with researchers at Lawrence 
Berkeley National Laboratory and Lawrence Livermore 
National Laboratory on the development of environmen- 
tal remediation technologies useful in the cleanup of mili- 
tary disposal sites (e.g., the nearby Alameda Naval Air 
Station). 


Sandia’s technology transfer programs (where facets 
of defense related research are released and shared with 
private industry) are designed to increase United States’ 
global economic competitiveness. The transfer is a bilat- 
eral arrangement that also allows industry input in de- 
fense design schemes. Other public programs sponsored 
by Sandia include educational outreach programs de- 
signed to foster excellence in scientific curricula and 
teaching. 


Sandia scientists and engineers are highly involved in 
nuclear weapons production. Sandia designs and engi- 
neering integration impact and more than 6,300 parts of 
the estimated 6,500 components of modern nuclear weap- 
ons. Other programs designed to enhance national secu- 
rity includse highly specialized and sophisticated model- 
ing and testing facilities that allow Sandia scientists to test 
updates to weapons systems without actual nuclear test- 
ing. Failsafe technologies—devoted to preventing acci- 
dental nuclear detonation—include sophisticated arming 
and firing systems (e.g., the MC2912 arming system util- 
ized on the W76/Mk4 nuclear warhead). 


Sandia’s sensory technology programs are designed 
to detect nuclear materials as well as chemical and bio- 
logical weapons agents. 


Scientists at LBL, Lawrence Livermore National Labo- 
ratory (LLNL), and Sandia National Laboratories California 
have also collaborated on the development of environ- 
mental remediation technologies useful in the cleanup of 
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A Sandia National Laboratories researcher speaks by phone with someone inside an early model of the ultra-clean room invented in 1962. Sandia is also 
responsible for about 98 percent of the 6,000 non-nuclear parts in nuclear weapons. AP/WIDE WORLD PHOTOS. 


military disposal sites (e.g., the nearby Alameda Naval Air 
Station). 


In April 2003, Sandia scientists reported that they had 
achieved controlled thermonuclear fusion in a pulsed 
power source. If ultimately reproduced and verified, the 
process, and other competing approaches to controlled 
fusion, holds the promise of nearly unlimited clean power 
generation. Unlike fission reactions, fusion based energy 
technology would not produce long-lived radioactive waste. 


Instead of using magnetic containment to compress 
hydrogen and thereby achieve temperatures hot enough 
for fusion to occur, Sandia scientists used pulsed releases 
of current to achieve a rapid series of limited micro fusion 
reactions. Using an improved and more powerful Z accel- 
erator, high current is induced in a tungsten wire cage 
surrounding a2 mm plastic capsule containing deuterium 
(a heavier isotope of hydrogen). The tungsten cage is 
vaporized, but the short-lived current impulse generated 
in the wires creates a powerful magnetic pulse and shock- 
wave of superheated tungsten that creates an intense x- 
ray source that, along with the shockwave compresses 


and heats the hydrogen to more than 20 million degrees 
Fahrenheit (more than 11 million degrees Celsius) to in- 
duce fusion. 


The Sandia reaction process contrasts with another 
promising approach undertaken at the Lawrence Liver- 
more National Laboratory (LLNL) that seeks to initiate 
fusion reactions by shining high-energy lasers on hydro- 
gen globules. The LLNL approach will be further explored 
at the National Ignition Facility. 
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Sarin gas (O-lsopropyl methylphosphonofluoridate), also 
called GB, is one of the most dangerous and toxic chemi- 
cals known. It belongs to a class of chemical weapons 
known as nerve agents, all of which are organophosphates. 


The G nerve agents, including tabun, sarin and soman, are 
all extremely toxic, but not very persistent in the environ- 
ment. Pure sarin is a colorless and odorless gas, and since 
it is extremely volatile, and can spread quickly through the 
air. A lethal dose of sarin is about 0.5 milligrams; it is 
approximately 500 times more deadly than cyanide. 


History and global production of sarin. Sarin was first 
synthesized in 1938 by a group of German scientists 
researching new pesticides. Its name is derived from the 
names of the chemists involved in its creation: Schrader, 
Ambros, Rudriger, and van der Linde. A pilot plant to 
study the use of sarin was built in Dyernfurth. Although 
they produced between 500 kg and 10 tons of sarin, the 
German government decided not to use chemical weap- 
ons in artillery during World War Il. The Soviet army 
captured the plant at Dyernfurth at the end of the war and 
resumed production of sarin in 1946. The Russian govern- 
ment currently has about 11,700 tons of sarin. 


Between about 1950 and 1956, the United States 
produced sarin. It is estimated to have stockpiles totaling 
5,000 tons of the nerve agent stored in different parts of 
the country. Several other countries including Syria, Egypt, 


Subway passengers affected by sarin gas planted in central Tokyo subways are carried to the hospital in March 1995. Years after the Aum Shinri cult’s terrorist 
attack in which 11 people were killed and thousands were injured, many victims still suffer physical symptoms from the gas. AP/WIDE WORLD PHOTOS. 
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lran, Libya, North Korea, and Iraq have confirmed or 
suspects stocks of sarin. 


Sarin as a Weapon. Iraq produced sarin between 1984 and 
1985, when weapons inspectors were ordered to leave the 
country. Prior to Operation Iraqi Freedom, Iraq had admit- 
ted to once having at least 790 tons of the nerve agent. 
In 1987 and 1988, the United Nations confirmed that 
lraq used a combination of organo-phosphorous nerve 
agents against Kurds in northern Iraq. It is estimated that 
5,000 people were killed and 65,000 others were wounded 
in these attacks. There was also extreme environmen- 
tal damage. 


On March 20, 1995, the Aum Shinrikyo doomsday cult 
released the nerve agent sarin in a Tokyo subway. This 
incident killed 11 and injured more than 5,500 people. 
Members of the cult left soft drink containers and lunch 
boxes filled with the toxin on the floor of subway trains. 
They punctured the containers with umbrellas just as they 
exited the cars. The attack was timed for rush hour, so as 
to affect as many people as possible. Because the sarin 
was of low quality and the affected cars were quickly 
sealed once the sarin was detected, the magnitude of the 
attack was suppressed. 


Sarin poisoning. Like other organophosphate nerve agents, 
sarin inhibits the break down of the enzyme acetyl- 
cholinesterase. Under normal conditions, this enzyme 
hydrolyzes the neurotransmitter acetylcholine. When sarin 
is present, the build up of acetyl-cholinesterase results in 
the accumulation of excessive concentrations of acetyl- 
choline in nerve synapses. This overstimulates parasym- 
pathetic nerves in the smooth muscle of the eyes, respira- 
tory tract, gastrointestinal tract, sweat glands, cardiac 
muscles, and blood vessels. 


After exposure to sarin, symptoms begin within min- 
utes. If a person survives for a few hours after exposure, 
he or she will likely recover from the poisoning. The first 
symptoms of sarin poisoning include a runny nose, blurred 
vision, sweating, and muscle twitches. Longer exposures 
result in tightness of the chest, headache, cramps, nausea, 
vomiting, involuntary defecation and urination, convul- 
sions, coma, and respiratory arrest. 


Atropine acts an antidote for nerve agent, including 
sarin. Atropine binds to one type of acetylcholine receptor 
on the post-synaptic nerve. A second antidote is pralidoxime 
iodide (PAM), which blocks sarin from binding to any free 
acetyl-cholinesterase. Both should be administered as 
soon as possible following exposure to the toxin. Diazapam 
can also be used to prevent seizures and convulsions. 
Soldiers fighting in regions where chemical weapons are 
likely to be deployed are now equipped with a Mark | 
antidote kit containing both atropine and PAM. 


Satellite Technology Exports to the People’s Republic of China 
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Satellite Technology Exports 
to the People’s Republic of 
China (PRC) 


E JUDSON KNIGHT 


The issue of satellite technology exports from the United 
States to the People’s Republic of China (PRC) mirrored 
larger concerns over Chinese espionage that surfaced in 
the late 1990s. In the case of satellite technology sales, 
however, United States companies and even some sec- 
tors of the federal government favored at least some 
degree of technology transfer, if only to maintain good 
relations between the two countries. This was particularly 
the case after September 11, 2001, as President George W. 
Bush sought to establish stronger ties with the Chinese in 
the fight against terrorism. Still, questions remained re- 
garding the advisability of some such transfers, as well as 
the legality of transfers that had taken place in the mid- 
1990s and later. 


Allegations in the 1990s. During the administration of 
President William J. Clinton, a number of critics charged 
that the president had been involved in a scheme to 
channel funds from the PRC to the Democratic National 
Committee. Clinton’s defenders dismissed the criticism as 
a partisan attack from the far Right, and while most of the 
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critics were conservatives, not all of them could be dis- 
missed as extremists. An example was the respected 
columnist William Safire, who wrote in the New York 
Times on May 18, 1998, that “A president hungry for 
money to finance his re-election overruled the Pentagon; 
he sold to a Chinese military intelligence front the technol- 
ogy that defense experts argued would give Beijing the 
capacity to blind our spy satellites and launch a sneak 
attack.” Complicit Democrats in the Senate, Safire and 
others charged, had blocked efforts to investigate the 
illegal transfer of technology. 


One particular point of contention was the fact that 
Clinton had given the Department of Commerce increased 
jurisdiction over satellite technology transfers. This was 
significant in light of allegations that a Commerce official, 
John Huang, had ties to the Chinese. The sale of satellite 
communications technology to China had first been per- 
mitted by President Ronald Reagan, who in September 
1988 negotiated a bilateral agreement with the PRC to 
ensure that no missile or satellite technology was trans- 
ferred. Over the next four years, the State Department 
licensed all communications satellites, but as a result of a 
review conducted by the administration of President George 
Bush in 1990, licensing jurisdiction for purely commercial 
satellites was transferred to Commerce. Franklin C. Miller, 
Principal Assistant Secretary of Defense for Strategy and 
Threat Reduction, testified before the Senate Committee 
on Commerce, Science, and Transportation in September 
1998, that Defense had supported this act because it “was 
accompanied by several changes in procedures that pro- 
tect Department of Defense’s ability to ensure that trans- 
fers are consistent with U.S. national security.” 


Despite this testimony, Henry Sokolski of the Nonpro- 
liferation Policy Education Center maintained that Clinton 
had gone much further than his predecessors. In testi- 
mony before a joint hearing of the House International 
Relations Committee and the House National Security 
Committee in June 1998, he maintained that “this shift 
has eliminated systematic government monitoring of 
prelaunch conversations between U.S. contractors and 
Chinese space firms and, according to the General Ac- 
counting Office, marginalized the previously important 
licensing input of the Defense Department.” As though to 
underscore Sokolski’s point, it was later revealed that in 
1996, Loral Space & Communications Corporation had 
forwarded a report on a Chinese rocket to the Chinese 
government without first obtaining State Department clear- 
ance, a situation that led to a grand jury investigation. 


A change of course in the 2000s. A concern similar to that 
involving Loral erupted in late 2002, when the State Depart- 
ment accused Hughes Electronic Corporation of providing 
the Chinese with key information to assist them in deter- 
mining why their rockets tended to fail soon after launch. 
The incident had occurred in the 1990s, according to the 
State Department—in other words, at the high point of 
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concerns over the transfer of sensitive satellite technology 
to the PRC. Although the State Department threatened 
fines of up to $60 million, by the time the charges came to 
light, the situation with regard to satellite technology 
transfers to the PRC had changed. 


This change did not so much involve security as it did 
commerce—specifically, an increased demand by U.S. 
aerospace companies to relax restrictions on transfers. 
The change created some strange political bedfellows: 
joining fellow California representative Howard L. Berman, a 
Democrat, in putting forward the proposal was Dana 
Rohrbacher, a Republican who had opposed the Clin- 
ton-era transfer of licensing authority to Commerce. Yet, 
in 2001, Rohrbacher—whose constituency, like that of 
Berman, had a strong aerospace presence—supported 
the very measure he had condemned three years earlier. 
Just as Berman and Rohrbacher constituted a bipartisan 
team, they found themselves opposed from both sides of 
the aisle. Not only Republican senators Jesse Helms and 
Richard Shelby, but also Democratic representative Tom 
Lantos of California, maintained that the move posed 
security risks. 


By that time, however, the tides had shifted, and the 
move to increase sales of satellite technology to China 
gained momentum. In April 2002 the State Department 
loosened rules on export of scientific satellite projects to 
the PRC. Six months later, as Chinese head of state Jiang 
Zemin met with President George W. Bush at the latter’s 
ranch in Texas, the two discussed the possibility of easing 
bans on the transfer of satellite technology, provided 
China reduced its sales of missile technology to third 
parties. The leaders did not reach an agreement, however, 
and debate continued. On March 28, 2003, during the U.S. 
military effort against Iraq, a missile fired by the Iraqis hit a 
shopping mall in Kuwait, a country aligned with the United 
States in the war. The weapon was a modified Chinese- 
made Silkworm rocket. 
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Satellites, Non-Governmental 
High Resolution 


E WILLIAM C. HANEBERG 


Satellite imagery at resolutions useful for military and 
intelligence purposes has historically been available only 
from satellites developed, launched, and operated by gov- 
ernments. As a result, access to and dissemination of the 
high-resolution satellite images was tightly controlled in 
the interest of national security. Since 1999, however, 
commercial satellites have made high-resolution images 
publicly available at a relatively low cost. In the United 
States, the Land Remote Sensing Policy Act of 1992, which 
was motivated in part by Russian willingness to sell de- 
classified 2 m resolution military satellite imagery in the 
early 1990s, provided the legal foundation for private 
ownership of American remote sensing satellites. In 1994, 
the Clinton administration issued guidelines for the licens- 
ing of commercial remote sensing satellite operations. 


The resolution of an image is the size of the smallest 
object that can be depicted, and the best images currently 
available from commercial satellites have resolutions rang- 
ing from 50 cm to 1 m. Imagery from the most recent 
intelligence satellites launched by the United States gov- 
ernment, in contrast, is believed to have a resolution of 
about 2 cm. No images with this resolution, however, 
have been released to the public. Although there is no 
universally accepted definition of “high resolution,” in 
part because its meaning changes as technology improves, 
at the time this article was written it was generally under- 
stood to mean resolutions of 2 m or less. 


IKONOS, named after the Greek word for “image,” 
was the first commercial satellite to provide images with 1 
m resolution. Its products include 1m panchromatic (black 
and white) and true color images in addition to 4 m 
multispectral imagery. Following asun-synchronous orbit 
680 km above Earth’s surface, IKONOS passes over any 
given longitude at about 10:30 a.m. local time each day 
and revisits any given geographic location every three 
days. Space Imaging, the company that operates IKONOS 
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A satellite image showing the Yongbyon nuclear facility in North Korea 
taken in 2002. According to the Institute for Science and International 
Security (ISIS), significant facilities in the image include a five-megawatt 
reactor and cooling tower, and a spent fuel storage building in the bottom 
of the site near the river. AP/WIDE WORLD PHOTOS. 


was founded by a consortium of firms from the United 
States, Japan, and South Korea. The satellite was launched 
in August 1999 after the first version was destroyed when 
its launch vehicle malfunctioned and crashed the previ- 
ous spring. 


Developed by an international consortium of compa- 
nies based in Cyprus and known as ImageSat International 
(ISI), the EROS A1 satellite was built largely in Israel and 
launched in 2001 from a Russian facility in Siberia. It was 
the first high-resolution commercial satellite developed 
outside of the United States. The EROS A1 camera, which 
can provide 1.8 m resolution panchromatic images, is 
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A view of the port and downtown areas of Abu Dhabi made by the QuickBird satellite provided by DigitalGlobe. QuickBird snaps some of the most detailed 
satellite images available to the public. AP/WIDE WORLD PHOTOS. 


based on technology originally developed for Israeli intel- 
ligence satellites. The successor the EROS A1, known as 
the EROS B1, is scheduled for launch in late 2004 and is 
expected to produce both panchromatic and multi-spec- 
tral color imagery with 0.87 m resolution. 


The highest resolution commercial imaging satellite 
currently in operation is QuickBird, operated by the Colo- 
rado-based firm Digital Globe, which follows a sun-syn- 
chronous orbit 450 km above Earth. The first QuickBird 
was lost in space after a late 2000 launch from a Russian 
facility in Siberia. A replacement was successfully launched 
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from Vandenberg Air Force Base, California, atop a Delta 
Il launch vehicle in late 2001. QuickBird supplies 0.62 
m resolution panchromatic images and 2.4 resolution 
multispectral color images. 


Proponents of commercial high-resolution imaging 
satellites argue that their images will be useful for a 
variety of civil work that includes infrastructure monitor- 
ing, natural disaster recovery, endangered species habitat 
identification and monitoring, and natural resource explo- 
ration. Commercially available high-resolution images can 
also be used to monitor troop and equipment movement, 


Encyclopedia of Espionage, Intelligence, and Security 


observe construction activity, identify targets in inaccessi- 
ble areas, and remotely assess battle damage. This has led 
the United States government to prohibit its licensees 
from obtaining or selling high-resolution imagery of Israeli 
territory in response to concerns raised by the govern- 
ment of Israel. It also reserves the right to restrict opera- 
tions during times of national security emergencies. These 
restrictions do not apply, however, to commercial satel- 
lites operated by companies outside of the United States. 


BFURTHER READING: 
BOOKS: 


Bossler, John D., John R. Jensen, Chris McMaster, and 
Chris Rizos (editors). Manual of Geospatial Science and 
Technology. Mount Laurel, New Jersey: Taylor & Fran- 
cis, 2001. 


Campbell, James B. Introduction to Remote Sensing (3d 
edition). New York: Guilford Press, 2002. 


ELECTRONIC: 


Baker, J.C. “Commercial Observation Satellites: A Cata- 
lyst for Global Transparency.” 2002. <http://www. 
imagingnotes.com/julaug01/global.htm> (12 April 2003). 

“Digital Globe.” <http://www.digitalglobe.com/> (12 April 
2003). 

“ImageSat International.” 2003. <http:/Avww.imagesatintl. 
com/> (12 April 2003). 


“Space Imaging—Visual Products. Visible Results.” 2003. 
<http://www.spaceimaging.com/>(12 April 2003). 


SEE ALSO 


Cameras 

Geospatial Imagery 

LIDAR (Light Detection and Ranging) 
Photographic Resolution 
Photography, High-Altitude 

Remote Sensing 


E LARRY GILMAN 


Spy satellites are robotic observational platforms that 
orbit the Earth in order to image its surface and to record 
radio signals for military and political purposes. They 
transmit their data to Earth, where it is interpreted by 
specialists in centralized, secretive facilities such as the 
U.S. National Photographic Interpretation Center in Wash- 
ington, D.C. Spy satellites have been essential not only to 
military operations and the formation of national policy 
but to the verification of arms control treaties such as 
SALT |, SALT II, and the Comprehensive Test Ban Treaty. 


Hundreds of spy satellites have been launched since 
1960, when the U.S. lofted its first. The four basic types of 
spy satellite are: (1) photoreconnaissance systems that 


Satellites, Spy 


Israel launched the Ofek-5 spy satellite at a coastal air force base south 
of Tel Aviv in 2002 to exted its ability to monitor developments in the 
region. AP/WIDE WORLD PHOTOS. 


take pictures in visible and infrared light, (2) infrared 
telescopes designed to detect missile launches, (3) radars 
that image sea or land even through cloud cover and in 
darkness, and (4) signals intelligence (SIGINT) satellites 
(also termed “ferrets”), which are optimized either for 
characterizing ground-based radar systems or for eaves- 
dropping on communications. Sometimes photorecon- 
naissance and SIGINT functions are combined in single, 
massive platforms such as the U.S. Keyhole-series satellites. 


Although a number of nations have launched spy 
satellites, the U.S. and the Soviet Union are responsible 
for by far the greatest number. The Russian Federation, 
which inherited most of the Soviet Union's space system 
after 1991, has been unable to afford the cost of ade- 
quately updating its spy satellite network. In contrast, the 
U.S. has continued to deploy ever-more-sophisticated sys- 
tems in a steady stream. Thus, the majority of spy satel- 
lites in orbit today, including all the most capable units, 
are U.S.-owned. Although the precise technical capabili- 
ties (and in many cases even the basic missions and 
orbits) of U.S. spy satellites are secret, it is thought that the 
best U.S. visible-light spy satellites are capable, given 
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clear skies, of imaging surface features only a few centi- 
meters across. A modern U.S. spy satellite can, given clear 
skies and a good viewing angle, probably read a license 
plate from space. 


Early U.S. Spy Satellites: Corona, 
MIDAS, SAMOS 


The U.S. began developing spy satellites in the mid-1950s, 
years before it had a rocket capable of placing anything in 
orbit. As early as 1946, RAND (short for the RAND or 
Research and Development Corporations, a think tank 
created by Douglas Aircraft Co. that was influential through- 
out the Cold War) had produced a report entitled “Prelimi- 
nary Design of an Experimental World-Circling Space- 
ship.” The usefulness of such systems was obvious long 
before they were buildable, for military forces had been 
seeking higher vantage points from which to observe the 
enemy ever since the U.S. Civil War, when the Union 
experimented with tethered observation balloons over- 
looking Confederate positions. In the early twentieth cen- 
tury, reconnaissance blossomed when photographic film 
replaced cumbersome glass plates and cameras were 
borne aloft on aircraft. So effective is aerial photography 
that it is still used today; the U.S., for example, continues 
to employ its high-altitude U-2 and SR-71 Blackbird air- 
craft, early versions of which it developed in the 1950s 
and 1960s. 


However, spy planes have limitations. Even the high- 
est-flying airplane cannot fly above the atmosphere, and 
can therefore, view only a limited amount of ground at any 
one time. Even at four times the speed of sound (the 
approximate top speed of an SR-71), this is a severe 
disadvantage when trying to surveil a country as large as 
China or Russia. Nor can planes be kept aloft indefinitely; 
they must be sent out at intervals. They must also be 
piloted, putting crew members at risk of death or capture. 
This was illustrated most famously in 1960, when CIA pilot 
Gary Powers was shot down while flying a U-2 spy plane 
over the Soviet Union and tried for espionage. (In recent 
years, robotic aircraft have been employed for some short- 
range aerial reconnaissance.) Finally, spy planes are in- 
trinsically illegal in time of peace—they must violate na- 
tional airspace to do their job—and therefore, a political 
liability. 

Spy satellites overcome all the limitations of spy 
planes. A network of three geosynchronous satellites can, 
in contrast to the occasional glimpses provided by spy 
planes, keep the entire world in view at all times. (A 
geosynchronous satellite orbits 22,160 mi [35,663 km] 
above the equator in the direction of the Earth’s rotation, 
matching its movement with the Earth’s surface so that it 
appears to hover at a fixed point in the sky.) A network of 
lower-altitude satellites in polar orbits (i.e., circling at right 
angles to the equator, over the poles) can, by combining 
their smaller fields of view, do the same. Also, satellites 
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are at an altitude too high to be easily shot down, though 
the U.S. and Russia have developed anti-satellite weap- 
ons in case they should ever wish to do so. Finally, satel- 
lites are legal: they do not violate national airspace. This 
legal point was not always universally acknowledged; 
for a few months in 1960 the Soviet Union complained 
that U.S. spy satellites were violating its airspace, which, 
it said, extended upward indefinitely from its territory. 
It dropped this argument when it began launching its 
own spy satellites in October, several months after the 
United States. 


The U.S. Air Force and Central Intelligence Agency 
(CIA) were early advocates of satellite surveillance. (“Sur- 
veillance,” strictly speaking, refers to the passive, ongoing 
observation of some area to scan for activities or changes 
of interest, while “reconnaissance” refers to the active 
seeking of specific information at a particular time; how- 
ever, the word “surveillance” is often used to cover both 
activities.) A detailed study released by RAND in 1954 
suggested two basic methods for returning imagery to 
Earth from an orbiting platform: (1) television pictures 
scanned from photographic film on board a spacecraft 
and beamed to Earth, and (2) return of the film itself to 
Earth in a reentry vehicle. The Air Force decided to de- 
velop the first option, arguing that retrieving film from 
space would be time-consuming and unreliable; the CIA 
decided to develop the second, reasoning that TV technol- 
ogy was still too crude to give sufficiently high-resolution 
pictures. 


Squabbling between the Air Force and CIA, both 
jockeying for control of U.S. space surveillance resources, 
eventually moved President Dwight Eisenhower to create 
the National Reconnaissance Office (NRO) on August 25, 
1960. Then NRO (officially secret until the early 1990s) is 
staffed by personnel from the Air Force, CIA, and other 
government agencies and is charged with overseeing the 
United States’s space-surveillance programs. Under the 
NRO’s guidance, three major spy-satellite programs went 
ahead in the early 1960s, one directed by the CIA and two 
by the Air Force. 


The CIA’s system, code-named Corona, took high- 
resolution photographic negatives with orbiting telescopic 
cameras and then dropped them to the Earth. The first 12 
attempts to achieve orbit or return film all failed, but 
starting with Corona 13 in August, 1960, Corona began to 
fulfill its promise. A long series of Corona satellites were 
launched, orbited over the Soviet Union, and returned 
their exposed film in reentry capsules. Each capsule de- 
ployed a parachute after it had killed most of its velocity by 
friction with the atmosphere, and was then hooked from 
the air by a propeller-driven JC-130B aircraft flying at 
about 150 miles per hour (242 km/hr). The Corona satel- 
lites returned excellent images, with later models prob- 
ably achieving a resolution of about 1 foot (.3 m). One of 
Corona’s first achievements was to debunk the Air Force’s 
claims that a huge “missile gap” existed in the early 1960s 
between the Soviet Union and the U.S.—that is, that the 
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Soviets many more ICBMs (intercontinental ballistic mis- 
siles) than the U.S. In fact, as Corona showed, the Soviets 
actually had far fewer missiles than the U.S. at that time. 


Because each Corona satellite had a limited film sup- 
ply, it remained in orbit only for hours or a few days, 
requiring that a new Corona be launched each time a new 
set of photographs was desired. Corona, therefore, did not 
keep the Soviet Union under constant surveillance, but 
instead ran a series of reconnaissance missions with spe- 
cific goals. Over 120 Corona satellites were flown before 
being replaced in the early 1970s by the larger and more 
sophisticated film-return satellite known as KH-9 HEXA- 
GON (or “Big Bird”). 


The two spy-satellite programs pursued by the U.S. 
Air Force in the early 1960s were SAMOS (Satellite and 
Missile Observation System) and MIDAS (Missile Alarm 
Defense System). SAMOS satellites took pictures on film, 
developed the film in orbit, and transmitted TV scans of 
the pictures to Earth. Because the TV pictures were much 
blurrier than the film, SAMOS had low resolution even for 
its day (5-20 feet), and some authorities (e.g., Herbert 
Scoville, Jr. [1915-1985], arms-control expert and one- 
time CIA analyst) have claimed that SAMOS never pro- 
duced useful data. It was not until the 1970s, with the 
launch of the KH-11 spy satellite (discussed further be- 
low), that radio return of data from orbit was to provide 
images as good as those available directly from film. The 
first successful SAMOS launch was on January 31, 1961; 
26 more SAMOS satellites were launched between then 
and November 27, 1963, when the program ended. 


Meanwhile, the Soviet Union was launching its own 
series of low-orbit photoreconnaissance satellites, the 
Cosmos platforms. Like Corona, the Cosmos satellites 
were film-return missions—a technique that the Soviet 
Union (and, later, the Russian Federation) would continue 
to use until 2000, when the Enisei satellite, designed to 
return high-resolution digital images in real time like the 
United States’s KH-11 and KH-12 satellites, was launched. 
The Cosmos were modified Vostok capsules originally 
designed to carry cosmonauts, rather than specialized 
platforms. (Later, the Soviets would also modify their 
larger Soyuz capsules for use as robotic spy satellites). 
Use of Vostok capsules had the advantage that the Soviets 
did not have to invent a separate film-return system, 
having already developed techniques for landing Vostok 
capsules by parachute. 


Corona, SAMOS, and Cosmos followed polar orbits 
at altitudes of about 150 miles, circling Earth every 90 
minutes or so. (Satellites at lower altitudes get a closer 
view but encounter atmospheric drag that shortens their 
lifetimes, eventually burning them up like meteors; spy 
satellites have been orbited as low as 76 miles, but they 
did not last long.) A polar-orbiting photoreconnaissance 
satellite views a limited portion of the surface at any one 
time, although its field of view moves rapidly over the 
Earth as the satellite speeds through space. MIDAS, the 
U.S. Air Force’s other early spy-satellite project, was dif- 
ferent. Each MIDAS satellite was stationed at a much 
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altitudes (e.g., 2170 mi [3500 km]), from which it could see 
mostor all of the Soviet Union at any moment. The MIDAS 
satellites were designed not to take visible-light images of 
the Earth, but to observe it in the infrared band of the 
electromagnetic spectrum. The goal was to detect the heat 
radiation (infrared light) given off by missile and rocket 
launches; MIDAS could radio warning of an attack to Earth 
long before ground-based radars could detect approach- 
ing missiles. Twelve attempts to orbit MIDAS satellites 
were made between February, 1960, and October, 1966. 
Most failed, but experience with MIDAS made possible its 
successor, the Defense Support Program (DSP) system of 
geosynchronous infrared early-warning satellites. 


Defense Support Program 


The first DSP early-warning satellite was launched in 1970, 
the nineteenth in 1999. Unlike their predecessors, the 
MIDAS satellites, DSP satellites are deployed to geosyn- 
chronous orbits. Five are usually in operation at any one 
time: the three newest are used to observe parts of the 
Earth deemed most likely to be missile launch sites (e.g., 
Russia), while the two oldest are used both to observe 
less-critical areas and as backups for the first three. When 
a new DSP satellite is launched, the most obsolete of the 
five already in orbit is nudged by its rockets to a higher 
orbit in order to avoid cluttering the geosynchronous 
altitude. 


DSP satellites combine high resolution with wide- 
area coverage by a mechanical trick. The field-of-view of a 
DSP satellite’s telescope is much smaller than the disk of 
the Earth, but the telescope is mounted at an slight angle 
to the long axis of the satellite, which is caused to spin at 
.175 revolutions per second. The working satellite thus 
resembles a rolling bottle with an off-angle straw protrud- 
ing from its mouth, where the straw corresponds to the 
telescope and is pointed toward Earth. The telescope’s 
field of view is wobbled systematically over a larger area 
of the Earth than it would view if the satellite were stationary. 


The data collected by DSP satellites are compressed 
by on-board computers and then transmitted to a data- 
collection station at Nurrungar, Australia, where they are 
analyzed in real time. This system underwent an unplanned 
but crucial test in 1979, when a computer tape simulating 
an all-out Soviet nuclear attack was mistakenly fed into the 
early-warning system of the U.S. Strategic Air Command's 
control center in Colorado. Controllers assumed that a real 
attack was occurring, and U.S. ballistic-missile crews pre- 
pared to launch in retaliation. War was averted because 
U.S. leaders took the precautionary step of viewing real- 
time date from the DSP satellite system, which showed 
that no launches had actually occurred in the Soviet Union. 


The Soviet Union, although always lagging the U.S. 
technologically, has also deployed infrared early-warning 
satellites. By the early 1990s, it had several “Prognoz” 
satellites in geosynchronous orbits doing the same job as 
the United States’s DSP satellites. It also had a collection 
of nine “Oko” (Russian for “eye”) satellites, also infrared 
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early-warning platforms, in elliptical (off-center) orbits. 
The latter were designed to observe the missile fields of 
the continental U.S. at a grazing angle. The advantage of 
such a view for early warning is that U.S. missiles would, 
within seconds of liftoff, be silhouetted against the black- 
ness of space, making them easier to detect. Today, only 
one Prognoz early-warning infrared satellite remains op- 
erational. To decrease the likelihood of a Russian ballistic- 
missile launch due to flawed or inadequate information, 
some experts have proposed that the U.S. and Russia set 
up a joint early-warning center where the U.S. would 
share its DSP data with Russian observers. 


Keyhole. Since March, 1962, all U.S. photographic intelli- 
gence satellites and aircraft have been managed under the 
program name “Keyhole.” Keyhole satellite designs are 
given Keyhole numbers; SAMOS and Corona were retro- 
spectively labeled KH-1 and KH-4. (There seems not to 
have been a KH-2 or KH-3.) 


A dozen Keyhole satellite designs have been orbited 
to date, each generation containing a significant improve- 
ment over its predecessor. In the days when each satellite 
(whether a “bucket dropper”—film-return—type or TV- 
scanning type) carried a finite supply of photographic film, 
satellite lifespans were short and large numbers of each 
type were launched. For example, 46 copies of the KH-5 
satellite (the immediate successor to the Air Force’s 
SAMOS) were launched from 1963 to 1967. Thirty-six 
copies of Corona’s successor, the KH-6, were orbited 
during the same period. The two satellite types were used 
in conjunction; low-resolution, wide-area images from a 
KH-5 would be used to identify targets for high-resolution, 
“close-look” reconnaissance by a KH-6. 


The next close-look satellite, the KH-8 (still a bucket- 
dropper), was the first spy satellite to examine bands of 
the electromagnetic spectrum other than the visual-light 
band. Since the KH-8, all Keyhole satellites have examined 
light in several narrow bands in the visible and infrared 
parts of the spectrum. This is done in order to extract 
maximum information about ground features. A different 
lens must be used for each wavelength, as a single lens 
cannot focus all wavelengths simultaneously. This adds to 
the complexity and cost of each satellite, but increases its 
usefulness greatly. 


The most famous Keyhole satellite type is the KH-11, 
the primary U.S. orbital imaging platform from 1976 to 
1992 (when it was succeeded by the KH-12, still in service 
today). The KH-11 finally achieved the ambition of SAMOS’s 
designers: to return film-quality images from orbit elec- 
tronically, without bucket-dropping. The invention of the 
charge-coupled device (CCD) in 1970 was key to this 
advance, and has transformed astronomy as well. A CCD 
is a microchip (i.e., a thin rectangle consisting mostly of 
silicon or another semiconductor, >.5 in”); one side of the 
chip is an array of thousands of microscopic electronic 
devices that record photon impacts as electrical charges. 
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(A photon is the minimum unit of light.) Placing a CCD in 
the focal plane of a telescope and periodically reading off 
the contents of its array of photon sensors produces a 
digital image record. The CCD is thus the equivalent of the 
film in a conventional camera, with the difference that a 
CCD can be re-used indefinitely. 


The image information from a CCD is stored in digital 
form. Digital information, unlike the analog TV signals 
from the original SAMOS, is easy to encrypt and to trans- 
mit without loss of quality. Furthermore, the abandon- 
ment of bucket-dropping meant that spy satellites could 
remain in orbit for years rather than weeks. This, in turn, 
has made it feasible to invest more money in each satel- 
lite, making it more complex and capable. (A modern KH 
satellite costs about a billion dollars.) SIGINT antennas 
were added to KH-11s as the series progressed, to eaves- 
drop on communications. 


KH-11 and KH-12 satellites are also highly maneuver- 
able. A KH-12 satellite carries some seven tons of hydrazine 
fuel with which to maintain its orbital altitude against 
atmospheric drag or to change its orbit in order to better 
view specific parts of the Earth. 


SIGINT and ferrets. Signals intelligence (SIGINT) is di- 
vided into three sub-fields: communications intelligence 
(COMINT, the interception of messages), electronics intel- 
ligence (ELINT, the gathering of information about radar, 
radar jammers, and the like), and telemetry intelligence 
(TELINT). 


TELINT is in fact a special type of COMINT. Telemetry 
is data about physical quantities measured by automatic 
devices, often embedded in missiles, spacecraft, or air- 
craft. When a new ballistic missile is tested, say by China, it 
radios a complex telemetry stream to the ground from the 
moment of its launch until it crashes or explodes. The 
telemetry stream is intended to show the missile’s design- 
ers exactly how the new machine is performing and, if it 
fails, what components caused the failure. (As a famous 
unclassified example, analysis of routinely-recorded te- 
lemetry from the space shuttle Co/umbia was essential to 
understanding the causes of that spacecraft’s explosion 
during reentry in 2003.) The telemetry—once decoded, a 
task accomplished by the U.S. National Security Agency 
(NSA) or a foreign equivalent—also reveals the detailed 
mechanics of the missile to TELINT eavesdroppers: fuel 
consumption, acceleration, guidance, and the like. 


TELINT and COMINT collection are the primary mis- 
sions of the U.S. Rhyolite series of satellites (also termed 
Aquacade), the first of which was launched in 1973. The 
Rhyolites are also thought to collect some ELINT (radar 
mapping data). Rhyolites must observe the Earth continu- 
ously in order to eavesdrop effectively on communica- 
tions sessions, which usually last more than the few 
minutes that a fast-moving, low-altitude satellite is in 
range, and on telemetry from missile tests, which take 
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place at unpredictable times. They are therefore parked in 
geosynchronous orbits. Once in orbit, a Rhyolite unfolds a 
dish-shaped receiving antenna approximately 70 feet (21 
m) across and begins listening. From its altitude of over 
22,000 miles (35,400 km), a Rhyolite can pick up walkie- 
talkie conversations on Earth—and perhaps even weaker 
signals. 


Other large, geosynchronous SIGINT satellites have 
been orbited by the U.S., with missions similar to Rhyolite’s. 
Also, as mentioned above, the KH-11 and KH-12 series 
satellites have carried SIGINT as well as photoreconnais- 
sance equipment. There is little that is transmitted elec- 
tronically that cannot be intercepted by the United States’s 
SIGINT satellites. The Soviet Union also launched numer- 
ous SIGINT satellites, emphasizing continuous coverage 
of the oceans and of North Atlantic Treaty Organization 
(NATO) countries by networks of low-orbiting satellites 
rather than by fewer, more sensitive satellites in geosyn- 
chronous orbits. Like other spy-satellite assets inherited 
by the Russian Federation from the Soviet Union, these 
SIGINT resources have degraded steadily, with many sat- 
ellites falling out of service without replacement. 


An important class of SIGINT satellites is dedicated to 
characterizing on-the-ground radar systems, including ear- 
ly-warning, missile-tracking, naval, civil, and other radars. 
Because radar systems are designed to radiate large 
amounts of electromagnetic energy, their detection is 
straightforward compared to the gathering of COMINT, 
and relatively small, cheap satellites suffice. Satellites or 
aircraft that specialize in characterizing enemy radars are 
termed “ferrets.” Many ferrets have been launched since 
the first U.S. ferret in May 1962; some experts estimate 
that SIGINT satellites, including ferrets, are about four 
times as numerous as photoreconnaissance satellites. At 
least eight U.S. ferrets are orbiting the Earth at any one 
time, many in geosynchronous orbits or in highly elliptical 
orbits. The advantage of an elliptical orbit for ferreting is 
that when the satellite is near its apogee (i.e., when it is 
farthest from the Earth), its velocity is very low. By posi- 
tioning the orbit so that its apogee is above an area of 
interest, Siberia, for example, the satellite can be made to 
“hang” for hours above that area, gathering continuous 
data. At the same time, elliptical orbits do not require as 
much energy to achieve as geosynchronous orbits, and so 
are cheaper. 


Radar Satellites. Both the U.S. and the Soviet Union have 
launched satellites that map the Earth and track ships at 
sea using radar. Radar satellites, unlike visual-light satel- 
lites, can image at night and through clouds. Orbital radar 
imaging was first tested by the U.S. on a 1984 flight of the 
space shuttle Challenger, and was used with great success 
by the Magellan mission to Venus, launched 1989. Begin- 
ning in 2008, an ambitious U.S. program dubbed Discov- 
erer II will orbit a constellation of low-orbit satellites called 
the Space-Based Radar (SBR) Objective System. The 24 
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satellites of the SBR Objective System will provide con- 
tinuous, real-time, high-resolution radar imaging of the 
entire world, additionally supplying super-high-resolu- 
tion imaging of asmaller area using side-looking synthet- 
ic-aperture radar (SAR). The ordinary radar footprint (area 
of view) of an SBR Objective System satellite will be a 
circle about the width of the continental United States; the 
footprint of its SAR will be about a quarter as large, shaped 
like a pair of butterfly wings aligned with the direction of 
travel of the satellite. These “wings” will slide along the 
ground with the satellite, defining a double track of terri- 
tory that can be mapped by SAR. The SBR Objective 
System will provide real-time precision terrain mapping 
and tracking of vehicles moving on the ground, in the air, 
or at sea. (Radar cannot penetrate water, so submarines 
will not be observed.) Unlike older photoreconnaissance 
systems, which transmitted their information solely to 
centralized interpretation centers, information from the 
SBR Objective System will also be downlinked directly to 
commanders in the field. Testing of SBR Objective System 
satellite prototypes begin in 2004. 


Space-Based Infrared Satellite Systems. An important U.S. 
satellite system that is now in the process of development 
is the Space-Based Infrared Satellite System (SBIRS), which 
is intended to replace the aging DSP early-warning sys- 
tem. SBIRS is intended not only to detect launches, but 
also to provide detailed tracking information that could be 
used in antiballistic missile defense. SBIRS will have two 
components, SBIRS High and SBIRS Low. SBIRS High will 
consist of satellites in geosynchronous and highly ellipti- 
cal orbits, much like DSP, but with increased sensitivity. 
SBIRS Low will consist of a constellation of low-orbit 
satellites—probably 24, like the SBR Objective System— 
that will use infrared sensors to track missiles’ trajectories 
for the purpose of guiding defensive systems such as 
interceptor missiles. Whether the proposed antiballistic 
missile system of which SBIRS Low would be a part would 
be effective is technically controversial. The first SBIRS 
High satellite was scheduled for launch in 2003, and the 
first SBIRS Low for about 2008. 


Other developments. Although the U.S. and the Soviet 
Union had a monopoly on satellite launches during the 
1960s, this began to change in 1970, when both China and 
Japan orbited their first satellites. Neither was a spy satel- 
lite: Japan had vowed to conduct a strictly nonmilitary 
space program, while the Chinese launch, like the Soviet 
Union's 1957 Sputnik, was a demonstration. (Its sole func- 
tion was to broadcast a tape recording of the Chinese 
Communist anthem, “The East Is Red”). However, China 
was soon launching military satellites, and by 1999, claimed 
to possess a network of 17 spy satellites that monitor the 
U.S. military continuously. Japan launched its first two 
spy satellites in 2003, breaking its self-imposed ban on 
military space projects in order to spy on North Korea’s 
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efforts to develop ballistic missiles and nuclear weapons. 
India launched its first spy satellite, the Technology Ex- 
periment Satellite (officially experimental, but viewed by 
space experts as a surveillance platform) in 2001. 


Israel orbited its first spy satellite (Ofek 3, a photo- 
reconnaissance platform) in April 1995. For about one and 
a half years in 2000-2002, the demise of Ofek 3’s succes- 
sor, Ofek 4, left Israel without a national spy satellite 
system. During that period, it compensated by buying 
high-quality imagery from a civilian U.S. Earth-imaging 
satellite, Landsat. The quality of such imagery approaches 
that of the best spy-satellite imagery available to the U.S. 
or Soviet Union during the 1960s. As images from Landsat, 
Ikonos (a commercial U.S. satellite launched in 1999), and 
the French-owned SPOT (Système Probatoire d’Observa- 
tion de la Terre) satellites are now available, anyone who 
can afford the per-image cost now has, in effect, signifi- 
cant satellite capability, whether for scientific or military 
purposes. Surveillance is in the eye of the beholder: an 
image is an image, whether produced by a “nonmilitary” 
or “spy” satellite. This was underlined during the U.S. war 
with Afghanistan in October 2001, when the U.S. govern- 
ment took the unprecedented step of buying exclusive 
rights to all Ikonos satellite images of Afghanistan in order 
to prevent them from being purchased by media outlets. It 
is likely that space imagery will continue to become more 
widely available as launch capabilities and imaging satel- 
lites proliferate, making it less feasible to control its 
distribution. 


Just as nonmilitary orbital imaging systems are in- 
creasingly of military significance, military imaging sys- 
tems are increasingly finding nonmilitary application. The 
DSP satellites have greatly augmented astronomers’ cata- 
logs of infrared stars. The SBIRS may be used to catalogue 
near-Earth asteroids to predict and possibly fend off a 
catastrophic collision; and after the loss of the space 
shuttle Columbia in 2003, NASA contracted with the U.S. 
National Imagery and Mapping Agency to routinely pho- 
tograph shuttles in flight. 
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Saudi Arabia, Intelligence 
and Security 


The Middle East is the seat of some of the world’s most 
ancient civilizations and ethnic groups. Ancient Persia 
(Iran) and Byzantium (Turkey), in different eras, both 
claimed the land corresponding to present-day Saudi Ara- 
bia. These civilizations had complex government struc- 
tures, which included developed bureaucracies and some 
of the earliest intelligence communities. 


Abd al-Aziz Saud established the nation of Saudi 
Arabia in 1920 when he captured the city of Riyadh. He and 
his forces then began a three-decade campaign to unify 
tribal lands and city-states in the Arabian Peninsula. The 
quest was aided by the discovery of oil inthe region during 
the 1930s, which produced great wealth for the royal 
family and Saudi Arabia. Today, the royal family remains 
in control of Saudi Arabia and the daily operations of its 
government. Because of its strategic location and its vast 
oil wealth, Saudi Arabia maintains one of the largest and 
most sophisticated intelligence communities in the Mid- 
dle East. 


In recent years, the Saudi government and intelli- 
gence services have become more concerned with the 
influx of refugees and immigrants. Increasing global con- 
cern over Islamist terrorist networks, and international 
suspicion of Saudi officials for permitting the funneling of 
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weapons and money through Saudi Arabia, prompted 
closer monitoring of Saudi national borders. Saudi intelli- 
gence and security forces erected video surveillance cam- 
eras, night vision and thermal cameras, and next-genera- 
tion radar along national borders and the coastline. The 
electronic surveillance is meant to aid an extensive troop 
force, and free some military personnel for other opera- 
tions. The government also offers incentives and high 
monetary awards for citizens who aid in the identification 
and arrest of illegal aliens. 


Saudi civilian intelligence is directed by the Ministry 
of the Interior and Ministry of Interior Forces. The Director- 
ate of Intelligence coordinates all civilian and some mili- 
tary intelligence operations. Both foreign and domestic 
intelligence information is collected and processed by the 
Directorate, which in turn works closely with Saudi Ara- 
bia’s many police forces. 


The Saudi government maintains several law en- 
forcement agencies with ties to the intelligence commu- 
nity. The Directorate of Investigation investigates suspi- 
cious activity, conducts anti-terrorism and anti-crime 
surveillance, and has operational units to participate in 
security operations and political espionage. The Commit- 
tees for the Propagation of Virtue and the Prevention of 
Vice (religious police) enforce the nation’s tough anti- 
trafficking and drug laws, as well as social laws on mod- 
esty of dress and media censorship. The Public Security 
Police is the main national law enforcement agency, dedi- 
cated to preserving public safety and national security. 


In addition to civilian forces, the Saudi military has 
extensive intelligence forces. The main agency for military 
and foreign intelligence is the G-2 Intelligence Section. 
The Ministry of Defense coordinates military intelligence 
and security operations, most of which are secret. Saudi 
military forces utilize the advanced surveillance and es- 
pionage technology in the region, gathering a wide range 
of electronic, signals, communications, remote, and hu- 
man intelligence information. 


In 1990 Saudi Arabia permitted the Kuwaiti royal 
family to flee the Iraqi invasion of Kuwait and establish an 
exile government in Saudi Arabia. In 1991 Saudi Arabia 
permitted the United States military to use its territory as a 
staging ground to launch an attack against Iraqi occupying 
forces in Kuwait in the Persian Gulf War. However, the 
Saudi government, at least publicly, opposed coalition 
military action against lraq in 2003. 
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X rays are electromagnetic waves in the 10° to 10" meter 
(3 x 10" to 3 x 10 Hz) range of the spectrum. (Alterna- 
tively, x rays can, like all electromagnetic waves, be con- 
ceived of as particles termed “photons.”) Because x rays 
have more energy than visible light, they can pass through 
solid objects that are otherwise opaque. However, they do 
not, in general, pass through them as if they almost 
transparent, as air is to visible light; rather, when x rays 
encounter materials of different densities and composi- 
tions, they are absorbed and deflected from their original 
straight-line paths (scattered) to different degrees. This 
allows x rays to be used for imaging the interiors of many 
objects. The two commonest commercial applications of 
x-ray scanning technology are medical imaging of the 
interior of the body and security scanning of baggage 
and cargo. 


Projection radiography. Projection radiography (also 
termed transmission imaging or fluoroscopy), discovered 
in 1895, is the oldest and simplest form of x-ray scanning. 
In projection radiography, a beam of x rays is directed at 
an object behind which a detector or x-ray sensitive sur- 
face (i.e., electronic-device array or photographic film) is 
placed. Volumes of different absorptive properties in the 
object absorb and scatter the incident x rays to different 
degrees, causing an x ray shadow to be cast on the 
detecting surface. This shadow pattern is the x-ray image. 


There are two essential limitations on projection radi- 
ography: first, it can readily resolve only structures that 
contain strong x-ray absorption contrasts. In human be- 
ings, this means that the soft tissues are difficult, or 
impossible, to image. Second, all three-dimensional struc- 
ture in the x-rayed object is collapsed or flattened onto the 
image plane, destroying information. Nevertheless, be- 
cause of their speed, simplicity, and economy, projection- 
type x-ray systems are still commonplace in hospitals and 
standard in security systems that examine cargo, bag- 
gage, and other inanimate objects. Airports rely heavily on 
projection-type x-ray machines to examine carry-on lug- 
gage and checked baggage for explosives and weapons. X 
raying of passengers, however, has until recently, been 
out of the question due to the negative health effects of x- 
ray radiation. X-ray photons are ionizing, that is, can knock 
electrons loose from atoms, disturbing whatever chemi- 
cal bonds the atom may happen to be participating in. Ina 
living system, ionization causes toxicity and genetic dam- 
age; at low levels it increases cancer risk and at high levels 
causes radiation sickness or death. At beam intensities 
high enough for rapid imaging of travelers, x rays would 
significantly increase long-term cancer risk. Fetuses and 
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A Transportation Security Administration screener, left, loads luggage into an x-ray scanner at the Bismark, North Dakota, airport. More than 30,000 new 
Security Administration employees were hired for increased airport security screening since the September 11, 2001, terrorist attacks on the World Trade 
Center in New York. AP/WIDE WORLD PHOTOS. 


infants are especially vulnerable to all ionizing radiation, 
including x rays. 


Computed tomography. Computed tomography (CT, also 
known as computerized axial tomography, CAT) was first 
made commercially available in the mid-1970s. CT com- 
bines projection radiography with computer processing to 
recover the three-dimensional information that is lost ina 
traditional two-dimensional x ray. In a CT scanner, the 
object to be scanned (e.g., person or baggage item) is 
placed in a cylindrical or doughnut-shaped device. Inside 
the cylinder or doughnut is an x-ray source that is me- 
chanically rotated entirely around the object. Also, the 
cylinder or doughnut is lined with detectors that measure 
the x rays that pass through the scanned object at all 
angles. By collating all the information that is gathered 
during a full revolution of the x-ray source, acomputer can 
form a three-dimensional model of the irradiated volume 
of the object. This information can then be presented to 
the user on a video screen in any desired form; most 
commonly, a thin slice of the object is modeled, with the 
details of its structure imaged as a black-and-white cross- 
section. To examine more of the object, the user looks at 
multiple slices. 
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CT scanning provides information not only on gross 
structure but on material density. In medical applications, 
this enables it to image soft tissues far better than conven- 
tional x-ray systems. In some security CT systems, the 
scanner’s computer can automatically color-code densi- 
ties characteristic of explosives or other special substances. 


CT scanning is computation-intensive and requires 
rotation of the x-ray source around the scanned object, 
making this technique slower and much more expensive 
than transmission-type imaging. However, because CT 
images not only the geometry but the density distribution 
of complex three-dimensional structures, including (po- 
tentially) explosives shaped into thin sheets and other 
devices structured to avoid detection, most U.S. airports 
have one or more CT scanners. Since it is not practical to 
put all bags through the CT scanner, only selected or 
“suspicious” bags (e.g., those belonging to a passenger 
who pays cash for a one-way ticket) are passed through 
the CT scanner. Technological improvements in CT scan- 
ning are likely to make routine CT scanning of all luggage, 
with automated computer scanning for weapons or con- 
traband, a reality at airports in some wealthy countries. 
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Backscatter imaging. “Backscatter” consists of waves that 
are reflected back from an obstacle. In backscatter imag- 
ing, x rays are beamed at a target object and a sen- 
sor co-located with the beam source records reflected 
(backscattered) waves. Since denser objects tend to create 
more backscatter, backscatter x-ray systems create a den- 
sity-contrast image that reveals different information about 
objects’ interiors than does transmission imaging. Because 
transmission imaging and backscatter imaging can pro- 
vide complementary information, relocatable military x- 
ray systems designed to inspect entire cargo contain- 
ers, trucks, helicopters, and the like (e.g., the U.S. mili- 
tary’s Isosearch system) acquire both transmission and 
backscatter images. 


Backscatter imagers for personnel have also been 
constructed. A typical walk-through backscatter x-ray sys- 
tem can see what is beneath a person’s clothing—includ- 
ing the person. Although this is useful for detecting hid- 
den weapons, it also raises obvious questions of privacy 
and legality where use on the general public, such as in 
airports, is proposed. There are also, as with all x-ray 
imaging modalities, health concerns. Although a walk- 
through of a backscatter imaging system would expose a 
person to only about 1/7,000 of the dose of a conventional 
medical x ray, some health physicists argue that frequent 
flyers and women who are pregnant but do not yet know it 
might still receive unacceptable cumulative doses from 
backscatter systems. (High-altitude air travel already in- 
creases a traveler’s exposure to x rays from space.) 
Backscatter x-ray systems have been deployed since the 
late 1990s in a few prisons as alternatives or aids to 
frisking, and have been found effective. 


Stereoscopic x-ray Screening. Using specially-construct- 
ed sensors it is possible to acquire transmission-type x ray 
information that can be formed into stereoscopic images 
(that is, a left-eye, right-eye image pair that the user's 
brain combines into a three-dimensional impression). 
Because such an image has apparent depth but cannot be 
rotated, itis sometimes referred to as “2 1/2 dimensional.” 


Stereoscopic x-ray technology is only a few years old, 
but may eventually replace conventional two-dimensional 
baggage scanners in airports because it provides the 
operator with additional visual-recognition cues that should 
increase their chances of correctly identifying weapons. 
Furthermore, stereoscopic x-ray scanning is quicker and 
cheaper than CT scanning, as it requires less computation 
and does not need to rotate the x-ray source around the 
object being scanned. Its limitations are that it provides 
neither fully rotatable three-dimensional knowledge of an 
object nor density data, both of which are provided by CT 
scanning. 


Coherent scattering. The atomic orderliness of a substance 
affects the way in which x rays are diffracted (i.e., forced to 
mutually interfere) when passed through it. By recording 
the scattering patterns characteristic of specific compounds 


(e.g., drugs, explosives), and comparing these templates 
to patterns observed when scanning objects, a substance- 
specific detection system can be devised. This technique 
is now in the early development stage, and is not ready for 
deployment. 


Other imaging modalities. Several other techniques for 
imaging object interiors exist, including ultrasound, posi- 
tron emission tomography (PET), nuclear magnetic reso- 
nance (NMR) imaging, nuclear quadrupole resonance 
(NOR) scanning, and neutron emission analysis. All, like x- 
ray scanning, have security, medical, or scientific applica- 
tions; the question of which technique is best for any given 
application is decided based on physics (i.e., which imag- 
ing modalities can do a particular job) and, if more than 
one technique is usable for a given task, on economics 
(i.e., which imaging modality yields the minimum accept- 
able image quality for the least cost). For enhanced effi- 
cacy, airport security systems are now being planned that 
will combine complementary techniques to increase the 
probability of weapon or contraband detection. Such a 
system might combine x-ray scanning for suspicious- 
object detection with neutron emission analysis for chemi- 
cal identification. 


B FURTHER READING 


PERIODICALS: 


Bruning, Horst, and Stephen Wolff. “Automated Explo- 
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Evans, J. P. O., M. Robinson, and S. X. Godber. “Pseudo- 
Tomographic X-Ray Imaging for Use in Aviation Secu- 
rity.” IEEE AES Systems Magazine July, 1998. 


Ranking among the most elite fighting forces in the world, 
United States Navy SEALs (Sea, Air, Land) operate in 
teams designed to wage unconventional warfare, particu- 
larly in a water environment. The SEAL team concept has 
its roots in World War II, though actual SEAL teams were 
not commissioned until 1962. SEAL training, conducted at 
the Naval Special Warfare Center in Coronado, California, 
is among the most rigorous programs of military educa- 
tion in the U.S. armed forces. SEAL team operations are 
noted for their mobility, swiftness, and precision. 


In the spring of 1943, the U.S. Navy called for volun- 
teers from its construction battalions (SeaBees) to form 
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U.S. Navy SEALs join their Filipino counterparts during a 2000 joint counter-terrorism exercise in a remote Philippine village, aimed at helping Philippine forces 
to destroy the Islamist extremist terror group Abu Sayyaf. AP/WIDE WORLD PHOTOS. 


special naval combat demolition units whose mission was 
to reconnoiter and clear beach obstacles for troops mak- 
ing amphibious landings. These teams, which served with 
distinction in both the Atlantic and Pacific theatres of war, 
became known as underwater demolition teams (UDTs) in 
Korea. There they took part in the landing at Inchon and 
engaged in a number of missions involving demolition of 
bridges and tunnels accessible from the water. 


In the early 1960s, as the United States increased its 
involvement in Vietnam, each military service formed a 
special warfare unit. In 1962 the Navy SEALs gained for- 
mal existence with the commissioning of two SEAL teams, 
One and Two, which served in the Pacific and Atlantic 
respectively. In 1983 all UDTs and other naval special- 
warfare teams were redesignated either as SEAL teams or 
SEAL delivery vehicle teams. On April 16, 1987, the Naval 
Special Warfare Command at the Naval Amphibious Base 
was commissioned to prepare naval special warfare for- 
ces through training, doctrine, tactics, and the develop- 
ment of special operations strategy. 


Among the most significant activities at Coronado is 
Basic Underwater Demolition/SEAL (BUD/S) training, a 
rigorous program that culminates in the notorious “hell 
week.” During the latter, prospective SEALs are only al- 
lowed about four hours’ sleep and must undergo numer- 
ous drills that require, among other challenges, heavy 
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lifting, crawling in wet sand with live ammunition fire 
overhead, and immersion in ice-cold water. 
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U.S. Navy SEALs found intelligence information, including mine recognition posters, located in an al-Qaeda classroom during a Sensitive Site Exploitation 
mission in the Zhawar Kili area in eastern Afghanistan in January 2000. AP/wiDE woRLD PHOTOS. 


The United States Secret Service (USSS) has two mis- 
sions that, while sharply distinguished from one another, 
are united by the principle of protection. On the one hand, 
in its more visible role, the service provides protection of 
the president, vice president, and other dignitaries and 
their families. On the other hand, USSS’s larger mission 
protects securities, including federal currency and other 
documents. Established in 1865 as an office under the 
Department of the Treasury, USSS was transferred in 
2003 to the newly created Department of Homeland Secu- 
rity (DHS). 


Early history. At the time Secret Service was founded, 
approximately one-third of all currency in circulation was 
counterfeit. Only in 1877 did Congress pass its first law 
against the production of counterfeit currency, and even 
then, the law only encompassed counterfeit coins. By 


then, the mission of USSS had broadened, with an order 
in 1867 charging it with “detecting persons perpetrating 
frauds against the government”—a mission that soon put 
the service on the trail of a range of lawbreakers ranging 
from bootleggers to members of the Ku Klux Klan. 


The personal protection mission of USSS had its 
beginnings in 1894, when it first provided protection to 
President Grover Cleveland on an informal and part-time 
basis. Following the assassination of President William 
McKinley in 1901, Congress officially requested USSS 
protection for presidents, and in 1902 the Secret Service 
assumed full-time protective duties for the Chief Execu- 
tive. At that time, the White House detail numbered just 
two agents. 


The first half of the twentieth century. in 1908 President 
Theodore Roosevelt transferred eight USSS agents to the 
Department of Justice, where they formed a small contin- 
gent that would ultimately become the Federal Bureau of 
Investigation (FBI). Congress in 1913 authorized USSS to 
provide permanent protection to U.S. presidents, and in 
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Secret Service agent Timothy J. McCarthy, foreground, lies wounded outside a Washington hotel after throwing himself in the line of fire of gunshots directed 
at President Ronald Reagan on March 30, 1981. Washington policeman Timothy Delahanty, center, and Press Secretary James Brady, back, were also 
wounded along with the president. All those pictured survived their wounds, and McCarthy later returned to duty. aP/wiDE woRLD PHOTOS. 
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1917 it assigned them to protect presidents’ immediate 
families as well. Also in that year, it became a federal crime 
to make threats against the president. At the request of 
President Warren G. Harding, a White House police force 
was Created in 1922, and in 1930 Congress placed this 
force under USSS direction. 


On November 1, 1950, Puerto Rican nationalists at- 
tempting to assassinate President Harry S Truman shot 
and killed White House police officer Leslie Coffelt. This 
led Congress to pass legislation formalizing USSS perma- 
nent protection for presidents and their immediate fami- 
lies, as well for the president-elect and the vice president. 
In 1962 Congress again expanded these provisions to 
include the vice president-elect. 


The modern Secret Service. After the assassination of 
President John F. Kennedy on November 22, 1963, aware- 
ness of the threat to presidents’ lives increased dramati- 
cally. The mission of USSS also expanded with regard to 
the persons under its protection. Congress in late 1963 
authorized protection for Mrs. Kennedy and her children 
for two years, and legislation in 1965 provided protection 
for a president's spouse, as well as minor children until the 
age of 16. In June 1968, while on the presidential cam- 
paign trail, Kennedy’s brother, Senator Robert F. Ken- 
nedy, was assassinated. This led to new laws providing 
Secret Service protection for major presidential and vice 
presidential candidates and nominees. 


The White House Police Force became the Executive 
Protective Service in 1970, and to its duties was added 
responsibility for protecting diplomatic missions in Wash- 
ington, D.C. In the next year, visiting heads of state or 
government, as well as other official guests, were granted 
USSS protection. By 1975, the Executive Protective Serv- 
ice was detailed to guard foreign diplomatic missions 
throughout the United States and its territories. On Novem- 
ber 15, 1977, the Executive Protective Service became the 
Secret Service Uniformed Division, and in October 1986 it 
absorbed the Treasury Police Force. 


Since the Kennedy assassination, only three persons 
under Secret Service protection have been the target of 
direct assassination attempts: Alabama governor and third- 
party presidential candidate George Wallace in 1972, Presi- 
dent Gerald Ford in 1975 (twice), and President Ronald 
Reagan in 1981. All three survived, a circumstance that— 
particularly in the last instance, when several agents were 
wounded—owed much to the work of Secret Service. 


From the 1980s onward. At the same time, USSS continued 
work in its other field, protecting securities. In 1984 Con- 
gress made credit- and debit-card fraud a federal viola- 
tion, and authorized Secret Service to investigate those 
crimes, as well as fraud involving identification docu- 
ments. USSS in 1990 received concurrent jurisdiction with 
Department of Justice law enforcement personnel to con- 
duct civil and criminal investigations relating to federally 
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insured financial institutions. In 1994 new legislation pro- 
vided for the prosecution of persons counterfeiting U.S. 
currency abroad, assessing them with the same penalties 
as if they had committed the crime on American soil. 


Also in 1994, Congress reduced the lifetime-protec- 
tion provisions for presidents. All chief executives elected 
after January 1, 1997, would receive protection only for 
the first 10 years after leaving office. Under the provisions 
of the Homeland Security Act of 2002, Secret Service 
moved to the new DHS. 


Though its headquarters are in Washington, D.C., just 
three blocks from the White House, Secret Service oper- 
ates more than 120 field offices in all 50 U.S. states. It also 
has more than a dozen offices in foreign countries. It 
employs 2,100 special agents, another 1,200 uniformed 
agents, and some 1,700 support personnel. 


Uniformed and special agents. Requirements for special 
agents are somewhat higher than for uniformed officers— 
for example, a bachelor’s degree is a condition of eligibil- 
ity for the former and not the latter—but standards for 
both are high, and applicants must pass an extensive 
series of tests and background checks. Those selected by 
Secret Service undergo a nine-week training course at the 
Federal Law Enforcement Training Center in Glynco, Geor- 
gia, followed by specialized training. Special-agent candi- 
dates take an additional 11-week course at the Secret 
Service Training Academy in Beltsville, Maryland. Uni- 
formed officers receive varying types of training. 


Agents serving in the Uniformed Division provide 
protection at the White House and a number of other key 
sites in Washington. They often work with support teams 
that include countersniper, emergency response, and ca- 
nine units. Special agents usually spend their first six to 
eight years in a field office, then are assigned to provide 
personal protection for three to five years. After this as- 
signment, they may choose a number of paths, continuing 
in a protective detail, serving in the field, or working in 
some other capacity. 
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Secret writing is any means of written communication 
whereby a spy conceals the actual written text, whether it 
is enciphered/encoded or not. Codes and ciphers are some- 
times mistakenly placed under the heading of “secret 
writing,” but this is accurate only if that expression is 
taken in its most general sense, as writings that are con- 
cealed in any way. Whereas codes and ciphers conceal the 
meaning of a message, secret writing conceals the actual 
message. Techniques of secret writing include the use of 
invisible ink and carbon copies. Widely applied from an- 
cient times until the early twentieth century, secret writing 
has been almost entirely eclipsed by more modern meth- 
ods of concealing messages, such as microdots. 


An early example of secret writing. in his venerable History, 
Herodotus described a method of secret writing employed 
in the Persian Wars. As the Persian emperor Xerxes was 
preparing to march on the Greek city-states in 480 B.c., a 
Spartan expatriate name Demaratus learned of the plans 
and contrived to warn his compatriots. The problem was 
how to do so in such a way that the Persians themselves 
would not intercept the message, a challenge for which 
Demaratus contrived a clever solution. 


As Herodotus recorded, Demaratus scraped the wax 
from a pair of wooden tablets, wrote his message on the 
wood beneath, then poured hot wax onto the tablets 
again. Of course the Spartans lacked the advantage of 
knowing that they were receiving a secret message, but 
according to Herodotus—who qualified his claim with the 
caveat “as | understand [it]“—Gorgo, the daughter of a 
citizen named Cleomenes, received a divine revelation. 
Thanks to the intervention of the gods, the Spartans real- 
ized that they had simply to scrape off the wax and read 
the message written on the wood beneath it. The Greeks 
thus began to prepare for the coming invasion, and routed 
Xerxes’s navies at Salamis. 


Invisible ink. One form of secret writing known to many 
children from school projects is invisible ink. This tech- 
nique uses an acidic citrus juice, of which lemon juice is 
most often the preferred choice because it dries without 
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leaving any evidence it has been applied. The juice takes 
the place of ink, and is applied using a fine stylus (a tool for 
which an ordinary toothpick will suffice). After the juice 
dries, the acid remains on the paper, which it weakens, 
and therefore the message is readily exposed when heat is 
applied to the paper. 


Other liquids for invisible ink include milk, which is 
mildly acidic, as well as white wine, vinegar, or apple juice. 
In the past, prisoners of war have used their own sweat, 
saliva, or even urine, all of which contain acidic secretions 
that adhere to the paper, weakening it, even after the water 
in those bodily fluids has evaporated. A slight variation on 
this technique is the use of a baking soda and water 
mixture as the invisible ink, and, after drying, applying 
grape juice concentrate with a paint brush. The acid in the 
grape juice reacts with the baking soda (a base or alkali in 
chemical terms), exposing the message. 


Carbon COpieS. During the late nineteenth and early twenti- 
eth centuries, carbon copies provided a means of secret 
writing. This method, which was even used by the Central 
Intelligence Agency (CIA) in its early days, involved a 
means not unlike the one still used today when signing a 
credit-card receipt. The back of the receipt is impregnated 
with graphite, a carbon allotrope (a version of a chemical 
element distinguished by molecular structure) also used 
in pencil lead. Therefore, when one signs the front of the 
receipt, the pressure transfers the graphite to the second 
page, leaving an impression as though one had written on 
it in pencil. 


The CIA version of this technique involved paper 
containing a special chemical that would be invisible 
when transferred to the second sheet. This made it possi- 
ble to inscribe secret writing on the back of an envelope, 
which could be mailed to the agent through ordinary 
channels. Using water or heat, the message could then be 
developed and read. 


Secret writing today. The use of secret writing has declined 
since the middle of the twentieth century for several 
reasons, most important of which is the sheer volume of 
data that intelligence services must transmit and process. 
This has prompted the use of more efficient means for 
concealing information without having to write it out by 
hand. One such means was the microdot, or miniaturized 
photographic image. First used in the mid-1800s, micro- 
dots remained popular among intelligence services through 
the 1960s, their use aided by the development of microdot 
cameras. 


Much more sophisticated is the technique of 
steganography, the concealment of information within 
other, apparently innocuous, data in a computer file. Yet, 
old-fashioned secret writing remained enough of a factor 
in intelligence that in 1990, the Senate Select Intelligence 
Committee noted its use by persons conducting espio- 
nage against the federal government. In 2002 Russian 
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An FBI agent is shown using ultraviolet light to read secret writing on a paper from a suspected spy case. ©BETTMANN/CORBIS. 


authorities claimed that a Russian Defense Ministry em- 
ployee had passed information to CIA using invisible ink. 
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A security clearance is a limited license or initial general 
permission to access classified information—that is, any 
data or material belonging to the federal government that 
relates to sensitive topics such as military plans or 
vulnerabilities of security systems. Authorization for a 
security clearance is far from automatic, but rather re- 
quires extensive background checks and investigations. A 
number of laws, including Executive Order 12968, govern 
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background investigations and security clearances, but 
numerous aspects of the topic remain controversial. This 
is equally so for the private sector, in which background 
investigations as a precondition for employment are an 
increasingly familiar fixture of the workplace. 


There are three levels of security clearance, corre- 
sponding to three levels of classified material: Confiden- 
tial, a term referring to information whose disclosure to 
unauthorized personnel could reasonably be expected to 
cause damage to national security; Secret, or information 
whose disclosure to unauthorized personnel could result 
in serious damage to national security; and Top Secret, a 
term referring to information whose disclosure to unau- 
thorized personnel could reasonably be expected to result 
in exceptionally grave consequences. 


Background 


In addition to the most basic and widely known levels of 
security clearance, there are numerous other categories, 
including “need to know” and “compartment.” An indi- 
vidual or agency with a “need to know” has a demonstrable 
and recognized purpose for accessing specific informa- 
tion. “Compartment,” in the context of security clearances, 
refers to a group of individuals with a need to know 
regarding a specific topic. 


Each “compartment” has its own code words and 
access keys for computerized information. For example, 
the Central Intelligence Agency (CIA) has used specific 
colors on cover sheets to indicate particular compart- 
ments. Such agencies may designate information accord- 
ing both to the level of security clearance and the compart- 
ment. Thus, for one compartment of CIA in the 1970s, 
devoted to aspects of intelligence concerning the Soviet 
Union, a message might be designated TOP SECRET 
REDWOOD. 


Implementation of the “compartment” concept as 
such—and, indeed, the concept of the security clearance— 
goes back to the days just before America’s entry into 
World War Il. At that time, General George Marshall estab- 
lished a list of persons authorized to receive intelligence 
obtained through the decoding of Japanese diplomatic 
transmissions. According to Marshal’s “Top List,” access 
to this compartment, designated MAGIC, would be limited 
to the president; the secretaries of State, War, and the 
Navy; and the directors of army and naval intelligence. As 
Jeffrey T. Richelson noted in The United States Intelli- 
gence Community, “Among those not on the list was the 
Commander of United States Naval Forces at Pearl Har- 
bor, Admiral Husband Kimmel.” 


During the war, United States and British intelligence 
developed a number of compartments, and after signing 
the Brusa Communications Intelligence Agreement in May 
1943, the Allies designated high-level shared information 
as ULTRA, a term that emerged from British intelligence. 
Usually ULTRA intelligence would carry a second word 
designating the compartment: for example, ULTRA RABID 
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referred to traffic analysis intelligence based on inter- 
cepted Japanese communications. 


In the quarter-century that passed between the begin- 
ning of World War Il and the height of the Vietnam War, the 
degree to which the concepts of classified information, 
compartments, and security clearances matured was noth- 
ing short of astounding. Richelson noted this extraordi- 
nary development in connection with an interchange dur- 
ing a 1964 Senate Foreign Relations Committee hearing. 
At the time, the Gulf of Tonkin resolution—which would 
ultimately give President Lyndon B. Johnson authority to 
greatly expand the United States presence in Southeast 
Asia—was under discussion. When committee chairman 
William Fulbright asked for the source of information ona 
planned attack by North Vietnamese gun boats against the 
U.S.S. Turner Joy on the night of August 4, Defense 
Secretary Robert McNamara replied that “We have some 
problems because the [committee] staff has not been 
cleared for certain intelligence.” 


Senator Frank Lausche expressed bewilderment be- 
cause, as far as he knew, the committee staff had the 
highest level of clearance, but Fulbright noted that “he 
[McNamara] is talking of a special classification of intelli- 
gence communications.” When Senator Albert Gore, Sr., 
asked McNamara to clarify, saying, “| had not heard of this 
particular super classification,” McNamara replied, “Clear- 
ance is above top secret for the particular information on 
the situation.” 


Sensitive compartmented information. “Above top 
secret” might sound like a contradiction in terms, or at 
least similar to a fantastic invention of a conspiracy buff, 
but what McNamara referred to was a compartment. As 
Senate records show, McNamara went on to identify the 
category of clearance as Special Intelligence, or SI. The 
latter is in turn part of a category designated Sensitive 
Compartmented Information (SCI), which the National 
Foreign Intelligence Board (NFIB) defined in a 1984 report 
as “data about sophisticated technical systems for col- 
lecting intelligence[,] and information collected by those 
systems.” The systems referred to here would include 
any and all submarines and ships, ground stations, air- 
craft, and satellites tasked to the gathering on sensitive 
information. 


Within SCI are several compartments, such as TK or 
TALENT-KEYHOLE, which concerns data gathered from 
imaging satellites. SCI also has its own levels of security 
clearance, ranging from MORAY to SPOKE to UMBRA. To 
these may be added the more traditional designations 
mentioned earlier, but even a Confidential document at 
this high level carries much greater restrictions than an 
ordinary Top Secret document. 


Executive Order 12968. One of the most important docu- 
ments governing access to classified information and the 
granting of security clearances is Executive Order 12968, 
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signed by President William J. Clinton on August 4, 1995. 
Titled “Access to Classified Information,” the order “es- 
tablishes a uniform Federal personnel security program 
for employees who will be considered for initial or contin- 
ued access to classified information.” It provides rules 
governing access, among which is the requirement that 
those being considered for such access submit them- 
selves to investigation of financial records. The order calls 
upon employers to submit the names of employees who 
might be considered risks for revealing classified informa- 
tion, and to educate employees with regard to their re- 
sponsibilities to maintain classified information. 


At the beginning of Part 2, “Access Eligibility Policy 
and Procedure,” the order provides for strict limitations on 
the number of employees in a given office who may be 
eligible for access to classified information, and notes that 
such eligibility “shall not be requested or granted solely to 
permit entry to, or ease of movement within, controlled 
areas where the employee has no need for access and 
access to classified information may reasonably be pre- 
vented.” Part 3 establishes the standards of eligibility, and 
Part 4 consists of a single paragraph allowing federal 
agencies to conduct background investigations on behalf 
of foreign governments if needed. 


Part 5 enumerates the employee’s right to appeal in 
cases where access is denied. If the denial has occurred 
because the employee has no justifiable need to know, 
there is no appeal, but if he or she has been deemed 
wanting according to the standards established in Section 
3.1, then the employee has a right to request an explana- 
tion, as well as copies of all documents upon which the 
denial is based, assuming that access to them is permitted 
under the Freedom of Information Act. 


Criticisms of 12968. Despite these provisions, according to 
the journal Government Executive, Executive Order 12968 
did not reach as far as some advocated. Federal labor 
unions and legal experts complain that private sector 
workers still have more substantial appeal rights “that 
were unaffected by the executive order.” Writing in the 
same publication, Richard Lardner described the order as 
the culmination of efforts to prevent another case like that 
of Aldrich Ames, the CIA employee arrested in 1994 for 
passing information to the Soviet Union and later Russia. 
For his efforts, Ames received a total of $2 million from 
Moscow. If the federal government had possessed greater 
knowledge concerning Ames'’s finances, supporters of the 
new financial disclosure measures maintained, he might 
have been stopped sooner. 


To this end, the order had called for the United States 
Security Policy Board to develop a financial disclosure 
form whereby employees could provide information re- 
garding their personal finances. Though the board was 
given 180 days to develop such a form, Lardner noted, a 
year and a half had passed without any such document 
emerging. Furthermore, he argued that there were “plenty 
of questions as to whether a form makes any sense at all,” 
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since “Agents willing to betray their country are no more 
inclined to fill out a financial disclosure form honestly than 
they are to turn themselves in.” 


Background Investigations 


Some 3 million federal employees, as well as about 1.5 
million employees of private contracting or consulting 
firms such as General Dynamics or Boeing, hold security 
clearances of one kind or another. They receive these only 
after an extensive series of background checks, which 
may be as intrusive are they are detailed. 


Still, there are gaps in the system. Political parties 
have often resorted to charges that opponents in govern- 
ment office did not legitimately hold appropriate clearances. 
These charges reached historical peaks during the 1950s 
"Red scare” and again during the Clinton administration. 


Procedures for government employees and contractors. 
Military personnel and federal employees requesting se- 
curity clearances are required to fill out Standard Form 
(SF) 86, “Questionnaire for National Security Positions.” 
The form, which is rather like an extremely lengthy and 
detailed version of a job application, then goes to the 
appropriate investigating authority—for example, the 
Defense Security Service (DSS) for military personnel. If 
the clearance requested is Confidential or Secret, there 
will follow computerized checks with federal and state 
agencies for information on employment, residences, edu- 
cation, and criminal history. A check of credit history is 
also conducted. 


For Top Secret clearance, in addition to these checks 
of computerized data, the investigating authority also 
conducts interviews of personal references given on SF 
86, including friends, present and former coworkers and 
employees, present and former neighbors, and others. 
Investigators use these references to generate others— 
i.e., acquaintances mutual to the subject and the reference 
that the subject may not have listed on the form. 


Interviews involve questions about past and present 
activities, family background, finances, and so on, with an 
eye toward determining whether the individual has a 
questionable record involving drugs, alcohol, unexplained 
foreign travel, criminality, mental imbalance, financial 
malfeasance, or compromising sexual behavior. Addi- 
tionally, investigators will check the records of employers, 
courts, and rental offices, and conduct a one-on-one inter- 
view with the subject. 


Non-governmental background investigations. In the civilian 
world, background investigations are typically less strin- 
gent for a number of reasons. Companies lack both the 
resources and the power that the federal government has 
at its disposal, and in any case, it is hard to imagine a 
situation in which a security breach involving a producer 
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of game software or soft drinks could impinge on the 
future of civilization. Nevertheless, non-governmental back- 
ground investigations can still be quite extensive. Among 
the devices used by companies to screen employees are 
drug tests, polygraph tests, medical and physical exams, 
routine reference checks, and thorough investigations of 
the individual’s criminal history, driving record, financial 
and credit information, history of civil litigation, and other 
details. In some cases, investigators may even gather 
information on the applicant’s lifestyle and personal 
reputation. 


Background investigations in the private sector are 
increasingly big business. Thousands of companies offer 
their services to investigate virtually every aspect of the 
job candidate’s background, including such sensitive is- 
sues as family history. The more thorough private investi- 
gators may conduct door-to-door interviews with neigh- 
bors, and some even go through the job candidate’s 
trash—which is legal as long as it is on the curb for 
pickup—to find correspondence, receipts, or other reveal- 
ing documents or materials. 


Naturally, job candidates—especially those disquali- 
fied by the results of background checks—have challenged 
the legality of such activities. Such concerns played a part 
in the passage of the Fair Credit Reporting Act (FCRA) by 
Congress in September 1997. The FCRA requires potential 
employers to obtain written authorization from a job can- 
didate or employee before accessing records from a con- 
sumer-reporting agency, and to notify the employee or 
applicant is any adverse action is taken pursuant to a 
negative report. According to a study published in Public 
Personnel Management, background and reference checks 
are potentially so risky, in a legal sense, to employers that 
many consider alternatives such as personality tests. 
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Security, Infrastructure 
Protection, and 
Counterterrorism, United 
States National Coordinator 


The U.S. National Coordinator for Security, Infrastructure 
Protection, and Counterterrorism is a broadly based office 
created by Presidential Decision Directive (PDD) 62. Signed 
by President William J. Clinton on May 22, 1998, PDD 62 
authorized the national coordinator to oversee policies 
and programs in areas ranging from counterterrorism 
to protection of critical infrastructure (such as comput- 
ers) to consequence management for weapons of mass 
destruction. 


Known as the Combating Terrorism directive, PDD 62 
drew attention to the growing threat of unconventional 
attacks against the United States. On the same day he 
issued PDD 62, Clinton signed PDD 63, which created the 
Critical Infrastructure Assurance Office (CIAO). Though 
the functions of CIAO and the national coordinator were 
similar, they reported along quite different chains of com- 
mand. Whereas CIAO, now part of the Department of 
Homeland Security (DHS), was then part of the Depart- 
ment of Commerce, the national coordinator reported to 
the National Security Council (NSC). 


Given the fact that the NSC is the president's advisory 
board on national security affairs, this fact signaled the 
importance of the new national coordinator. So, too, did 
Clinton’s appointment of Richard A. Clarke, who had served 
in the State Department of presidents Ronald Reagan 
and George Bush, and would later receive an appoint- 
ment as special advisor for cyberspace security under 
George W. Bush. 


Bush kept Clarke, famous for warning of a possible 
“electronic Pearl Harbor” (that is, a terrorist cyberattack) 
during the Clinton years, on the NSC. Meanwhile, the 
appointment of four-star general Wayne A. Downing to 
take Clarke’s place as national coordinator further rein- 
forced the importance of the office. Despite their involve- 
ment with the NSC, both the national coordinator and the 
special advisor for cyberspace security came under the 
newly created DHS. 
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Security Policy Board, 
United States 


An advisory committee created by President William J. 
Clinton in 1994, the Security Policy Board (SPB) reported 
to the president through the National Security Advisor on 
matters of security policy. Its short existence was a trou- 
bled one, with critics charging that the board’s organiza- 
tional system was too complex and cumbersome. In 2001 
the new administration of President George W. Bush 
abolished the SPB. 


On September 16, 1994, Clinton signed Presidential 
Decision Directive 29 ("Security Policy Coordination”), in 
which he redesignated the Joint Security Executive Com- 
mittee, established by the deputy Secretary of Defense 
and the Director of Central Intelligence (DCI), as the SPB. 
The latter included the DCI and deputy Secretary of Defense, 
the vice chairman of the Joint Chiefs of Staff, the deputy 
Attorney General, and deputy secretaries or undersecre- 
taries of State, Energy, and Commerce. Its job was to 
consider policy directives and to review and propose 
legislative initiatives and executive orders relating to U.S. 
security policy. Additionally, it would coordinate inter- 
agency agreements and resolve conflicts over these. 


In addition to the board itself, there was a Security 
Policy Advisory Board, a Security Policy Forum, an Over- 
seas Policy Board (formerly the Department of State Over- 
seas Security Policy Group), and their various interagency 
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working groups. The result was an extremely cumber- 
some system in which, charged Richard Lardner of Gov- 
ernment Executive, little was getting done. As of March 
1998, the board itself had met only once, in March 1996, 
and most of its activities took place through various sub- 
committees and working groups. 


The SPB in early 1998 reviewed ties between Com- 
merce Department official John Huang and the Chinese 
government, and in 1999 severely criticized cost-cutting 
measures by the Defense Security Service that had re- 
sulted in the granting of security clearances to unqualified 
personnel. On February 13, 2001, Bush dissolved the SPB 
and other aspects of Clinton’s national security structure 
with National Security Presidential Directive 1, “Organiza- 
tion of the National Security System.” 
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A seismograph is an instrument that measures and rec- 
ords elastic ground vibrations called seismic waves that 
are generated by earthquakes and man-made explosions. 
By recording the arrival of seismic waves at remote seis- 
mograph stations, seismologists deduce information about 
the initial earthquake fault rupture or explosion, and about 
the physical properties of earth materials between the 
seismic source and the seismograph. Much of our present 
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knowledge of Earth’s large-scale interior structure came 
from analysis of seismograph records. Academic, petro- 
leum, and mining geologists use other seismic techniques 
to study the structure of Earth’s outer sedimentary layers, 
to prospect for petroleum, and to assess mineral ore 
bodies. Academic seismograph networks designed to de- 
tect earthquakes or planned survey explosions also per- 
form double-duty as monitoring systems that detect mili- 
tary explosions that may indicate violations of international 
weapons bans. 


A modern seismograph includes five basic parts: a 
clock, a sensor called a seismometer that measures inten- 
sity of shaking at the instrument's location, a recorder that 
traces a chart, or seismogram, of the seismic arrivals, an 
electronic amplifier, and a data recorder that stores the 
information for later analysis. The clock records precise 
arrival times of specific seismic waves. The seismometer 
mechanically measures ground movement by comparing 
the motion of a support structure that moves with the land 
surface to a stationary or inertial mass. To measure verti- 
cal motion, the inertial mass hangs from the support by a 
spring; to measure horizontal motion it is suspended ona 
hinge. The recording device registers seismic vibrations 
with a pen attached to the inertial mass, and a roll of paper 
that moves along with the Earth’s vibrations. As the paper 
cylinder oscillates and unwinds at a constant rate, the 
stationary pen traces a seismogram that shows the ampli- 
tude and frequency of shock waves that arrive over time. 
Today's seismographs often contain electronic sensors 
and recorders that perform these tasks, but the principles 
of their operation remain the same. 


Scientists have used tools to detect ground motion 
since the ancient Han Dynasty when Chang Heng, a Chi- 
nese astronomer and mathematician, invented the first 
seismometer in about 132 a.D. Heng’s “earthquake weath- 
ercock” seismoscope consisted of a pendulum that swung 
inside a jar surrounded by eight balanced dragon heads, 
each holding a bronze ball in its moveable jaws. During an 
earthquake, the pendulum would swing away from the 
approaching seismic waves, hit one of the dragons, and 
knock the ball out of its jaws, indicating the direction of the 
shock waves. 


Seismographs have undergone considerable refine- 
ment since Heng’s time. European scientists of the 1700s 
and early 1800s developed a series of mercury-filled 
seismoscopes and pendulum seismometers that attempted 
to measure the amplitude and frequency of seismic waves, 
as well as their propagation directions. British seismolo- 
gist, John Milne, and his colleagues developed the first 
modern seismographs to observe Japanese earthquakes 
in the late 1800s. Their seismographs, however, recorded 
only a limited range of wave sizes and seismic events, the 
instruments were fairly inaccurate, and they required diffi- 
cult mechanical calibration. German seismologist, Emil 
Weichert, invented an inverted, mechanically damped pen- 
dulum seismometer that considerably improved the sen- 
sitivity and accuracy of Milne’s seismometer in 1899. In 
1906 Boris Golitsyn, a Soviet physicist and seismologist, 
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devised an electromagnetic seismograph that operated 
without mechanical levers, an enhancement of Weichert’s 
instrument. The first modern seismographs in the United 
States were installed at the University of California at 
Berkeley and the Lick Observatory at Mount Hamilton, 
California in 1877. They recorded the 1906 earthquake that 
devastated San Francisco. 


Development of precise seismographs led immedi- 
ately to discoveries of Earth’s interior structure and de- 
lineation of its major physical layers: solid inner core, 
liquid outer core, solid lower mantle, plastic upper mantle, 
and rigid lithosphere. British seismologist, Richard Oldham 
(1858 — 1936) observed that seismic events produce three 
of different types of waves that travel away from an 
earthquake focus at different speeds, and named them 
surface waves, P (Primary or Pressure) waves, and S 
(Secondary or Shear) waves. Oldham and Weichert con- 
firmed the existence of Earth’s core in 1906 by comparing 
the paths of P waves and S waves through the planet’s 
interior. Yugoslavian seismologist and meteorologist, 
Andrija Mohorovicic (1857-1936) used seismograph rec- 
ords to define the Mohorovicic seismic discontinuity, or 
Moho, at the boundary of the iron-rich mantle and the 
silica-rich crust in 1909. The Danish seismologist, Inge 
Lehmann, discovered of the boundary between Earth’s 
liquid outer and solid inner core in 1914. 


Today, seismologists continue to use seismograph 
records to make discoveries about Earth’s interior struc- 
ture, to prospect for petroleum and minerals, and to moni- 
tor large military explosions. The Incorporated Research 
Institutions for Seismology (IRIS) consortium, for exam- 
ple, operates the Global Seismograph Network (GSN) of 
about 120 permanent seismographs that continuously 
record seismic events around the planet and transmit their 
data to a publicly available data base. The GSN, like its 
precursor, the World-Wide Seismograph Network (WWSN), 
detects all but the smallest earthquakes worldwide, as 
well as seismic waves emitted by nuclear explosions and 
detonations of large conventional weapons. The academic 
members of IRIS provide data and analyses in support of 
the international Comprehensive Test Ban Treaty (CTBT) 
that seeks to monitor international weapons tests, and 
identify treaty violations. 
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Seismology has been an important tool for the remote 
detection of large explosions, especially underground nu- 
clear tests, for many years and is expected to play an 
important role in Comprehensive Test Ban Treaty verifica- 
tion. The treaty was signed by President Clinton and other 
world leaders in 1996, and was subsequently ratified by 
the United States Congress in 1999. 


The Limited Test Ban Treaty of 1963 curtailed nuclear 
testing in the atmosphere, outer space, and under water, 
leaving underground testing as the only option. The Thresh- 
old Test Ban Treaty, signed in 1974, further banned nu- 
clear explosions larger than 150 kilotons. For that reason, 
Threshold Test Ban Treaty verification concentrated on 
estimation of explosion size. Explosions large enough to 
exceed the 150-kiloton limit create earthquakes that are 
easily detected by seismometers thousands of kilome- 
ters away. 


Because the Comprehensive Test Ban Treaty forbids 
all nuclear testing, seismologists have redirected their 
attention toward the detection of nuclear explosions, re- 
gardless of size. This is a difficult task because each day 
there are hundreds of naturally occurring earthquakes and 
large non-nuclear industrial explosions associated, for 
example, with mining and building demolitions. It is gen- 
erally possible, however, to distinguish earthquakes caused 
by explosions from naturally occurring earthquakes along 
faults. In comparison to naturally occurring earthquakes, 
earthquakes triggered by explosions are very shallow. 
Explosions occur in small spaces and, because an explo- 
sion causes the rock around it to dilate, produce strong 
compressional body waves that travel through the Earth. 
Earthquakes along faults, in contrast, are caused by slip 
distributed over large areas and tend to produce much 
larger surface waves that travel along Earth’s surface. 
Each of these produces distinctly different seismograms 
and ratios of long- to short-period seismic waves. The size 
of an explosion can be estimated from the magnitude of 
the earthquake it produces. Current efforts are aimed at 
the identification of nuclear explosions in the 0.001 to 0.01 
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kiloton range, which produce earthquakes of magni- 
tude 2 to 3. 


One of the most significant events since the signing of 
the Comprehensive Test Ban Treaty was a series of nu- 
clear tests conducted by India and Pakistan in May 1998. 
India, which was one of only three countries to oppose the 
treaty, conducted three nuclear tests in the northwestern 
part of the country. Neighboring Pakistan, which sup- 
ported the treaty, but refused to sign it as long as it was 
opposed by India, conducted five nuclear tests in re- 
sponse. The tests produced earthquakes with magnitudes 
between 4.8 and 5.2, one of which was preceded by a 
naturally occurring magnitude 6.9 earthquake in Afghani- 
stan. Seismologists have concluded that both India and 
Pakistan probably exaggerated the size of the tests in 
order to present more powerful images to each other. 


The use of seismology to detect remote explosions is 
not limited to nuclear test monitoring. It can also be used 
to learn about large explosions due to other causes, espe- 
cially in foreign countries or inaccessible areas. Seismolo- 
gists using publicly available information, for example, 
were able to determine that two separate explosions oc- 
curred when the Russian submarine Kursk sank in August 
2000. A small explosion was followed about two minutes 
later by a second explosion that released about 16 times 
as much energy as the first and produced a magnitude 4.2 
earthquake that was recorded as far as 5000 km away. It 
was further determined that the energy released in the 
second explosion was equivalent to that which would 
have been released by 2000 to 4000 kg (about 2 to 4 
kilotons) of TNT. The depth of the second explosion was 
estimated from a bubble pulse produced during the explo- 
sion, which was caused when a bubble of hot gas oscil- 
lates while rising quickly through the water. The calcu- 
lated depth of 100 m is about the same as the seafloor 
depth at the location of the Kursk accident, so the second 
explosion probably occurred when the sinking submarine 
struck the seafloor. More than 150 earthquakes with mag- 
nitudes of 1.4 to 1.6 occurred in the months after the 
sinking. They were probably caused by depth charges that 
were detonated by the Russian navy to discourage foreign 
submarines from visiting the wreckage. Similar studies 
have shed light on incidents such as the 1995 attack on the 
Murrah Federal Building in Oklahoma City; the 1998 truck- 
bombing of the American Embassy in Nairobi, Kenya; and 
the September 11, 2001 terrorist attacks on the World 
Trade Center and Pentagon. 
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2002). 


. "Forensic Seismology and the Sinking of the Kursk.” 
University of Arizona. <http:/Awww.geo.arizona.edu/geo- 
physics/faculty/wallace/RUSSIANSUB/>(5 December 
2002). 
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Senate Select Committee on 
Intelligence, United States 


Established in the wake of congressional investigations 
regarding activities of United States intelligence services 
in the 1970s, the Senate Select Committee on Intelligence 
(SSCI) is, along with the House Permanent Select Commit- 
tee on Intelligence, the principal means by which Con- 
gress oversees the intelligence community. In addition to 
reviewing, studying, and reporting on intelligence activi- 
ties and programs, the SSCI is responsible for submitting 
to the Senate appropriate proposals for legislation. 


The SSCI was created by Senate Resolution 400 in 
1976, the same year that the Senate Select Committee to 
Study Governmental Operations with Respect to Intelli- 
gence Activities, chaired by Frank Church (D-ID), com- 
pleted its investigations of U.S. intelligence activities. 
Whereas the relationship of the Church Committee to the 
intelligence community was largely adversarial, the SSCI 
has developed as an entity that, while maintaining scru- 
tiny of intelligence activities, also makes recommenda- 
tions to increase the effectiveness of U.S. intelligence. 


Each year, the SSCI undertakes a review of the intelli- 
gence budget submitted by the president, and prepares 
legislation authorizing appropriations for civilian and mili- 
tary agencies within the intelligence community. The SSCI 


also makes recommendations to the Senate Armed Serv- 
ices Committee regarding authorizations for intelligence 
activities of the military services. 


During the late twentieth and early twenty-first centu- 
ries, areas of focus for the SSCI included modernization of 
the U.S. signals intelligence system and improving the 
implementation of intelligence obtained from satellites 
and other collection platforms. Particular areas of concern 
under the administration of President William J. Clinton 
included satellite and missile technology transfers to the 
People’s Republic of China and Chinese efforts to influ- 
ence U.S. policy. 
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Sendero Luminoso (Shining 
Path, or SL) 


Former university professor Abimael Guzman formed 
Sendero Luminoso (Shining Path, or SL) in the late 1960s, 
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SENTRI 


and his teachings created the foundation of SL’s militant 
Maoist doctrine. In the 1980s, SL became one of the most 
ruthless terrorist groups in the Western Hemisphere; ap- 
proximately 30,000 persons have died since Shining Path 
took up arms in 1980. Shining Path’s stated goal is to 
destroy existing Peruvian institutions and replace them 
with a communist peasant revolutionary regime. It also 
opposes any influence by foreign governments, as well as 
by other Latin American guerrilla groups, especially the 
Tupac Amaru Revolutionary Movement (MRTA). 


In 2001 the Peruvian National Police thwarted an SL 
attack against “an American objective,” possibly the U.S. 
Embassy, when they arrested two Lima SL cell mem- 
bers. Addtionally, government authorities continued to 
arrest and prosecute active SL members, including Ruller 
Mazombite (a.k.a. "Camarada Cayo”), chief of the protec- 
tion team of SL leader Macario Ala, (a.k.a. “Artemio”), and 
Evorcio Ascencios (a.k.a. "Camarada Canale”), logistics 
chief of the Huallaga Regional Committee. Recent coun- 
terterrorist operations targeted pockets of terrorist activity 
in the Upper Huallaga River Valley and the Apurimac/Ene 
River Valley, where SL columns continued to conduct 
periodic attacks. 


Organization Activities. The Shining Path has conducted 
indiscriminate bombing campaigns and selective assassi- 
nations. Shining Path adherents detonated explosives at 
diplomatic missions of several countries in Peru in 1990, 
including an attempt to car bomb the U.S. Embassy. 
Peruvian authorities continue operations against the Shin- 
ing Path groups in the countryside, where Shining Path 
conducts periodic raids on villages. 


Actual Shining Path membership is unknown, but is 
estimated by U.S. government experts to be about 200 
armed militants. SL’s strength has been vastly diminished 
by arrests and desertions. The Shining Path operates in 
Peru, with most activity in rural areas. 
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SENTAI (Secure Electronic 
Network for Travelers’ 
Rapid Inspection) 


The SENTRI (Secure Electronic Network for Travelers’ 
Rapid Inspection) is a component of the Port Passenger 
Accelerated Service System (PORTPASS) in use at se- 
lected border crossings (e.g., crossings at the U.S. and 
Mexico border in California and Texas) to facilitate quick 
passage through entry inspection checkpoints. SENTRI 
and other expedited U.S. national entry systems are de- 
signed to identify pre-approved low-risk international travel- 
ers using a combination of biometric measurements and 
encodable data. Automated entry systems are designed to 
allow inspectors additional time to focus on high-risk 
entrants. 


SENTRI screens program participants and their vehi- 
cles against information formerly maintained in former 
INS and U.S. Customs Service databases. On March 1, 
2003, custody of the database was assumed by the Depart- 
ment of Homeland Security (DHS). 


SENTRI applicants are fingerprinted, and agents con- 
duct background investigations to verify immigration sta- 
tus and assure the applicant has no prior criminal record. 
Prior to DHS reorganization, U.S. custom agents were 
responsible for conducting screening interviews and for 
conducting preliminary vehicle inspections. 


SENTRI features dedicated commuter lanes at entry 
points . SENTRI systems utilize a combination of technolo- 
gies to verify the identity of individuals in vehicles. SENTRI’s 
dedicated commuter lanes also use a radio frequency tags 
affixed to the vehicle to allow moving identification of the 
vehicle. 


When an approved SENTRI participant passes through 
the SENTRI system, digital license plate readers and cam- 
era scans allow inspectors to validate both the identity of 
the vehicle and the identity of the occupants of the vehicle 
against digitized photographs of approved participants in 
the SENTRI database and other law enforcement databases. 


Initially, a system of barricades funnels traffic to an 
automated inspection zone where the SENTRI Automatic 
Vehicle (AVI) system, consisting of an in-ground inductive 
loop and a free-standing light curtain, scans the vehicle. 
The system then interrogates an RF transmitter located on 
the vehicle. The ensuing transmission of data primes 
subsequent systems for analysis and comparison of physi- 
cal data and data stored in the SENTRI database. Data 
comparisons are also made between data encoded on a 
magnetic stripe on the program participant’s PORTPASS 
identification card. Either in person or via camera, inspec- 
tors also visually compare prospective entrants against 
the data maintained in the SENTRI database. Lacking a 
positive identification, some combination of electric gates, 
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tire shredders, and traffic restriction barriers prevent physi- 
cal passage through the entry checkpoint. 


As with other automated entry systems, SENTRI util- 
izes a “one-to-one” search protocol to verify identity. 
Instead of comparing input data across a broad database, 
an identification number allows direct comparison with 
the data on file for a particular PORTPASS identification 
number. Biometric measurements, including fingerprints 
are also associated with the PORTPASS SENTRI identifica- 
tion number should further identity interrogation be re- 
quired. Unlike fingerprint search protocols used by the 
FBI, the entry search protocols are, as of March 2003, 
unable to take biometrics and conduct a broad search to 
identify a subject's identity. 


As of March 1, 2003, the newly created DHS absorbed 
the former Immigration and Naturalization Service (INS). 
All INS border patrol agents and investigators—along 
with agents from the U.S. Customs Service and Transpor- 
tation Security Administration—were placed under the 
direction of the DHS Directorate of Border and Transporta- 
tion Security (BTS). Responsibility for U.S. border security 
and the enforcement of immigration laws was trans- 
ferred to BTS. 


BTS is also scheduled to incorporate the United States 
Customs Service (previously part of the Department of 
Treasury). 


Former INS immigration service functions are sched- 
uled to be placed under the direction of the DHS Bureau of 
Citizenship and Immigration Services. Under the reorgani- 
zation the INS formally ceases to exist on the date the last 
of its functions are transferred. 


Although the description of the technologies involved 
in the SENTRI entry security program remained stable, in 
an effort to facilitate border security BTS plans envision 
higher levels of coordination between formerly separate 
agencies and databases. As of April 2003, the specific 
coordination and future of the SENTRI program was un- 
certain with regard to name changes, program adminis- 
tration, and policy changes. 
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September 11 Terrorist 
Attacks on the United States 


I K. LEE LERNER 


On September 11, 2001, 19 al-Oaeda-trained terrorists 
hijacked four U.S. commercial airliners. The hijackers 
crashed two of the jets into the World Trade Center towers 
in New York City and crashed the third jet into the Penta- 
gon outside Washington, D.C. Passengers and crew bat- 
tled the hijackers for control of the fourth jet, and it 
crashed into a field near Shanksville, Pennsylvania, short 
of reaching the hijackers’ intended target in Washing- 
ton, D.C. 


The attacks caused the subsequent collapse of the 
World Trade Center twin towers, damaged the Pentagon, 
and killed approximately 3,000 people. Included in the 
death toll were hundreds of firefighters and rescue per- 
sonnel who responded to the crashes at the World Trade 
Center site and who were in the process of rescuing those 
inside when the buildings collapsed. 


Al-Qaeda (also known as al-Qaida), and its leader, 
Osama bin Laden (also spelled Usama Bin Ladin or Osama 
bin Ladin), subsequently claimed responsibility for the 
attacks. Al-Oaeda—operating out of Afghanistan under 
the protection of the fundamentalist Taliban regime—and 
allied Islamic extremist groups had publicly vowed a ter- 
rorist war against the U.S. and Western interests in an 
effort to establish pro-lslamist governments and funda- 
mentalist Islamist social order throughout the world. Al- 
Qaeda also directed the 2000 attack on the USS Cole near 
the port of Aden, Yemen, and claimed responsibility for 
the bombings of U.S. embassies in Africa. 


The September 11, 2001 attacks were the most deadly 
international terrorist attack in history and the largest 
attack on United States territory since the Japanese attack 
on Pearl Harbor on December 7, 1941. 


According to investigators and transcripts of cellular 
phone calls made by passengers aboard several of the 
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Satellite views of lower Manhattan before the September 11, 2001, 
terrorist attacks. SPACE IMAGING. 


hijacked planes, the hijackers used box cutter knives as 
weapons to overpower or kill crew and resisting passen- 
gers. The aircraft, all destined for long flights and heavy 
with jet fuel, exploded as powerful bombs upon impact. 


The hijacking of American Airlines flight 11. The terrorist 
action began when five terrorists hijacked American Air- 
lines flight 11, a Boeing 767 aircraft carrying 92 people that 
departed Boston bound for Los Angeles at 8:00 a.m. The 
FBI subsequently identified the hijackers as Satam M.A. al- 
Suqami (most hijackers had multiple aliases), Waleed M. 
al-Shehri, Wail M. al-Shehri; Mohamed Atta, and Abdulaziz 
Alomari. The hijackers flew American Airlines flight 11 
into the North Tower of the World Trade Center in New 
York City at 8:46 a.m. 


The hijacking of United Airlines flight 175. Five terrorists 
hijacked United Airlines flight 175, a Boeing 767 aircraft 
that departed Boston for Los Angeles at 8:14 a.m. with 65 
people on board. The FBI subsequently identified the 
hijackers as Marwan al-Shehhi, Fayez Rashid Ahmed 
Hassan al-Qadi Banihammad, Ahmed Alghamdi, and 
Mohand al-Shehri. The hijackers piloted United Airlines 
flight 175 into the South Tower of the World Trade Center 
at 9:03 a.m., 17 minutes after the crash of American Airlines 
flight 11 into the North Tower. 


The hijacking of American Airlines flight 77. Five terrorists 
hijacked American Airlines flight 77, a Boeing 757 carrying 
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Satellite views of lower Manhattan after the September 11, 2001, terrorist 
attacks. SPACE IMAGING. 


64 people that took off from Washington Dulles Airport 
bound for Los Angeles at 8:21 a.m. The FBI subsequently 
identified the hijackers as Khalid Almihdhar, Majed Moqed, 
Nawaf Alhazmi, Salem Alhazmi, and Hani Hanjour. The 
terrorists crashed the plane into the Pentagon at 9:43 a.m. 
The crash into the Pentagon—exactly 60 years to the day 
after construction began on the building—killed more 
than one hundred personnel working in the building’s 
outer rings, as well as the people aboard the aircraft. The 
portion of the Pentagon damaged by the crash had re- 
cently been strengthened and remodeled to heighten physi- 
cal security, and Pentagon officials credit those measures 
with saving many lives. 


The hijacking of United Airlines flight 93. Four terrorists 
hijacked United Airlines flight 93, a Boeing 757 carrying 44 
people that took off from Newark bound for San Francisco 
at 8:41 am. The FBI subsequently identified the hijackers 
as Saeed Alghamdi, Ahmed Ibrahim A. Al Haznawi, Ahmed 
Alnami, and Ziad Samir Jarrah. Passengers, made aware 
of the hijackers’ intentions during cell phone calls to 
family and authorities, attempted to overpower the hijack- 
ers. Minutes prior to the crash of the aircraft, a passenger 
on the flight used his cell phone to call an emergency 
operator in Pennsylvania to report that the plane had been 
hijacked and that passengers and crewmembers were 
planning to attempt to retake the plane. At the cost of their 
own lives, the passengers and crew thwarted the hijack- 
ers’ plans to crash the plane into a Washington area target. 
At 10:07 a.m. the aircraft crashed into a field southeast of 
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The Pentagon on September 12, 2001, as seen in a satellite image with 
damage visible from the previous day's terrorist attack in the upper right. 
SPACE IMAGING. 


Pittsburgh, Pennsylvania, killing everyone on board. Intel- 
ligence developed from subsequently captured al-Qaeda 
terrorists indicated that the terrorists planned to crash the 
plane into either the U.S. Capitol or White House. 


As of May, 2003, the NTSB (National Transportation 
Safety Board) continues to investigate the actual Septem- 
ber 11, 2001 airline crashes associated with the terrorist 
attacks. 


National emergency responses. At approximately 9:30 a.m., 
U.S. President George W. Bush, who had been visiting a 
Florida elementary school, spoke briefly to reporters as 
the Secret Service whisked him away to the security of Air 
Force One. Bush, now aware that the crashes into the 
World Trade Center were deliberate, but speaking ten 
minutes before the crash into the Pentagon, pledged that 
United States would find and punish the parties responsi- 
ble for crashing the hijacked aircraft into the World Trade 
Center towers. 


Minutes later, the crash into the Pentagon put official 
Washington into a heightened state of alert and lock- 
down. The U.S. Capitol, White House, State Department, 
Justice Department, and World Bank were evacuated. 


For the first time in aviation history the Federal Avia- 
tion Administration banned all aircraft flights in United 
States airspace. In a largely unheralded effort, by 12:15 
P.M. the airspace over the continental United States was 
cleared of more than 4,500 commercial and private air- 
craft. Pilot and air traffic controllers managed to safely 
land all planes, many far from their intended destinations. 
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The FAA ban did not reopen airspace until September 
13, 2001. 


During a tense afternoon and for days afterwards, 
U.S. military deployed anti-aircraft and anti-missile batter- 
ies around New York and Washington. Five destroyers 
and two aircraft carriers deployed to sea from the Naval 
Air Station at Norfolk to monitor and protect the U.S. East 
Coast. Fighter and surveillance aircraft patrolled the skies 
over major U.S. cites. 


The collapse of the World Trade Center towers. On a typical 
workday, an estimated 50,000 people worked in the World 
Trade Center complex of six buildings. Built in the 1970s, 
the complex included 110 -story twin towers. Prior to 
September 11, 2001, the World Trade Center contained 
offices for more than 400 companies from more than 25 
countries and hosted more than 125,000 visitors each day. 


Although the full details are not yet known, forensic 
analysis indicated that the high temperatures of the jet 
fuel burning in the World Trade Center towers weakened 
critical supporting beams. As emergency personnel raced 
into the building to complete the evacuation of those 
stranded by the fire and to begin the long climb to attack 
the fire on the upper floors, at 10:05 a.m. the South tower of 
the World Trade Center suddenly collapsed as the upper 
floors pancaked into lower floors. The tower collapsed 
nearly vertically into the deep subfloors and subterranean 
ground transit station. Above ground, a billowing cloud of 
pulverized concrete and dust blew through several blocks 
of lower Manhattan. A mushroom-like plume replaced the 
South tower in the New York skyline. The slowly clearing 
air revealed an above ground pile of twisted steel and 
pulverized wreckage. At 10:28 a.m., the North tower of the 
World Trade Center collapsed with all the violence of its 
twin. A third World Trade Center building (the 47-story 
"Building 7“), damaged by the falling towers, collapsed 
approximately seven hours later. 


Rescue efforts started immediately as surviving po- 
lice, firefighters, engineers, construction workers, and other 
arriving emergency personnel began a determined search 
for colleagues and civilian survivors. Although intense 
rescue efforts continued for more than a week, the tremen- 
dous force of the collapsing buildings spared few of those 
trapped inside. The tremendous volume of falling material 
compacted into a tight and dense mass, providing few 
spaces that held the possibility of finding survivors. Death 
for thousands had been swift, and beyond a handful of 
survivors found in the first hours, no one survived the full 
fury of the collapse. Despite a 24-hour operation through- 
out the winter by large and dedicated crews, a full excava- 
tion of the site and forensic determinations of human 
remains would take more than half a year. 


The U.S. moves to full alert. Initially unaware of the extent 
or origin of the attack, following the attack on the Penta- 
gon, the U.S. military was placed on full nuclear alert. In 
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accordance with national security protocols and continu- 
ity of government measures, President Bush was taken by 
Air Force Oneto Barksdale Air Force Base in Louisiana and 
then to the headquarters of the U.S. Strategic Air Com- 
mand at Offutt Air Force Base in Nebraska. The Secret 
Service did not determine that it was safe for the president 
to return to Washington for several hours, but President 
Bush reportedly asked to return to the White House as 
soon as possible. Arriving at 7:00 P.M., within an hour anda 
half the president addressed the nation and vowed to find 
and punish the perpetrators of the terrorist attacks. 


Bush subsequently activated 50,000 National Guard 
and Reserve members to help with rescue efforts and 
security. 


FEMA, EPA, and scores of federal law enforcement 
and investigative agencies sent disaster management 
teams and technical aid to the crash sites. 


The FBI dedicated 7,000 of its 11,000 Special Agents 
and thousands of FBI support personnel to the PENTTBOM 
investigation. "PENTTBOM” is short for Pentagon, Twin 
Towers Bombing. 


Investigators subsequently determined that the hi- 
jackers had been in the United States for periods ranging 
from a week to several years. Most entered with student or 
tourist visas and some of those visas had expired prior to 
September 11. One hijacker admitted to the U.S. to study 
English attended the school that admitted him. A GAO 
report issued in 2002 revealed that 13 of the hijackers 
involved in the September 11 incidents had not been 
interviewed by U.S. consular officials prior to the granting 
of visas. 


Hijackers Alshehri, Atta, Alomari, Shehhi, and Jarrah 
were all known to have pilot training. Some of the hijack- 
ers had taken pilot training in limited aspects of flight, 
including training in commercial jet simulators for take-off 
and flight, but not for landings. Mohamed Atta was identi- 
fied as the terrorist group leader. 


The majority of the hijackers were Saudi nationals, 
Atta was an Egyptian national. 


In 2002 Zacarias Moussaoui, a 34-year-old French 
citizen of Moroccan origin, was charged with six counts of 
conspiracy and faced a possible death sentence for al- 
leged involvement in the attacks on New York and Wash- 
ington. Moussaoui, indicated as the "20th hijacker” by 
U.S. justice officials, was unable to participate in the 
mission because he was already under arrest. Moussaoui 
has denied involvement in the attacks, but admitted to 
being a member of the al-Oaeda network. 


The circumstances surrounding Moussaoui’s arrest 
also sparked controversy and calls for reform with the FBI. 
An FBI internal investigation following the September 11 
terrorist attacks revealed that Special Agent Colleen Rowley 
of the Minneapolis office had requested a warrant to 
conduct electronic surveillance and a computer search 
against Moussaoui well before the September 11 attacks. 
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Rowley was suspicious of Moussaoui’s activities at a local 
flight school that reported that Moussaoui told instructors 
that he was only interested in take-off and in-flight opera- 
tions, but did not care to learn how to land a plane. 
Moussaoui was arrested for immigration violations prior 
to the September 11 terrorist attacks, but supervisors 
denied Rowley’s request for a search warrant. Subse- 
quent examination of Moussaoui’s computer records re- 
vealed phone numbers used by other September 11th 
hijackers. 


International reactions. Citizens of 90 countries perished in 
the terrorist attacks. There was an outpouring of sympa- 
thy from much of the world. French President Jacques 
Chirac was the first foreign leader to visit the World Trade 
Center site to express French solidarity with the American 
people. Le Monde, the leading French newspaper, ran a 
sympathetic headline proclaiming solidarity with Ameri- 
cans in their mourning. The United Kingdom lost 67 citi- 
zens in the attack, and U.K. Prime Minister Tony Blair 
pledged full support for the forming U.S. war on terrorism. 


Not all reactions were positive; in some Arab cities 
there were jubilant street celebrations. Unfounded rumors 
and disinformation swept the Internet that Jewish citizens 
had mysteriously been forewarned of the attack. In fact, 
Israeli citizens were among the doomed hijacked passen- 
gers and other Israelis died in the World Trade Center 
collapses. A best-selling book in France speciously claimed 
that the crash into the Pentagon was a hoax. 


In the wake of the September 11 attacks, the Bush 
administration, with the majority of Congress supporting, 
effectively declared war on terrorism. Casting aside diplo- 
matic formalities, Bush reverted to the language and eth- 
ics of the American frontier when he asserted that bin 
Laden was wanted "dead or alive” and that, “if he can not 
be brought to American justice, American justice will 
find him.“ 


The Old West analogies confounded many of Amer- 
ica’s European allies, but revealed a deep and fundamen- 
tal shift in American foreign policy. The emerging Bush 
doctrine asserted that in the coming war on terrorism, 
"states were either for us or against us” and that "states 
that harbor or aid terrorists are as guilty as the terrorists 
themselves.” 


Attorney General John Ashcroft and FBI Director Rob- 
ert S. Mueller, Ill restructured the Federal Bureau of Inves- 
tigation’s efforts toward counterterrorism. Congress passed 
and Bush signed into law the Patriot Act into law, giving 
the FBI and CIA broader investigatory powers and allow- 
ing them to share confidential information about sus- 
pected terrorists. 


With Congressional support, Administration officials 
created an Office of Homeland Security and put into mo- 
tion the subsequent creation of the Department of Home- 
land Security. 
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Sequencing 


The September 11 attacks changed many aspects 
of American life and governmental policies. Almost every 
government agency reacted to the attack, changing or 
implementing emergency protocols and policies directed 
toward increased security. For example, the FAA enacted 
tougher airport security measures, required background 
checks for all airport employees with access to secure 
areas, and published new rules prohibiting passengers 
from carrying-on knives and other potential weapons. 
Airline and airport security reform was a key aspect of 
international anti-terrorist efforts. The U.S. dramatically 
increased air marshal protections, swelling the police 
force from approximately 35 officers pre-September 11 
to more than a thousand officers. In addition, prior to 
departure of every international flight bound for the United 
States, APIS (Advance Passenger Information System) 
data is now checked against the Interagency IBIS 
(Interagency Border Inspection System) database. The 
Computer Assisted Passenger Prescreening System 
(CAPPS), used selectively used before September 11, came 
into regular use at American airports. Security screeners 
were place under the control of the newly created Trans- 
portation Security Administration (TSA) and airports were 
required to use explosive-detection devices in the inspec- 
tion of passengers and baggage. 


Intelligence analysts asserted that a lack of human 
intelligence and over-reliance on technological spying 
contributed to failures to develop information that might 
have specifically predicted the attacks. In the aftermath of 
the attacks, the CIA and other agencies placed a renewed 
emphasis on the gathering of intelligence from human 
sources. 
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I BRIAN HOYLE 


Sequencing refers to the techniques used to determine 
the order of the constituent bases (i.e., adenine, thymine, 
guanine, and cytosine) of deoxyribonucleic acid (DNA) or 
protein. Protein sequencing determines the order of the 
constituent amino acids. Sequencing is increasingly im- 
portant in forensic science and in the rapid and positive 
identification of potential pathogens that can be exploited 
by bioterrorists. 


DNA is typically sequenced for several reasons: to 
determine the sequence of the protein encoded by the 
DNA, the location of sites at which restriction enzymes can 
cut the DNA, the location of DNA sequence elements that 
regulate the production of messenger RNA, or alterations 
in the DNA. 


The sequencing of DNA is accomplished by stopping 
the lengthening of a DNA chain at a known base and at 
a known location in the DNA. Practically, this can be 
done in two ways. In the first method, called the Sanger- 
Coulson procedure, a small amount of a specific so-called 
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dideoxynucleoside base is incorporated in along with a 
mixture of the other four normal bases. This base is 
slightly different from the normal base and is radioactively 
labeled. The radioactive base becomes incorporated into 
the growing DNA chain instead of the normal base, growth 
of the DNA stops. This stoppage is done four times, each 
time using one of the four different dideoxynucleosides. 
This generates four collections of DNA molecule. Also, 
because replication of the DNA always begins at the same 
point, and because the amount of altered base added is 
low, for each reaction many DNA pieces of different length 
will be generated. When the sample is used for gel electro- 
phoresis, the different sized pieces can be resolved as 
radioactive bands in the gel. Then, with the location of the 
bases known, the sequence of the DNA can be deduced. 
The second DNA sequencing technique is known as the 
Maxam-Gilbert technique, after its co-discoverers. In this 
technique, both strands of double-stranded DNA are 
radioactively labeled using radioactive phosphorus. Upon 
heating, the DNA strands separate and can be physically 
distinguished from each other, as one strand is heavier 
than the other. Both strands are then cut up using specific 
enzymes, and the different sized fragments of DNA are 
separated by gel electrophoresis. Based on the pattern of 
fragments the DNA sequence is determined. 


The Sanger-Coulsom is the more popular method. 
Various modifications have been developed and it has 
been automated for very large-scale sequencing. During 
the sequencing of the human genome, a sequencing 
method called shotgun sequencing was very successfully 
employed. Shotgun sequencing refers to a method that 
uses enzymes to cut DNA into hundreds or thousands of 
random bits. So many fragments are necessary since 
automated sequencing machines can only decipher rela- 
tively short fragments of DNA about 500 bases long. The 
many sequences are then pieced back together using 
computers to generate the entire DNA genome sequence. 


Protein sequencing involves determining the arrange- 
ment of the amino acid building blocks of the protein. It is 
common to sequence a protein by the DNA sequence 
encoding the protein. This, however, is only possible 
if a cloned gene is available. It still is often the case 
that chemical protein sequencing, as described subse- 
quently, must be performed in order to manufacture an 
oligonucleotide probe that can then be used to locate the 
target gene. The most popular direct protein chemical 
sequencing technique in use today is the Edman degrada- 
tion procedure. This is a series of chemical reactions, that 
remove one amino acid at a time from a certain end of the 
protein (the amino terminus). Each amino acid that is 
released has been chemically modified in the release 
reaction, allowing the released product to be detected 
using a technique called reverse phase chromatography. 
The identity of the released amino acids is sequentially 
determined, producing the amino acid sequence of the 
protein. 


Another protein sequencing technique is called fast 
atom bombardment mass spectrometry, or FAB-MS. This 
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is a powerful technique in which the sample is bombarded 
with a stream of fast atoms, such as argon. The protein 
becomes charged and fragmented in a sequence-specific 
manner. The fragments can be detected and their identify 
determined. The expense and relative scarcity of the nec- 
essary equipment can be a limitation to the technique. 


Still another protein sequencing strategy is the diges- 
tion of the protein with specialized protein-degrading en- 
zymes called proteases. The shorter fragments that are 
generated, called peptides, can then be sequenced. The 
problem then is to order the peptides. This is done by the 
use of two proteases that cut the protein at different 
points, generating overlapping peptides. The peptides are 
separated and sequenced, and the patterns of overlap and 
the resulting protein sequence can be deduced. 
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Serbia, Intelligence 
and Security 


Following the dissolution of Yugoslavia in 1989, after the 
fall of Soviet communism in Eastern Europe, the Balkan 
region fell into conflict. The former Yugoslav provinces 
splintered into several independent nations, but Serbia 
and Montenegro chose to remain a communist domi- 
nated state. The Federal Republic of Yugoslavia, as the 
nation was renamed, is wholly dominated by Serbia. 
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Sex-for-Secrets Scandal 


When civil war erupted in neighboring Bosnia- 
Herzegovina, Serbia provided aid to ethnic Serb forces 
in the region. The international community protested the 
move, and Yugoslav leader, Slobidan Milosevic signed 
a peace accord with neighboring Bosnia and Croatia. 
In 1999, Serbia refused to restore autonomy to Kosovo. 
Conflict lingered, and reports that Serbian forces were 
perpetrating grievous human rights crimes against Mus- 
lim Kosavars, including mass murder and deportation, 
prompted NATO intervention in the region. Following 
a bombing campaign against Serbian strongholds, 
peacekeeping troops entered the region. 


Following the Kosovo conflict, Serbians ousted 
Milosevic in a general election. Vojislav Kostunica was the 
first non-communist leader elected in Yugoslavia in nearly 
60 years. Though tension remains high in the region, and 
periodic violence continues to erupt, Kostunica and his 
government are committed to democratizing the national 
government and reforming the economy. The function of 
the national intelligence community has changed dra- 
matically because of reforms. 


The Serbian intelligence community maintains tradi- 
tional distinctions between internal and foreign, civilian 
and military intelligence, and organizes its various agen- 
cies accordingly. However, many of these agencies’ ex- 
pressed duties overlap. To avoid confusion and facilitate 
cooperating and data sharing, the Council for Security 
coordinates all intelligence and security operations relat- 
ing to the protection of national interests. 


Though individual branches of the military maintain 
their own intelligence units, the Ministry of Defense 
oversees the largest military intelligence agencies and 
coordinates the intelligence and security operations of 
various departments and units. The Kontraobavesajna 
Sluzba (KOS), General Staff Security Directorate, provides 
domestic security and counterintelligence analysis for the 
military. The agency works closely with Military Police 
to insure the safety and security of Serbian military 
installations. 


Civilian intelligence forces fall under the jurisdiction 
of the Ministry of the Interior. The Sluzba Javne Bezbednosti 
(SJB), Public Security Service is charged with the protec- 
tion of public welfare. The SJB guards diplomatic officials 
and aids intelligence services with anti-terrorism opera- 
tions. The future of this organization, as well as its parent, 
the State Security Service (SDB), is unknown. Govern- 
ment officials have reformed the organization several 
times, stripping it of its powers to conduct espionage for 
political reasons. 


In 2000 the government created a special anti-terror- 
ist unit, the ATJ. The group is trained in both civilian 
espionage and military battle techniques. The special unit 
was granted a wide range of operation, from intelligence 
to policing. 


The structure of the Yugoslavian intelligence commu- 
nity is sure to change in the near future, as the government 
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continues reforms. Serbian intelligence and security agen- 
cies have cultivated a regional reputation for brutality over 
the past six decades, a problem that democratic reformers 
seek to rectify. The new government arrested Milosevic 
and sent him to stand trial for war crimes and crimes 
against humanity. The international tribunal convicted 
Milosevic. Since the elections of Kostunica and Prime 
Minister Zoran Djindjic, the nation has made strides to join 
the international community and participate in European 
economic and security organizations. 


On March 12, 2003, Djindjic, one of the primary lead- 
ers of Serbia’s reform movement, was assassinated by an 
unknown sniper. 


SEE ALSO 


Cold War (1972-1989): The Collapse of the Soviet Union 
European Union 


I DAVID TULLOCH 


On December 14, 1986, a United States Marine who had 
been serving as an Embassy guard in Moscow and Vienna 
turned himself in to CIA officials. The Marine, Sergeant 
Clayton J. Lonetree, claimed that he had given classified 
information to a KGB agent with the codename “Uncle 
Sasha.” Immediately, a government investigation was 
launched into the affair, as officials searched for evidence 
that Lonetree had not been working alone, or was just one 
of many Embassy guards who was successfully targeted 
by the Soviets. 


Violetta and “Uncle Sasha.” Lonetree, a Winnebago Indian 
from St. Paul, Minnesota, had been a model soldier. He 
enlisted at age eighteen in the Marine Corps, and later 
underwent the difficult, elite training of the Security Guard 
Battalion School, from which he graduated in 1984. 
Lonetree was then assigned to the U.S. Embassy in Mos- 
cow, and later to the Vienna Embassy. While everyday 
duty as an Embassy guard can be repetitive, it is a key 
position, and often includes access to sensitive material, 
such as keys to offices or safes. 


It was while stationed in Moscow that Lonetree met 
Violetta Sanni (sometimes given as Seina), a local Russian 
who worked as a translator, while attending the annual 
Marine ball held at the Ambassador's residence in Novem- 
ber 1985. Lonetree began to date Violetta, despite the 
Marine Corps prohibition against guards having close 
contacts with Soviet citizens, and he seems to have fallen 
in love with her. Sanni then introduced Lonetree to “Uncle 
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Christine Keeler, a call girl involved with British War Minister Lord John 
Profumo in a 1963 “sex for secrets” scandal, was also entangled with a 
Soviet spy trying to discover British nuclear secrets. @BETTMANN/CORBIS. 


Sasha,” later identified as Alexi Yelsimov. At first Lonetree 
enjoyed the visits of Sasha, and they talked together about 
Lonetree’s home, what his life had been like in the United 
States and on various political topics. However, Sasha 
was a KGB operative and he began to ask Lonetree 
questions. 


Despite his concern, Lonetree continued to see Violetta 
and befriend Sasha, without notifying his superiors until 
the end of his Moscow tour. He was reassigned to the 
Vienna Embassy, where he was unexpectedly joined by 
Uncle Sasha. The KGB agent became Lonetree’s only 
contact with Violetta, giving the lonely soldier photos and 
packages from Moscow, and passing on Lonetree’s letters 
and gifts. Sasha used this new position as go-between to 
persuade Lonetree to provide documents and information 
from the embassy. Lonetree admitted to giving Sasha an 
old embassy phonebook and floor plans, for which he was 
paid $1,800. The Marine also provided details on sus- 
pected intelligence agents working undercover in the 
embassy. 


Confession and conviction. Uncle Sasha began to demand 
more information from Lonetree, even suggesting atrip to 
Moscow for KGB training and to see Violetta again. Lonetree 
decided he had had enough, and turned himself in to the 
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CIA. Nine months of intensive investigations began by the 
Naval Criminal Investigative Service (NCIS) and other 
agencies, which led to an additional five other Marine 
guards being detained on suspicion of espionage, lying to 
investigators, and improper fraternization with foreign 
nationals. 


One of these detainees was Corporal Arnold Bracy, 
who was also suspected of having a romantic liaison with 
a Soviet woman and being an accomplice of Lonetree’s. 
Bracy signed a confession that stated he had helped 
commit a number of serious breaches of security. Bracy 
later claimed not to have read the document before sign- 
ing it and to have signed under duress. A key claim in the 
confession was that Bracey and Lonetree had worked 
together to facilitate tours of the Moscow Embassy for 
KGB agents and allowthem to plant listening devices. This 
allegation was denied by both Bracy and Lonetree, and it 
became evident that, working together, it would have 
been difficult for the two soldiers to show KGB agents 
through the embassy without being detected by other 
guards or electronic security measures. Eventually, all 
charges against Bracy were dropped. However, Lonetree 
was convicted on all of the thirteen charges he faced, 
becoming the first U.S. Marine to be found guilty of 
espionage. 


Doubts surface. Lonetree was sentenced to 30 years in 
prison in November 1987 as well as a reduction in rank to 
private, the loss of all military pay and privileges, a $5000 
dollar fine, and a dishonorable discharge. Even so, some 
doubts were raised about the NIS investigation, as a 
number of the accusations leveled against Lonetree, Bracy, 
and others were later shown to be unfounded. 


In 1991, Lonetree returned to court asking that his 
conviction be overturned. In the U.S. Court of Military 
Appeals, lawyers claimed that Lonetree’s confession had 
been inappropriately used as evidence against him, as it 
had been taken on the understanding that it would remain 
confidential. It was also suggested that Lonetree’s lawyers 
at his original trial had been incompetent, as they had not 
informed their client of the possibility of a plea agreement. 
Additionally, they argued that Lonetree’s cooperation 
should have earned him a drastically reduced sentence. 


During Lonetree’s trial, it was noted that one witness 
had remained anonymous, which was a violation of the 
defendants basic right “to know the identity of the witness 
against him.” The witness, a CIA agent, had mostly testi- 
fied in closed session. As well, military courts have proce- 
dures that differ from civil courts. At one time, it was even 
claimed that Lonetree had purposefully only given the 
KGB non-vital information, as he was planning to become 
a double agent. 


While Lonetree’s thirty-year sentence was not over- 
turned, the court did agree that it should be reduced. In 
May 1988 the term had been shortened by five years for 
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the cooperation he had shown investigators. Then in 
October 1992 another five years reduction was given. 
After the unsuccessful appeal, yet another shortening of 
five years’ was granted in July 1994. In 1996, after serving 
just under nine years in jail, Lonetree was released early 
for good behavior. 


The material that Lonetree passed to the KGB was not 
considered of great significance, and one report sug- 
gested the security implications were probably minimal. 
However, by coming forward, Lonetree revealed signifi- 
cant security lapses within the embassy staff structure that 
sparked changes in procedures and improved security in 
embassies across the world. 
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Ships Designed for 
Intelligence Collection 


IE JUDSON KNIGHT 


The concept of using ships as modern intelligence-gather- 
ing platforms evolved, along with larger modern ideas of 
intelligence operations in general, from World War Il. The 
Cold War saw the deployment, on both the Soviet and 
American sides, of ships tasked with gathering communi- 
cations and electronic intelligence. Some of these were 
disguised as fishing vessels, a practice common on the 
Soviet side, while the United States favored vessels oper- 
ating under the guise of research craft. During the 1960s, 
United States ships designed for intelligence collection 
figured in a number of unfortunate incidents that contrib- 
uted to the end of the seaborne passive electronic intelli- 
gence (ELINT) program. 


The Soviet Union. Due to their relative lack of electronic 
listening posts overseas—in comparison to the Ameri- 
cans, who possessed signals intelligence (SIGINT) facili- 
ties throughout the world—the Soviets initially took the 
lead in the use of ships to gather intelligence. From the 
1950s, they began using what came to be their preferred 
intelligence-gathering craft, a fishing trawler. The design 
of the trawler, which was made to store many days’ catch 
in insulated compartments, made it ideal for extensive 
activities below deck. 


As the Cold War continued, the Soviets expanded and 
improved their intelligence-collection ships, known to U.S. 
intelligence as AGIs, the AG being code for “miscellane- 
ous auxiliary” and the /a designator of enemy craft. Later 
models were designed and built specifically to serve as 
collection platforms. Eventually they became large enough 
to include on-board intelligence processing facilities, greatly 
improving the speed with which raw data became usable 
intelligence for Soviet operatives. 


During the Vietnam War, a pair of Soviet AGIs, one 
near Guam and the other in Vietnam’s Gulf of Tonkin, kept 
a close watch on U.S. forces, and in some cases may have 
provided Hanoi with advance notice of U.S. airstrikes. 
Near the end of the Cold War, the Soviets had a fleet of 
about five dozen AGIs dispatched throughout the globe. A 
particular area of interest lay just to the east of Florida, in 
international waters and close to friendly ports in Cuba, 
from which Soviet AGIs could monitor activities at U.S. 
naval bases in South Carolina, Georgia, and Florida. 


The United States. Among the few places where the United 
States, like the Soviet Union, lacked sufficient electronic 
listening posts were South America and Africa, to which 
the first U.S. spy ships were deployed in the early 1960s. 
Most such craft were cargo ships from World War Il, 
converted by the National Security Agency (NSA) into 
craft for gathering SIGINT, particularly ELINT. Ships in this 
first phase of the U.S. maritime intelligence-gathering 
effort were designated T-AG, or civilian miscellaneous 
auxiliary craft. 


Simultaneous with the T-AG phase was that of AGTR, 
or technical research craft. The U.S. Navy and Marines, in 
collaboration with NSA, operated these craft, which NSA 
had also converted from war-era cargo ships that had 
been converted. The first AGTR, Oxford, provided infor- 
mation on movement of Soviet arms into Cuba in the 
build-up toward the missile crisis of 1962. 


ELINT ships in history. Of the five AGTR craft, the best was 
the Liberty, which in June 1967 was off the coast of the 
Sinai Peninsula. During the Six-Day War, Israeli air and 
naval craft, mistaking it for an enemy ship, attacked and 
sank it, killing 34 men and wounding 171 more. Israel later 
apologized and paid damages to the families of those 
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killed. A dozen studies by U.S. and Israeli authorities each 
concluded that the regrettable incident was simply a result 
of confusion in the midst of heavy fighting. 


Two other intelligence-gathering craft also figured in 
well-known events. One of these was the destroyer Maddox, 
part of an ELINT-gathering mission known as DESOTO, 
conducted in the Gulf of Tonkin in 1964. (The Maddox, 
operating openly as a naval vessel, was not part of the AG 
series.) After North Vietnamese gunboats fired on it on 
August 4, Congress hastily passed the Tonkin Gulf Resolu- 
tion, which greatly increased the scope of U.S. involve- 
ment in Vietnam. 


In the meantime, the Navy and NSA, taking a page 
from the Soviets’ book, developed the AGER (environ- 
mental research) series, using trawler-based designs for 
craft smaller than AGTRs. The second of three AGER craft 
was the Pueblo, captured by the North Koreans in January 
1968. The Pueblo incident, coming as it did on the heels of 
the Liberty tragedy, brought an end to the large-scale 
U.S. deployment of maritime intelligence-gathering ships 
equipped with passive ELINT capabilities. 
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On December 22, 2001, al-Qaeda sympathizer Richard 
Reid attempted the mid-flight destruction of an American 


“Shoe Bomber” 


Airlines aircraft bound from Paris to Miami flight with 197 
people on board. Reid attempted to destroy the flight with 
plastic explosives concealed in his shoes that were capa- 
ble of blowing a hole in the plane’s pressurized fuselage. 
Passengers and crew subdued Reid after the smell of 
burned matches alerted them to Reid’s failed attempts to 
light his shoes. 


Authorities at the Charles de Gaulle airport in Paris 
had failed to check Reid’s shoes—not a common pre-flight 
security practice at the time. Subsequent to Reid’s at- 
tempt, the checking of shoes and more extensive checks 
for explosive residues became part of pre-flight security 
examinations. 


Charles de Gaulle (CDG) airport had an established 
reputation as a “soft” entry point for terrorists. In an 
unrelated case occurring the year after Reid’s arrest, an 
Algerian-born CDG baggage handler who had worked at 
the airport for more than three years—and who had broad 
access to secure areas—was arrested after weapons and 
explosive devices (an automatic handgun, a machine gun, 
five bars of plastic explosives, and two detonators) were 
discovered in the trunk of his car. 


Prosecutors subsequently asserted that “Reid’s in- 
tentions were clear he wanted to murder innocent people 
in the name of his fanatical religious beliefs.” Reid subse- 
quently confessed and admitted guilt to eight felony 
charges, including attempted murder, attempted murder 
using a weapon of mass destruction, planting an explo- 
sive device on an aircraft, attempted destruction of an 
aircraft, and two counts of interfering with a flight crew. 


Reid, son of an English mother and Jamaican father, 
was a British citizen with a history of petty crime. He 
converted to radical Islam while in a British jail. Reid 
claimed he was an enemy of the United States, and avowed 
his allegiance to al-Qaeda leader Osama bin Laden. 


References to an al-Qaeda operative with a similar 
operational history and profile to Reid were found on a 
computer hard drive allegedly used by al-Qaeda leaders in 
Afghanistan. 


Reid attempted to claim he was a “solider” in the war 
on terrorism. At Reid’s sentencing, U.S. federal judge 
William Young dismissed his assertions and, citing Reid’s 
attempts to kill innocent civilians, flatly told Reid, “You are 
not a soldier, you are a terrorist.” Reid was sentenced to 
life in prison without the possibility of parole. 
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A popular weekly situation comedy called “Get Smart” 
ran on the American Broadcasting Corporation television 
network in the United States for five seasons in the 1960s. 
In the show—a spoof of spies and espionage organiza- 
tions—the lead character, Maxwell Smart, often commu- 
nicated with his colleagues via a “shoe phone.” The televi- 
sion series and the espionage equipment were conceived 
as a nonsensical spoof of the spy movies that were in 
vogue at that time. Nonetheless, the shoe phone was 
grounded in reality. 


During the Cold War, with tensions arising between 
the United States and the former Soviet Union in the 1950s 
and 1960s, both nations conducted espionage campaigns 
to collect information from the other country that was 
deemed vital to national security. As part of these ef- 
forts, the Soviet spy agency known as the KGB (Komitet 
Gosudarstvennoi Bezopasnosti, which translates as the 
Committee for State Security) devised a microphone and 
transmitter that could be concealed in a shoe. 


The shoe transmitter could detect conversation in the 
immediate vicinity and broadcast the conversation to a 
receiver located in a nearby secret monitoring station. 
Essentially, the shoe transmitter was a tiny radio station, 
broadcasting on a frequency that would be detected only 
by the special receiver. 


The shoe transmitter was intended to eavesdrop on 
conversations of someone who could supply important 
and privileged information. A pair of dress shoes de- 
signed to be worn for business purposes—one of which 
contained the microphone and transmitter in a hollow 
heel—was planted inthe home, hotel room, or office of the 
subject. This was done by someone affiliated with the KGB 
who had ready access to the subject such as a maid, valet, 
or co-worker. When the shoes were planted, a pin located 
in a hollowed-out heel was pulled out. This activated the 
radio beacon and the microphone, allowing conversation 
to be recorded until the batteries that powered the equip- 
ment ran out of power. 


With the coming of more sophisticated bugging tech- 
nologies in the 1970s, the use of the shoe transmitter was 
phased out. However, at the time the, device was a sophis- 
ticated piece of equipment and demonstrated that minia- 
turization of electronic hardware was possible. 


Unlike its comedic counterpart, the device could not 
be used to make telephone calls. 
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A shoe with an imbedded heel transmitter produced by the KGB during 
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A copy of the shoe transmitter is now on display at the 
International Spy Museum. The museum opened in July 
2002 in Washington, D.C. 
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Short-wave radio transmission and reception occurs in 
the range somewhere between 2 and 30 MHz (megahertz, 
or million cycles per second). Because these signals are 
capable of propagating over a greater distance than either 
AM or FM radio, shortwave is the preferred medium for 
radio broadcasting to remote locations. World powers in 
the twentieth century and beyond made use of short-wave 
radio transmissions to bridge political and physical barri- 
ers in sending propaganda messages to distant populations. 
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Despite their name, shortwaves are relatively long in 
wavelength compared to most of the electromagnetic 
spectrum. They measure anywhere from 33 to 262 feet 
(10-80 m), gargantuan in comparison to ultra high-energy 
waves such as x rays and gamma rays, of which it would 
take many millions to cover even the length of a millime- 
ter. On the electromagnetic spectrum, the higher the en- 
ergy level, the higher the frequency, and the shorter the 
wavelength. 


Shortwaves shorter than AM (amplitude modulation) 
radio waves, to which the U.S. Federal Communications 
Commission has assigned the frequency range of 535 kHz 
to 1.7 MHz. Short-wave transmissions occur somewhere 
between 2 to 5.9 MHz at the low end, and 26.1 to 30 MHz at 
the high end. Above these are microwave regions as- 
signed to television stations, as well as FM, which occu- 
pies the range from 88 to 108 MHz. Like AM signals, those 
of short-wave radio transmissions propagate over a great 
distance because they bounce off of a heavily charged 
layer in the earth’s ionosphere. 


The length of signal propagation prompted the estab- 
lishment of international short-wave communications in 
the late 1930s. During the Cold War, the world’s major 
powers used shortwave to transmit propaganda mes- 
sages. Examples of these efforts included the short-wave 
stations operated by Voice of America, Radio Moscow, 
Radio Beijing, and the British Broadcasting Corporation. 


Long before the 2003 invasion of Iraq, the United 
States, through its Central Intelligence Agency, supported 
Iraqi short-wave stations operated by resistance move- 
ments. In June 1996, President William J. Clinton provided 
$6 million to the Iraqi National Accord, which set up 
several stations, including Twin Rivers Radio, Radio Tikrit, 
and al Mustaqbal. The latter, whose name means “The 
Future,” broadcast from Kuwait and from U.S. military EC- 
130 psychological operations planes, on the frequency of 
1575.3 kHz (1.5753 MHz), which in the United States would 
be a high-frequency AM station. 
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Shredding. 
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Signals intelligence, or SIGINT, is one of the four ma- 
jor forms of intelligence, along with human, imagery, 
and measurement and signatures intelligence (HUMINT, 
IMINT, and MASINT respectively). As its name suggests, 
it is intelligence derived from the interception of sig- 
nals, including communications signals, electronic emis- 
sions, and telemetry. The two major subsets of SIGINT 
are COMINT, or communications intelligence, gained 
through the interception of foreign communications (ex- 
cluding open radio and television broadcasts); and ELINT 
or electronics intelligence, derived from the interception 
of non-communication electromagnetic signals, most no- 
tably radar. 


Communications intercepts may be in the form of 
voice transmissions via telephone or radio, Morse code, 
teletype, or facsimile machine. In the modern intelligence 
environment, most such communications are encrypted, 
and typically require sophisticated computer technology 
for decryption. A major component of efforts by the intelli- 
gence services of the English-speaking world is Echelon, a 
worldwide system of satellites, interception stations, and 
supercomputers jointly operated by the United States, 
United Kingdom, Canada, Australia, and New Zealand. 
The U.S. National Security Agency (NSA) takes the lead in 
this and many other COMINT efforts. 


Early U.S. efforts in SIGINT would today be placed 
under the heading of COMINT. Although the U.S. Army 
conducted cryptography and cryptanalysis prior to 1930, 
concerted efforts began in that year with the establish- 
ment of the U.S. Army Signal Intelligence Service (SIS), 
which consolidated all such operations. Notable activities 
of SIS included the breaking of the Japanese Foreign 
Ministry PURPLE cipher prior to World War Il. SIS, re- 
named several times during the war, was replaced in 1945 
by the Army Security Agency (ASA). In 1977, the Army 
Intelligence and Security Command (INSCOM) replaced 
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ASA. The Navy had its own COMINT activities, later taken 
over by NSA. 


ELINT. An intercepts of non-communication signals sent 
over electromagnetic waves, excluding those from atomic 
detonations (which are the province of MASINT opera- 
tions), fall under the heading of ELINT. In World War Il, the 
Allies conducted ELINT operations involving Axis air de- 
fense radar systems, to neutralize these in a bombing raid, 
either through a direct hit or by electronic countermea- 
sures. Since that time, the United States has targeted or 
monitored the radar operations of numerous enemies, 
including the Soviet Union and China during the Cold War, 
North Vietnam during the war in Southeast Asia, and 
Libya and Iran during latter-day conflicts in the Middle East. 


The radar component of ELINT is not to be confused 
with RADINT, or radar intelligence from nonimaging ra- 
dar. Unlike ELINT, RADINT does not involve the intercep- 
tion or radar signals; instead, intelligence regarding flight 
path and other specifics is derived from the deflection of 
enemy radar signals. RADINT is a subcategory of MASINT. 


FISINT and TELINT. Actual varieties of ELINT include FISINT, 
or foreign instrumentation signals intelligence, and its 
subcategory, TELINT, or telemetry intelligence. The sig- 
nals sent by foreign entities when testing and deploying 
aerospace, surface, and sub-surface systems—examples 
include tracking and aiming signals, as well as video data 
links—are the material of FISINT operations. 


Telemetry is the process of making measurements 
from a remote location and transmitting those measure- 
ments to receiving equipment. It has extensive civilian 
and military applications. As an example of the former, an 
electric company may use radio signals from remote 
power lines to relay operational information to the center 
of the power grid. Among the military applications of 
telemetry is the use of signals to relay information on the 
performance of a guided missile system. 
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A silencer is an effort to suppress sound by means of an 
attachment to a firearm. Generally, a six- to twenty-inch 
steel, titanium, or aluminum alloy barrel addition de- 
signed to work with a particular weapon, silencers have 
also been constructed from other materials such as plastic 
soft drink bottles. Nicknamed “whispering death,” these 
devices give a shooter the ability to strike a target with less 
risk of being noticed. Contrary to popular image, silencers 
do not completely muffle the sound of a gun, but instead 
lessen muzzle flash, reduce muzzle noise, and decrease 
recoil by delaying the escape of gases from the barrel of 
the firearm. Generally illegal for individuals to own in 
most parts of the world, silencers have enjoyed enormous 
popularity with espionage and security forces. 


The idea of a silencer is an old one, with gunsmiths 
experimenting with various designs to silence weapons 
since the nineteenth century. The first man to successfully 
develop and market a silencer was Hiram P. Maxim, the 
son of the similarly named inventor of the machine gun. In 
1908, Maxim developed a silencer that delayed the release 
of gases, but he did not market the weapon until making a 
few improvements. The Maxim Model 1909, released in 
the year of its name, became the first efficient silencer to 
be marketed, but the Maxim Model 1910 became the most 
widely distributed silencer in the United States by capital- 
izing on an off-center design that allowed it to be used with 
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A Hungarian soldier fires an AK-47 style assault rifle equipped with a silencer. OLEIF SKOOGFORS/CORBIS. 


a weapon’s original sights. Although the military value of 
silencers quickly became apparent to many observers, 
Maxim only had the goal of eliminating noise pollution. 
Many of the first buyers of silencers employed them for 
target shooting in basements and backyards so the sound 
of firing would not disturb others. Silencers also found a 
market in pest control. Many silencers are still sold for use 
in eliminating rats, not so much to surprise the rodents, 
but to avoid the public relations problems associated with 
shots fired in heavily occupied areas. 


Despite global marketing by Maxim, no nation’s mili- 
tary force made widespread use of silencers until World 
War Il. The Maxim Model 1912 was the first mass-mar- 
keted silencer designed specifically for military purposes. 
Created for use with the popular Springfield rifle, the 
report of the weapon was reduced, but the sonic boom of 
the bullet could not be diminished. The passage of the 
bullet sounded like someone tearing a sheet until the 
projectile passed a solid object, like a tree, which resulted 
in the emission of a large crack. The 1912 model was not 
sold to any government in great numbers, perhaps be- 
cause of the notorious conservativeness of military plan- 
ners in this era, but it did find a few buyers. The U.S. Army 
purchased a few of the weapons to be used by sharpshoot- 
ers for the quiet, long-range killing of sentries so that 
surprise attacks could be mounted. The silencers were 


apparently used in Mexico in the campaign against Pancho 
Villa, but, because the Army failed to halt Villa, the effec- 
tiveness of the silencers is somewhat in doubt. In World 
War l, Maxim manufactured silencers in calibers ranging 
from .22 through those large enough for machine guns. 
An experimental model silenced a four-inch artillery piece. 
Snipers continued to be the major users of silencers, 
though, and these men used only rifles. The Germans 
experimented with a silencer-equipped Luger pistol, but 
the gun suffered mechanical failure as well as too high a 
noise rate. In the years after the war, public interest in 
silencers waned, and Maxim halted production in 1925. 


In the years between the World Wars, silencers failed 
to find a substantial market among any of the world’s 
military forces. The U.S. military conducted a number of 
trials with silencers, but ultimately decided that the weap- 
ons were unfit for combat use. Despite the silenced dis- 
charge, the substantial noise created by the movement of 
gun parts enabled observers to easily locate the bulky 
weapons. While unsuitable for normal military usage, 
silencers appealed to intelligence agencies and these or- 
ganizations continued to experiment with the weapons. 
The United States Office of Strategic Services (OSS), newly 
formed to help fight World War II, modified the Thompson 
submachine gun with a silencer built by the Chrysler 
Corporation. The gun proved too noisy to be suitable for a 
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silencer as well as very susceptible to jamming under field 
conditions. The OSS preferred to equip its agents with a 
silenced version of the M3 submachine gun in addition to 
a .30 caliber M1 carbine. The Central Intelligence Agency, 
successor to the OSS, used a silenced High Standard HD 
military pistol. Francis Gary Powers, pilot of the U-2 recon- 
naissance plane shot down over the Soviet Union in 1960, 
carried the silenced HD when he was captured. Around the 
world, the Welrod became a weapon of first choice. One of 
the few silencers designed specifically for silent and secret 
operations, the British-built gun was produced in .32 ACP, 
9mm, and .45 ACP calibers. 


When firing a standard weapon, some sort of ear 
protection must be utilized or temporary loss of hearing 
will result. Plugs and earmuffs reduce noise level, but also 
make it much more difficult to hear movement. Silencers 
make it much easier to locate and fire upon multiple 
targets, and this factor explains the expanding popularity 
of the weapons. After World War Il, silencers were increas- 
ingly used in combat conditions. A silencer confuses the 
person being fired upon, improves the shooter’s accuracy 
by suppressing disconcerting flash, noise, and recoil and, 
lastly, gives the shooter a feeling of confidence that he will 
not be discovered. The M3A1, an improved M3, became 
popular in various global hotspots like Greece, Africa, 
Palestine, and South America because the cheap and 
easy-to-build weapon usually could be relied upon to 
work. In the 1950s Allied forces, as well as British com- 
mandos, used the British-made Sten MKIIS in the Korean 
War. Inthe Vietnam era, the U.S. created a military version 
of a Ruger 10-22 semi-automatic Carbine that saw heavy 
use. In more recent years, military snipers have used a 
great variety of rifle makes in combat, though the AK-47 
remains especially popular. 


The development of a supremely effective silencer 
has been complicated by many factors. The noise made by 
the discharge of a firearm has three components: 1) the 
sounds made by the movement of the parts of the gun; 2) 
the crack of a bullet passing through the atmosphere at a 
rate above the speed of sound; and 3) the release of high 
pressure gases breaking out of the barrel. Silencers only 
address the last concern, although the use of a heavy 
subsonic bullet rather than a high velocity bullet greatly 
adds to sound suppression. High velocity bullets make a 
noise of their own when traveling through the air outside 
of the silencer, and the substitution of a slower bullet will 
slow the passage of the projectile through the air, thereby 
reducing ballistic noise. Silencers that fire regular super- 
sonic ammunition are only a little quieter than those 
without suppressors. Subsonic ammunition has less power 
than regular ammunition, making it effective only at shorter 
ranges of up to 600 feet (200 meters). Silencers can be 
attached to most firearms, but they work best as compo- 
nents of purpose built or modified guns. 


Silencers are now made for almost every firearm, 
from fully automatic submachine guns to big bore bolt- 
action rifles, and the popularity of these weapons is likely 
to grow. Silencers make it easier to identify the enemy, 
easier to shoot the enemy, and harder to be detected by 
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the enemy. Particularly suited for guerrilla warfare as well 
as secret operations and law enforcement, sound sup- 
pressors have become standard issue equipment for intel- 
ligence agents and security forces. 
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“Skunk Works” is the nickname for the headquarters of 
advanced development programs for Lockheed Martin 
Aeronautics Company at Palmdale, California, some 80 
miles (128 km) north of Los Angeles in the Antelope 
Valley. Established in 1943 by what was then known as the 
Lockheed Aircraft Corporation, the Skunk Works has been 
the birthplace of numerous extraordinary aircraft, includ- 
ing the U-2 and SR-71 reconnaissance planes and the F- 
117A stealth fighter. 


During World War II, Lockheed established the facil- 
ity, under the direction of Clarence L. (Kelly) Johnson, to 
build the ultra-secret P-80 Shooting Star, the first jet- 
propelled fighter in the U.S. air fleet. The Skunk Works got 
its name from a nearby chemical plant, the noxious odors 
of which wafted toward the Lockheed facility on windy 
days. Technicians there referred to the plant as the “skunk 
works,” a term taken from the comic strip L'il Abner by Al 
Capp, and eventually the nickname became attached to 
the facility itself. 


Over the decades that followed, the Skunk Works 
produced the U-2 in the 1950s, the A-12 Oxcart and SR-71 
Blackbird in the 1960s, and the F-117A Nighthawk in the 
1980s. It also adapted the C-130, used for troop trans- 
port by airborne forces, for special missions. The Skunk 
Works even built a ship, the U.S. Navy research vessel 
Sea Shadow. 


In addition, engineers at the Skunk Works developed 
the CL-282 and CL-400, two craft that were never went into 
use. The first of these, introduced in 1958, was to be a 
high-altitude reconnaissance craft, but plans for it were 
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NASA selected the Lockheed-Martin Skunk Works to build and test the technology demonstrator VentureStar, as shown in this computer-generated concept. 
Skunk Works emerged from the cloak of secrecy that has shrouded it since the Cold War. AP/WIDE WORLD PHOTOS. 


scrapped in favor of the U-2. The CL-400 was to be a 
successor to the U-2, based on Johnson's design for a 
hydrogen-powered supersonic craft. However, the results 
satisfied neither Lockheed nor the Air Force, and the 
project was abandoned in October 1957. 
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The security and intelligence agencies of Slovakia work in 
the shadow cast by their communist-era predecessors. In 
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a situation common among many nations of the former 
Soviet bloc, Western observers have noted a distressing 
degree of continuity between the old police-state security 
and intelligence apparatus, and that of the new demo- 
cratic state. At the same time, Slovakia has worked to fulfill 
the requirements of integration into the new, post-com- 
munist Europe. 


In 1993, Slovakia separated from the Czech Republic, 
with which it had comprised the nation of Czechoslovakia. 
Citizens of that nation had, during the years of communist 
rule, come to fear the State Security Service, or StBU. By 
1993, the StBU had been disbanded, but four years later, 
Radio Free Europe reported that much of the infrastructure 
of the StBU lingered on under the guise of the new 
Slovenska Informacna Sluzba (Slovak Information Serv- 
ice, or SIS). According to the American information serv- 
ice, the Slovak government regularly conducted surveil- 
lance operations on its citizenry through the SIS. 


A decade later, Slovakia was under consideration for 
membership in both the European Union (EU) and the 
North Atlantic Treaty Organization (NATO), both of which 
require democratization as a prerequisite for admission. 
At the same time Slovakia had progressed toward greater 
democracy, its security and intelligence services had im- 
proved their ability to protect sensitive secrets. Among the 
requirements NATO imposed was the establishment of 
the National Security Office (NBU), which officially began 
operating in November 2001. The purpose of NBU is, in 
part, to protect classified information, which is shared 
between member nations. 


In December 2002, members of the European Union 


approved Slovakia for membership in the EU begin- 
ning in 2004. 


BFURTHER READING: 
BOOKS: 


Williams, Kieran, and Dennis Deletant. Security Intelli- 
gence Services in New Democracies: The Czech Repub- 
lic, Slovakia, and Romania. New York: Palgrave, 2001. 


PERIODICALS: 


Gill, Peter. Review of Security Intelligence Services in 
New Democracies: The Czech Republic, Slovakia, and 
Romania. Slavic Review 61, no. 2 (2002): 375-76. 


ELECTRONIC: 


Naegele, Jolyon. Slovakia: Intelligence Service Reverts 
to Communist-Era Practices. Radio Free Europe/Radio 
Liberty. <http:/\www.rferl.org/nca/features/1997/05/F.RU. 
97052913316.html> (March 1, 2003). 


Slovakia: Intelligence. Federation of American Scientists. 
<http://www.fas.org/irp/world/slovakia/index.html> 
(March 1, 2003). 


SEE ALSO 


Czech Republic, Intelligence and Security 
Hungary, Intelligence and Security 
Poland, Intelligence and Security 


| 84 | 


Slovenia, Intelligence 
and Security 


The principal intelligence agency in Slovenia is the 
Slovenska Obveséevalno-Varnostna Agencija (SOVA; 
Slovenian Intelligence and Security Agency). Domestic 
security priorities set by the national assembly guide 
SOVA, which is responsible for collecting information 
both at home and abroad on groups or individuals who 
might threaten the state and its constitutional system. 


Other components of the Slovenian intelligence and 
security apparatus include the national defense ministry, 
under whose aegis are the 1st Special Brigade of the 
Slovenian Army, also known as the Ministry of Defense 
Reconnaissance and Intervention Service (MORIS), as well 
as the Ministry of Defense Intelligence and Security Serv- 
ice (VOMO). Additionally, the Ministry of the Interior, 
Ministry of Foreign Affairs, National Police Force, and 
Customs Service all have security and/or intelligence roles. 


Slovenia's security depends to a large extent on the 
integration of policies and resources involving the United 
Nations, the Organization for Security and Cooperation in 
Europe, the European Union (EU), and NATO—especially 
with regard to establishing long-term stability in the 
Balkans. 


In December 2002, members of the European Union 
approved Slovenia for membership in the EU begin- 
ning in 2004. 
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Smallpox is an infection caused by the variola virus, a 
member of the poxvirus family. The disease is highly 
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infectious. Passage from person to person via contami- 
nated aerosolized droplets (from sneezing, for example) 
occurs easily, and so the spread of smallpox through a 
population can occur quickly. Like most viruses and other 
microorganisms, the variola virus can be transported from 
one location to another without difficulty, thus making 
smallpox a potentially attractive choice for biological war- 
fare and a serious threat as a weapon of bioterrorists. 


Smallpox is a highly contagious disease. The virus 
can spread by direct contact with those who are infected, 
in contaminated air droplets, and even by touching ob- 
jects such as books and blankets that have been previ- 
ously used by someone who has smallpox. 


When infected with the virus, there is a 12-14 day 
symptom-free period, during which the virus is multiply- 
ing in the body. There is then a sudden onset of symp- 
toms. The symptoms include fever and chills, muscle 
aches, and a flat, reddish-purple rash on the chest, abdo- 
men, and back. These symptoms last about three days, 
after which the rash fades and the fever drops. A day or 
two later, the fever returns, along with a bumpy rash 
starting on the feet, hands, and face. This rash progresses 
from the feet along the legs, from the hands along the 
arms, and from the face down the neck, ultimately reach- 
ing and including the chest, abdomen, and back. The 
individual bumps, or papules, fill with clear fluid, and, over 
the course of 10-12 days, became pus-filled. The pox 
eventually scabs over, and when the scab falls off it leaves 
behind a pock-mark or pit, which remains as a permanent 
scar on the skin of the victim. 


Smallpox can be lethal, usually due to bacterial infec- 
tion of the open skin lesions, pneumonia, or bone infec- 
tions. Asevere and quickly fatal form of smallpox is known 
as “sledgehammer smallpox.” This form of smallpox is 
characterized by bleeding from the skin lesions, as well as 
from the mouth, nose, and other areas of the body. 


Smallpox has been present for thousands of years. 
For example, studies of the mummy of Pharaoh Ramses V, 
who died in 1157 B.c., revealed symptoms of smallpox 
infection. 


Large smallpox epidemics have occurred throughout 
recorded history. Attempts to protect against smallpox 
infection began centuries ago, even thought the microbio- 
logical nature of the disease was then unknown. In the 
tenth century, accounts from China, India, and the Ameri- 
cas describe how individuals who had even a mild case of 
smallpox could not be infected again. Fluid or pus from 
the skin lesions was scratched into the skin of those who 
had never had the illness, in an attempt to produce a mild 
reaction and its accompanying protective effect. Unfortu- 
nately, these efforts sometimes resulted in full-fledged 
smallpox, and helped spread the infection. Such crude 
vaccinations against smallpox were outlawed in Colonial 
America. 


In 1798, Edward Jenner published his observation 
that milkmaids who contracted cowpox infection caused 


Smallpox 


by vaccinia virus (a relative of variola) were immune to 
smallpox. He used infected material from the cowpox 
lesions to prepare an injection that helped protect the 
humans. Although Jenner’s development of immuniza- 
tion was harshly criticized at first, the work paved the way 
for the development of vaccines. 


Until the development of a smallpox vaccine, no 
treatment for smallpox was known, nor could anything 
shorten the course of the disease. Until its eradication, 
smallpox was diagnosed most clearly from the patients’ 
symptoms. Electron microscopic studies could identify 
the variola virus in fluid isolated from disease papules, 
from infected urine, or from the blood prior to the appear- 
ance of the papular rash. 


In the 1960s, the World Health organization (WHO) 
began a campaign to treat people infected with smallpox 
and vaccinate those who might be exposed to the infec- 
tion. The WHO program was extremely successful, and 
the virus was declared eradicated worldwide in May of 
1980. Stored stocks of the virus were maintained in two 
laboratories. One is housed at the Centers for Disease 
Control and Prevention in Atlanta, Georgia. The other 
smallpox stock is maintained in Russia. 


These stocks were slated to be destroyed in the late 
1990s however, U.S. President William J. Clinton halted 
plans for destruction of the American stocks. Concern that 
another poxvirus could mutate (undergo genetic changes) 
and cause human infection, along with the possible use of 
smallpox as a bioterrorist weapon or as a weapon of state- 
sanctioned war, has made preservation of the smallpox 
stock for vaccine development purposes important. As of 
early 2003, the stocks remain undisturbed. 
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Smallpox, or variola major, is a highly contagious disease 
that is caused by the variola virus. The name smallpox 
comes from the Latin word for spotted. A visual hallmark 
of smallpox is the raised bumps that appear on the vic- 
tim’s face and body. Smallpox is fatal in approximately 
25% of cases. 


There is no cure for smallpox, and treatment is sup- 
portive. Prevention of the disease by the administration of 
smallpox vaccine is the most effective strategy to elimi- 
nate the spread of smallpox. Vaccination, conducted on a 
worldwide scale, was successful in effectively eliminating 
smallpox as a naturally occurring disease. 


The eradication of smallpox saw the end of routine 
vaccination programs. As of 2003, no American under the 
age of 30 routinely receives the vaccine. Even in older 
Americans, immunity has likely faded. After the bioterrorist 
anthrax attacks on U.S. citizens in late 2001, concern has 
heightened that smallpox will be used as a terrorist weapon 
ona population that is once again susceptible to infection. 
Beginning in January, 2003, health care workers at strate- 
gic hospitals and research centers across the United States 
received the smallpox vaccine in order to provide a popu- 
lation of immune responders in case of a smallpox out- 
break or mass exposure due to bioterrorism. Mass vacci- 
nation programs are again under study by researchers, 
and smallpox vaccines are scheduled to be available to all 
Americans on a voluntary basis by mid-2004. 


The only smallpox vaccine that is in use today—a 
preparation called Dryvax—is made from vaccinia, a 
poxvirus that is very similar to the smallpox virus. The 
reaction of the immune system to vaccinia confers protec- 
tion to the smallpox virus. The vaccinia virus that is admin- 
istered is alive and causes a mild infection, which is 
inconsequential in most people. However, in a small mi- 
nority of people, the use of the live virus does carry a risk 
that the virus will spread from the site of injection, and that 
side effects will result. 


The side effects are typically minor (e.g., sore arm at 
the injection site, a fever, and generalized body aches). 
However, rare severe side effects are possible, which can 
even be life threatening. These include encephalitis (a 
swelling of the brain and spinal cord), gangrene, extreme 
eczema, and blindness. People whose immune systems 
are not functioning properly are especially at risk, as are 
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those people who have had skin ailments such as eczema 
or atopic dermatitis. The fatality rate due to the vaccine is 
estimated to be one in eight million. 


Despite the risk, smallpox vaccine is worthwhile if 
exposure to smallpox is possible. A single injection of 
vaccinia vaccine preparation provides up to five years of 
immunity to smallpox. A subsequent injection extends 
this protection. Studies have demonstrated that up to 95% 
of vaccinated people are protected from smallpox infec- 
tion. Protection results after just a few days. If exposure to 
smallpox is anticipated—such as in a military campaign— 
vaccination a short time before can be a wise precaution. 


Smallpox vaccine is injected using a two-pronged 
needle dipped into the vaccine solution, which then pricks 
the skin of an upper arm several times in a few seconds. 
The injection typically becomes sore, blisters and forms a 
scab. When the scab falls off, a distinctive scar is left. 


Currently, the stockpile of smallpox vaccine in the 
U.S. is about 15 million doses. The vaccine may be capa- 
ble of being diluted 10 times without losing its protective 
potency. This would extend the coverage to 150 million 
people. As of December 2002, 155 million additional doses 
of smallpox vaccine are being delivered. The new vaccine 
is made from cow tissues that were grown in laboratory 
culture. This technique produces a more uniform vaccine 
preparation than the old method, where tissue was scraped 
from the lesions of infected cows. 


Other smallpox vaccines. The development of improved 
smallpox vaccines, and the refinement of existing vaccine 
preparations, has begun only recently. Research on im- 
proved vaccines largely ended when the demand for vac- 
cinations ended in the 1970s. 


A form of smallpox vaccine called Modified vaccinia 
Ankara (MVA) was developed 40 years ago. The vaccinia 
virus used in this preparation cannot replicate in human 
cells, but still generates an immune response. While the 
vaccine appears to produce fewer side effects than the 
standard vaccinia vaccine, large scale tests have not yet 
been done. 


Another vaccinia strain that has been used to develop 
a smallpox vaccine is called LC16m8. In contrast to MVA, 
LC16m8 does replicate inside human cells. However, the 
virus lacks some of the usual surface proteins that may be 
important in the immune response. 


Genetic engineering is also playing a role in smallpox 
vaccine development. For example, a vaccinia strain has 
been engineered that does not form certain proteins un- 
less the antibiotic tetracycline is present. The idea here is 
that the vaccine and the antibiotic would be taken simulta- 
neously. Inthe event of an adverse vaccine reaction, use of 
the antibiotic would be stopped, which would stop the 
immune reactivity of the vaccinia virus. This approach is 
still in the laboratory stage. 
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A Canton, Massachusetts, police officer, left, is seen outside the offices of Acambis Inc., a licensed producer of smallpox vaccine, in October 2001. The fear of 
bioterrorism attacks has spurred federal officials to ask the British-owned company to speed up production of the vaccine. AP/WIDE WORLD PHOTOS. 
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A World War ll-era British secret service division, the 
Special Operations Executive (SOE), formed on July 19, 
1940, to coordinate subversion and sabotage in enemy- 
occupied countries. SOE agents distributed propaganda, 
blew up bridges, directed air strikes, destroyed factories, 
and taught resistance tactics. Most of SOE’s success came 
in France, Yugoslavia, Greece, and Italy, although it also 
conducted major operations in Albania, Abyssinia, Bel- 
gium, Burma, China, Denmark, Hungary, Malaya, Norway, 
Poland, Romania, Siam (present-day Thailand), Turkey, 
and the Dutch East Indies. SOE disbanded on January 15, 
1946, with many of its agents moving to MI6. 


With the fall of France in 1940, SOE received authori- 
zation to begin operations to divert German, Italian, and 
Japanese attention away from the main fighting fronts 
towards the rear areas. The division, with headquarters 
scattered throughout London, developed three branches: 
S01 for propaganda, SO2 for active operations, and SO3 
for planning. Resistance movements had already formed 
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in occupied countries, and it fell to SOE to finance, supply, 
and direct these operations. It did not operate effectively 
in the main enemy homelands of Germany and Japan 
because the locals were too unfriendly and the police 
too strong. 


In order to achieve its goals, SOE relied upon 470 
agents, 117 of whom died in action. The agents generally 
parachuted behind the lines to teach unarmed combat, 
bomb building, and espionage strategies to resistance 
fighters, but a number were pulled from the criminal ranks 
to supply expertly forged documents. SOE’s greatest suc- 
cess may have been the 1942 bombing of a Norwegian 
plant that supplied heavy water (deuterium oxide) to Ger- 
many for use in developing an atomic bomb. Another 
notable achievement came when SOE agents guided a 
Royal Air Force attack on Gestapo headquarters in Den- 
mark that permitted one prisoner escaping from the rub- 
ble to pick up a file of the names of Danish collaborators to 
be used as evidence at treason trials after the war. SOE so 
succeeded in harassing the Axis powers that they pulled 
troops from the front lines and sent them to guard rail- 
ways, storage depots, and factories, while the British in 
contrast simply relied upon old men to protect these 
facilities. 


An accurate measure of SOE’s impact is difficult. The 
requirements of clandestine work meant that SOE agents 
rarely left written records, and those few official papers 
that do exist have been classified secret by the British 
government. The little that is known about the division 
marks it as a success. 
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The United States Army Soldier and Biological Chemical 
Command (SBCCOM) is a support organization focused 


on the development, response to, and safe handling of 
chemical weapons. Formed in 1998 from the merger of 
two earlier groups, SBCCOM is heavily involved in prepar- 
edness training for both military and civilians to prevent 
or, if necessary, respond to terrorist attacks. 


In December 1998, the United States Army combined 
its Chemical and Biological Defense Command and its 
Soldier Systems Command to form SBCCOM. The new 
command, which brought together expertise in soldier, 
chemical, and biological areas, was responsible for re- 
search, development, and implementation of chemical, 
biological, and soldier missions. It would also oversee the 
chemical weapons stockpile of the United States Army 
from its headquarters in the Edgewood Area of the Aber- 
deen Proving Ground in Maryland. 


Mission. The mission of SBCCOM is to develop, integrate, 
acquire, and sustain soldier and NBC [nuclear, biological, 
and chemical] defense technology, systems, and services 
to ensure the decisive edge and maximum protection for 
the United States. Provide for the safe storage, treaty 
compliance, and destruction of classified material. 


To this end, the command is involved in three princi- 
pal areas: research, development, and acquisition of chemi- 
cal and biological weapons and defense systems; emer- 
gency preparedness and response in the event of attack; 
and the safe, secure storage, remediation, and demilitari- 
zation of chemical and biological weapons. 


Realizing mission objectives. Research takes place in two 
principal centers. At the Edgewood Chemical Biological 
Center, project managers undertake concept exploration, 
demonstration, validation, and emergency manufactur- 
ing development for production of chemical defense sys- 
tems, aerosol systems, flame weapons, and obscuring 
smoke. At the Soldier Systems Center in Natick, Massa- 
chusetts, SBCCOM analysts address problems of total life- 
cycle management for the soldier through centralized 
development, procurement, and integration. These issues 
involve matters such as shelters, airdrops, field service, 
and organizational equipment. 


SBCCOM oversees the safe and secure storage of 
chemical weapons at eight depots scattered across the 
United States: Edgewood, Maryland; Blue Grass, Ken- 
tucky; Newport, Indiana; Anniston, Alabama; Pine Bluff, 
Arkansas; Pueblo, Colorado; Tooele, Utah; and Umatilla, 
Oregon. At these sites, SBCCOM also regulates U.S. com- 
pliance with international treaties on chemical weapons. 
Additionally, a post at Rocky Mountain Arsenal in Colo- 
rado is charged with safely destroying old chemical 
weapons. 


Inthe area of emergency preparedness and response, 
SBCCOM directs the Army Technical Escort Unit, which is 
globally deployable and has a history that goes back to the 
Korean War. (Other aspects of SBCCOM activities date to 
the period between the world wars, which saw early 
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efforts to control the spread and use of the chemical 
weapons that had been displayed with such gruesome 
effect on the Western Front in World War I.) SBCCOM 
also leads the Domestic Preparedness Program, which in 
1998 made the news with education efforts in 120 cities 
nationwide. 
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Solid-phase microextraction (SPME) is a chemical tech- 
nique designed to detect chemical compounds. In its 
forensic application, it is used to find chemical warfare 
agents, high explosives, or illegal drugs. Among the world’s 
leading research institutes in forensic SPME work is Law- 
rence Livermore National Laboratory's Forensic Science 
Center (FSC) in San Francisco. Established in 1991, the 
FSC, which had 15 staff members in 2002, implements a 
variety of research tools in forensics. Among these is 
SPME, which makes use of optical fibers to collect chemi- 
cal samples. 


Extremely small, these fibers are about 100 microme- 
ters thick—the width of a human hair. Stored in syringes, 
they are coated with chemicals made to respond to spe- 
cific substances such as particular explosives or drugs. 
With a minimum of disruption and effort, these “chemical 
dipsticks” can collect thousands of compounds. 


One of the few drawbacks of the fibers used in SPME 
is the fact that they are extremely fragile, and for this 
reason, the FSC developed durable aluminum storage 
tubes. They have also provided the Federal Bureau of 
Investigation with portable SPME field kits, as well as a 
transport tube small enough to fit in a shirt pocket. The 
FSC is licensing both versions to private industry for sale 
to the federal government. 


Soman 


SPME has been used at the FSC to monitor the safety 
of nuclear warheads as part of the Stockpile Steward- 
ship Program. After collecting samples of volatile and 
semivolatile molecules formed from the breakdown of 
organic polymers and high explosives, scientists look for 
signs that corroded parts may need to be replaced. 
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Soman (or “GD”) is a synthetic (human-made) compound 
that affects the functioning of nerves. As such, Soman is 
one of a group of chemicals that are known as nerve agents. 


Soman was developed in Germany in 1944. Its origi- 
nal purpose was as an insecticide. The chemical, which 
does not occur naturally in the environment, is simi- 
lar to the group of insect poisons (pesticides) called 
organophosphates, both in activity and in how they are 
applied (i.e., airborne release). However, Soman (and 
nerve agents in general) are much more potent and deadly 
than the insect nerve poisons. 


Several properties of Soman are responsible for its 
potency. It is normally a clear, colorless, and tasteless 
liquid, and so is not easily detected. While it typically has a 
slight odor reminiscent of rotting fruit, this smell can be 
disguised upon mixing with water or food. Even wetting 
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the skin with soman-contaminated water can be lethal, as 
the poison is absorbed through the skin. In addition, 
Soman can vaporize when heated, and retains its toxicity 
when inhaled. The vapor can even cling to clothing and 
affect others as is it released from the clothing. 


The effects of Soman begin almost immediately upon 
exposure. Within minutes to hours the nerves that control 
the functioning of muscles are inhibited from turning off 
the stimuli that trigger muscle activity. At the molecular 
level, this occurs via the inactivation of an enzyme that 
breaks apart another chemical that acts as a bridge be- 
tween adjacent nerve cells, and so allows a nerve impulse 
to flow. Because the bridging chemical remains intact, 
nerve impulses cannot be controlled or turned off. As a 
result of the constant activity, muscles such as the lungs 
tire and can cease to function. Some of the symptoms 
associated with Soman exposure include watery and painful 
eyes, coughing, rapid breathing, diarrhea, confusion, head- 
ache, slow or fast heart rate, and, in severe cases, uncon- 
sciousness, convulsions, and respiratory failure. 


These effects occur for only a short time after Soman 
vapor is released into the atmosphere, since it is a very 
volatile compound. When incorporated into water or food, 
however, Soman can remain active and deadly for a 
longer time. 


The damage due to Soman is cumulative. Because 
the chemical can persist in the body, repeated exposure 
increases the concentration of Soman in the body. People 
in low-lying areas and valleys can be especially suscepti- 
ble, as Soman is more dense than air and so “settles out” 
near the bottom of depressions. 


Soman was one of the nerve agents that may have 
been used against the people of Iran by the government of 
Iraq under Suddam Hussein during the Iran-Iraq war in the 
1980s. Soman once also once produced as a chemical 
weapon by the United States. Production by the United 
States ceased decades ago. 
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SONAR, an acronym for Sound Navigation and Ranging, 
is a technique based on echolocation used for the detec- 
tion of objects underwater. 


Historical development of SONAR. Ancient drawings depict 
the use of long tubes as non-mechanical underwater lis- 
tening devices to detect and transmit sound in water. In 
the late nineteeth century, scientists began to explore the 
physical properties associated with sound transmission in 
water. In 1882, a Swiss physicist, Daviel Colladen, at- 
tempted to calculate the speed of sound in the known 
depths of Lake Geneva. Based upon the physics of sound 
transmission articulated by English physicist Lord Rayleigh 
(1842-1914), and the piezoelectric effect discovered by 
French scientist Pierre Curie (1509-1906), in 1915, French 
physicist Paul Langevin (1872-1946) invented the first 
system designed to utilize sound waves and acoustical 
echoes in an underwater detection device. 


In the wake of the Titanic disaster, Langevin and his 
colleague Constantin Chilowsky, a Russian engineer then 
living in Switzerland, developed what they termed a 
“hydrophone” as a mechanism for ships to more readily 
detect icebergs (the vast majority of any iceberg remains 
below the ocean surface). Similar systems were put to 
immediate use as an aid to underwater navigation by 
submarines. 


Improved electronics and technology allowed the 
production of greatly improved listening and recording 
devices. Because passive SONAR is essentially nothing 
more than an elaborate recording and sound amplification 
device, these systems suffered because they were de- 
pendent upon the strength of the sound signal coming 
from the target. The signals or waves received could be 
typed (i.e. related to specific targets) for identifying char- 
acteristics. Although skilled and experienced operators 
could provide reasonably accurate estimates of range, 
bearing, and relative motion of targets, these estimates 
were far less precise and accurate than results obtained 
from active systems unless the targets were very close— 
or were very noisy. 


The threat of submarine warfare during World War | 
made urgent the development of SONAR and other means 
of echo detection. The development of the acoustic trans- 
ducer that converted electrical energy to sound waves 
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enabled the rapid advances in SONAR design and technol- 
ogy during the last years of the war. Although active 
SONAR was developed too late to be widely used during 
World War | the push for its development produced enor- 
mous technological dividends. Early into World War Il, the 
British Anti-Submarine Detection and Investigation Com- 
mittee (its acronym, ASDIC, became a name commonly 
applied to British SONAR systems) made efforts to outfit 
every ship in the British fleet with advanced detection 
devices. The use of ASDIC proved pivotal in the British 
effort to repel damaging attacks by German submarines. 


SONAR and RADAR. Although they rely on two fundamentally 
different types of wave transmission, SONAR and Radio 
Detection And Ranging (RADAR) and both are remote 
sensing systems. While active SONAR transmits acoustic 
(i.e., sound) waves, RADAR sends out and measures the 
return of electromagnetic waves. 


In both systems these waves return echoes from 
certain features or targets that allow the determination of 
important properties or attributes of the target (e.g., shape, 
size, speed, distance to target, etc.). Because electromag- 
netic waves are strongly attenuated (diminished) in water, 
RADAR signals are mostly used for ground or atmos- 
pheric observations. Because SONAR signals easily pene- 
trate water, they are ideal for navigation and measure- 
ment under water. Within the ocean, the speed of sound 
varies with changes in temperature and pressure, and 
these conditions can also be determined by alterations in 
SONAR signals. 


SONAR usually operates at frequencies in the 
10,000-50,000 Hz range. Higher higher frequencies pro- 
vide more accurate location data, but propagation losses 
(i.e. loss of signal strength over distance) also increase 
with frequency. 
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Utilizing the unique properties of sound transmission in 
water, during the 1950s, the United States Navy devel- 
oped the Sound Surveillance System (SOSUS). Code 
named “Jezebel” the SOSUS system provided critical 
monitoring of Soviet submarine and ship movements, 
especially through the critical ocean gaps between Green- 
land, Iceland, and the United Kingdom (the GI-UK gap). 
SOSUS systems were so sensitive that trained observers 
could determine ship type—and in some cases, identify 
specific ships. 


SOSUS used arrays of hydrophones (underwater mi- 
crophones) strategically placed along the ocean bottom. 
The hydrophones were connected by cables to onshore 
monitoring stations. 


In addition to localized sound readings (i.e., sounds 
detected within the expected range of the hydrophones), 
SOSUS also picked up sounds channeled through specific 
conditions of state (i.e., pressure, temperature) or salinity 
that create channels though which sound waves propa- 
gate over long distances with minimal resistance and 
minimal loss of strength. This sound fixing and rang- 
ing channel (SOFAR channel) was discovered indepen- 
dently by American and Soviet scientists in 1943 during 
World War Il. 


SOFAR channels are capable of transmitting the low 
frequency, long wavelength sound waves produced by an 
explosion. Sound waves can be trapped effectively in 
SOFAR channels and propagate with little loss of energy 
over distances in excess of 15,500 miles (25,0000 km). 


Naval communication systems utilize low frequency, 
long wavelength signals to enhance communications with 
submerged submarines. Prior to the widespread use of 
Global Positioning System (GPS) equipment, the SOFAR 
channel was also used for navigation and the location of 
marine craft. Evidence gathered by marine biologists indi- 
cates that certain species of whales utilize the SOFAR 
channel to communicate mating calls over long distances. 


In general, the speed of sound depends upon the 
medium through which the sound waves propagate and 
the properties of the medium (e.g., state, temperature, 
pressure, salinity, etc.) Accordingly, the speed of sound 
differs in air, fresh water, and oceanic saltwater. 


Within the ocean, the speed of sound varies with 
changes in temperature and pressure. When the near- 
surface layer is well mixed by currents and surface action, 
the resulting isothermal layer provides uniform propaga- 
tion of sound. When a temperature gradient exists (e.g., a 
temperature decrease with increasing depth), the result- 
ing thermocline shows a characteristic decrease in the 
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speed of sound with decreasing temperature. At some 
depth (approximately 420 fathoms or 750 meters), the 
variations in temperature become so slight that the water 
becomes isothermal. As depth increases, so does the 
pressure. Because pressure is directly proportional to 
sound wave transmission speeds, as the pressure in- 
creases with depth so does the speed of sound. 


Specific combinations of temperature, pressure, and 
salinity may act to create “shadow zones” that are resist- 
ant to the propagation of sound waves or that act as 
reflectors of sound waves. Soviet submarine captains 
attempted to use these zone or layer to conceal their ships 
from detection by surface SONAR arrays. The layers could 
also to “bend” signals detected by the SOSUS array in 
order to attempt to conceal ship movements. In practice, 
staying within such layers proved impossible to maintain 
for extended periods, and intermittent SOSUS plots could 
be used to track ship movements or provide a probable 
position to explore with the use of sonar buoys dropped 
by airplane. 


Surface sonar buoys were also used to fill gaps in the 
SOSUS listening network. 
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After decades of segregation under the system of apart- 
heid, South Africa in 1994 became a multiracial democ- 
racy. In place of the old regime, which included the dreaded 
Bureau of State Security—BOSS, a agency portrayed 
memorably by British author Graham Greene in The Human 
Factor (1978)—the new South Africa had its own intelli- 
gence and security organizations. Included among these 
are the National Defense Force Intelligence Division, the 
National Intelligence Agency (NIA), the South African Police 
Service (SAPS), the South African Secret Service (SASS), 
and the National Intelligence Coordinating Committee 
(NICOC), which oversees these agencies. 


The South African National Defense Force (SANDF) 
consists of four military organizations—army, navy, air 
force, and medical service—as well as support services. It 
was formed from the integration of the old South African 
Defense Force with the armies of the three former racial 
homelands (Transkei, Bophuthatswana, and Venda), as 
well as those of political parties, including the African 
National Congress (ANC), Pan Africanist Congress (PAC), 
Umkhonto weSiswe, and the Azanian People’s Liberation 
Army. Similarly, NIA was formed from a combination of 
the old National Intelligence Service with the intelligence 
services of ANC, PAC, and the three former homeland 
intelligence services, and the ANC and PAC. Likewise 
SAPS is an amalgam of the old South African Police and 10 
former homeland agencies. 


The SANDF Intelligence Division collects and evalu- 
ates military intelligence, and supplies this as needed to 
national leadership. NIA is charged with collecting domes- 
tic intelligence concerning persons or groups who may 
potentially threaten the security of the republic or its 
people. Among the special units of SAPS are the Crime 
Combatting and Investigation Division; the National In- 
vestigative Service, whose roles include counterintelli- 
gence work with NIA; the Visible Policing Division, a 
crime-prevention organization; and the Special Guard Unit, 
which performs a bodyguard function similar to that of the 
U.S. Secret Service. SASS conducts foreign intelligence 
and counterintelligence operations. 


NICOC, which reports to the president and cabinet, 
brings together the Coordinator for Intelligence, the Direc- 
tor-General of NIA, the chief of the National Defense Force 
Intelligence Division, the head of the National Investiga- 
tion Service of SAPS, and the Director-General of SASS. It 
thus serves as a “joint chiefs of staff” for the South African 
intelligence community. 
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South Korea, Intelligence 
and Security 


South Korea, or the Republic of Korea (ROK), has an 
intelligence and security apparatus that is, in many re- 
spects, modeled on that of the United States. The ranking 
system in the defense forces is similar to that of the U.S. 
Army, Navy, Air Force, and Marines, and the Presidential 
Security Service (PSS) performs a role similar to that of 
the U.S. Secret Service. The National Intelligence Service 
(NIS) was even known as the Korean Central Intelligence 
Agency (KCIA) from 1961 to 1981. On the other hand, the 
police system in the ROK is quite unlike that of the 
United States. 


In addition to an army, navy, air force, and marine 
corps, the ROK military includes the Homeland Reserve 
Force. Overseeing the entire military structure are two 
executive bodies, the National Security Council and the 
Ministry of Defense. Military intelligence across all branches 
is the work of the Defense Security Command, formed in 
1977 from a merger of the Army Security Command, the 
Navy Security Unit, and the Air Force Office of Special 
Investigations. 


Though some of these units had names identical to 
agencies in the U.S. Army, the model for the DSC and its 
predecessor organizations was the system in Taiwan, or 
the Republic of China (ROC), where the Guomindang Party 
had political officers monitoring the military services. 
The ROK and ROC have similar political histories. Both 
represent democracy in divided nations whose other 
portion—North Korea and the People’s Republic of China 
respectively—is communist. Yet both systems were, until 
near the end of the twentieth century, notorious in the 
West for the limitations they placed on individual liberties. 
Both have since experienced liberalization efforts that, in 
the ROC, led to the end of the one-party Guomindang rule, 
and in the ROK, reduced the power of the chief intelli- 
gence agency. 


Created in 1961, KCIA had a mission combining that 
of the United States CIA and the Federal Bureau of Investi- 
gation, though its power in domestic affairs—including 
virtually unlimited authority to arrest and imprison—was 
far greater than that of its American counterparts. After 
KCIA chief Kim Chae-gyu assassinated the dictatorial Presi- 
dent Park Chung Hee in 1979, KCIA experienced a purge 
and loss of power. It emerged in 1981 as the Agency for 
National Security Planning (ANSP), which still exerted 
enormous influence. ANSP’s role in the 1987 torture and 
death of student dissident Pak Chong-ch’ol helped spark a 
move for greater democratization. This ultimately resulted 
in the 1999 dissolution of ANSP in favor of the National 
Intelligence Service, which is more clearly subordinated 
to the national assembly. 


Soviet Union, Intelligence and Security 


In the ROK, there is no local police system; rather, all 
police are under the authority of the National Police Agency. 
The latter exerts its authority from the capital in Seoul, 
where it controls five special-task police agencies, in- 
cluding marine police, and thirteen provincial police 
headquarters. 
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On December 20, 1917, less than two months after the 
October Social Revolution in Russia, the All-Russian Spe- 
cial Commission for Combating Counter-revolution and 
Sabotage (VChK) was created in the new Soviet Russia. 
The agency was created by decree of the Council of the 
People’s Commissar (SNK), the government at that time, 
“for combating counter-revolution and sabotage.” The 
main aim of the commission was the suppression of any 
opposition to the new regime in any form, and in this case 
“suppression” very often meant physical extermination 
of persons who did not approve the regime. In September 
1918, the SNK promulgated the decree that came to be 
known as the “Red Terror.” Officially, the red terror was 
provoked by the increasing activity of the opposition that 
threatened the emerging Soviet government. The decree 
served as a basis for purging opposition, however, and 
punishing perceived enemies of the Soviet power by 
isolation in concentration or work camps. The VChK be- 
gan an organized campaign to capture perceived enemies 
of the state, imprison them, or often, execute them with- 
out benefit of a trial. 
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The Liman, center, an intelligence-gathering vessel of Russia's Black Sea Fleet, sails through the Bosphorus Strait in 1999 on a mission to gain information 


about conflicts among the Balkan states. AP/WIDE WORLD PHOTOS. 


In February 1922, the VChK was formally abolished, 
but it was practically reorganized as the State Politic 
Administration of NKVD, and in November 1923, it was 
reorganized again as the Joint State Politic Administration 
(OGPU) of the SNK. Felix Dzerzhinskii, a former profes- 
sional revolutionary born in Poland, headed these struc- 
tures until his death in 1926. Compared to the VChK, the 
OGPU’s activities enlarged, as it began to engage not only 
in problems of internal security of the regime, but also in 
problems of intelligence and active work abroad. The 
Foreign Department (INO) was created within the OGPU in 
December 1920, for the purpose of conducting intelli- 
gence and subversive activities in foreign countries. In this 
work, the OGPU cooperated actively with the Comintern, 
the Communist International, whose leaders of were in 
Moscow, and which was under total control of the Com- 
munist Party of the Soviet Union. 


The People’s Commissariat of Home Affairs (NKVD) 
was also organized in 1917 in Soviet Russia to handle the 
security concerns of the new regime. The country’s police 
force (officially named “militsia”) reported to the NKVD. 
Functions of the NKVD and successors of the VChK often 
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became entangled, and during the period from the 1920s 
until the beginning of World War II, these two organiza- 
tions operated both jointly and separately. In 1934, the 
new “All-Union” People’s Commissariat of Home Affairs 
(known again as the NKVD) was created. The new NKVD 
included the Main Agency of State Security (GUGB), which 
was the successor of the OGPU. The new NKVD also 
included the central agency of Militsia (police), the border 
and internal guards, and the fire guards. 


A notorious arm of the NKVD was the main agency 
responsible for labor camps and deportation, the Gulag. 
Activities of the infamous Gulag were described in detail 
in the works of the Nobel Prize-winning Soviet dissident 
and work camp prisoner Alexander Solzhenitsyn. The 
Gulag interred millions of political prisoners in camps 
throughout the Soviet Union, and became infamous for its 
cruel methods of suppression. 


From September 1936, until December 1938, the head 
of the NKVD was Nikolai Ezhov, who became infamous for 
his efficient cruelty. During this period of purges ordered 
by the Soviet leader Joseph Stalin and known as the Great 
Terror, over 1.5 million Soviet citizens were arrested for 
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The Kremlin learned of U.S. battle plans for the 1991 Persian Gulf War through its electronic spy network based in Cuba and known as Lourdes, seen in this 


photo taken by a U.S. spy plane. AP/WIDE WORLD PHOTOS. 


crimes against the state. Almost half of those arrested 
were executed by gunfire. Although acting under direct 
orders from Stalin, this period is often referred to as 
“Ezhovshina,” meaning Ezhov’s time. Eventually, Ezhov 
himself was arrested and executed, as Stalin grew suspi- 
cious of Ezhov’s knowledge and tactics. Ezhov was re- 
placed by Lavrenti P. Beria, who served as the head of the 
NKVD, along with other Soviet security agencies until 
1953, when Beria was arrested and shot for attempting to 
gain power after the death of Stalin. The Great Terror 
continued under Beria, with the numbers interned in the 
Gulag work camps estimated between 4 and 20 million by 
the end of 1939. 


Also before World War II, Soviet intelligence gave 
serious attention to suppressing political enemies of the 
regime. Probably the best-known example of such activity 
is the assassination of Leon Trotsky, the main political 
enemy of Stalin and one of the leaders of the Russian 
Revolution. Trotsky was deported from the USSR in 1929; 
he roamed from country to country seeking political ref- 
uge, finally settling in Mexico. Soviet secret services tried 
to murder him several times according Stalin’s order. At 


first, the Russians used Mexican communists in the at- 
tempts to murder Trotsky. In one such attempt, the fa- 
mous Mexican painter David Siqueiros participated. A 
group of Mexicans with machine guns riddled Trotsky’s 
bedroom with bullets one night, then escaped, assuming 
that Trotsky was dead. Trotsky and his wife, however, 
were alerted, and hid safely under the bed. After this 
assassination attempt, Trotsky supporters guarded his 
home. Finally, the Russian NKVD agent Ramon Merkader 
befriended Trotsky’s secretary, and through her unknow- 
ing confidence, gained access to the Trotsky home carry- 
ing an ice-axe, and carried out the assassination of on 
August 20, 1940. 


The Komitet Gosudarstvennoy Bezopasnosti (KGB), 
or Committee for State Security, was the primary organi- 
zation during the Soviet period for intelligence and coun- 
terintelligence matters, although it often played a role in 
maintaining domestic security alongside the NKVD. In the 
years of the new Soviet Republic before World War Il, 
some people in Western countries supported commu- 
nism and cooperated with the KGB for ideological rea- 
sons. One famous example of such cooperation is the case 
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Space Imaging 


of the “Cambridge five.” Soviet intelligence drew upon 
the sympathies and cooperation of five students at Cam- 
bridge University (Kim Philby, Donald McLean, Guy Bur- 
gess, John Carincross, and Anthony Blunt) to recruit them 
as spies in the 1930s. After World War Il, several members 
of the spy ring attained key positions in the British intelli- 
gence service, where they gained access to many of Brit- 
ain’s most guarded secrets. Led by Philby, components of 
the spy ring fed Western intelligence secrets to the Soviets 
for over a decade after the war. After they were exposed, 
MacLean and Burgess defected to the Soviet Union in 
1949; Philby escaped detection and functioned in his role 
as double agent until 1963, when he also defected and 
became a colonel in the KGB. Both Blunt and Carincross 
escaped detection and remained in Britain until the 1990s, 
when they were exposed by the British government. 


During World War II, the activity of all Soviet intelli- 
gence and secret services became much more active; old 
agent ties were restored and new ones were created. 
Counter-intelligence and strategic data connected with 
the war activity were obtained. After the end of the war the 
“atomic espionage” began. And along with this, the con- 
centration camps continued to exist in the country, and 
new repressive tasks appeared. Stalin, for example, or- 
dered the exile of entire nations (e.g., the Crimean Tartars, 
the Chechens), and this order was executed strictly. 


Activities of the Soviet secret services remained acute 
after World War Il. In 1954, the famous State Security 
Committee (KGB) was again created after reorganization, 
which conducted intelligence and repressive activities 
along with other information gathering. The head of the 
KGB enjoyed an important position in the totalitarian 
regime hierarchy, and one, Yuri Andropov, even became 
the head of the Soviet state. KGB leaders played an impor- 
tant role in the attempt to overthrow the government of 
the first (and last) president of the USSR, Mikhail Gorbachev, 
when they isolated Gorbachev in the Crimea for three 
days during his vacation in August, 1991. 


The KGB was essentially abolished after the failure of 
the anti-Gorbachev putsch and the collapse of the USSR in 
1991. The following agencies were created from within the 
KGB: the Federal Security Service (FSB); the Federal Agency 
of Government Intercommunication, which is responsible 
for communications between top state officials; the Guard 
Service, which guards top state officials; and the Outer 
Intelligence Service, which collects and processes all data 
coming from abroad. 


Immediately after the Red (Soviet) Army was created 
in the early twentieth century, its own intelligence was 
organized, and by 1917, the Department of Agitation and 
Intelligence of the General Staff was operational. With the 
increasing power of the Army, its intelligence strength- 
ened, and before World War II, the Intelligence agency of 
the Red Army was formally organized in 1934, and later 
reorganized again into the Main Intelligence Agency (GRU). 
The Soviet Army Intelligence existed until the collapse of 
the USSR, and today exists in the Russian Army. In the end 
of the Soviet epoch, this Agency was the most powerful 


| 9% | 


intelligence structure, and executed different tasks of both 
strategic and operative intelligence with large networks of 
agents abroad and representatives in practically in every 
Soviet embassy. The GRU had its own dedicated troops 
and unofficially competed with the KGB for power and 
prestige in the Soviet government. 
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Although NASA is a civilian space agency, the United 
States military has used the space shuttle fleet to carry 
classified military payloads into space. The Department of 
Defense (DoD) had generally received priority in schedul- 
ing national security related flights. In addition to fully 
classified missions, the Department of Defense (DoD) has 
contracted shuttle research time and lifted unclassified 
early warning satellites into orbit. Satellites deployed from 
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the shuttle, or serviced by shuttle crews, are used for 
electronic intelligence, photographic and radar reconnais- 
sance, and defense communications. 


By 1990, at least eight classified military satellites 
were placed in orbit during classified shuttle missions. 
Although the shuttle fleet is still used for a range of 
classified missions, following the loss of Challenger the 
military shifted emphasis to launching classified military 
satellites by expendable rockets. 


The Shuttle Program 


The space shuttle is a reusable spacecraft that takes off like 
a rocket, orbits the Earth like a satellite, and then lands like 
a glider. The space shuttle has been essential to the repair 
and maintenance of the Hubble Space Telescope and for 
construction of the International Space Station; it has also 
been used for a wide variety of other military, scientific, 
and commercial missions. It is not capable of flight to the 
Moon or other planets, being designed only to orbit 
the Earth. 


The first shuttle to be launched was the Co/umbia, on 
April 12, 1981. Since that time, two shuttles have been lost 
in flight: Challenger, which exploded during takeoff on 
January 28, 1986, and Columbia, which broke up during 
reentry on Feb. 1, 2003. Seven crew members died in each 
accident. The three remaining shuttles are the Atlantis, the 
Discovery, and the Endeavor. The first shuttle actually 
built, the Enterprise, was flown in the atmosphere but 
never equipped for space flight; it is now in the collection 
of the Smithsonian Museum. 


A spacecraft closely resembling the U.S. space shut- 
tle, the Aero-Buran, was launched by the Soviet Union in 
November, 1988. Buran’s computer-piloted first flight was 
also its last; the program was cut to save money and all 
copies of the craft that had been built were dismantled. 


Mission of the space shuttle. At one time, both the United 
States and the Soviet Union envisioned complex space 
programs that included space stations orbiting the Earth 
and reusable shuttle spacecraft to transport people, equip- 
ment, raw materials, and finished products to and from 
these space stations. Because of the high cost of space 
flight, however, each nation eventually ended up concen- 
trating on only one aspect of this program. The Soviets 
built and for many years operated space stations ( Salyut, 
1971-1991, and Mir, 1986-2001), while Americans have 
focused their attention on the space shuttle. The brief 
Soviet excursion into shuttle design (Buran) and the U.S. 
experiment with Skylab (1973-1979) were the only excep- 
tions to this pattern. 


The U.S. shuttle system—which includes the shuttle 
vehicle itself, launch boosters, and other components—is 
officially termed the Space Transportation System (STS). 


Space Shuttle 


Lacking a space station to which to travel until 1998, when 
construction of the International Space Station began, the 
shuttles have for most of their history operated with two 
major goals: (1) the conduct of scientific experiments in a 
microgravity environment and (2) the release, capture, 
repair, and re-release of scientific, commercial, and mili- 
tary satellites. Interplanetary probes such as the Galileo 
mission to Jupiter (1989-) have been transported to space 
by the shuttle before launching themselves on interplane- 
tary trajectories with their own rocket systems. Since 
1988, the STS has also been essential to the construction 
and maintenance in orbit of the International Space Station. 


One of the most important shuttle missions ever was 
the repair of the Hubble Space Telescope by the crew of 
the Endeavor in December, 1993 (STS-61). The Hubble 
had been deployed, by a shuttle mission several years 
earlier, with a defective mirror; fortunately, it had been 
designed to be repaired by spacewalking astronauts. The 
crew of the Endeavor latched on to the Hubble with the 
shuttle’s robotic arm, installed a corrective optics package 
that restored the Hubble to full functionality. The Hubble 
has since produced a unique wealth of astronomical 
knowledge. 


The STS depends partly on contributions from na- 
tions other than the U.S. For example, its Spacelab 
modules—habitable units, carried in the shuttle’s cargo 
bay, in which astronauts carry out most of their ex- 
periments—are designed and built by the European Space 
Agency, and the extendible arm used to capture and 
release satellites—the “remote manipulator system” or 
Canadarm—is constructed in Canada. Nevertheless, the 
great majority of STS costs continue to be borne by the 
United States. 


Structure of the SIS. The STS has four main components: 
(1) the orbiter (i.e., the shuttle itself), (2) the three main 
engines integral to the orbiter, (3) the external fuel tank 
that fuels the orbiter’s three engines during liftoff, and (4) 
two solid-fuel rocket boosters also used during liftoff. 


The orbiter. The orbiter, whichis manufactured by Rockwell, 
International, Inc., is approximately the size of a commer- 
cial DC-9 jet, with a length of 122 ft (37 m), a wing span of 
78 ft (24 m), and a weight of approximately 171,000 Ib 
(77,000 kg). Its interior, apart from the engines and various 
mechanical and electronic compartments, is subdivided 
into two main parts: crew cabin and cargo bay. 


The crew cabin has two levels. Its upper level—literally 
“upper” only when the shuttle is in level flight in Earth’s 
atmosphere, as there is no literal “up” and “down” when 
it is orbiting in free fall—is the flight deck, from which 
astronauts control the spacecraft during orbit and de- 
scent, and its lower level is the crew’s personal quarters, 
which contains personal lockers and sleeping, eating, and 
toilet facilities. The crew cabin’s atmosphere is approxi- 
mately equivalent to that on the Earth’s surface, with a 
composition 80% nitrogen and 20% oxygen. 
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Space Shuttle 


The cargo bay is a space 15 ft (4.5 m) wide by 60 ft (18 
m) long in which the shuttle’s payloads—the modules or 
satellites that it ports to orbit or back to Earth—are stored. 
The cargo bay can hold up to about 65,000 Ib (30,000 kg) 
during ascent, and about half that amount during descent. 


The shuttle can also carry more habitable space than 
that in the crew cabin. In 1973, an agreement was reached 
between the U.S. National Aeronautics and Space Admin- 
istration (NASA) and the European Space Agency (ESA) 
for the construction by ESA of a pressurized, habitable 
workspace that could be carried in the shuttle’s cargo bay. 
This workspace, designated Spacelab, was designed for 
use as a laboratory in which various science experiments 
could be conducted. Each of Spacelab module is 13 ft (3.9 
m) wide and 8.9 ft (2.7 m) long. Equipment for experi- 
ments is arranged in racks along the walls of the Spacelab. 
The whole module is loaded into the cargo bay of the 
shuttle prior to take-off, and remains there while the 
shuttle is in orbit, with the cargo-bay doors opened to give 
access to space. When necessary, two Spacelab modules 
can be joined to form a single, larger workspace. 


Propulsion Systems. The power needed to lift a space shuttle 
into orbit comes from two solid-fuel rockets, each 12 ft (4 
m) wide and 149 ft (45.5 m) long, and from the shuttle’s 
three built-in, liquid-fuel engines. The fuel used in the 
solid rockets is compounded of aluminum powder, am- 
monium perchlorate, and a special polymer that binds the 
other ingredients into a rubbery matrix. This mixture is 
molded into a long prism with a hollow core that resem- 
bles an 11-pointed star in cross section. This shape ex- 
poses the maximum possible surface area of burning fuel 
during launch, increasing combustion efficiency. 


The two solid-fuel rockets each contain 1.1 million Ib 
(500,000 kg) at ignition, together produce 6.6 million pounds 
(29.5 million N) of thrust, and burn out only two minutes 
after the shuttle leaves the launch pad. At solid-engine 
burnout, the shuttle is at an altitude of 161,000 ft (47,000 
m) and 212 miles (452 km) down range of launch site. (In 
rocketry, “down range” distance is the horizontal dis- 
tance, as measured on the ground, that a rocket has 
traveled since launch, as distinct from the greater distance 
it has traveled along its actual flight path.) At this point, 
explosive devices detach the solid-fuel rockets from the 
shuttle’s large, external fuel tank. The rockets return to 
Earth via parachutes, dropping into the Atlantic Ocean ata 
speed of 55 miles (90 km) per hour. They can then be 
collected by ships, returned to their manufacturer (Morton 
Thiokol Corp.), refurbished and refilled with solid fuel, and 
used again in a later shuttle launch. 


The three liquid-fuel engines built into the shuttle 
itself have been described as the most efficient engines 
ever built; at maximum thrust, they achieve 99% combus- 
tion efficiency. (This number describes combustion effi- 
ciency, not end-use efficiency. As dictated by the laws of 
physics, less than half of the energy released in combus- 
tion can be communicated to the shuttle as kinetic energy, 
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even by an ideal rocket motor.) The shuttle’s main engines 
are fueled by liquid hydrogen and liquid oxygen stored in 
the external fuel tank (built by Martin Marietta Corp.), 
which is 27.5 ft (8.4 m) wide and 154 ft (46.2 m) long. The 
tank itself is actually two tanks—one for liquid oxygen and 
the other for liquid hydrogen—covered by a single, aero- 
dynamic sheath. The tank is kept cold (below -454°F [- 
270°C]) to keep its hydrogen and oxygen in their liquid 
state, and is covered with an insulating layer of stiff foam 
to keep its contents cold. Liquid hydrogen and liquid 
oxygen are pumped into the shuttle’s three engines through 
lines 17in (43 cm) in diameter that carry 1,035 gal (3,900 |) 
of fuel per second. Upon ignition, each of the liquid-fueled 
engines develops 367,000 Ib (1.67 million N) of thrust. 


The three main engines turn off at approximately 522 
seconds, when the shuttle has reached an altitude of 50 
miles (105 km) and is 670 miles (1,426 km) down range of 
the launch site. At this point, the external fuel tank is also 
jettisoned. Its fall into the sea is not controlled, however, 
and it is not recoverable for future use. 


Final orbit is achieved by means of two small engines, 
the Orbital Maneuvering System (OMS) engines located 
on external pods at the rear of the orbiter’s fuselage. The 
OMS engines are fired first to insert the orbiter into an 
elliptical orbit with an apogee (highest altitude) of 139 
miles (296 km) and a perigee (lowest altitude) of 46 miles 
(98 km). They are fired again to nudge the shuttle into a 
final, circular orbit with a radius of 139 miles (296 km). All 
these figures may vary slightly from mission to mission. 


Orbital maneuvers. For making fine adjustments, the 
spacecraft depends on six small rockets termed vernier 
jets, two in the nose and four in the OMS pods. These 
allow small changes in the shuttle’s flight path and 
orientation. 


The computer system used aboard the shuttle, which 
governs all events during takeoff and on which the shut- 
tle’s pilots are completely dependent for interacting with 
its complex control surfaces during the glide back to Earth, 
is highly redundant. Five identical computers are used, 
four networked with each other using one computer pro- 
gram, and a fifth operating independently. The four linked 
computers constantly communicate with each other, test- 
ing each other’s decisions and deciding when any one (or 
two or three) are not performing properly and eliminating 
that computer or computers from the decision-making 
process. In case all four of the interlinked computers 
malfunction, decision-making would be turned over auto- 
matically to the fifth computer. 


This kind of redundancy is built into many essential 
features of the shuttle. For example, three independent 
hydraulic systems are available, each with an indepen- 
dent power systems. The failure of one or even two 
systems does not, therefore, place the shuttle in what its 
engineers would call a “critical failure mode”—that is, 
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cause its destruction. Many other components, of course, 
simply cannot be built redundantly. The failure of a solid- 
fuel rocket booster during liftoff (as occurred during the 
Challenger mission of 1981) or of the delicate tiles that 
protect the shuttle from the high temperatures of atmos- 
pheric reentry (as occurred during the Columbia mission 
of 2003) can lead to loss of the spacecraft. 


Descent. Some of the most difficult design problems faced 
by shuttle engineers were those involving the reentry 
process. When the spacecraft has completed its mission in 
space and is ready to leave orbit, its OMS fires just long 
enough to slow the shuttle by 200 MPH (320 km/h). This 
modest change in speed is enough to cause the shuttle to 
drop out of its orbit and begin its descent to Earth. 


When the shuttle reaches the upper atmosphere, 
significant amounts of atmospheric gases are first en- 
countered. Friction between the shuttle—now traveling at 
17,500 MPH (28,000 km/h)—and air molecules causes the 
spacecraft’s outer surface to heat . Eventually, portions of 
the shuttle’s surface reach 3,000°F (1,650°C). 


Most materials normally used in aircraft construction 
would melt or vaporize at these temperatures. It was 
necessary, therefore, to find a way of protecting the shut- 
tle’s interior from this searing heat. NASA decided to use a 
variety of insulating materials on the shuttle’s outer skin. 
Parts less severely heated during reentry are covered with 
2,300 flexible quilts of a silica-glass composite. The more 
sensitive belly of the shuttle is covered with 25,000 porous 
insulating tiles, each approximately 6 in (15 cm) square 
and 5 in (12 cm) thick, made of a silica-borosilicate glass 
composite. 


The portions of the shuttle most severely stressed by 
heat—the nose and the leading edges of the wings—are 
coated with an even more resistant material termed car- 
bon-carbon. Carbon-carbon is made by attaching a car- 
bon-fiber cloth to the body of the shuttle and then baking it 
to convert it to a pure carbon substance. The carbon- 
carbon is then coated to prevent oxidation (combustion) 
of the material during descent. 


Landing. Once the shuttle reaches the atmosphere, it ceases 
to operate as a spacecraft and begins to function as a 
glider. Its flight during descent is entirely unpowered; its 
movements are controlled by its tail rudder, a large flap 
beneath the main engines, and elevons (small flaps on its 
wings). These surfaces allow the shuttle to navigate at 
forward speeds of thousands of miles per hour while 
dropping vertically at a rate of some 140 MPH (225 km/h). 
When the aircraft finally touches down, it is traveling at a 
speed of about 190 knots (100 m per second), and requires 
about 1.5 miles (2.5 km) to come to a stop. Shuttles can 
land at extra-long landing strips at either Edwards Air 
Force Base in California or the Kennedy Space Center in 
Florida. 


Space Shuttle 


Military shuttle missions and the military spaceplane. Many 
shuttle missions have been partly or entirely military in 
nature. Eight military missions—the majority—have been 
devoted to the deployment of secret military satellites in 
three categories: signals intelligence (i.e., eavesdropping 
on radio communications), optical and radar reconnais- 
sance of the Earth, and military communications. All these 
deployments occurred between 1982 and 1990, after which 
the military chose to use uncrewed launch rockets for all 
classified missions. The shuttle has also supported sev- 
eral military experimental missions and nonclassified sat- 
ellite deployments. One such was the Discovery mission 
(STS-39) launched on April 28, 1991 (STS-39), which car- 
ried multi-experiment hardware platforms designed to be 
released into space then retrieved by the shuttle after 
having recorded various observations of space condi- 
tions. All science aboard STS-39 was related to the Strate- 
gic Defense Initiative. 


The U.S. military is developing an armed space shut- 
tle system or “military spaceplane” of its own, and says 
that it intends to deploy such a system by 2012. According 
to an Air Force status report released in January 2002, “a 
military spaceplane armed with a variety of weapons 
payloads (e.g. unitary penetrator, small diameter bombs, 
etc.) will be able to precisely attack and destroy a consider- 
able number of critical targets while satisfying the require- 
ment for precise weapons (i.e. circular error probable 
[CEP] of less than or equal to three meters).... Soaceplanes 
can support a wide range of military missions including 
a worldwide precision strike capability; rapid unpredict- 
able reconnaissance; new space control and missile de- 
fense capabilities; and both conventional and new tacti- 
cal spacelift missions that enable augmentation and 
reconstitution of space assets.” The military spaceplane 
would also enable the military to deploy satellites on 
short notice. The Air Force envisions a fleet of some 10 
spaceplanes stationed in the continental United States as 
one component of a “Global Strike Task Force” that, it 
says, will be “capable of striking any target in the world 
within 24 hours.” 


The Challenger disaster. Disasters have been associated 
with both the Soviet (now Russian) and American space 
programs. The first of the two disasters suffered by the 
shuttle program took place on January 28, 1986, when the 
external fuel tank of the shuttle Challenger exploded only 
73 seconds into the flight. All seven astronauts were killed, 
including high-school teacher Christa McAuliffe, who was 
flying on the shuttle as part of NASA’s public-relations 
campaign “Teachers in Space,” designed to bolster young 
people’s interest in human space flight. 


The Challenger disaster prompted a comprehensive 
study to discover its causes. On June 6, 1986, the Presiden- 
tial Commission appointed to analyze the disaster pub- 
lished its report. The reason for the disaster, said the 
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commission, was the failure of an O-ring (literally, a flex- 
ible O-shaped ring or gasket) in a joint connecting two 
sections of one of the solid rocket engines. The O-ring 
ruptured, allowing flames from the rocket’s interior to jet 
out, burning into the external fuel tank and causing it to 
explode. 


As a result of the Challenger disaster, many design 
changes were made. Most of these (254 modifications in 
all) were made in the orbiter. Another 30 were made in the 
solid rocket booster, 13 in the external tank, and 24 in the 
shuttle’s main engine. In addition, an escape system was 
developed that would allow crew members to abandon a 
shuttle via parachute in case of emergency, and NASA 
redesigned its launch-abort procedures. Also, NASA was 
instructed by Congress to reassess its ability to carry out 
the ambitious program of shuttle launches that it had been 
planning. The military began reviving its non-shuttle launch 
options and switched fully to its own boosters for classi- 
fied satellite launches after 1990. 


The STS was essentially shut down for a period of 975 
days while NASA carried out the necessary changes and 
tested its new systems. On September 29, 1988, the first 
post-Challenger mission was launched, STS-26. On that 
flight, Discovery carried NASA’s TDRS-C communications 
satellite into orbit, putting the American STS program 
back on track once more. 


The Columbia disaster. Scores of shuttle missions were 
successfully carried out between the Challengers suc- 
cessful 1988 mission and February 1, 2003, when disaster 
struck again. The space shuttle Columbia broke up sud- 
denly during re-entry, strewing debris over much of Texas 
and several other states and killing all seven astronauts on 
board. At the time of this writing, analysts speculate that 
the most likely cause of the loss of the spacecraft related to 
some form of damage to the outer protective layer of heat- 
resistant tiles or seals that protect the shuttle’s interior 
from the 3,000°F (1,650°C) plasma (superheated gas) that 
envelops it during reentry. As described earlier, a coating 
of rigid foam insulation is used to keep the external fuel 
tank cool; video cameras recording the Columbia's takeoff 
show that a piece of this foam broke off 80 seconds into 
the flight and burst against the shuttle’s wing at some 510 
MPH (821 km/h). Pieces of foam have broken off and struck 
shuttles during takeoff before, but this was the largest 
piece ever—at least 2.7 Ib (1.2 kg) and the size of a briefcase. 


While Columbia was in orbit, NASA engineers, who 
were aware that the foam strike had occurred, analyzed 
the possibility that it might have caused significant dam- 
age to the shuttle, but decided that it could not have: 
computer simulations seemed to show that the brittle tiles 
covering the shuttle’s essential surfaces would not be 
severely damaged. In any event, there were no contin- 
gency procedures to fix any such damage. The shuttle 
does not carry spare tiles or means to attach them, nor 
does it carry gear that would make a spacewalk to the 
bottom of the shuttle feasible. 
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NASA officials also insisted that it would not have 
been possible to fly the shuttle in such a way as to spare 
the damage surfaces, as the shuttle’s path is already 
designed to minimize heating on reentry. 


Regardless of the exact reason, the shuttle’s skin was 
breached, whether by mechanical damage or some other 
cause, and hot gases formed a jet that caused consider- 
able damage to the left wing from inside. During reentry, 
the wing began to break up, experiencing greatly in- 
creased drag. The autopilot struggled to compensate by 
firing steering rockets, but could only stabilize the shuttle 
temporarily. 


As this book goes to press, the loss of the Columbia 
has, like the loss of the Challengerin 1986, put a temporary 
stop to shuttle launches. A moratorium on shuttle launches 
will also have an impact on the International Space Sta- 
tion, which depends on the shuttle to bring it the fuel it 
needs to stay in orbit and which cannot be completed 
without components that only the space shuttle can carry. 
In the wake of the Columbia disaster, NASA and other 
governmental officials worked with an independent panel’s 
review of the accident and sought technical improve- 
ments to the STS program that might prevent future 
problems while, at the same time returning the remaining 
shuttles to flight status as soon as safely possible. 
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Spain, Intelligence 
and Security 


Spain is one of the few Western countries in which a single 
agency handles both internal and external intelligence. 
This is CNI, or Centro Nacional de Inteligencia (National 
Intelligence Center). In addition to CNI, the Spanish mili- 
tary and interior ministry each have their own intelli- 
gence branches, whose work includes monitoring Basque 
terrorists. 


CHI. From the end of the Spanish Civil War in 1939 until 
1975, Spain was under the right-wing dictatorship of 
Generalissimo Francisco Franco. Following Franco’s death, 
the country liberalized rapidly, and in 1977 it dissolved the 
old intelligence services that Franco had used to maintain 
control of the country. In place of the Franco-era Political- 
Social Brigade, the Spanish government established the 
Centro Superior de Informacion de la Defensa (CESID or 
Higher Defense Intelligence Center). CESID in 2001 be- 
came CNI. 


Nominally a civilian agency, though headed by mili- 
tary personnel, CESID placed a priority on monitoring 
both the homeland and outlying territories, including the 
Spanish-owned enclaves of Ceuta and Melilla on the Moroc- 
can coast. It also maintained close relations not only with 
the intelligence services of Arab countries in North Africa 
and the Middle East, but with Israel's Mossad as well. 


Ministry of Interior. Whereas CNI is primarily concerned 
with intelligence, the principal focus of the interior minis- 
try is security. The Ministry of Interior is divided into three 
groups: the National Police, who conduct investigations 
nationwide and maintain security in urban areas; the Civil 
Guard, which patrols rural areas, borders, and highways; 
and autonomous police forces, which have replaced the 
Civil Guard in Galicia, Catalonia, and the Basque Country. 


The last of these regions was the site of the greatest 
threat to domestic security, in the form of ETA (Euzkadi Ta 
Azkatasuna or Basque Homeland and Liberty), the separa- 
tist organization that claimed to represent the Basque 
people of northwestern Spain. A right-wing force known 
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as GAL (Grupo Antiterrorista de Liberacion or Antiterrorist 
Liberation Group), believed by some observers to be 
composed of Civil Guard members, conducted reprisals 
against ETA. 


In May 2002, Spain’s parliament passed a law to 
create an intelligence and security coordinating commit- 
tee which would oversee the activities of CNI, the police, 
and the national guard. 
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In the late nineteenth century, the United States grew in 
industrial and economic strength. By the 1880s, the nation 
was one of the most robust in the Western Hemisphere, 
wielding increasing power in the region despite a stated 
policy of neutrality. In 1898, diplomatic relations between 
the United States and Spain began to sour over Spain’s 
domination of Latin America and some parts of the Carib- 
bean. Reports of the brutal rule of Spanish General 
Valeriano Wyler in Cuba inflamed public opinion in the 
United States. The convergence of anti-Spanish public 
opinion and the government's desire to protect American 
economic interests in Cuba prompted tense diplomatic 
meetings between Spain and the United States. 


During the negotiations, two events spurred the United 
States to declare war. A U.S. ship, the USS Maine sank off 
the coast of Cuba on February 15, 1898. A Navy inquiry 
board incorrectly declared that a mine fatally wounded the 
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Spanish-American War 


Lifeboats rescue surviving crewmen of the wrecked USS Maine anchored in Havana, Cuba, after an explosion destroyed the battleship in 1898, serving as the 
catalyst for the outbreak of the Spanish-American War. AP/WIDE WORLD PHOTOS. 


vessel. 266 Navy seamen and two high-ranking officers 
perished in the accident. The event consumed newspaper 
headlines for weeks. Sensationalistic reporting, dubbed 
“yellow journalism,” helped to swell the tide of pro-war 
sentiment in the United States. 


Within weeks of the sinking of the Maine, intelli- 
gence operatives intercepted a private letter between the 
Spanish Ambassador to the United States and a friend 
in Havana, Cuba. The letter disparaged U.S. President 
McKinley, and hinted at plans to commit acts of sabotage 
against American property in Cuba. The letter was pub- 
lished by several newspapers, further agitating public 
opinion. On April 19, 1898, Congress resolved to end 
Spanish rule in Cuba. 


In the first military action of the war, the United States 
blockaded Cuban ports on April 22, 1898. The Navy trans- 
ferred several vessels to neighboring Florida to consoli- 
date the forces available to fight the Spanish in the Carib- 
bean. Naval presence off the Florida coast also facilitated 
the transfer of information from the battlefront to the 
government in Washington, D.C. 


The Office of Naval Intelligence established sophisti- 
cated communications intelligence operations in support 
of their efforts in Cuba. Martin Hellings, who worked for 
the International Ocean Telegraph Company, was sent to 
Key West, Florida, to intercept Spanish messages. Hellings 
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convinced other telegraph operators to copy Spanish dip- 
lomatic messages and deliver the copies to him. Within a 
few days, he operated a sizable communications ring, 
conducting surveillance on underwater and land-based 
telegraph cables. Hellings also employed a courier to run 
special messages between his offices and United States 
ships in the region. 


The theater of war rapidly expanded to include other 
Spanish strongholds, including the Philippines. Intelli- 
gence operations were not initially as well developed in 
the Pacific as they were in the region around Cuba. Cuba’s 
proximity to the Florida coast aided intelligence and es- 
pionage operations. United States military commanders 
knew little about the Philippines and the Spanish defenses 
there. To obtain information, the Office of Navy Intelli- 
gence and the Army's Military Intelligence Division em- 
ployed human intelligence. Agents were sent to the re- 
mote islands to obtain information about Spanish defenses, 
military strength, and island terrain. The operation moved 
swiftly, and within weeks, United States commanders 
learned that the Spanish were ill-prepared to fight a strong 
offensive in the Philippines. 


On May 1, 1898, the United States Asiatic Squadron, 
under the command of George Dewey, sailed into Manila 
Bay and attacked the Spanish. The Spanish fleet was 
decimated, but the United States sustained no losses. 
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Though the Spanish surrendered the Philippines, the United 
States fleet remained, and began a campaign to take the 
island as a United States territory. The ensuing conflict 
lasted until 1914. 


Human intelligence was not limited to operations in 
the Philippines. The United States employed covert agents 
in Europe, Cuba, and Canada. These agents aided the war 
effort by spying on Spanish diplomats abroad and provid- 
ing intelligence information to dissident groups in Cuba. 
German-educated Henry Ward traveled to Spain in the 
guise of a German physician. William Sims, an American 
attaché in Paris, managed a spy ring throughout the Medi- 
terranean. In Cuba, Andrew Rowan united rebel groups 
and reported on the location and size of the Spanish fleet. 
He supervised the trafficking of arms to rebel outfits and 
helped plan their assaults on Spanish targets. Human 
intelligence also contributed to counterintelligence ef- 
forts. Based on agent reports, the United States Secret 
Service was able to infiltrate and destroy a Spanish spy 
ring working in Montreal, Canada. 


In June 1898 United States intelligence learned, via 
telegraph intercepts, that the Spanish fleet planned to 
attack the U.S. blockade in Cuba and draw ships into a 
naval battle in the Caribbean. When the Spanish fleet 
arrived in the region, United States Naval Intelligence 
tracked them and gave chase. United States commanders 
hoped to deplete Spanish fuel reserves before engaging 
them in battle. The United States backed off, and redeployed 
to aid blockade ships stationed around Havana. The Span- 
ish ships proceeded undetected to the narrow harbor of 
Santiago, Cuba. When the Spanish commander tele- 
graphed his government to declare his position, U.S. 
agents working in Florida intercepted the cable. The United 
States fleet moved to intercept the Spanish at Santiago. 
The U.S. Navy blockaded the port and immobilized the 
Spanish fleet. The Spanish attempted to run the blockade 
on July 3, but the entire fleet of six ships was destroyed. 


In the final phase of the war, the United States de- 
ployed ground forces to sweep Spanish forces out of 
Havana and Santiago. The “Rough Riders,” the most 
famous of which was Theodore Roosevelt, worked with 
rebel groups to take control of the nation’s capitol and 
ferret out remaining Spanish forces in the countryside. 
The U.S. troops then departed Cuba for Puerto Rico, 
driving the Spanish from the island. 


The war ended with the Spanish surrender on July 17, 
1898. The event signaled a new international stance for 
the United States, as the nation began to acquire territo- 
ries and dominate the politics of the Western Hemisphere. 
As a result of the Spanish-American War, or in its immedi- 
ate wake, the United States gained Guantanamo Bay, 
Puerto Rico, Guam, and Hawaii. 


The Spanish-American War, though a brief conflict, 
helped to revolutionize United States intelligence organi- 
zations and their operations. Before the war, agencies like 
the Office of Naval Intelligence relied on openly available 
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sources for their information. After the war, personnel 
were trained in espionage tradecraft, and covert opera- 
tions became standard intelligence community practice. 
Congress briefly entertained the idea of establishing a 
permanent, civilian intelligence corps, but the agency 
never materialized. Despite the progress made with tech- 
nological surveillance, espionage tradecraft, and inter- 
agency cooperation made during the war, the intelligence 
community was once again allowed to slip into disarray 
until the eve of World War I. 
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The National Security Agency (NSA) has a reputation as 
the most secretive major component of the United States 
intelligence community, but it is a veritable open book in 
comparison to one of its subsidiary organizations, the 
Special Collection Service (SCS). The latter is known to be 
engaged in communications intelligence (COMINT), pri- 
marily in hostile countries, and its personnel appears to 
include both NSA and Central Intelligence Agency (CIA) 
operatives. 


So secretive that it is sometimes jokingly called “No 
Such Agency,” NSA is home to an even more obscure 
group, the Central Security Service (CSS). Established in 
1972 to provide information security to U.S. communica- 
tions and crack other nations’ codes and ciphers, CSS has 
within it—like a nesting matryoshka doll—the still more 
elite and clandestine SCS. Composed primarily of NSA 
specialists, SCS operatives typically use diplomatic cover 
in order to put in place eavesdropping equipment in areas 
where access to U.S. intelligence by less laborious means 
would be considerably more difficult. 


In 1999, one United Nations Special Commission 
(UNSCOM) weapons inspector claimed that SCS had in- 
stalled in-country radio relays for UNSCOM that greatly 
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extended U.S. listening capabilities in Iraq. One of the few 
references to SCS by federal government sources was the 
affidavit in the 2001 case of accused spy Robert Hanssen, 
who was alleged to have provided the Russians with 
information about the organization. 
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In 1989, the United States Congress passed the 
Whistleblower Protection Act, which provided protections 
for federal employees who reported wrongdoing, includ- 
ing theft and fraud, in the workplace. Since that time, 
several high-profile cases have involved personnel claim- 
ing protection through the Office of Special Counsel (OSC), 
established by that Act. Several federal intelligence agen- 
cies, however, are exempt from the whistleblower statute. 
As a result of reorganizations in airport security following 
the September 2001, terrorist attacks, whistleblower 
protections also do not extend to some airport personnel. 


Whistleblower provisions. Acts of malfeasance reported 
to the OSC Disclosure Unit (DU) fall into five general 
categories: violations of laws, rules, or regulations; gross 
mismanagement; waste of funds; abuse of authority; and 
specific danger to public health and safety. The 
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Transportation Undersecretary John Magaw speaks during a press 
conference at the Federal Aviation Administration in Washington, where 
he discussed an agreement to better protect aviation safety agency 
whistleblowers against reprisals in the era of terrorist threats. AP/WIDE 
WORLD PHOTOS. 


Whistleblower Protection Act (5 U.S.C. 1213) putin place a 
system unique among existing governmental whistle- 
blower measures. Provisions of the Act protected the 
confidentiality of the whistleblower, gave the OSC author- 
ity to direct an agency head to investigate charges, and 
compelled the OSC to provide reports on all whistle- 
blower investigations to the president and the appropriate 
congressional committees. 


The statute had several caveats, however. Among 
these was a provision whereby, if the Special Counsel 
determined that it was necessary to do so, the identity 
of the whistleblower could be disclosed without his or 
her consent. Additionally, the law exempted the Fed- 
eral Bureau of Investigation (FBI), Central Intelligence 
Agency, and National Security Agency from whistleblower 
investigations. 


The whistleblower statute in practice. A law accompanying 
the whistleblower statute required the president to estab- 
lish a separate system to protect FBI whistleblowers, and 
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after a lawsuit filed by the FBI’s Frederic Whitehurst in 
April 1997, President William J. Clinton instructed Attor- 
ney General Janet Reno to create such a system. Eighteen 
months later, no such system was in place, prompting a 
lawsuit against the federal government by several FBI 
employees. Among these was Cheryl Whitehurst, who 
claimed that she had been the target of harassment due to 
the whistleblowing report of her husband, a respected 
explosives residue analyst who charged wrongdoing at 
the laboratory where he worked. 


Other notable whistleblower cases have involved 
Immigration and Naturalization Service official Neil Jacobs 
in 1998, Centers for Disease Control branch chief William 
C. Reeves in 1999, and Army Corps of Engineers econo- 
mist Donald C. Sweeney II in 2000. In contrast to these 
federal employees, whose whistleblower rights were never 
in question, federal airport baggage screeners are not 
covered by the whistleblower statute. 


After consultation with the OSC, the newly created 
Transportation Security Administration (TSA) determined 
that a whistleblower action could shut down security 
operations at an airport, creating an unacceptable situa- 
tion for an already overtaxed air transportation 
infrastructure. The law creating the TSA, passed by Con- 
gress in November 2001, had given its director broad 
authority for hiring and firing, and in February 2002, TSA 
chief John W. Magaw elected to use this power to exempt 
a portion of his agency from the whistleblower statute. 
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Special Operations Command, 
United States 


Special operations forces (SOFs) are elite units of the 
United States military services that are used for purposes 
that include counterterrorism, asymmetric warfare, for- 
ward reconnaissance, and preparation for landing by air- 
borne and conventional troops in a combat zone. Though 
some such units have existed since World War Il, the 
formal organization of special operations did not emerge 
until much later, culminating in the establishment of the 
U.S. Special Operations Command (SOCOM) on April 16, 
1987. Headquartered at MacDill Air Force Base in Florida, 
SOCOM brings together special operations units and closely 
related support groups, including psychological warfare 
contingents, under a single unified command. 


SOCOM is one of the nine unified commands of the 
U.S. Department of Defense (DOD), and its commander- 
in-chief (USCINCSOC), a four-star general, is the only 
unified command leader with authority to make purchases 
in support of his troops. The SOCOM budget for fiscal year 
2002 was $4.9 billion, well over 1 percent of DoD appro- 
priations. In September 2002, after Defense Secretary 
Donald Rumsfeld called for increased SOF involvement in 
the war on terror, USCINCSOC General Charles Holland 
presented him with a five-year budget that would double 
funding for SOCOM. 


Components of SOCOM include the U.S. Army Spe- 
cial Operations Command, Joint Special Operations Com- 
mand, and John F. Kennedy Special Warfare Center and 
School, all located at Fort Bragg, North Carolina; the Air 
Force Special Operations Command and Special Opera- 
tions School at Hurlburt Field, Florida; and the Naval 
Special Warfare Command and Special Warfare Center at 
Coronado, California. Among the many elite units that 
make up SOCOM are the U.S. Army Rangers, Special 
Forces (“Green Berets”), and Delta Force; the Navy SEALs 
(sea, air, land); and various Air Force special opera- 
tions groups. 
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Special Relationship: 
Technology Sharing between 
the Intelligence Agencies of 

the United States and 

United Kingdom 


IE JUDSON KNIGHT 


During World War Il, the intelligence services of the United 
States and the United Kingdom worked together in their 
efforts against the Axis powers, particularly in Europe, 
and formalized the collaboration with agreements in 1943 
and 1946. Only in the postwar era did the United States 
emerge as the dominant partner, and even then, many of 
the most important technological advances in intelligence 
came from Britain. Among the most visible examples of 
U.S.-British cooperation in the early twenty-first century 
were joint military efforts in Afghanistan and Iraq. Behind 
these undertakings lay a more extensive framework of 
cooperation in intelligence, whose most significant known 
component is the Echelon global surveillance system. 


U.S. and British relations through 1945. Great Britain is one of 
the only nations, other than Germany, against which Ameri- 
cans have fought twice: first in the Revolutionary War 
(1775-83), and later in the War of 1812. A century later, the 
two nations allied against the Central Powers in World 
War |. The “special relationship” between the Anglo- 
American powers only became apparent in World War Il, 
when Italy and Russia signed pacts with the Nazis, and 
France readily capitulated to them. With Britain the only 
European nation opposing Hitler, the United States—which 
did not enter the war until two years after it began in 
Europe—transferred considerable war materiel to the 
United Kingdom through the Lend-Lease program. 


At that time, Britain, with its vast empire, was still 
perceived as the greater of the two powers, and in many 
regards, it maintained the lead. Despite the legendary 
status that wartime U.S. intelligence efforts have gained in 
retrospect, it was the British who scored the single great- 
est intelligence breakthrough of the war: Ultra, the suc- 
cessful effort to decipher German radio transmissions 
made with the Enigma machine. This in turn gave the 
Allies an enormous advantage over the Germans, who 
only learned—along with the rest of the world—about 
Ultra long after the war was over. 


Certainly the Soviets did not know about Ultra, or any 
number of other secrets maintained by the democratic 
portion of the allied force. In a stroke of good fortune for 
the postwar world, the instincts of the anticommunist 
British prime minister, Winston Churchill, prevailed over 
the desire of U.S. president Franklin D. Roosevelt to share 
information equitably, and the two countries withheld the 
most sensitive information from the Soviets. Dictator Josef 
Stalin did not even known about plans for the Normandy 
invasion almost until the launch of the attack in June 1944. 


Formal agreements and technology-sharing. Midway of the 
war, the United States and United Kingdom formalized 
their special relationship with the British-United States 
Agreement (Brusa) of May 17, 1943. Brusa put into writing 
what had already existed in fact: virtually complete shar- 
ing of signals intelligence. As members of the British 
Empire, Australia and Canada—which also participated in 
the Normandy invasion—later also signed on to the 
agreement. 


These four nations, along with New Zealand, became 
parties to the United Kingdom-United States of America 
Security Agreement, known as UKUSA, signed on March 
5, 1946. UKUSA greatly extended the provisions of Brusa, 
allowing for standardized terminology, techniques, and 
procedures. After 1947, the U.S. National Security Agency 
took the lead in UKUSA, around which grew the vast 
intelligence-gathering network known as Echelon. Only in 
the late 1990s did Echelon become public knowledge. 


Throughout much of the period before and during 
World War II, and for several decades thereafter, Great 
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Britain played a powerful role in the technological dimen- 
sion of this arrangement. The British had, if not the lead, at 
least a position of parity with the Americans where tech- 
nological advances were concerned. Particularly notable 
were the many advances they made in the technology of 
naval warfare, both for aircraft carriers and the planes 
associated with them. One outstanding example of this is 
the British Harrier jet, whose unusual ability to hover 
made it an ideal craft for the U.S. Marines. 


America’s closest friend. inthe years since Vietnam, as anti- 
Americanism took hold in much of western Europe and 
the developing world, Britain distinguished itself by its 
virtually unfailing support for the United States. This be- 
came particularly apparent following the September 11, 
2001, terrorist attacks on the United States. The United 
Kingdom made this support concrete, first in the war 
against the Taliban regime in Afghanistan, and later against 
Saddam Hussein’s dictatorship in Iraq. (Australia, too, 
supported the United States with troops in both efforts, 
while Canada provided troops for the Afghanistan war.) At 
the same time, British technological advances remained a 
vital aspect of the partnership: in October 2002, for in- 
stance, the U.S. General Services Administration awarded 
a contract to British software developer Autonomy for a 
system to used in tracking suspected terrorists. 
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Spectroscopy 


E JULI BERWALD 


Spectroscopy is the measurement of the absorption, scat- 
tering, or emission of electromagnetic radiation by atoms 
or molecules. Absorption is the transfer of electromag- 
netic energy from a source to an atom or molecule. Scat- 
tering is the redirection of light as a result of its interaction 
with matter. Emission is the transition of electromagnetic 
energy from a one energy level to another energy level 
that results in the emission of a photon. 


When atoms or molecules absorb electromagnetic 
energy, the incoming energy transfers the quantized atomic 
or molecular system to a higher energy level. Electrons 
are promoted to higher orbitals by ultraviolet or visible 
light; vibrations are excited by infrared light, and rotations 
are excited by microwaves. Atomic-absorption spectros- 
copy measures the concentration of an element in a sam- 
ple, whereas atomic-emission spectroscopy aims at meas- 
uring the concentration of elements in samples. UV-VIS 
absorption spectroscopy is used to obtain qualitative in- 
formation from the electronic absorption spectrum, or to 
measure the concentration of an analyte molecule in solu- 
tion. Molecular fluorescence spectroscopy is a technique 
for obtaining qualitative information from the electronic 
fluorescence spectrum, or for measuring the concentra- 
tion of an analyte in solution. 


Infrared spectroscopy has been widely used in the 
study of surfaces. The most frequently used portion of the 
infrared spectrum is the region where molecular vibrational 
frequencies occur. This technique was first applied around 
the turn of the twentieth century in an attempt to distin- 
guish water of crystallization from water of constitution 
in solids. 


Ultraviolet spectroscopy takes advantage of the se- 
lective absorbance of ultraviolet radiation by various sub- 
stances. The technique is especially useful in investigating 
biologically active substances such as compounds in body 
fluids, and drugs and narcotics either in the living body (in 
vivo) or outside it (in vitro). Ultraviolet instruments have 
also been used to monitor air and water pollution, to 
analyze dyestuffs, to study carcinogens, to identify food 
additives, to analyze petroleum fractions, and to analyze 
pesticide residues. Ultraviolet photoelectron spectroscopy, 
a technique that is analogous to x-ray photoelectron spec- 
troscopy, has been used to study valence electrons in gases. 


Microwave spectroscopy, or molecular rotational reso- 
nance spectroscopy, addresses the microwave region of 
the electromagnetic spectrum and the absorption of en- 
ergy by molecules as they undergo transitions between 
rotational energy levels. From these spectra, it is possible 
to obtain information about molecular structure, includ- 
ing bond distances and bond angles. One example of the 
application of this technique is in the distinction of trans 
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and gauche rotational isomers. It is also possible to deter- 
mine dipole moments and molecular collision rates from 
these spectra. 


In nuclear magnetic resonance (NMR), resonant en- 
ergy is transferred between a radio-frequency alternating 
magnetic field and a nucleus placed in a field sufficiently 
strong to decouple the nuclear spin from the influence of 
atomic electrons. Transitions induced between substrates 
correspond to different quantized orientations of the nu- 
clear spin relative to the direction of the magnetic field. 
Nuclear magnetic resonance spectroscopy has two sub- 
fields: broadline NMR and high resolution NMR. High 
resolution NMR has been used in inorganic and organic 
chemistry to measure subtle electronic effects, to deter- 
mine structure, to study chemical reactions, and to follow 
the motion of molecules or groups of atoms within 
molecules. 


Electron paramagnetic resonance is a spectroscopic 
technique similar to nuclear magnetic resonance except 
that microwave radiation is employed instead of radio 
frequencies. Electron paramagnetic resonance has been 
used extensively to study paramagnetic species present 
on various solid surfaces. These species may be metal 
ions, surface defects, or adsorbed molecules or ions with 
one or more unpaired electrons. This technique also pro- 
vides a basis for determining the bonding characteristics 
and orientation of a surface complex. Because the tech- 
nique can be used with low concentrations of active sites, 
it has proven valuable in studies of oxidation states. 


Atoms or molecules that have been excited to high 
energy levels can decay to lower levels by emitting radia- 
tion. For atoms excited by light energy, the emission is 
referred to as atomic fluorescence; for atoms excited by 
higher energies, the emission is called atomic or optical 
emission. In the case of molecules, the emission is called 
fluorescence if the transition occurs between states of the 
same spin, and phosphorescence if the transition takes 
place between states of different spin. 


In x-ray fluorescence, the term refers to the character- 
istic x-rays emitted as a result of absorption of x-rays of 
higher frequency. In electron fluorescence, the emission 
of electromagnetic radiation occurs as a consequence of 
the absorption of energy from radiation (either electro- 
magnetic or particulate), provided the emission continues 
only as long as the stimulus producing it is maintained. 


The effects governing x-ray photoelectron spectros- 
copy were first explained by Albert Einstein in 1905, who 
showed that the energy of an electron ejected in photoemis- 
sion was equal to the difference between the photon and 
the binding energy of the electron in the target. In the 
1950s, researchers began measuring binding energies of 
core electrons by x-ray photoemission. The discovery that 
these binding energies could vary as much as 6 eV, de- 
pending on the chemical state of the atom, led to rapid 
development of x-ray photoelectron spectroscopy, also 
known as Electron Spectroscopy for Chemical Analysis 
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(ESCA). This technique has provided valuable informa- 
tion about chemical effects at surfaces. Unlike other 
spectroscopies in which the absorption, emission, or scat- 
tering of radiation is interpreted as a function of energy, 
photoelectron spectroscopy measures the kinetic energy 
of the electrons(s) ejected by x-ray radiation. 


Mossbauer spectroscopy was invented in the late 
1950s by Rudolf Moéssbauer, who discovered that when 
solids emit and absorb gamma rays, the nuclear energy 
levels can be separated to one part in 10", which is 
sufficient to reflect the weak interaction of the nucleus 
with surrounding electrons. The Mossbauer effect probes 
the binding, charge distribution and symmetry, and mag- 
netic ordering around an atom in a solid matrix. An exam- 
ple of the Méssbsauer effect involves the Fe” nuclei (the 
absorber) in a sample to be studied. From the ground 
state, the Fe” nuclei can be promoted to their first excited 
state by absorbing a 14.4-keV gamma-ray photon pro- 
duced by a radioactive parent, in this case Co”. The 
excited Fe” nucleus then decays to the ground state via 
electron or gamma ray emission. Classically, one would 
expect the Fe” nuclei to undergo recoil when emitting or 
absorbing a gamma-ray photon (somewhat like what a 
person leaping from a boat to a dock observes when his 
boat recoils into the lake); but according to quantum 
mechanics, there is also a reasonable possibility that there 
will be no recoil (as if the boat were embedded in ice when 
the leap occurred). 


When electromagnetic radiation passes through mat- 
ter, most of the radiation continues along its original path, 
but a tiny amount is scattered in other directions. Light 
that is scattered without a change in energy is called 
Rayleigh scattering; light that is scattered in transparent 
solids with a transfer of energy to the solid is called 
Brillouin scattering. Light scattering accompanied by 
vibrations in molecules or in the optical region in solids is 
called Raman scattering. 


In vibrational spectroscopy, also known as Raman 
spectroscopy, the light scattered from a gas, liquid, or 
solid is accompanied by a shift in wavelength from that of 
the incident radiation. The effect was discovered by the 
Indian physicist C. V. Raman in 1928. The Raman effect 
arises from the inelastic scattering of radiation in the 
visible region by molecules. Raman spectroscopy is simi- 
lar to infrared spectroscopy in its ability to provide de- 
tailed information about molecular structures. Before the 
1940s, Raman spectroscopy was the method of choice in 
molecular structure determinations, but since that time 
infrared measurements have largely supplemented it. Infra- 
red absorption requires that a vibration change the dipole 
moment of a molecule, but Raman spectroscopy is associ- 
ated with the change in polarizability that accompanies a 
vibration. As a consequence, Raman spectroscopy pro- 
vides information about molecular vibrations that is par- 
ticularly well suited to the structural analysis of covalently 
bonded molecules, and to a lesser extent, of ionic crystals. 
Raman spectroscopy is also particularly useful in studying 
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the structure of polyatomic molecules. By comparing spec- 
tra of a large number of compounds, chemists have been 
able to identify characteristic frequencies of molecular 
groups, e.g., methyl, carbonyl, and hydroxyl groups. 


Spectroscopy has great potential to enhance mili- 
tary and defense capabilities. Both chemical and biologi- 
cal warfare agents are detectable, and potentially iden- 
tifiable, by spectroscopic imaging. New technology in- 
volving fiber optic systems and lasers that can quickly 
change frequencies provides the opportunity to miniatur- 
ize spectroscopic equipment. Systems are currently being 
developed, which will take this technology into the battle- 
field in order to target surface and ground contamination 
by chemical and biological weapons. Spectroscopic ex- 
amination can also aid in the identification and measure- 
ment of subcellular processes, such as carbon dioxide 
production or oxygen use. These measurements facilitate 
the understanding of cell growth, cellular response to 
environmental stimuli, and cellular reactions to drugs and 
biological and chemical warfare agents. 
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A spore is a hard casing that contains the genetic material 
of those bacteria and other microorganisms that are able 
to form the structure. This physically and chemically resili- 
ent package protects the genetic material during periods 


Spores 


| GOVERNME 

UNDER E 
Bue GROUND IS CO 
WITH ANTHRAX AN 


NTAMINATED 
D DANGEROUS. 


$ LANDING IS PROHIBITED. 


my. BY ORDER -19863 +} 


A member of the Ministry of Defense Chemical Defense Establishment 
stands near a warning sign in Gruinard Island, Scotland, the site of 
explosive munitions testing using anthrax spores as a biological weapon. 
The island was sealed off from the public for almost 50 years. AP/wiDE 
WORLD PHOTOS. 


when the environmental conditions are so harsh that the 
growing form of the microbe would be killed. 


The effect of temperature on bacterial and spore 
survival provides a good example of the resilience of 
bacterial spores. Temperatures of 80 to 90° Celsius 
(176-194°F) typically kill bacteria that are growing and 
dividing within minutes. These high temperatures cause 
structural components of the bacteria to dissolve, and 
strands of genetic material to separate from one another. 
A group of bacteria known as thermophilic bacteria can 
survive these temperatures, but temperatures of 120°C 
(248°F) kill even thermophiles. In contrast, spores can 
survive exposure to 120°C for several hours. 


Spores of bacteria that subsequently could be revived 
into the growing form have been recovered from materi- 
als that are over a century old. Thus, spores offer an 
extraordinary form of protection to bacteria. Anthrax spores 
that could germinate into living bacteria were recovered 
on Gruinard Island, an island off the coast of Scotland that 
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Spores 


was used for biological weapons testing by the British 
government during World War Il. 


Spores are noteworthy in terms of security because 
of the threat they pose in the hands of terrorists. Bacillus 
anthracis, the bacterium that causes anthrax, is a spore 
former. The spores are very light and tiny. As a result, they 
can be readily dispersed through the air and can be easily 
inhaled into the lungs. The resulting lung infection, which 
is called inhalation anthrax, is almost always fatal without 
prompt medical treatment. Anthrax spores were used as a 
mechanism of bioterrorism to target United States citizens 
by deliberate dispersal in the mail system in late 2001. 


Another prominent example of a bacterial spore for- 
mer of concern is Clostridium botulinum. The bacterium 
and the spore are widespread in nature; for example, they 
are a common inhabitant of the soil. This bacterium can 
also survive in canned foods for extended time periods, 
even when the food has been heated or is acidic. When the 
food is eaten, the dormant bacteria begin to grow again 
and produce a variety of potent toxins that disrupt the 
nervous system, causing serious illness. 


The contamination of foods by terrorists is a signifi- 
cant security concern, especially in the United States. 
Because the spores are hardy and can be transported 
virtually undetected, they could be taken to food plants or 
supermarkets, where the food could be contaminated. 
The spores would survive to cause illness. 


Other microorganisms of human concern that form 
spores include protozoa (e.g., Microsporidia) and fungi 
(e.g., Actinomycetes). 


Formation of bacterial spores. The multistep process of 
forming a spore is known as sporulation. The process 
begins when a bacterium senses that the environmental 
conditions are becoming life threatening. Bacteria are 
equipped with a whole battery of sensing proteins and 
other compounds that monitor environmental conditions 
of temperature, pH of the surrounding fluid, water con- 
tent, and availability of food, as some examples. After 
monitoring the environment for a period of time, the 
deteriorating conditions trigger the microbe to begin the 
change from a growing and dividing cell to a dormant spore. 


The genetic material of the bacterium is duplicated. 
Then, the membrane coat that surrounds the inside of the 
bacterium pinches inward until the ends of the inward 
growing membrane meet. This isolates one of the copies 
of the genetic material from the remainder of the bacte- 
rium. This smaller cell is called a daughter cell. The re- 
mainder of the bacterium is called the mother cell. 


In the next stage of spore formation, the membrane 
that surrounds the mother cell surrounds the daughter 
cell. This creates a daughter cell that is surrounded by two 
layers of membrane. Between these two membranes a 
think layer of a rigid material forms. This layer is called 
peptidoglycan. Peptidoglycan is normally present in the 
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bacterial cell wall, but not in nearly the same amount. The 
thick peptidoglycan makes the double membrane layer 
very tough and hard to break apart. Finally, this tough 
membrane is coated on the outer surface by proteins. The 
proteins are also resistant to breakage. 


The remnants of the mother cell dissolve away leav- 
ing the spore. The spore is essentially in hibernation. 
There is very little chemical activity. Nevertheless, the 
spore is able to monitor the external environment and, 
when conditions are sensed as being more favorable, the 
conversion from the spore form to the growing organ- 
ism begins. 


The threat from spores. The threat from spores, particularly 
anthrax spores, lies in their small size and powdery tex- 
ture once they have been dried. As shown in the anthrax 
attacks in the United States in 2001, anthrax spores can be 
delivered to someone in a letter. The spores escape detec- 
tion using methods like an x ray. When the letter is opened, 
the spores can be dispersed in the air and breathed in. 


Studies in animal models have shown that even the 
inhalation of a few spores is enough to cause an infection. 
The lung is an ideal environment for the anthrax bacte- 
rium. Food is available and the atmosphere is warm and 
moist. When the spores germinate into growing bacteria, 
the resulting infection can feel similar to the flu at first. 
Thus, a victim may not seek treatment, believing that the 
illness will pass in a few days. By the time the true nature 
of the infection is discovered, the infection can be so 
advanced as to be fatal. 


Anthrax spores could also potentially be dispersed 
from an airplane or a balloon. Indeed, the terrorists re- 
sponsible for the September 11, 2001 attacks on the World 
Trade Center and the Pentagon had explored the use of 
crop dusting aircraft. Models developed by the U.S. gov- 
ernment have predicted that a few hundred pounds of 
anthrax spores released upwind of Washington, D.C. could 
cause at least several hundred thousand deaths within a 
few days. 


The growing of the amounts of bacteria necessary to 
prepare large amounts of powdered spores and the prepa- 
ration of the spores is not an easy task. Nonetheless, many 
microbiologists are capable of the task, and the construc- 
tion of a facility that is large enough to house the needed 
equipment is not overly difficult. In the past century, 
nations including the U.S. and Russia had active anthrax 
weaponization programs. Prior to Operation Iraqi Free- 
dom, Iraq was suspected of having an anthrax weapons 
development program. 


Protection from Spores. The threat posed by the use of 
spores in the mail is difficult to counter. Researchers are 
working to develop sensors that detect the spores, based 
on the reaction of antibodies with target proteins on the 
surface of the spores. However, such detection requires 
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physical contact with the spores. Methods that do not 
require the opening of letters, such as irradiation, are 
being tested and refined in the field and in the laboratory. 


Another tact is the use of compounds that can destroy 
the spore. For example, in 2002, researchers discovered 
that an enzyme called PlyG lysin will chemically crack 
apart the spore coat. The spore contents are released and 
disintegrate. Until such sophisticated detection and pro- 
tection methods are perfected, the treatment of a site 
contaminated with spores will continue to include the use 
of bleach. 
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The SR-71, a black, high-altitude airborne reconnaissance 
platform that flew at trisonic speed, gave the United States 
the ability to photograph military sites in hostile countries 
as well as the opportunity to confirm interpretations of 
satellite photographs from 1968 until 1990. Photographs 
taken from SR-71s helped end the siege of Khe Sanh in 
Vietnam in 1968, preserved the Strategic Arms Limitation 
Treaty (SALT) with the Soviet Union by monitoring troop 
movements in Cuba in 1979, and confirmed that Iran had 


acquired Silk Worm missiles from China for possible use 
against oil tankers in the Straits of Hormuz in 1987. While 
of obvious military value, each SR-71 burned enormous 
amounts of fuel, and required a large amount of staff 
support. For reasons of economy, the Department of 
Defense terminated the program and the last SR-71 
flew in 1990. 


The SR-71, planned in the early 1960s as a weapon in 
the Cold War, gave the U.S. the ability to survey more than 
100,000 square miles of Earth’s surface in an hour's time. 
The 29 aircraft in service flew above 80,000 feet, higher 
than any other platform, and traveled at Mach 3.17-3.30 
covering 30 miles every minute. The SR-71 could survey 
up to a quarter of a million square miles of territory in one 
sortie. High-strength lightweight titanium alloy covered 
90% of the aircraft with 20% of the skin consisting of radar- 
transparent plastic. For missions, the platforms were fit- 
ted with either a high-resolution horizon-to-horizon opti- 
cal bar camera or a radar package which generated film of 
the ground in all weather conditions. The SR-71 contained 
no armament. 


The first operational flight of the SR-71 took place on 
March 21, 1968, and brought information crucial to the 
American war effort in Vietnam. Photos taken by the crew 
revealed the location of heavy artillery emplacements 
around Khe Sanh, an American garrison in Vietnam under 
siege by the North Vietnamese. By providing data that had 
previously eluded sensors on other aircraft, the SR-71 
allowed the American commandto direct B-52 bombers to 
the enemy site and helped to end an event which had 
riveted the attention of the public. In 1979, when a satellite 
revealed a large Soviet force in Cuba, an SR-71 flew 
continuing surveillance over the island to monitor the 
situation and ensure Senate ratification of SALT. A 1987 
mission to Iran gathered extensive information about 
masses of military equipment in the Persian Gulf, includ- 
ing the presence of Silk Worms, land-based anti-ship 
missiles from China that the Iranians apparently intended 
to use to threaten merchant tankers in the Straits of Hormuz. 
The U.S. Navy received warning of the missiles and diplo- 
mats brought pressure on Iran to remove them. On 80 
occasions in the 1980s when satellites broke down or were 
unable to see through the atmosphere, SR-71s provided 
reconnaissance imagery of vital areas in the Middle East. 


The SR-71 penetrated hostile territory with compara- 
tively little vulnerability to attack unlike other reconnais- 
sance platforms like the U-2 spy plane. The workhorse U- 
2, however, operated for considerably less money and 
generally received reconnaissance assignments while the 
SR-71s remained in their hangars. The Department of 
Defense made the decision to terminate the program on 
November 22, 1989. Secretary of Defense Richard Cheney 
in June 1990 ordered that three SR-71 aircraft be placed 
into long-term storage for possible use in a future conflict. 
The SR-71s did not see service in the Gulf War, however, 
and most of their aircrews and skilled maintenance force 
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SR-71 Blackbird. OGEORGE HALL/CORBIS. 


are now unavailable because of the passage of time. As 
satellite technology involves less human risk and grows 
and more precise and cost-effective, it is uncertain that the 
United States will justify the cost of deploying SR-71 
intelligence-gathering machines in the future. 
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The Strategic Arms Reduction Treaty, now known as START 
|, was one of the key weapons agreements forged during 
the détente period of the late Cold War era. Negotiations 
for strategic weapon reductions of the United States and 
Soviet Union arsenals began in 1982, when both nations 
sought a lessening of Cold War tensions. The initial enthu- 
siasm for the treaty waned when the Soviet Union with- 
drew from talks regarding weapons reduction after the 
United States deployed several immediate-range missiles 
in allied nations in western Europe. Negotiations did not 
begin again until 1985, and then progressed slowly until 
the fall the Iron Curtain and Soviet-influenced commu- 
nism in Eastern Europe. START | was finally signed by 
United States President George H. W. Bush and Soviet 
Premier Mikhel Gorbachev in Moscow on July 31, 1991. 


START | called for a drastic reduction of United States 
and Soviet arsenals. The treaty was originally designed to 
cover a fifteen-year period, in which the total Cold War 
build-up of weapons would be reduced to a third of its pre- 
treaty strength. The two nations agreed to limit strategic 
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arms, and maintain similarly strengthened arsenals. The 
treaty covered not only warheads, but also long-range 
delivery vehicles including Intercontinental Ballistic Mis- 
siles (ICBMs). START | limited each nation to 1,600 nuclear 
delivery vehicles, 6,000 warheads, and less than 7,000 
ballistic missile warheads. Both nations began developing 
plans and facilities for weapons destruction during the 
negotiation process, however, the United States was bet- 
ter equipped to handle limited disarmament at the time 
START I was signed. 


Though an indication of diminishing Cold War era 
tensions between the two nations, the treaty was contro- 
versial. Some argued that the treaty handicapped new 
weapons development and downplayed national security 
threats from other nations aside from the Soviet Union. 
Environmentalists feared that large-scale weapons de- 
struction would not be adequately planned or contained, 
causing damage similar to that of already controversial 
weapons testing. 


The largest hurdle to START I, however, came just a 
few months after its ratification. In 1991, The Soviet Union 
dissolved, leaving its nuclear arsenal scattered in the 
newly independent nations of Russia, Ukraine, Kazakhstan, 
and Belarus. The four Soviet successor states signed an 
addendum to the START | treaty on May 23, 1992. The 
Lisbon Protocol to the START | treaty added these nations 
to the treaty, each agreeing to dismantle their weapons 
arsenals to meet the provisions of the original treaty. The 
protocol further bound the nations to a Nuclear Non- 
proliferation Treaty, strictly curtailing the sale or transmis- 
sion of nuclear technology to non-nuclear nations and 
eliminating Soviet-era nuclear weapons from Soviet suc- 
cessor states, with the exception of Russia. Under the 
Cooperative Threat Reduction (CTR) program, all warheads 
in Ukraine, Belarus, and Kazakhstan were transferred back 
to Russia by 1997. 


START | does not expire until 2009, but in December 
2001, all START | reductions were completed. Russia and 
the United States signed a subsequent START treaty in 
1993, and the Strategic Offensive Reductions Treaty (SORT) 
in 2002. These treaties further reduce the permitted num- 
ber of strategic arms, but also address the problems of 
aging nuclear arsenals and the possibility of long-term 
weapons storage as an alternative to destruction. 
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An SS-19 strategic missile warhead is loaded into a silo at a site near 
Saratov, Russia, in 1999. After languishung in the Russian parliament for 
almost seven years, the START II arms control treaty was finally ratified 
by Russia in 2000. AP/WIDE WORLD PHOTOS. 
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START Il, or the Further Reduction and Limitation of Stra- 
tegic Offensive Arms Treaty, was drafted as an expansion 
of the 1991 Strategic Arms Reduction Treaty (START |). 
The treaties between Russia and the United States pre- 
scribed the reduction of national nuclear warheads, deliv- 
ery systems, and ballistic missiles. START Il proposed to 
reduce the arsenals of the United States and Russia to a 
third of their pre-treaty strength. 


The second strategic arms reduction treaty was signed 
in Moscow on January 3, 1993. The treaty was not ratified 
by the U.S. Senate until three years later. In March 1997, at 
the Helsinki Summit, an addendum known as the Helsinki 
Protocol was added to START II and later ratified by both 
nations. The Helsinki Protocol allowed for an extended 
amount of time to achieve treaty objectives, giving both 
nations time to implement new programs for deactiva- 
tion, storage, and destruction. 
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START II, with the Helsinki Protocol addendum, called 
for two phases of reduction. The first phase included a 
sizable reduction of warheads and demanded the com- 
plete deactivation of nuclear warhead delivery systems 
banned by the treaty by the end of 2004. The second phase 
proposed a further reduction of warheads and the destruc- 
tion of deactivated missiles and delivery systems by Decem- 
ber 31, 2007. 


START II especially addressed post-Cold War rela- 
tions between Russia and the United States, seeking to 
reduce the Cold War era build up of arms and forge new 
Russian-American cooperative strategies in regard to in- 
ternational nuclear policy. The treaty called for both na- 
tions to reduce their arsenals to approximately 3, 500 
warheads. In addition to prescribing further deactivation 
of warheads, START II expanded limitations on delivery 
systems such as submarines, bombers, and ballistic mis- 
siles. A main American objective of START II negotiations 
was a ban on all Russian SS-18 missiles. The final treaty 
banned all current Multiple Independently Targetable Reen- 
try Vehicles (MIRVs) missiles, or heavy ballistic missiles 
with multiple warheads, in both nations’ deployed forces. 
This provision was mainly targeted at encouraging strate- 
gic disarmament in former Soviet satellite nations in Europe 
and Asia, and the dismantling of Russian and American 
“first strike capability” weapons. 


START II prescribed the same rigid guidelines for 
weapons counting and destruction as START I. It further 
utilized the same policing, reporting, and confirmation 
committees as established by the former treaty. 


START Il was once again brought into the spotlight in 
2002. Earlier moves by the U.S. government to amend, 
or even dissolve, a separate treaty with Russia regard- 
ing ballistic missiles, to allow possible construction of a 
missile defense system, prompted Russia to reevaluate 
their interest in continuing with START Il arms reduc- 
tions. In May 2002, U.S. President George W. Bush and 
Russian President Vladimir Putin signed a new weapons 
management treaty, the Strategic Offensive Reductions 
Treaty (SORT). 


BFURTHER READING: 
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The Ministerium für Staatssicherheit, Ministry of State 
Security, was the primary intelligence and security agency 
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of the German Democratic Republic (GDR), or East Ger- 
many, during the Cold War. The Stasi, as the organization 
was most commonly known, maintained a comprehen- 
sive network of informants, agents, and military-trained 
secret police. Stasi operations focused on political secu- 
rity and espionage, both domestically and abroad, aiding 
the Soviet KGB more than any other satellite intelligence 
organization. During its 39-year tenure, at least one-third 
of the population of East Germany was victimized by Stasi 
surveillance, arrest, detention, or torture. 


The East German government, with the assistance of 
the Soviet intelligence community, established the Stasi 
on February 8, 1950. The organization’s main charge was 
preserving the communist regime in East Germany through 
clandestine operations. The first Stasi agents were trained 
by the Soviet KGB. From the outset, the Stasi operated 
above the law. The agency’s policies and operations were 
reviewed only by the Communist Central Committees in 
East Germany and the Soviet Union; in turn, the agency 
expressly served the political desires of the commu- 
nist regime. 


The Stasi created a widespread network of civilian 
informants. These informants were citizens who cooper- 
ated with Stasi agents, sometimes in exchange for money 
or goods. These unofficial informants used their jobs, 
social influence, and family networks to spy on fellow 
citizens. Informants were required to report suspicious or 
anti-government behavior to Stasi authorities. Tips from 
informants were followed by further agent surveillance or 
immediate arrest. The Stasi maintained its own network of 
detention camps and prisons, the most notorious of which 
was Bauden Il. The Stasi garnered a reputation for its use 
of brutality, torture, and blackmail as routine methods of 
extracting information and coercing cooperation. 


While the threat of Stasi non-member informants was 
great, the actual agent network of the Stasi was itself 
comprehensive. The agency used human intelligence to 
infiltrate factories, schools, and social and political organi- 
zations. Stasi officials created vast files on individuals that 
included photographs, surveillance reports, and even physi- 
cal samples of hair or clothing. Stasi agents used scent 
samples, often bits of clothing sealed in airtight containers 
for storage, to track defectors or known dissidents us- 
ing dogs. 


The Agency itself was divided into several opera- 
tional divisions, each focusing on various internal security 
tasks. The Ministry for State Security maintained one 
armed force, the Feliks Dzierzynski Guard Regiment (FD), 
named for the founder of the Bolshevik secret police. The 
force consisted of as many as 8,000 military-trained mem- 
bers. The FD guarded government and communist party 
personnel, government buildings, Soviet monuments, and 
military instillations. The FD employed special commando 
and intelligence units to conduct clandestine operations. 


The Main Administration for Reconnaissance focused 
its espionage on foreign intelligence, most especially the 
nations of the North Atlantic Treaty Organizations (NATO) 
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Workers shown in this 1998 photo reconstituting the Stasi archives which were torn up and put into 17,000 bags. oBossu REGIS/CORBIS SYGMA. 


and neighboring West Germany. The division coordinated 
its intelligence findings with the Soviet KGB via the Main 
Coordinating Administration. 


East Germany was a highly controlled censorship 
state. The Main Department for Communications Security 
operated an internal communications network fro the East 
German government and between East German and Soviet 
authorities. The department also culled government infor- 
mation from public media, and conducted counterespio- 
nage measures to secure lines against tapping devices. 
Surveillance of foreign diplomats, foreign residents, and 
occasional travelers was conducted by the Main Adminis- 
tration for the Struggle Against Suspicious Persons. Like 
East German citizens, foreigners in East Germany were 
subject to strict censorship and Stasi arrest. 


Immediately before the fall of East Germany in 1989, 
the Stasi employed 91,000 staff members. Their active 
informer network included nearly 200,000 people. After 
the reunification of Germany on October 3, 1990, the 
German intelligence community was radically reorgan- 
ized. In an attempt to restore public trust in the govern- 
ment inthe former GDR, German officials banned employ- 
ment in the new government of anyone who had worked 
for the East German Stasi. The extensive Stasi archives 
were opened to the public in 1991, permitting victims of 
Stasi surveillance to find out the names of agents and 
informers who had spied on them. 


BFURTHER READING: 


BOOKS: 


Koehler, John O. STASI: The Untold Story of the East 
German Secret Police. Boulder, CO: Westview Press, 
1999. 


SEE ALSO 


Berlin Tunnel 

Berlin Wall 

Cold War (1945-1950), The Start of the Atomic Age 

Cold War (1950-1972) 

Cold War (1972-1989): The Collapse of the Soviet Union 

Germany, Intelligence and Security 

KGB (Komitet Gosudarstvennoi Bezopasnosti, USSR Com- 
mittee of State Security) 


IE LARRY GILMAN 


Stealth technology, also termed “low-observable” tech- 
nology, is a set of techniques that render military vehi- 
cles, mostly aircraft, hard to observe. Because RADAR— 
an acronym for RAdio Detection And Ranging—is the 
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An Air Force F-117 stealth fighter is shown in this undated Department of Defense photo. AP/WIDE WORLD PHOTOS. 


primary detection technology for aircraft, most stealth 
technologies are directed at suppressing RADAR returns 
from aircraft, but stealth technology minimizes other 
“observables” as well, including energy emissions that of 
any kind that might be observed by an opponent. Stealth 
technology is deployed today on several types of aircraft 
and a few surface ships. Counter-stealth technologies are 
also under continuous development. 


History of Stealth Technology 


Development of stealth technology for aircraft began be- 
fore World War |. Because RADAR had not been invented, 
visibility was the sole concern, and the goal was to create 
aircraft that were hard to see. In 1912, German designers 
produced a largely transparent monoplane; its wings and 
fuselage were covered by a transparent material derived 
from cellulose, the basis of movie film, rather than the 
Opaque canvas standard in that era. Interior struts and 
other parts were painted with light colors to further reduce 
visibility. The plane was effectively invisible from the 
ground when flow at 900 ft (274 m) or higher, and faintly 
visible at lower altitudes. Several transparent German 
aircraft saw combat during World War I, and Soviet air- 
craft designers attempted the design of transparent air- 
craft in the 1930s. 
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With the invention of RADAR during World War II, 
stealth became both more needful and more feasible: 
more needful because RADAR was highly effective at 
detecting aircraft, and would soon be adapted to guiding 
antiaircraft missiles and gunnery at them, yet more feasi- 
ble because to be RADAR-stealthy an aircraft did need to 
be not be completely transparent to radio waves; it could 
absorb or deflect them. 


During World War Il, Germany coated the snorkels of 
its submarines with RADAR-absorbent paint to make them 
less visible to RADARs carried by Allied antisubmarine 
aircraft. In 1945 the U.S. developed a RADAR-absorbent 
paint containing iron. It was capable of making an airplane 
less RADAR-reflective, but was heavy; several coats of the 
material, known as MX-410, could make an aircraft un- 
wieldy or even too heavy to fly. However, stealth develop- 
ment continued throughout the postwar years. In the mid 
1960s, the U.S. built a high-altitude reconnaissance air- 
craft, the Lockheed SR-71 Blackbird, that was extremely 
RADAR-stealthy for its day. The SR-71 included a number 
of stealth features, including special RADAR-absorbing 
structures along the edges of wings and tailfins, a cross- 
sectional design featuring few vertical surfaces that could 
reflect RADAR directly back toward a transmitter, and a 
coating termed “iron ball” that could be electronically 
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manipulated to produce a variable, confusing RADAR 
reflection. The SR-71, flying at approximately 100,000 feet, 
was routinely able to penetrate Soviet airspace without 
being reliably tracked on RADAR. 


Development of true stealth aircraft (i.e., those em- 
ploying every available method to avoid detection by 
visible, RADAR, infrared, and acoustic means) continued, 
primarily in the U.S., throughout the 1960s and 1970s, and 
several stealth prototypes were flown in the early 1970s. 
Efforts to keep this research secret were successful; not 
until a press conference was held on August, 22, 1980, 
after expansion of the stealth program had given rise to 
numerous rumors and leaks, did the U.S. government 
officially admit the existence of stealth aircraft. Since then, 
much information about the two U.S. stealth combat 
aircraft, the B-2 bomber and the F-117 fighter (both dis- 
cussed further below), has become publicly available. 


Design for stealth requires the integration of many 
techniques and materials. The types of stealth that a 
maximally stealthy aircraft (or other vehicle) seeks to 
achieve can be categorized as visual, infrared, acoustic, 
and RADAR. 


Visual stealth. Low visibility is desirable for all military 
aircraft and is essential for stealth aircraft. It is achieved by 
coloring the aircraft so that it tends to blend in with its 
environment. For instance, reconnaissance planes de- 
signed to operate at very high altitudes, where the sky is 
black, are painted black. (Black is also a low visibility color 
at night, at any altitude.) Conventional daytime fighter 
aircraft are painted a shade of blue known as “air-superi- 
ority blue-gray,” to blend in with the sky. Stealth aircraft 
are flown at night for maximum visual stealth, and so are 
painted black or dark gray. Chameleon or “smart skin” 
technology that would enable an aircraft to change its 
appearance to mimic its background is being researched. 
Furthermore, glint (bright reflections from cockpit glass or 
other smooth surfaces) must be minimized for visual 
stealth; this is accomplished using special coatings. 


Infrared stealth. infrared radiation (i.e., electromagnetic 
waves in the .72-1000 micron range of the spectrum) are 
emitted by all matter above absolute zero; hot materials, 
such as engine exhaust gases or wing surfaces heated by 
friction with the air, emit more infrared radiation than 
cooler materials. Heat-seeking missiles and other weap- 
ons zero in on the infrared glow of hot aircraft parts. 
Infrared stealth, therefore, requires that aircraft parts and 
emissions, particularly those associated with engines, be 
kept as cool as possible. Embedding jet engines inside the 
fuselage or wings is one basic design step toward infrared 
stealth. Other measures include extra shielding of hot 
parts, mixing of cool air with hot exhausts before emis- 
sion; splitting of the exhaust stream by passing it through 
parallel baffles so that it mixes with cooler air more quickly; 
directing of hot exhausts upward, away from ground 
observers; and the application of special coatings to hot 
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spots to absorb and diffuse heat over larger areas. Active 
countermeasures against infrared detection and tracking 
can be combined with passive stealth measures; these 
include infrared jamming (i.e., mounting of flickering in- 
frared radiators near engine exhausts to confuse the track- 
ing circuits of heat-seeking missiles) and the launching of 
infrared decoy flares. Combat helicopters, which travel at 
low altitudes and at low speeds, are particularly vulner- 
able to heat-seeking weapons and have been equipped 
with infrared jamming devices for several decades. 


Acoustic stealth. Although sound moves too slowly to be an 
effective locating signal for antiaircraft weapons, for low- 
altitude flying it is still best to be inaudible to ground 
observers. Several ultra-quiet, low-altitude reconnaissance 
aircraft, such as Lockheed’s OT-2 and YO-3A, have been 
developed since the 1960s. Aircraft of this type are ultralight, 
run on small internal combustion engines quieted by 
silencer-suppressor mufflers, and are driven by large, 
often wooden propellers. They make about as much sound 
as gliders and have very low infrared emissions as well 
because of their low energy consumption. The U.S. F-117 
stealth fighter, which is designed to fly at high speed at 
very low altitudes, also incorporates acoustic-stealth meas- 
ures, including sound-absorbent linings inside its engine 
intake and exhaust cowlings. 


RADAR stealth. RADAR is the use of reflected electromag- 
netic waves in the microwave part of the spectrum to 
detect targets or map landscapes. RADAR first illuminates 
the target, that is, transmits a radio pulse in its direction. If 
any of this energy is reflected by the target, some of it may 
be collected by a receiving antenna. By comparing the 
delay times for various echoes, information about the 
geometry of the target can be derived and, if necessary, 
formed into an image. RADAR stealth or invisibility re- 
quires that a craft absorb incident RADAR pulses, actively 
cancel them by emitting inverse waveforms, deflect them 
away from receiving antennas, or all of the above. Absorp- 
tion and deflection, treated below, are the most important 
prerequisites of RADAR stealth. 


Absorption. Metallic surfaces reflect RADAR; there- 
fore, stealth aircraft parts must either be coated with 
RADAR-absorbing materials or made out of them to begin 
with. The latter is preferable because an aircraft whose 
parts are intrinsically RADAR-absorbing derives aerody- 
namic as well as stealth function from them, whereas a 
RADAR-absorbent coating is, aerodynamically speaking, 
dead weight. The F-117 stealth aircraft is built mostly out 
of a RADAR-absorbent material termed Fibaloy, which 
consists of glass fibers embedded in plastic, and of carbon 
fibers, which are used mostly for hot spots like leading 
wing-edges and panels covering the jet engines. Thanks to 
the use of such materials, the airframe of the F-117 (i.e., 
the plane minus its electronic gear, weapons, and en- 
gines) is only about 10% metal. Both the B-2 stealth 
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bomber and the F-117 reflect about as much RADAR as a 
hummingbird 


Many RADAR-absorbent plastics, carbon-based ma- 
terials, ceramics, and blends of these materials have been 
developed for use on stealth aircraft. Combining such 
materials with RADAR-absorbing surface geometry en- 
hances stealth. For example, wing surfaces can be built on 
a metallic substrate that is shaped like a field of pyramids 
with the spaces between the pyramids filled by a RADAR- 
absorbent material. RADAR waves striking the surface zig- 
zag inward between the pyramid walls, which increases 
absorption by lengthening signal path through the ab- 
sorbent material. Another example of structural absorp- 
tion is the placement of metal screens over the intake 
vents of jet engines. These screens—used, for example, 
on the F-117 stealth fighter—absorb RADAR waves ex- 
actly like the metal screens embedded in the doors of 
microwave ovens. It is important to prevent RADAR waves 
from entering jet intakes, which can act as resonant cavi- 
ties (echo chambers) and so produce bright RADAR 
reflections. 


The inherently high cost of RADAR-absorbent, air- 
frame-worthy materials makes stealth aircraft expensive; 
each B-2 bomber costs approximately $2.2 billion, while 
each F-117 fighter costs approximately $45 million; the 
U.S. fields 21 B-2s and 54 F-117s. The Russian Academy of 
Sciences, however, according to a 1999 report by Jane’s 
Defense Weekly, claims to have developed a low-budget 
RADAR-stealth technique, namely the cloaking of aircraft 
in ionized gas (plasma). Plasma absorbs radio waves, so it 
is theoretically possible to diminish the RADAR reflectivity 
of an otherwise non-stealthy aircraft by a factor of 100 or 
more by generating plasma at the nose and leading edges 
of an aircraft and allowing it flow backward over the 
fuselage and wings. The Russian system is supposedly 
lightweight (>220 Ib [100 kg]) and retrofittable to existing 
aircraft, making it the stealth capability available at least 
cost to virtually any air force. A disadvantage of the 
plasma technique that it would probably make the aircraft 
glow in the visible part of the spectrum. 


Deflection. Most RADARs are monostatic, that is, for 
reception they use either the same antenna as for sending 
or a separate receiving antenna colocated with the send- 
ing antenna; deflection therefore means reflecting RADAR 
pulses in any direction other than the one they came from. 
This in turn requires that stealth aircraft lack flat, vertical 
surfaces that could act as simple RADAR mirrors. RADAR 
can also be strongly reflected wherever three planar sur- 
faces meet at a corner. Planes such as the B-52 bomber, 
which have many flat, vertical surfaces and RADAR-re- 
flecting corners, are notorious for their RADAR-reflecting 
abilities; stealth aircraft, in contrast, tend to be highly 
angled and streamlined, presenting no flat surfaces at all 
to an observer that is not directly above or below them. 
The B-2 bomber, for example, is shaped like a boomerang. 


A design dilemma for stealth aircraft is that they need 
not only to be invisible to RADAR but to use RADAR; 
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inertial guidance, the Global Positioning System, and la- 
ser RADAR can all help aircraft navigate stealthily, but an 
aircraft needs conventional RADAR to track incoming mis- 
siles and hostile aircraft. Yet the transmission of RADAR 
pulses by a stealth aircraft wishing to avoid RADAR detec- 
tion is self-contradictory. Furthermore, RADAR and radio 
antennas are inherently RADAR-reflecting. 


At least two design solutions to this dilemma are 
available. One is to have moveable RADAR-absorbent 
covers over RADAR antennas that slip aside only when the 
RADAR must be used. The antenna is then vulnerable to 
detection only intermittently. Even short-term RADAR ex- 
posure is, however, dangerous; the only stealth aircraft 
known to be have been shot down in combat, an F-117 lost 
over Kosovo in 1999, is thought to have been tracked by 
RADAR during a brief interval while its bomb-bay doors 
were open. The disadvantage of sliding mechanical cov- 
ers is that they may stick or otherwise malfunction, and 
must remain open for periods of time that are long by 
electronic standards. A better solution, presently being 
developed, is the plasma stealth antenna. A plasma stealth 
antenna is composed of parallel tubes made of glass, 
plastic, or ceramic that are filled with gas, much like 
fluorescent light bulbs. When each tube is energized, the 
gas in it becomes ionized, and can conduct current just like 
a metal wire. A number of such energized tubes in a flat, 
parallel array, wired for individual control (a “phased 
array”), can be used to send and receive RADAR signals 
across a wide range of angles without being physically 
rotated. When the tubes are not energized, they are trans- 
parent to RADAR, which can be absorbed by an appropri- 
ate backing. One advantage of such an array is that it can 
turn on and off very rapidly, and only act as a RADAR 
reflector during the electronically brief intervals when it is 
energized. 


Stealthy Flying 


Stealth technology is most effective when combined with 
other measures for avoiding detection. For example, the 
F-117 and B-2 are both designed to fly at night, the most 
obvious visual stealth measure. Further, the F-117 is de- 
signed to fly close to the ground (i.e., at less than 500 feet 
[152 m]). Normal ground-based RADAR cannot see on- 
coming targets until they are in a line of direct sight, 
which, for a fast, low-flying aircraft approaching through 
hilly terrain, may not occur until the aircraft is almost 
above the RADAR. Even down-looking RADARs carried on 
aircraft have more difficulty tracking craft that are flying 
near ground-level, mingling their reflections with the noisy 
pattern of echoes from the ground itself (“ground clut- 
ter”). The F-117 therefore can fly close to the ground, 
swerving under computer control to avoid obstacles such 
as hills or towers. This flight style is known as jinking, 
snaking, or terrain following. (An aircraft such as the B-2 is 
too large to perform the rapid maneuvers required for 
jinking, and so flies at higher altitudes.) 


Encyclopedia of Espionage, Intelligence, and Security 


At the opposite extreme from jinking flight, ultra-high 
altitudes have also been used for stealth purposes. Recon- 
naissance aircraft deployed by the U.S. since the 1950s, 
including the U-2 and the SR-71, have set most of the 
altitude records for “air-breathing” craft (i.e., craft that do 
not, like rockets, carry their own oxygen). Such planes fly 
near the absolute limit of aerodynamic action; if they went 
any higher, there would be not be enough air to pro- 
vide lift. 


Counter-stealth. An aircraft cannot be made truly invisible. 
For example, no matter how cool the exhaust vents of an 
aircraft are kept, the same amount of heat is always 
liberated by burning a given amount of fuel, and this heat 
must be left behind the aircraft as a trail of warm air. 
Infrared-detecting devices might be devised that could 
image this heat trail as it formed, tracking a stealth aircraft. 


Furthermore, every jet aircraft leaves swirls of air— 
vortices—in its wake. Doppler RADAR, which can image 
wind velocities, might pinpoint such disturbances if it 
could be made sufficiently high-resolution. 


Other anti-stealth techniques could include the detec- 
tion of aircraft-caused disturbances in the Earth’s mag- 
netic field (magnetic anomaly detection), networks of low- 
frequency radio links to detect stealth aircraft by interrup- 
tions in transmission, the use of specially shaped RADAR 
pulses that resist absorption, and netted RADAR. Netted 
RADAR is the use of more than one receiver, and possibly 
more than one transmitter, in a network. Since stealth 
aircraft rely partly on deflecting RADAR pulses, receivers 
located off the line of pulse transmission might be able to 
detected deflected echoes. By illuminating a target area 
using multiple transmitters and linking multiple receivers 
into a coordinated network, it should be possible to greatly 
increase one’s chances of detecting a stealthy target. No 
single receiver may record a strong or steady echo from 
any single transmitter, but the network as a whole might 
collect enough information to track a stealth target. 


Stealth in wartime. Stealthy jet aircraft have been used for 
surveillance since the 1950s, but dedicated-design stealth 
warplanes were not used in combat prior to the first Gulf 
War (1991). In that war, F-117s—which first became opera- 
tional in 1982—made some 1,300 sorties and were the 
only aircraft to bomb targets in downtown Baghdad. B-2 
bombers were first used in combat in the Kosovo conflict 
in 1999, flying bombing sorties from Missouri to Yugo- 
slavia (with midflight refueling over the Atlantic). F-117s 
were also used in the Kosovo conflict; one was shot down 
and two were damaged by enemy fire. The first overseas 
combat deployment of B-2 bombers occurred in 2003, 
during Operation Iraqi Freedom. 


Stealth technology is also employed in U.S. cruise 
missiles such as the Tomahawk and the AGM-129A. The 
Tomahawk, a tactical weapon that can carry either nuclear 
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or conventional warheads, has been deployed in four 
versions, including air-, sea-, and ground-launched types, 
and was used extensively in combat in both Gulf Wars and 
in Afghanistan in 2002. The AGM-129A is stealthier than 
the 1970s-vintage Tomahawk; it carries the W80 250- 
kiloton nuclear warhead and is designed to be fired from 
under the wings of the B-52H Stratofortress strategic 
bomber. The AGM-129A has not been used in combat. 
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Steganography (from the Greek for “covered writing”) is 
the secret transmission of a message. It is distinct from 
encryption, because the goal of encryption is to make a 
message difficult to read while the goal of steganography 
is to make a message altogether invisible. A steganographic 
message may also be an encrypted as an extra barrier to 
interception, but need not be. Steganography has the 
advantage that even a talented code-cracker cannot deci- 
pher a message without knowing it is there. 


Steganography has been used since ancient times; 
Greek historian Herodotus records how one plotter of a 
revolt communicated secretly with another by shaving a 
slave’s head, writing on his scalp, letting his hair grow 
back, and sending the slave as an apparently unencumbered 
messenger. The number of ways in which a steganographic 
message might be sent is limited only by human ingenu- 
ity. A photograph of a large group of people, for example, 
might contain a Morse-code message in the expressions 
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of the people in the photograph (e.g., smiling for dot, 
blank for dash) or in the directions they are looking (e.g., 
slightly to the left for dot, straight at the camera for dash). 
Writing in invisible ink or miniaturizing a message, as on 
microfilm, are also forms of steganography. Probably the 
commonest form of steganography involves the embed- 
ding of messages in apparently innocent texts, with the 
letters or words of the message indicated either by subtle 
graphic emphasis (e.g., heavier ink, lighter ink, a small 
defect) or by special positioning. For instance, reading the 
first word of every sentence in what appears to be an 
ordinary letter might yield a steganographic message. 


Like most other forms of cryptography and secret 
writing, steganography has thrived in the digital era. Most 
digital documents contain useless or insignificant areas of 
data, or involve enough redundancy that some of their 
information can be altered without obvious effect. For 
instance, one might conceal a message bitstream inside a 
digital audio file by replacing the least-significant bit of 
every waveform sample (or every n waveform sample) 
with a message bit; the only effect on the file, if played 
back as audio, would be a slight decrease in the sound 
quality (probably imperceptible). Although steganographic 
messages can be hidden in any kind of digital files, image 
files, because they contain so much data to begin with, are 
usually used for digital steganography. Today a number 
of commercial or shareware programs exist for encoding 
text into steganographic images (“stego-images”), and 
are used by millions of people worldwide who wish to 
evade surveillance, especially by governments. This in- 
cludes people who have reason to fear punishment for 
expressing their political ideas, as well as terrorists. 


After the terrorist attacks of September 11, 2001, U.S. 
officials claimed that members of the group al-Qaeda, as 
well as of other terrorist groups, had used steganographic 
software to communicate plans to each other, hiding 
messages in images on pornographic Web sites and in 
sports chat rooms. Training camps for extremists in a 
number of countries now include instruction in crypto- 
graphic techniques, including digital steganography. 


Steganography is also used for the less dramatic 
purpose of watermarking, which is the hiding of informa- 
tion indicating ownership or origin inside a digital file. 
(Physical watermarking, the practice after which digital 
watermarking is named, is the impression of a subtle 
pattern on paper using water. A watermark is only visible 
when the paper is held up to a light.) Watermarking can be 
used for digital authentication (i.e., to prove that certain 
party was indeed the source of a file) or to check whether a 
digital file was obtained in violation of copyright. 
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Since the advent of ballistic missiles at the end of World 
War Il, the United States has considered several anti- 
ballistic missile (ABM) systems designed to defend against 
attack by intercontinental ballistic missiles (ICBMs) or, 
more recently, by shorter-range ballistic missiles. The 
Strategic Defense Initiative program and its successor, 
National Missile Defense (NMD), are the two most am- 
bitious ABM schemes proposed to date. SDI sought, ac- 
cording to President Ronald Reagan’s original vision (1983), 
a space-based ballistic-missile defense system that would 
render the United States safe from even an all-out Soviet 
attack involving thousands of missiles; NMD, evolved 
from SDI concepts in the post-Soviet environment, seeks 
effectiveness against launches of only one or a few mis- 
siles, possibly from “rogue states” such as North Korea. 
NMD thus returns to the limited design goals of the United 
States earliest ballistic-missile defense concepts of 
the 1960s. 


Research on ABM systems began in the early 1950s. 
By the late 1960s, a nuclear-tipped interceptor missile 
dubbed Sentinel had been developed. Sentinel was de- 
signed to destroy incoming warheads by detonating near 
them, and was intended for deployment around major 
cities to protect them against accidental launch of one or 
several Soviet missiles or against a limited strike by China. 
The system was never deployed, however, and in 1969 
President Richard Nixon announced that Sentinel would 
be renamed Safeguard and reassigned to protecting “our 
land-based retaliatory forces [i.e., nuclear-tipped ICBMs 
based in the American Midwest] against a direct attack by 
the Soviet Union.” At this time, however, the United 
States and Soviet Union were nearing agreement that 
ballistic-missile defense (BMD) is inherently destabilizing. 
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U.S. President Ronald Reagan is flanked by physicist Dr. Edward Teller, 
left, and Lt. Gen. James A. Abrahamson, director of Strategic Defense 
Initiative, as he arrives to address a conference marking the first five 
years of his “Star Wars” missile defense program in 1988. AP/wiDE 
WORLD PHOTOS. 


According to the standard anti-BMD argument, missile 
defenses encourage their possessor to start a nuclear war 
strategy because any BMD system will necessarily be 
more effective against a weakened counterattack than 
against a first strike; BMD therefore makes it “rational” to 
attack first. BMD proponents responded that missile de- 
fenses would enhance stability by adding to the uncertain- 
ties of a first strike. Nobody, during this period, argued 
that a perfect shield against nuclear attack was technically 
possible. 


The Anti-Ballistic Missile Treaty of 1972 made the 
anti-BMD point of view official by forbidding the Soviet 
Union or United States to deploy extensive missile de- 
fenses. Each superpower was allowed by the original 
treaty to build ABM installations at two “widely sepa- 
rated” locations, each with at most 100 interceptor mis- 
siles. In 1974, a protocol was added to the ABM Treaty that 
reduced the number of permitted installations to one per 
nation. The United States chose to build its permitted 
ABM system near an ICBM base in Grand Forks, North 
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Dakota; the Soviet Union deployed a system around Mos- 
cow. The Soviet system remains operational to this day, 
but the United States ABM system was shut down after 
only 9 months of operation in 1974-75 due to high operat- 
ing costs and because strategists felt that the system was 
too small to make any strategic difference. 


The ABM treaty’s ban on significant defenses left 
deterrence through “mutually assured destruction” as an 
undisputed fact of life; that is, strategists hoped that nei- 
ther superpower would dare start a nuclear war because 
annihilation of both societies would be the certain result. 
On March 23, 1983, however, President Reagan made a 
televised speech in which he declared that this situation 
was unacceptable. He asked, “Wouldn't it be better to save 
lives than to avenge them? ... What if free people could 
live secure in the knowledge that their security did not rest 
upon the threat of instant U.S. retaliation to deter a Soviet 
attack, that we could intercept and destroy strategic ballis- 
tic missiles before they reached our soil or that of our 
allies?” This policy—far more ambitious than any ABM 
concept that had been contemplated before—was formal- 
ized by Reagan in National Security Decision Directive 85 
two days later. Studies of the feasibility of an SDI-type 
system were made in the coming months, and a Strategic 
Defense Initiative Organization (SDIO) was chartered by 
Secretary of Defense Caspar Weinberger in April 1984. 


Reagan’s original proposal was conceptual, not tech- 
nically specific. In October 1985, the SDIO released a set of 
five “architecture” studies describing possible configura- 
tions for an SDI system. The favored architecture sug- 
gested seven defensive layers, including air-, land-, sea-, 
and space-based components to track and shoot down 
ballistic missiles during their boost, cruise, and descent 
phases of flight. The main emphasis was on space-based 
defenses. Hundreds of satellites were proposed for com- 
mand, control, and communications; remote sensing; bat- 
tle management; and actual shootdown of targets. 


A few of SDI’s many proposals for destroying enemy 
missiles during each phase of flight, along with some of 
the countermeasures proposed for each proposal, are 
described below. Countermeasures are emphasized be- 
cause many scientists and engineers in government, aca- 
demia, and industry argued in the 1980s that it would be 
relatively easy to defeat SDI’s proposed defenses using 
countermeasures, so no SDI system could ever replace 
deterrence. Today’s debate concerning the feasibility of a 
more limited NMD program revives many of the measure- 
countermeasure concepts that were discussed during the 
SDI debate. 


Proposals for Boost- 
Phase Intercept 


The SDIO and its critics were agreed that it would be 
essential to destroy many enemy missiles during boost 
phase, the period during which a ballistic missile is being 
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accelerated by its rocket engines. With existing missile 
technology, boost phase lasts for 3 to 5 minutes. Boost- 
phase intercept is essential to defense against a large- 
scale ballistic missile attack because once the payload of a 
missile is no longer being accelerated, it can detach from 
its booster rocket and begin releasing independently 
targeted warheads (as many as 10 per missile) and hun- 
dreds of decoys (i.e., objects designed to confuse sen- 
sors). Once a large number of ballistic weapons achieve 
cruise phase, a “threat cloud” of hundreds of thousands of 
objects, mostly decoys, could be encountered. It would be 
impractical, for any defensive system of plausible size, to 
target every object in such a threat cloud during the few 
minutes available for cruise-phase defense; therefore, the 
size of the threat cloud has to be reduced by destroying 
missiles during boost phase. Some of the methods pro- 
posed for boost-phase intercept, along with countermea- 
sures proposed for them, are discussed below. 


Space-based directed-energy Weapons. For boost-phase in- 
tercept the SDIO proposed several hundred satellites armed 
with powerful (i.e., >100 MW) lasers. Microwaves and 
neutral-particle beams (beams of hydrogen atoms) were 
also considered, but lasers were, and remain, the more 
developed technology. The directed-energy concept was, 
in essence, simple: lasers would cook boosters. Boosters 
contain flammable fuel and sensitive electronics and can- 
not carry armor because it would weigh too much, and so 
are more vulnerable to laser damage than, say, separated 
warheads, which are armored against the high heat of 
atmospheric reentry. Directed-energy weapons have two 
advantages for boost-phase intercept: First, they reach 
their targets in effectively zero time (at the speed of light 
or, in the case of a particle beam, at about half the speed of 
light). Second, after destroying one booster a directed- 
energy weapon can be retargeted, so each weapon can 
destroy a number of boosters. A basic limitation of any 
directed-energy weapon, however, is that it must illumi- 
nate or “dwell” on a booster for some period of time to 
destroy it. Dwell time for a laser of realistic power is 
generally estimated at between 1 second and 1 minute. 
Furthermore, redirection of the beam takes time, as it 
requires swiveling a mirror or other device. Finite dwell 
times and retargeting times, combined with the short 
duration of boost phase, place limits on the number of 
boosters that each directed-energy weapon can, in theory, 
destroy. 


Space-based directed-energy weapons have the fur- 
ther limitation that beam intensity diminishes approxi- 
mately with the square of the distance. They would there- 
fore have to be placed in low (i.e., 120-3100 mi [200-5,000 
km]) polar orbits, waiting to destroy boosting missiles not 
far below them. Low orbits, however, produce “absentee- 
ism.” That is, a low-orbit satellite can only see a small 
portion of the Earth at any one time, and so is absent from 
the sky over a particular area (e.g., Siberia) most of the 
time. To provide continuous coverage of a given area 
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therefore requires many satellites. Absenteeism multi- 
plies the number of weapon satellites needed to cover a 
specific launch zone by a factor of between 6 and 20; that 
is, for every satellite that happens to be passing over, say, 
Siberia at a given moment, at least six (or as many as 20) 
would have to be orbiting elsewhere, waiting their turn. 


Surface-based directed-energy Weapons. Two other SDI pro- 
posals for boost-phase intercept using directed-energy 
weapons were made. First was the use of fixed, ground- 
based optical lasers stationed in the continental United 
States. These lasers would send their beams up to orbital 
“fighting mirrors” which would reflect their energy back 
down over the horizon to enemy ballistic missiles in boost 
phase. The fighting mirrors would swivel rapidly to aim 
the laser light at the boosters. The lack of maneuverable 
mirrors that could reflect so much power without being 
destroyed by it was a major obstacle to this concept. 
Another technology, intensively urged by the SDIO for 
several years, was the nuclear-pumped x-ray laser. By 
surrounding a nuclear bomb with appropriate materials, it 
is possible in theory to cause those materials to lase (emit 
laser radiation, in this case in the x-ray part of the spec- 
trum) briefly when the bomb explodes. If even a small 
fraction of the bomb’s explosive energy is converted into 
x-ray laser energy, and this energy can be precisely aimed 
and focused, pulses powerful enough to destroy distant 
missiles could be generated. A basic limitation on this 
concept is that x rays cannot travel very far through the 
atmosphere; like space-based directed energy weapons 
(with the possible exception of optical-frequency lasers), 
nuclear-pumped x-ray lasers can only attack boosters 
during the portion of the boost phase that is above the 
densest part of the atmosphere, that is, above 50 to 56 
miles (80-90 km). It was therefore proposed that nuclear- 
pumped x-ray lasers be deployed in a “pop-up” system. 
That is, they would be mounted on missiles deployed on 
land or at sea not far from the Soviet Union (or other 
potential enemy). When orbiting detectors observed the 
infrared signatures of ballistic missile launches (i.e., the 
infrared glow of hot rocket exhausts), the missiles bearing 
the nuclear-pumped x-ray laser devices would be launched 
within a few seconds (i.e., would “pop up”). They would 
race to the edge of space and there explode, destroying 
their targets before they could finish boost phase. 


Proposals for Boost- 
Phase Countermeasures 


Fast-burn boosters. As described above, boost-phase in- 
tercept must by definition gain access to target missiles 
during their boost phase, which lasts only 3 to 5 minutes. 
What is more, pop-up x-ray lasers and most proposed 
space-based directed-energy weapons can reach their 
targets only during that fraction of the boost phase which 
takes place in near-vacuum, because lasers and particle 
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beams tend to be scattered and absorbed by the atmos- 
phere. Therefore, an important boost-phase countermeas- 
ure would be to build boosters that accelerate rapidly 
(“fast burn” boosters). With fast-burn boosters, boost 
phase would take place entirely within the atmosphere, 
reducing or eliminating the defense’s chances for boost- 
phase interception using space-based or pop-up directed- 
energy weapons. Fast-burn boosters would in any case 
give boost-phase intercept less time to operate, which 
would require the defense to build more satellites, which 
could eventually become prohibitively expensive. 


Booster hardening. Boosters could be coated with a 
material that ablates, or vaporizes, when illuminated by 
laser light. Such a coating could increase the dwell time 
needed to destroy a booster, again forcing the defense to 
build more satellites in order to cope with a given number 
of boosters in the time available. 


Rotation. Boosters could be designed to spin as they 
fly. This would spread energy from an attacking laser over 
a larger surface area, increasing dwell time. 


Decoys.Cheap rockets that simulate the infrared sig- 
nature of real, weapons-carrying boosters could be de- 
ployed alongside real boosters. Such decoys could be 
made so numerous that no affordable defensive system 
could attack them all. Although decoy rockets might stag- 
ger and veer after launch, unlike real boosters, the real 
boosters might be deliberately programmed to stagger 
and veer like the cheap imitations, further confounding the 
defense. The later technique is termed “antisimulation”: 
making a real weapon behave like a cheap decoy, rather 
than trying to make a cheap decoy that behaves like a 
real weapon. 


Space mines. All space-based components of any SDI 
or NMD system would be vulnerable to space mines, 
which are simply bombs (possibly nuclear) orbiting near 
the defensive system’s satellites. Before launching its 
ICBMs, the attacker would detonate its space mines. Since 
only one space mine is needed per battle station, and 
bombs are simpler than megawatt lasers, space mining 
would be intrinsically cheaper than defense building. 


Kinetic weapons. Kinetic weapons (also termed “ki- 
netic-kill weapons”) destroy by virtue of their kinetic en- 
ergy, that is, by colliding with their targets at high speed. 
Clouds of pellets orbited in the opposite direction to defen- 
sive satellites—released, probably, by space mines in 
appropriate orbits—could strike their targets at tens of 
thousands of miles per hour. 


Directed-energy weapons. All the devices proposed 
for boost-phase intercept, including nuclear-pumped x- 
ray lasers, would be effective antisatellite weapons, and 
could therefore be used against an opponent's defensive 
satellites even more readily than they could be used 
against an opponent's missiles. 


Nonballistic weapons. An enemy might employ weap- 
ons that do not have a boost phase at all. Cruise missiles 
(which fly at very low altitudes and can be made stealthy 
to both radar and infrared tracking), crewed aircraft, and 
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bombs smuggled aboard ships or across land borders are 
all possible methods of making a nuclear attack that would 
not be vulnerable to boost-phase intercept. 


Proposals for Cruise- 
Phase Intercept 


SDI envisioned using the same orbital directed-energy 
stations described above for both boost-phase intercept 
and for cruise-phase intercept. However, SDI’s designers 
anticipated that during cruise phase the task of distin- 
guishing between actual warheads and the hundreds of 
thousands of radar reflectors, decoys, and other objects 
released after boost phase would become paramount. 
There would simply be too many objects to attack if one 
could not tell the warheads from the chaff and decoys. It 
was therefore proposed that “tapping” each object with a 
laser pulse and measuring its change in velocity might be 
used to determine which objects were heavy enough to be 
warheads; directed-energy weapons would then be used 
to destroy the real warheads. 


Countermeasures for Cruise Phase 


The primary cruise-phase countermeasure would be the 
release of large numbers of decoys. Atmospheric nuclear 
explosions could also be used to confuse or blind infrared 
sensors by providing a glowing background (as seen from 
space), and all methods mentioned above for destroying 
defensive satellites—orbital or ground-based directed-en- 
ergy weapons, space mines, kinetic weapons, and so on— 
would also be threats to cruise-phase defense. Reactive 
decoy balloons that sensed a laser tap and accelerated 
themselves to mimic the mass of a real warhead were 
proposed as a countermeasure to “weighing” using la- 
ser pulses. 


Proposals for Descent- 
Phase Intercept 


Descent phase (also known as “terminal phase”) is the 
period during which a warhead is falling through the 
atmosphere toward its target. Descent-phase intercept 
has the advantage that atmospheric friction will strip away 
all decoys released during cruise phase, sifting out the real 
warheads. Descent-phase intercept was the traditional, 
pre-SDI focus of ballistic-missile defense; the Sentinel 
system, for example, was designed to use high-altitude 
nuclear explosions to knock out enemy warheads in de- 
scent phase, and the primary focus of post-SDI ballistic- 
missile defense concepts has also been on descent-phase 
intercept. Since electromagnetic pulse (EMP) from high- 
altitude nuclear explosions could cripple communications 
and electrical systems over a continent-sized area, de- 
scent-phase intercept concepts since Sentinel have fo- 
cused on kinetic-kill weapons that would actually strike 
their targets. 
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Countermeasures for 
Descent Phase 


Possible countermeasures for descent phase are few, but 
stealth technology could make warheads harder to track; 
furthermore, the attacker is favored in descent phase by 
the great speed and small size (>1.5 m long, >.5 m wide at 
the base) of each cone-shaped warhead. To strike even a 
single incoming warhead moving at some 10,000 miles 
per hour, much less hundreds or thousands of them 
simultaneously, is an extremely difficult rocketry prob- 
lem, often compared to hitting a bullet with a bullet in 
midair. Since the inception of the SDI program a number 
of tests have been conducted in which kinetic weapons 
(also termed “kinetic kill vehicles”) have intercepted, or 
sought to intercept, incoming missiles or warhead-like 
objects, but most tests have failed or produced ambigu- 
ous results. Nevertheless, kinetic descent-phase intercept 
is not impossible, and continuing technological advances 
may render it more reliable. 


The measures-countermeasures debate was vigor- 
ous during the 1980s because both sides agreed that a 
defensive system that allowed even 1% of the Soviet 
Union’s 8,000 or so strategic warheads to reach the United 
States—80 thermonuclear weapons—could not protect 
United States society from destruction. The technical side 
of the SDI debate therefore revolved around the question 
of whether a BMD system providing better than 99% 
defensive coverage was buildable or not, and if so, whether 
it could be built within a plausible budget. In general, the 
countermeasures school prevailed. SDI funding was cut 
back in the late 1980s and the SDIO retreated from its 
original goal of “render[ing] nuclear weapons impotent 
and obsolete” (in President Reagan’s 1983 words) to the 
traditional concept of defense against /imited ballistic- 
missile attack. The SDIO was renamed the Ballistic-Missile 
Defense Organization (BMDO) in May, 1993, and its official 
emphasis was shifted away from space-based defenses, 
marking the end of the SDI period. 


After SDI: GPALS and NMD 


Three years before the term “strategic defense initiative” 
was abandoned, SDI officially gave up on being the total 
nuclear umbrella proposed by President Reagan in 1983. 
At the order of President George H. Bush, the program 
assumed in 1990 a more limited mission: Global Protec- 
tion against Limited Strikes (GPALS). GPALS resembled 
Sentinel, in seeking to defend only against accidental or 
small-scale ballistic attacks, rather than massive launches 
of thousands of missiles. It differed from pre-SDI ballis- 
tic-missile defense in that it envisioned global protec- 
tion, especially “theatre” defense against ballistic mis- 
siles fired in extended combat zones far from the conti- 
nental United States. 


During the 1990s, the term National Missile Defense 
(NMD) replaced GPALS, and the program re-evolved many 
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features of SDI, albeit on a smaller scale. Today, NMD 
proposes a system with boost-phase, cruise-phase, and 
descent-phase intercept layers, much like SDI, only not 
intended to cope with the simultaneous launch of thou- 
sands of attacking missiles. 


For boost-phase intercept NMD proposes lasers, both 
airborne and space-based. The airborne laser—already 
built and test-flown, and scheduled to attempt its first 
missile shoot-down test in 2003 or 2004—would be flown 
ona modified Boeing 747, use hydrogen fluoride lasing in 
the infrared part of the spectrum, have a range of several 
hundred kilometers, and be directed against theatre (short- 
and medium-range) ballistic missiles. Adaptive optics that 
measure atmospheric distortion between the weapon and 
the target would be an essential component of such a 
system. Having measured the atmospheric distortion in 
real time, the weapon imparts an inverse distortion to the 
laser beam as it fires; the predistortion and the actual 
atmospheric distortion cancel each other out, allowing a 
focused beam to dwell on the missile. (A similar technique 
is widely applied in ground-based astronomy.) NMD also 
proposes to eventually use space-based lasers for boost- 
phase intercept. The weapons proposed, a product of 
research begun under SDI, would consist of infrared (hy- 
drogen fluoride) lasers in low orbits. However, the techni- 
cal hurdles to such a system are numerous, even disre- 
garding possible countermeasures, and funding for the 
space-based boost-intercept component of NMD has lately 
been reduced. 


For both cruise and descent (midcourse and terminal) 
defense, NMD proposes to use kinetic-kill warheads that 
would destroy by collision. Both land-based and sea- 
launched kinetic-kill missiles are under development for 
these phases of defense. 


NMD architecture. The detailed structure of the proposed 
NMD shift frequently, depending on technological and 
political factors. One typical, recently proposed NMD ar- 
chitecture consists of six essential elements: 


1) A satellite system for the detection and tracking of 
missile launches, the first components to be launched in 
2006 or 2007. The system consist of six geosynchronous 
satellites designed to observe the infrared emissions of 
booster rockets. 


2) Approximately five ground-based early-warning 
radars to project the approximate trajectories of missiles 
detected by the infrared satellite system. 


3) A number of high-frequency ground-based radars 
in the United States, United Kingdom, Greenland (Den- 
mark), South Korea, and perhaps other locations, de- 
signed to discriminate between warheads and decoys 
during the cruise phase. 


3) A midcourse (exoatmospheric) kinetic-kill intercep- 
tor missile, to be guided by information received from 
ground radars. The kinetic-kill warhead or vehicle is thrown 
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by its booster as nearly as possible toward its target, then 
guides itself during final approach using onboard sensors, 
computers, and steering rockets. 


4) A “Battle Management, Command, Control, and 
Communications” network of ground stations where com- 
puters will integrate information from sensors, fire and 
guide interceptors, and assess success and failure in real 
time so that multiple attempts can be made on a given 
target if necessary. 


The United States withdrew from the ABM Treaty in 
2002, allowing it to begin construction on a preliminary 
cruise-phase kinetic-kill interceptor site in June 2002, in 
Fort Greely, Alaska. The 16-missile complex is scheduled 
for completion in 2004. 
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Strategic Petroleum Reserve, 
United States 


E WILLIAM J. ENGLE 


The Strategic Petroleum Reserve (SPR), located in the 
United States and operated by the Department of Energy 
(DOE), is the largest emergency supply system of oil in the 
world. To enhance national security, in a Presidential 
Order signed November 13, 2001, President George W. 


Strategic Petroleum Reserve, United States 


Bush ordered the U.S. Department of Energy (DOE) to fill 
the Strategic Petroleum Reserve. The oil will come from 
royalty-in-kind transfers between the Department of the 
Interior and the DOE. 


The SPR is designed to act as a “first line of defense” 
against a reduction of oil supplies to the United States. 
The president can release the stored oil as necessary— 
including a release to stabilize prices. In addition to the 
SPR, there are also a Naval Petroleum Reserve and special 
emergency reserves of home heating oil maintained in 
storages tanks (some rented from commercial sources in 
other areas of the country). 


The Strategic Petroleum Reserve (SPR) contains a 
mixture of oil from domestic and foreign sources. 


The SPR is presently made up of four underground 
storage facilities located in salt domes along the coastal 
regions of Louisiana and Texas and has a total storage 
capacity of 700 million barrels of oil. These sites were 
chosen from among the more than 400 potential areas 
along the Gulf Coast of the southern United States after 
careful review of their relative geologic characteristics. 


A salt dome is a body of rock salt surrounded by 
layers of sedimentary rock. Geologic characteristics con- 
sidered in selecting storage sites include: 1) area geologic 
activity, 2) structural size, 3) existence of a trapping mecha- 
nism, 4) salt geometry, 5) salt composition, and 6) surface 
conditions. 


Geologic activity in the area of potential storage sites 
must be well understood. The coastal plains along the 
Gulf Coast tend to be in a perpetual state of either 
subsidence or uplift and the rate of such relative change 
must be measurable and predictable. 


Structural size is a significant factor. Oil is stored in 
cylindrically shaped caverns constructed within the salt 
body that are typically 200 feet in diameter and approxi- 
mately 2,000 feet in height or larger. A storage dome may 
consist of from one to more than twenty caverns in a three- 
dimensional pattern. Salt domes along the Gulf Coast 
typically range between being one half to five miles in 
diameter and may be over 20,000 feet in vertical height. 


Fluid naturally flows through permeable strata just as 
water passes through a sponge. Oil will seek the highest 
possible level due to its relatively low specific gravity and 
would float to the surface if not otherwise trapped. A salt 
dome must be overlain by a trapping mechanism in order 
to be an environmentally safe and an economically secure 
storage site, Cap rock is a stratum of rock lacking permea- 
bility that can act as a trapping mechanism. However, not 
all salt domes are overlain by cap rock. 


Salt domes are usually formed as the lighter salt rises 
through sedimentary strata above in a plastic state from a 
deeper source while forming irregular shaped and some- 
times freestanding columns. The three dimensional ge- 
ometry of the salt diapir must be profiled in order to 
facilitate the design of the storage cavern pattern. 
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Stun Gun 


Ideally the salt dome is composed of homogenous 
halite free of shale or other sedimentary rock. The pres- 
ence of irregularities in composition may effect cavern 
construction and containment integrity. 


Surface conditions play a role in site selection and 
project design, construction and ease of operation. Typi- 
cally such sites are located in marsh areas or beneath 
standing water. Proximity to existing infrastructure sup- 
porting oil import, delivery and water handling is a major 
cost and operational consideration. 


Though geologically complex, salt domes have proven 
to be a reliably safe and economically competitive means 
of storing oil for future use and play a key role in national 
energy management and supply. 
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Sudan, Intelligence 
and Security 


Due to its role with connection to the international war on 
terrorism, Sudan has much greater importance in the 
realm of intelligence and security than do most nations of 
Africa's interior. Though it harbored al-Qaeda leader Osama 
bin Laden from 1991 to 1996, Sudan in 2001 became an 
unlikely ally of the United States in its efforts against 
Islamist terrorists. 


The two principal intelligence agencies of the Suda- 
nese government are Al Amn al-Dakhili and Al Amn al- 
Khariji, the bureaus of internal and external security re- 
spectively. Security issues in Sudan have, for the most 
part, sprung from internal issues, particularly a civil war 
with roots going back to the 1950s. The vast nation, 
Africa's largest geographically, is sharply divided cultur- 
ally into northern and southern regions. The north, which 


the government controls, is Arabic and Islamic, whereas 
the south is sub-Saharan African and non-Muslim (either 
Christian or traditionalist). The opposition Sudan People’s 
Liberation Army (SPLA) controlled much of southern Sudan 
by the end of the twentieth century. 


The Sudanese government has been notorious for its 
human rights violations, including the continuation of the 
black African slave trade in the 1990s. Its imposition of 
strict Muslim law on the south in 1983 sparked a civil war 
that claimed more than 1.5 million lives over the next 15 
years. Meanwhile, the government in Khartoum provided 
safe haven to bin Laden, who had been exiled from his 
native Saudi Arabia. U.S. and Saudi pressure forced the 
Sudanese to eject bin Laden in 1996. 


After the al-Qaeda attacks on U.S. embassies in Kenya 
and Tanzania in 1998, the U.S. military struck back at 
targets in Afghanistan and Sudan, whose Shifa Pharma- 
ceutical Plant was reportedly making chemical weapons. 
In 2001, the Financial Times revealed that two months 
before the bombings, Sudanese external security bureau 
chief Gutbi al-Mahdi approached the regional head of the 
Federal Bureau of Investigation and offered to share intel- 
ligence on al-Qaeda. Suspicious of Khartoum, the admin- 
istration of President William J. Clinton declined the offer. 


The inauguration of President George W. Bush in 
2001 signaled a change in U.S.-Sudanese relations. Even 
before the September 11 terrorist attacks, Sudanese intel- 
ligence had begun providing Washington with informa- 
tion on suspected terrorists who had resided in the coun- 
try during the period 1991-96. Soon after the attacks, a 
senior State Department official told the Washington Post 
that Khartoum had made an “implicit” offer for the use of 
its military bases to strike against al-Oaeda. In March 2002, 
Sudanese authorities captured and imprisoned Anas Al- 
Liby, a senior al-Qaeda militant. 


The Khartoum government made a peace deal with 


the SPLA in July 2002, and the two sides began work 
toward a ceasefire agreement. 
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As the longest canal in the world without locks, the Suez 
Canal links the Mediterranean and Red seas across the 
Isthmus of Suez. Although Eygpt’s ancient rulers devised 
a means of connecting the Nile River to the Red Sea, it was 
only in modern times that French engineer Ferdinand de 
Lesseps developed a workable design for the 101-mile 
(163-km) canal, which opened in 1869. In 1956, the canal 
became the site of an international crisis involving Britain, 
France, Egypt, and Israel. Today the canal remains a 
strategic point of movement of the world’s oil supply. 


Early history. From ancient times, trade flourished in the 
Mediterranean and Red Seas, and pharaohs recognized 
the advantage to be gained by connecting the two bodies. 
As early as 1500 B.c., pharaohs of Egypt's New Kingdom 
commissioned the building of a canal between the Nile 
and the Red Sea. This early canal was covered by sand, 
and though the late seventh century B.c. pharaoh Necho II 
attempted to build a new canal, the project would not be 
completed until the Persian invasion of Darius after 522 
B.c. This canal eventually met the same fate as its prede- 
cessors, and successive rulers—the Greeks under Ptol- 
emy | and Cleopatra, and later the Romans under Trajan— 
attempted to restore it, but in each case the canal fell into 
disrepair. 


Napoleon Bonaparte, when he conquered Egypt in 
1798, revived the idea of a canal, this one to directly 
connect the two seas. The project did not begin for half a 
century, however, due to engineers’ misconceptions re- 
garding relative water levels. Finally, Lesseps, the former 
French consul to Egypt, received a 99-year concession on 
the canal from the khedive of Egypt. With a crew of some 
2.4 million Egyptian workers, he commenced the building 
project, which cost more than 125,000 lives over the course 
of a decade. The canal opened with much ceremony on 
November 17, 1869. 


Crisis and concerns. Until the Suez Crisis of 1956, the Anglo- 
French Suez Canal Company controlled the canal. Egyp- 
tian president Gamal Abdel Nasser had developed in- 
creasingly close ties with the Communist bloc, and there- 
fore, when he requested assistance in building the Aswan 
High Dam—a project intended to tame the Nile and pro- 
vide hydroelectric power to Egypt—the United States, 
Britain, and France refused. On July 26, Nasser retaliated 


Suez Canal 


by declaring martial law in the canal zone and seizing 
control of the canal. 


Britain and France at first tried diplomacy, and when 
this failed, they sought Nasser’s overthrow through an 
alliance with Israel. The three nations followed a classic 
“good cop/bad cop” strategy. On October 29, the Israelis 
invaded Egypt, whereupon Britain and France went into 
presented themselves as peacekeepers, and offered to 
occupy the canal zone on behalf of the United Nations 
(UN). Their actions raised such tensions among the two 
superpowers that both the United States and the Soviet 
Union very nearly intervened. The UN forced the evacua- 
tion of the French and British on December 22, and Israel 
pulled out in March 1957. 


Aftermath of the Suez Crisis. The Suez Crisis raised the 
stature of Nasser immeasurably, and he has remained a 
powerful symbol to Arab nationalists such as lraq’s Saddam 
Hussein, the late Hafez al-Assad of Syria, and Libya’s 
Muammar al-Qaddafi. The incident also marked the end of 
British and French influence in the Middle East, where 
they had held considerable sway for the better part of 150 
years. From an intelligence standpoint, the Suez Crisis 
was significant for the role played by British interception 
of cipher transmissions, an operation known as Engulf. 


Israel captured the Sinai Peninsula in the 1967 Arab- 
Israeli war, and for the next six years, the canal served as a 
buffer between Egypt and Israel. It was closed during that 
time, and the Egyptians, who regained control in 1973, 
only reopened it in 1975. Since then, they have widened it 
twice, and have plans to widen it again by 2010 so as to 
accommodate larger oil-carrying vessels. The U.S. Depart- 
ment of Energy has identified the Suez Canal as one of 
several geographic “chokepoints”—narrow passages that 
are both vital to the international oil trade and extremely 
susceptible to attacks or accidents. 
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I BRIAN HOYLE 


A supercomputer is a powerful computer that possesses 
the capacity to store and process far more information 
than is possible using a conventional personal computer. 


An illustrative comparison can be made between the 
hard drive capacity of a personal computer and a super- 
computer. Hard drive capacity is measured in terms of 
gigabytes. A gigabyte is one billion bytes. A byte is a unit 
of data that is eight binary digits (i.e., 0's and 1's) long; this 
is enough data to represent a number, letter, or a typo- 
graphic symbol. Premium personal computers have a 
hard drive that is capable of storing on the order of 30 
gigabytes of information. In contrast, a supercomputer 
has a capacity of 200 to 300 gigabytes or more. 


Another useful comparison between supercomputers 
and personal computers is in the number of processors in 
each machine. A processor is the circuitry responsible for 
handling the instructions that drive a computer. Personal 
computers have a single processor. The largest super- 
computers have thousands of processors. 


This enormous computation power makes supercom- 
puters capable of handling large amounts of data and 
processing information extremely quickly. For example, 
in April 2002, a Japanese supercomputer that contains 
5,104 processors established a calculation speed record of 
35,600 gigaflops (a gigaflop is one billion mathematical 
calculations per second). This exceeded the old record 
that was held by the ASCI White-Pacific supercomputer 
located at the Lawrence Livermore National Laboratory in 
Berkeley, California. The Livermore supercomputer, which 
is equipped with over 7,000 processors, achieves 7,226 
gigaflops. 

These speeds are a far cry from the first successful 
supercomputer, the Sage System CDC 6600, which was 
designed by Seymour Cray (founder of the Cray Corpora- 
tion) in 1964. His computer had a speed of 9 megaflops, 
thousands of times slower than the present day versions. 
Still, at that time, the CDC 6600 was an impressive ad- 
vance in computer technology. 


Beginning around 1995, another approach to design- 
ing supercomputers appeared. In grid computing, thou- 
sands of individual computers are networked together, 
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even via the Internet. The combined computational power 
can exceed that of the all-in-one supercomputer at far less 
cost. In the grid approach, a problem can be broken down 
into components, and the components can be parceled 
out to the various computers. As the component problems 
are solved, the solutions are pieced back together mathe- 
matically to generate the overall solution. 


The phenomenally fast calculation speeds of the pres- 
ent day supercomputers essentially corresponds to “real 
time,” meaning an event can be monitored or analyzed as 
it occurs. For example, a detailed weather map, which 
would take a personal computer several days to compile, 
can be complied on a supercomputer in just a few minutes. 


Supercomputers like the Japanese version are built 
to model events such as climate change, global warming, 
and earthquake patterns. Increasingly, however, super- 
computers are being used for security purposes such as 
the analysis of electronic transmissions (i.e., email, faxes, 
telephone calls) for codes. For example, a network of 
supercomputers and satellites that is called Echelon is 
used to monitor electronic communications in the United 
States, Canada, United Kingdom, Australia, and New Zea- 
land. The stated purpose of Echelon is to combat terrorism 
and organized crime activities. 


The next generation of supercomputers is under de- 
velopment. Three particularly promising technologies are 
being explored. The first of these is optical computing. 
Light is used instead of using electrons to carry informa- 
tion. Light moves much faster than an electron can, there- 
fore the speed of transmission is greater. 


The second technology is known as DNA computing. 
Here, recombining DNA in different sequences does cal- 
culations. The sequence(s) that are favored and persist 
represent the optimal solution. Solutions to problems can 
be deduced even before the problem has actually appeared. 


The third technology is called quantum computing. 
Properties of atoms or nuclei, designated as quantum bits, 
or qubits, would be the computer’s processor and mem- 
ory. A quantum computer would be capable of doing a 
computation by working on many aspects of the problem 
at the same time, on many different numbers at once, then 
using these partial results to arrive at a single answer. For 
example, deciphering the correct code from a 400-digit 
number would take a supercomputer millions of years. 
However, a quantum computer that is about the size of a 
teacup could do the job in about a year. 
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A technician monitors IBM's ASCI White in 2000, then the world’s fastest supercomputer, that is capable of 12 trillion calculations per second. The Department 
of Energy uses ASCI White to analyze and protect the nation’s nuclear weapons stockpile. AP/WIDE WORLD PHOTOS. 
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Surgeon General and Nuclear, 
Biological, and Chemical 
Defense, United States Office 


Among its many responsibilities, the Office of the United 
States Surgeon General serves as a clearinghouse for 


information on what is known as “medical NBC”—that is, 
the biomedical effects of nuclear, biological, and chemical 
(NBC) weapons and agents. Through the World Wide 
Web, the Surgeon General's office keeps physicians, as 
well as the general public, informed of dangers associated 
with anthrax, weapons of mass destruction, and other 
threats that became a part of public discourse after the 
terrorist attacks of September, 2001 and the subsequent 
war on terror. 


The Office of the Surgeon General of the United 
States dates back to 1871, when President Ulysses S. 
Grant established the position. Appointed by the Presi- 
dent with the advice and consent of the U.S. Senate, the 
Surgeon General serves a four-year term and reports to 
the Assistant Secretary for Health, principal advisor to the 
Secretary of Health and Human Services (HHS) on public 
health and scientific issues. The Surgeon General holds 
the rank of vice admiral in the U.S. Public Health Service 
Commissioned Corps, a uniformed service. 
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The Surgeon General Medical NBC Server was estab- 
lished after September 2001, to provide a reference and 
learning source on medical NBC matters. Although it is 
directed toward physicians, much of the information on 
the site (http://www.nbc-med.org) is accessible to citizens 
without medical training. The site was intended to supple- 
ment the Army Medical Department Center and School 
Distance Learning effort, and to coordinate with existing 
initiatives to provide Internet access to all medical facili- 
ties, both stationary and in the field. The Medical NBC 
Server also provides health advisories from groups that 
include the Food and Drug Administration, HHS, and even 
the U.S. Postal Service. 
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Sweden, Intelligence 
and Security 


Sweden established its national intelligence services in 
1937, in response to escalating political and military ten- 
sions in Europe and the rise of Nazi Germany. While the 
Swedish military had maintained a unit of trained espio- 
nage and counterespionage agents since the early nine- 
teenth century, the nation lacked a modern and special- 
ized intelligence force. The initial intelligence services 
consisted of a central intelligence agency, a cryptology 
department, and a signals intelligence department. 


Sweden’s cryptology department, despite rudimen- 
tary equipment, quickly gained fame. In cooperation with 
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the the signals intelligence department and the Navy, 
Swedish intelligence intercepted and deciphered nearly 
half of all German radio and wire transmissions in the 
years immediately preceding World War Il. During the 
War, Nazi Germany considered Sweden’s cryptology de- 
partment on of its primary security threats. Sweden's 
intelligence services and cryptologists worked closely with 
some Allied forces, and in the eary war years, provided 
key information to British cryptologists at Bletchley Park. 


After the war, Sweden’s geographic location made it 
a useful station for monitoring Eastern Europe and the 
Soviet Union during the Cold War. Today, Sweden is a 
member of the European Union and contributes signals 
intelligence, as well as cryptological technology, to Euro- 
pean cooperative intelligence operations. Though the coun- 
try has a stated policy of neutrality, Sweden maintains one 
of Europe’s largest and best-equipped intelligence forces. 


The Swedish intelligence community does not use 
the traditional internal and external intelligence divisions 
within its various branches. Though operational units may 
be more specialized, military and civilian intelligence and 
security forces in Sweden collect both internal and foreign 
data. Government and military agencies often coordinate 
operations, especially in the areas of signals and counter- 
intelligence. 


The Military Intelligence and Security Directorate 
(MUST) oversees Swedish military intelligence opera- 
tions. The agency coordinates intelligence operations with 
various specialized military units. The Special Protection 
Group (SSG) is the military’s highly trained intelligence 
and special forces unit. The SSG protects intelligence and 
military installations. A Military Police division, with a 
specially trained covert operations unit called the Military 
Police Rangers (MPJ), is charged with the protection of 
military property and defense of national security. 


The National Security Service (SAPO) is Sweden’s 
primary government intelligence service. SAPO directs 
maintains several operational branches, including signals 
intelligence, counterintelligence, and a national police 
force. The agency oversees and both foreign and domestic 
surveillance and analyzes intelligence data. The national 
police force is the main action unit of the SAPO, and 
maintains important operational divisions of its own, in- 
cluding the ONI, the Swedish national police counter- 
terrorism unit. The unit has special operational and mili- 
tary action powers to seek out and apprehend terrorists 
inside Sweden's boarders and throughout Europe, with 
the aid of foreign intelligence agencies. 


In response to growing concern about global terror- 
ism, Sweden joined the European Union international task 
force to combat terrorism. 
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Switzerland, Intelligence 
and Security 


Switzerland has a long tradition of neutrality, abstaining 
from active participation in World Wars | and Il. This policy 
of neutrality extended to abstaining from membership in 
international organizations and prohibiting the sharing of 
some intelligence information with foreign nations. On 
September 10, 2002, the Swiss Confederation joined the 
United Nations as a member nation, ending a fifty-five 
year span as an observer mission. Although Switzerland 
has cooperated with humanitarian, economic, legal, and 
intelligence operations with neighboring foreign nations 
and the United States, it is not a member of the European 
Union or the North Atlantic Treaty Organization (NATO). 


Swiss government agencies, financial institutions, 
and military branches of service recognize three national 
languages, German, French, and Italian. Some canton 
governments use a fourth national language, Romansh. 
The varied linguistic ethnicities in the country require 
national services to operate equally in all of its official 
languages. The multi-lingual nature of the Swiss Confed- 
eration and its citizens adds a unique dimension to Swiss 
intelligence and security forces. 


Switzerland's intelligence services effectively dissolved 
intelligence community distinctions between internal and 
domestic security and intelligence operations. The recent 
creation of the Swiss National Security Council, part of the 
Swiss Federal Department of Defense, Civil Protection, 
and Sports, facilitated communication and cooperation 
among various agencies in the intelligence community, 
giving each independent agency equal access to informa- 
tion and resources. The National Security Council has 
jurisdiction over civilian and military intelligence and se- 
curity issues, further uniting various branches of the intel- 
ligence community. 


The Strategic Intelligence Service is charged with 
directing and conducting foreign intelligence operations. 
Its charge is the protection of Swiss banking, economic, 
political, technological, and military interests abroad. Data 
collected by the agency is reported to the political and 
military leadership of the Swiss Confederation via the 
National Security Council. The Strategic Intelligence Serv- 
ice traditionally works in conjunction with other Swiss 
agencies, but has increasingly cooperated with adjacent 
nations in the European Union. 


The Armed Forces Intelligence Service trains most 
Swiss intelligence agents. The agency provides military 
intelligence units should the army be needed in domestic 
affairs or called to active duty. Within the armed forces, 
political and security information is gathered by the Air 
Force Intelligence Section which conducts internal sur- 
veillance of the Swiss intelligence community. 
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Switzerland’s most populous agency in the intelli- 
gence community is the Federal Office of Police. The 
Federal Police are Switzerland’s main counterintelligence 
force, conducting both internal and external surveillance. 
The Federal Office of Police works closely with other 
agencies to ensure domestic security. 


Syria, Intelligence 
and Security 


Syria has four intelligence agencies, which together helped 
President Hafez al-Assad maintain strict control of the 
nation from 1970 to 2000, and assisted the transition of 
power to his son Bashar after the elder Assad died. Despite 
the country’s reputation as a police state and an exporter 
of terrorism within the Middle East, Syrian opposition to 
Iraq and to Islamist groups has often placed it in tempo- 
rary alignment with United States policies. 


The Political Security Directorate (Idarat al-Amn al- 
Siyasi) conducts surveillance within the country, looking 
for signs of opposition political activity. Its role overlaps to 
some extent that of the General Security (or Intelligence) 
Directorate (Idarat al-Amn al-’Amm), the principal civilian 
intelligence agency in the country. The latter also has an 
external security division equivalent to the U.S. Central 
Intelligence Agency, as well as a Palestine division, which 
oversees activities of Palestinian groups in Syria and 
Lebanon. 


In addition to the typical functions of military intel- 
ligence, the Military Intelligence Service (Shu’bat al- 
Mukhabarat al-’Askariyya) provides support to Palestin- 
ian, Lebanese, and Turkish radical groups, monitors Syr- 
ian dissidents living overseas, and coordinates the actions 
of Syrian and Lebanese forces in Lebanon. 


The fourth intelligence service, the Air Force Intelli- 
gence Directorate (Idarat al-Mukhabarat al-Jawiyya) is 
only nominally tied to the air force. Its role as the most 
powerful and feared intelligence agency in Syria comes 
from the fact that Hafez al-Assad was once air force com- 
mander, and later turned the air force intelligence service 
into his personal action bureau. In addition to intelligence 
work, the directorate has assisted numerous terrorist op- 
erations abroad. 


Despite its reputation, Syria has made common cause 
with the United States against Iraq, whose Saddam Hussein 
was a hated foe of Assad, and against militant Islamists. 
After the U.S. defeat of the Taliban in Afghanistan, extrem- 
ists ejected from that country began to drift through Syria, 
but found themselves unwelcome there: the Syrians cap- 
tured numerous former fighters and held them for ques- 
tioning by U.S. authorities. In July 2002, U.S. officials 
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confirmed that Syria’s government had provided Wash- 
ington with information that helped head off a surprise 
attack on U.S. forces in the Persian Gulf. 
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Tabun (or “GA”) is one of a group of synthetic chemicals 
that were developed in Germany during the 1930s and 
1940s (Tabun was developed in 1936). The original intent 
of these compounds, including tabun, was to control 
insects. These pesticides were similar to organophosphates 
in their action on the nervous system. However, Tabun 
and the other human-made nerve agents proved to be 
much more potent than the organophosphates, and so 
quickly became attractive as chemical weapons. 


Tabun is one of the G-type nerve agents, along with 
Sarin and Soman. They are all clear, colorless, and taste- 
less. As a result, Tabun mixes readily with water, and so 
can be used as a water-poisoning agent. Food can also be 
contaminated. The fluid form of Tabun can also be ab- 
sorbed through the skin. 


When in water, Tabun loses its potency relatively 
quickly, compared to airborne vapors, which can remain 
potent for a few days. The vapors can even bind to cloth- 
ing, where they will subsequently be released for 30 
minutes or so. People close to the contaminated person 
can themselves be affected by the vapor. Tabun vapors 
tend to be denser than air and so settle into low-lying 
depressions or valleys. People in such regions are espe- 
cially susceptible. 


Like the other members of the G series, Tabun is a 
nerve agent. Specifically, it inhibits an enzyme called 
cholinesterase. The enzyme breaks apart acompound that 
acts as a communication bridge between adjacent nerve 
cells. Normally, the transient formation and destruction of 
the bridge allows a control over the transmission of nerve 
impulses. But, the permanent presence of the bridging 
compound means that nerves “fire” constantly, which 
causes muscles to tire and eventually stop functioning. In 
the case of the lungs, this can be fatal. 


Symptoms of Tabun poisoning, which can begin within 
minutes of exposure, include runny nose, watery and 
painful eyes, drooling, excessive sweating, rapid breath- 
ing, heart beat abnormalities, and, in severe cases, con- 
vulsions, paralysis, and even fatal respiratory failure. 


Treatment for the inhalation of Tabun consists of 
three timed injections of a nerve agent antidote such as 
atropine. Since this may or may not be successful, preven- 
tion remains the most prudent strategy. Protective cloth- 
ing including a gas mask is a wise precaution for those 
who are in an environment where the deployment of 
Tabun is suspected. 


While the United States once had an active chemical 
weapons development program that included the wea- 
ponization of Tabun, this program was halted decades 
ago. Other countries may still be engaged in such weap- 
ons development. For example, Iraq is suspected of hav- 
ing used Tabun against Iranians during the Iran-Iraq war in 
the 1980s. 
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Taiwan, Intelligence 
and Security 


For the first four decades after its establishment by ousted 
Chinese President Chiang Kai-shek in the 1940s, the Repub- 
lic of China (ROC) or Taiwan was a virtual one-party 
state ruled by Chiang’s Guomindang or KMT. Although 
its system was capitalist and nominally democratic, the 
country’s people had little freedom of dissent. During 
those years, the National Security Bureau (NSB) helped 
maintain Chiang’s power by monitoring the citizenry. 
Liberalization began in the late 1980s, and was reflected in 
changes by the NSB. Nevertheless, the centralization of 
the ROC intelligence and security structure remains. 


Under the National Security Council (NSC) is the 
Ministry of Defense, which includes the ROC Army, Navy, 
Air Force, Coast Guard, and Military Police Command. The 
Ministry of Defense also has its own Military Intelligence 
Bureau. Of much greater significance in the intelligence 
apparatus is NSB, which reports directly to the Ministry of 
Defense. At one time, its activities were so secretive that it 
was Called “Mystical 110,” after the address of its head- 
quarters at 110 Yanteh Boulevard in the Taipei suburb of 
Yang Ming Mountain. Directed by military leaders, the 
NSB was known popularly as “Taiwan’s KGB” or simply 
“TKGB.” The passage of the NSB Organic Law by the Yuan 
or national legislature in 1994, however, served to place 
NSB under a much greater measure of civilian control in 
the increasingly liberalizing ROC state. 


In addition to the NSB is the Ministry of Justice 
Investigation Bureau (MJIB), which performs functions 
similar to those of the United States Federal Bureau of 
Investigation, although its powers are somewhat more 
broad. Police services are directed by the National Police 
Administration of the Ministry of Interior. Like South Korea 
and unlike the United States, Taiwan’s police are centrally 
organized. 
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A Taser is a type of gun. It is similar in appearance to a 
conventional gun, having a handle, squeezable trigger, 
and a blunt barrel. Instead of firing bullets, however, a 
Taser incapacitates someone for a short time by the use of 
electricity. Tasers are most often used by security forces, 
including police, to quell disturbances without causing 
injury to the people involved. 


The Taser gun is one of three types of weapons that 
are known collectively as stun guns. The other two devices 
are known as the hand held stun gun and the liquid stun 
gun. As their name implies, these weapons are designed 
to be a non-lethal defense, rather than an offensive weapon 
capable of causing deadly injury. 


Stun guns like the Taser operate by disrupting the 
electrical flow of signals through nerve cells. This electri- 
cal flow drives the ability of the muscles to respond to 
commands from the brain, and allows information that the 
body receives from the outside world (i.e., touch, taste, 
smell) to be communicated to the brain. The disruption of 
the nerve cells is achieved by the generation of an electri- 
cal charge by the Taser that has a high voltage and low 
amperage. Put another way, the electrical charge has a 
great deal of pressure, but is not intense. The pressure of 
the charge allows the charge to penetrate into the body, 
even though several layers of clothing. In order for it to be 
effective, the person must be close, even in direct contact, 
with the electrodes of the Taser. Because the electrical 
charge is not intense, the brief surge of electricity is not 
powerful enough to physically damage the person’s body. 


Inside the body, however, the electricity is powerful 
enough to temporarily disable the nervous system. This 
occurs when the added charge mixes with the electrical 
impulses flowing through the nerve cells. The added elec- 
tricity overwhelms the meaningful signals, making it im- 
possible for the brain to interpret the signals from the 
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Taser 


An advanced M-26 Taser stun gun is demonstrated during a news conference in 2002. Several airlines deploy similar weapons on board during flights. arwide 
WORLD PHOTOS. 


nerve cells. Confusion, difficulty in balance, and muscle 
paralysis results. 


Only about one-quarter of a second is required to 
incapacitate someone. Once the electrical swamping of 
the nerve impulses has abated—within a few seconds to a 
minute—recovery is complete with no adverse effects. 
Tests have shown that even heart pacemakers are not 
affected by Tasers. 


The electrical signal from a Taser can be generated as 
a single burst, or in rapid pulses. If the pulses are similar to 
the frequency of the natural pulses that occur within the 
nerve cells, then the muscles are stimulated to contract 
and relax. However, there is no coordination behind the 
work, since the connections between the muscles and the 
brain have been disrupted. The muscles will become 
depleted of energy and tired. Even when the normal 
electrical rthyhm is restored, the muscles often remain too 
tired to respond for a short period. 


Because a Taser acts on muscles, and as there are 
muscles all over the body, a Taser applied almost any- 
where over the body can cause total immobilization. 


Stun guns, including the Taser, consist of a trans- 
former, oscillator, capacitor, and electrodes. The trans- 
former generates the voltage; typically between 20,000 
and 150,000 volts. The oscillator introduces the pulsations 
in the electrical charge. The charge is built up in the 
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capacitor, which releases the charge to the electrodes. It is 
the electrodes that send the charge into the body, when 
the electricity bridges the gap between the oppositely 
charged electrodes. 


In a Taser, the electrodes are not fixed in position. 
Instead, they are positioned on the ends of two long pieces 
of conducting wire. When a trigger is pulled, a release of 
compressed gas expels the electrodes out from the gun. In 
addition, the electrodes have barbs on them, so that they 
can stick to clothing. This design of the Taser allows a 
charge to be transferred to someone who is 15 to 20 feet 
away. Hand-to-hand contact, in this instance, is not neces- 
sary. The disadvantage of this design is that only one shot 
is possible before the electrodes have to rewind, and a 
new compressed gas cartridge loaded into the gun. Some 
models of Taser have the attached electrodes, so that if the 
flying electrodes miss the target, the shooter can move in 
and try to touch the subject with the stationary electrodes 
to deliver the stunning dose of electricity. 
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Technical intelligence, or TECHINT, is intelligence relating 
to the technical abilities of an enemy. It does not fall under 
just one of the four major branches of intelligence; rather, 
TECHINT includes elements of imagery, measurement 
and signatures, and signals intelligence (IMINT, MASINT, 
and SIGINT, respectively). It may also intersect with the 
fourth major branch, human intelligence (HUMINT), though 
some adherents of TECHINT insist that HUMINT plays no 
part in the gathering of technical intelligence. Closely 
related to TECHINT is scientific intelligence, or intelligence 
on the development of new weapons or techniques by 
an enemy. 


Both sides in World War Il conducted technical and 
scientific intelligence operations against one another. For 
example, the British followed a supply of heavy water, to 
be used by the Nazis in building an atomic bomb, for 
several years, and finally destroyed it in transit from 
Norway to Germany. 


Technical and scientific intelligence operations prolif- 
erated during the Cold War, along with the many scientific 
advances that made possible improvements in weapons 
and surveillance technology. The most notable TECHINT 
operations were conducted by the Soviets against the 
United States, as when Julius and Ethel Rosenberg, agents 
of the Soviet regime, passed nuclear secrets to Moscow. 


Much of the reason for the lopsided character of Cold 
War TECHINT (with the exception of the early space race) 
was the fact that the United States had far more military 
and commercial technical expertise to offer than did the 
Soviet Union. An even greater disparity existed between 
the United States and the People’s Republic of China (PRC) 
at the end of the twentieth century, when PRC operatives 
sought to obtain information on U.S. weapons systems 
and satellites. Much of this material came not as a result of 
espionage operations, but through open sources. 
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Technology Transfer Center 
(NTIC), Emergency Response 
Technology Program 


The National Technology Transfer Center (NTTC) is a 
research facility on the campus of Wheeling Jesuit Univer- 
sity in Wheeling, West Virginia. It was established by 
Congress in 1989, with a mandate to increase the effec- 
tiveness of U.S. industry by providing access to some $70 
billion in federally funded research. Among the facilities of 
this full-service technology management and commer- 
cialization center is the Emergency Response Technology 
(ERT) Program. The latter attempts to match the technol- 
ogy needs of emergency medical, firefighting, hazardous 
materials, public safety, and special operations personnel 
with off-the-shelf technologies. 


The ERT Program is led by its advisory council, the 
Emergency Response Technology Group (ERTG). It is the 
responsibility of the ERTG to identify technology needs 
and match them to a range of existing technologies. Those 
existing technologies are evaluated with regard to their 
applicability to specific areas of need, and assuming it 
meets the test, the technology is brought before the ERTG 
as a group to validate it. Upon validating, the ERTG under- 
takes assistance of the developer by overseeing opera- 
tional tests and evaluations at participating facilities 
throughout the United States. Once successfully brought 
to market, what was once a prototype becomes an opera- 
tional commercial product. 


Among the products the ERTG sought to develop in 
2003 was a building and facility emergency response 
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information/survey tool, which would store data, includ- 
ing location of power panels and wiring, to enhance the 
ability of rescue personnel to penetrate all areas of a 
building; a personnel locator/monitor that would provide 
three-dimensional tracking of emergency personnel at an 
emergency site; an approaching traffic warning device; 
and a hazard assessment robot that could be passively 
activated by remote sensors. In the 18 months prior to 
September 2002, according to the Chronicle of Higher 
Education, the NTTC as a whole had brokered some 30 
deals in which business firms licensed technology devel- 
oped by the National Aeronautics and Space Administra- 
tion and the Environmental Protection Agency. An exam- 
ple of a product it had recently helped market was the 
RoadSpike, a portable device capable of deflating tires of 
motorists attempting to run roadblocks. 
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Telemetry, from the Greek tele (far) and metron (meas- 
ure), is the collection of data using automated sensors that 
transmit their results to a central monitoring point. A 
telemetric sensor may be stationary (e.g., fixed on the sea 
floor) or aboard a mobile platform (e.g., airplane, space- 
craft, missile, submarine). The quantities sensed are usu- 
ally simple variables that can be reported at regular inter- 
vals, such as temperature, pressure, humidity, altitude, 
fuel level, battery voltage, salinity, vibrational intensity, 
alarm status, or the like. Complex, high-speed signals 
such as video are usually not termed telemetry, even 
when they are collected remotely by unattended devices. 


The raw output of a remote sensor is often an analog 
signal, that is, a voltage or current that varies smoothly 


Telephone Caller Identification 


with time. Before transmission, such a signal is usually 
converted to digital form by the process of analog-to- 
digital conversion or sampling. In sampling, an analog 
signal is examined at evenly-spaced moments and a bi- 
nary number assigned to its magnitude; the larger the 
sensor output, the larger the binary number. The raw 
bitstream produced by sampling is organized by the te- 
lemetry device into standard-length frames containing 
added information specifying data type, time of acquisi- 
tion, and so forth. If the transmission channel is noisy, the 
signal may also be subjected to error-correction coding to 
allow recovery of data from errors. The signal may also, in 
some military applications, be encrypted before transmis- 
sion. The final telemetry signal is sent from the data- 
collection point using radio, sonar, coaxial cable, or some 
other medium to a receiving station, where it is recorded 
and monitored by computers or human operators. 


Telemetry is employed for many purposes through- 
out the commercial, scientific, and military sectors. For 
example, controllers of missiles, torpedoes, spacecraft, or 
remotely piloted aircraft such as the Predator require 
access to numerical information of many sorts in order to 
monitor and adjust the performance of these complex 
machines. Telemetric data may also be used for surveil- 
lance purposes, as when deep-sea acoustic sensors are 
used to track submarine movements, and is essential to 
the control of spacecraft, whether crewed or robotic. 
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Telephone Caller Identification 
(Caller ID) 


Caller identification, or caller ID, permits the receiver of a 
call to identify the caller’s location. Available since the 
early 1990s, it has enhanced the sense of privacy enjoyed 
by persons in their homes, and has also greatly reduced 
the number of prank calls, as well as calls made with 
threatening or criminal intent. Ambivalence about the 
privacy ramifications of caller ID, however, has made the 
state of California slow to accept the technology. 
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In 1985, the Los Angeles Times ran a report on an 
ultra-chic security products boutique whose customers 
included the late Shah of Iran and the makers of the James 
Bond movies. Counter Spy Shop (CSS) in Washington, 
D.C., sold a telephone voice scrambler for $14,000, yet, as 
the newspaper article noted, “What CSS cannot do, de- 
spite numerous requests from potential customers, is 
pinpoint the place of origin of an incoming call.” To do so 
“would require access to the telephone company’s com- 
puters, something that even CSS lacks.” 


Within half a decade, telephone companies had made 
such technology available, for a small fee, to all custom- 
ers. A caller ID box, or a caller ID unit built into a phone, 
simply reads the computerized information for the incom- 
ing call, assuming it is coming from a listed number. Calls 
from an unlisted number register as “Unknown Caller” or 
“Private Caller.” Available on internal private branch ex- 
change (PBX) telephone systems during the 1980s, caller 
ID gained use by businesses offering toll-free numbers in 
1988. It became available to residential customers in 1989, 
and by 2001, 43% of homes nationwide had caller ID. 


An exception was California, where privacy concerns 
had kept the service away for many years. Before tele- 
phone companies could bring caller ID into the state, they 
had to spend $34 million on an advertising campaign to 
tell callers that the service would make their phone num- 
bers visible, and that this could be used to obtain the 
caller’s address. By 2001, four years after the introduction 
of caller ID in the state, about one quarter of Californians 
used the service. 
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In the United States, each state has its own laws regarding 
the recording of phone calls, while recording of interstate 
calls is governed by federal law, most notably the Federal 
Wiretapping Act. In some cases, taping is legal with the 
consent of both parties, but the laws can be complex and 
open to arcane interpretations. Recording of conversa- 
tions has played an important role in American political 
and legal history, from Watergate and other presidential 
scandals to lesser-known cases. 


President Richard M. Nixon’s illegal taping of private 
conversations figured prominently in the Watergate scan- 
dal of the early 1970s, although in fact, presidents have 
been recording conversations for as long as such technol- 
ogy has been available. In the Clinton-Lewinsky scandal, 
involving President William J. Clinton’s sexual relation- 
ship with White House intern Monica Lewinsky and his 
attempts to cover it up, key evidence came from conversa- 
tions between Lewinsky and her friend Linda Tripp— 
conversations Tripp recorded without telling Lewinsky. 
Such was the depth of Americans’ resentment toward the 
threat of privacy invasion (combined with popular liking 
for the affable Clinton) that Tripp become the focus of far 
greater condemnation than did the President. 


In 1997, secretly made tapes of Texaco executives 
furnished proof of racial discrimination, and led the com- 
pany to settle a $176 million lawsuit. 


Although Justice Louis Brandeis described wiretapping 
as “evil” in Olmstead v. United States (1928; 277 U.S. 438), 
the federal government has, in the view of many civil 
liberties groups, at best a questionable record in this area. 
Since the 1970s, a backlash against domestic surveillance 
and intelligence efforts has reduced the power of the 
Federal Bureau of Investigation and other law-enforce- 
ment authorities in this area. As for telephone recording 
by individuals, this is subject to some form of criminal 
penalty in all 50 states, and at the federal level. However, 
the Federal Wiretapping Act does allow telephone service 
providers, business owners, and consenting parties to 
record calls under certain circumstances. 
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Telephone Recording System 

Telephone Tap Detector 


A telephone recording system can be as simple as a 
handheld phone receiver with an analogue (non-comput- 
erized, non-digital) recorder. In such a situation, the act of 
recording is hard to hide. On the other hand, some tele- 
phone recording systems are so seamless that the individ- 
ual being recorded would not known unless informed. For 
this reason, some states require that the person being 
recorded be informed of this fact, and many states require 
that the recorder emit a regular beep or other sound to 
serve as a reminder of the ongoing recording. 


Consumers today are able to buy telephone record- 
ing systems that hook into the telephone line just as an 
answering machine would. Such systems, which retail 
from under $100, make it possible to begin recording as 
soon as the receiver is lifted. Twelve states require “two- 
party notification,” meaning that both participants in a 
recorded conversation must be informed of the fact that 
they are being recorded. 


In California, laws further require that the recording 
equipment continually emit a beeping tone so as to main- 
tain awareness of the recording process. Sophisticated 
consumer recording systems can be configured in such a 
way as to play the beep if necessary. Digital systems are 
even capable of saving a recorded call in a digital audio 
format, as a .wav file, making it possible for a user to e- 
mail a recording of a conversation. 
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Skoning, Gerald. “Be Careful Not to ‘Tripp’.” HR Magazine 
43, no. 6 (May 1998): 125-130. 
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A telephone scrambler encrypts phone conversations, 
keeping unauthorized users from tapping into or monitor 
calls with any success. Scrambling involves the encryption 
of data, using unique codes that render it possible only for 
authorized personnel to unscramble transmissions. In or- 
der for scrambling technology to work, it is necessary that 
both authorized participants in a conversation possess a 
scrambler/descrambler. Scramblers are available on the 
consumer market, but most of these are vastly inferior to 
the technology used by operatives of elite U.S. intelli- 
gence services. 


In a phone scrambling system, information sent over 
a public switched telephone network, or PSTN, is scram- 
bled. The authentication of the unscrambling device at the 
receiving end is checked, and when an incoming message 
is received, it remains inaccessible until a special code or 
identification number is entered. One consumer system, 
according to a report in the trade journal Security, uses 
voice coding technology as a further security measure. 


The principle of telephone scrambling is similar to 
that applied in making a Web site secure so that users can 
enter financial information without fear that this data will 
be intercepted. In both cases, sophisticated encryption 
makes it all but impossible for interlopers to obtain the 
desired information. 


It is a safe bet that decryption technology and tech- 
niques available to an upper-echelon intelligence organi- 
zation such as the National Security Agency, on the other 
hand, could easily break into even the best civilian sys- 
tems. Likewise, U.S. intelligence services in hostile en- 
vironments such as Iraq during the 2003 war have at 
their disposal telephone scrambling and decryption tech- 
nology that would make their transmissions virtually 
impenetrable. 


BFURTHER READING: 


PERIODICALS: 


Baldauf, Scott. “Where to Find the Perfect Gift for Your 007 
Wannabe.” Christian Science Monitor. (December 7, 
1999): 2. 
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Systems?” Security 34, no. 6 (June 1997): 75-76. 


Nolte, Carl. “Spy Store a Boon for Paranoid Public.” San 
Francisco Chronicle. (January 18, 2002): A23. 
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A telephone tap detector aids communication security by 
providing electronic recognition of attempts to intercept a 
call through wiretapping or listening devices. Telephone 
tapping is, at least in certain particulars, an exact science, 
and tap detection technology must likewise be efficient to 
counteract those efforts. With telephone tapping no longer 
an extremely infrequent aspect of daily life, tap detectors 
have become a popular item among security-conscious 
consumers. 


In tapping into a phone line, surveillance personnel 
use technology akin to that which an electrician might 
apply in attempting to siphon power from an electric line. 
However, whereas an electric wire attached to a circuit 
receives a regular supply of power, a telephone tap cannot 
maintain constant access to a telephone line, or it would 
be too easy to detect. Instead, the tap actually “seizes” the 
telephone line as a call is coming in. 


The tap is most likely to engage between the first and 
third ring of an incoming call, and from that point onward, 
assuming all conditions are reasonably favorable for sur- 
veillance, the tap remains in effect for the duration of the 
call. Atelephone tap detector recognizes this seizure of the 
phone line, and provides further verification once the call 
concludes. Depending on the number and timing of dis- 
connection reactions after the receiver is reengaged, a 
good tap detector (consumer models sell for several hun- 
dred dollars) can determine whether wiretapping equip- 
ment is in the process of disengaging from the phone line. 


BFURTHER READING: 


PERIODICALS: 


Cloud, David S. and David Rogers. “Telecom Firms Lobby 
for Funding of Upgrades to Ease Surveillance.” Wall 
Street Journal. (April 5, 2000): A4. 


“How Secure Are Your Phone, Fax, Data Transmission 
Systems?” Security 34, no. 6 (June 1997): 75-76. 


Kupperschmid, David. “James Bond ‘Supplier’ Has the 
Cure for Whatever Is Bugging You.” Los Angeles Times. 
(April 26, 1985): 2. 
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dropping.” San Francisco Chronicle. (December 18, 
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Terror Alert System, 
United States 


I JOSEPH PATTERSON HYDER 


On March 12, 2002, President Bush created the Homeland 
Security Advisory System (HSAS) by signing Homeland 
Security Presidential Directive 3. The HSAS is a five-tiered 
alert system designed to quickly notify government agen- 
cies, industry, and the public about terrorist threats to 
United States interests at home and abroad. The White 
House established the HSAS under the Attorney General’s 
office in conjunction with the Office of Homeland Security, 
but the Department of Homeland Security (DHS) now 
controls the HSAS. The goal of this color-coded alert 
system is to increase effective communication and coop- 
eration among the various federal, state, and local agen- 
cies that would be involved in the event of a terrorist attack 
and to make the public more aware of the threat of a 
terrorist attack. 


Before the establishment of the HSAS, numerous 
federal and local agencies utilized their own threat level 
assessments. These threat level assessments were used 
to notify specific agencies or sectors of government about 
possible attacks on American interests. The federal agen- 
cies that made such assessments did not readily dissemi- 
nate this information to the American public or to state 
and local governments. Various agencies also acted on 
different intelligence reports, leading to disparate threat 
assessments. The HSAS provides a framework for these 
various alert systems. 


One of the most publicized components of the HSAS 
is its color-coded warning system. This system consists of 
five Threat Conditions, each accompanied with suggested 
Protective Measures. The five Threat Conditions are Low 
(Green), Guarded (Blue), Elevated (Yellow), High (Orange), 
and Severe (Red). The DHS and Attorney General devised 
the HSAS to provide an easy way for local governments 
and the public to assess the current situation and take 
appropriate action. 


The Department of Homeland Security has also de- 
vised a set of recommended actions, or Protective Meas- 
ures, for local governments, industry, and the public to 
follow based on the alert level. These recommendations 
include increased security for public events, increased 
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The five-level, color-coded terrorism warning system, enacted in 2002, is a response to public comments that broad terror alerts issued by the government 
raised alarm without providing useful guidance. AP/WIDE WORLD PHOTOS. 
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surveillance, and implementation of local emergency re- 
sponse plans. 


The Department of Homeland Security defines the 
Low Condition (Green) as indicating a low risk of terrorist 
attacks. Under the Green level, government agencies and 
private industry should train personnel and analyze emer- 
gency plans. The Guarded Condition (Blue) indicates a 
general risk of terrorist attacks. Protective Measures dic- 
tate updating emergency procedures and keeping the 
public informed. The Elevated Condition (Yellow) signals 
a significant risk of terrorist attack. Under this condition, 
surveillance of sensitive locations is increased and emer- 
gency plans are readied and implemented, when necessary. 


The Department of Homeland Security declares a 
High Condition (Orange) when specific and collaborated 
information indicates a significant risk of terrorist attack. 
Under an Orange alert, security is tightened at high-profile 
public events, and the events are cancelled, if necessary. 
Access may also be restricted to sensitive areas, such as 
dams, nuclear power facilities, and government buildings. 
A Severe Condition (Red) signifies a severe risk of terrorist 
activity. A Red alert is only declared when there is a real 
and significant threat. Emergency personnel are reassigned 
as needed, transportation is closely monitored or redi- 
rected, and public facilities may be closed. 


Critics of the HSAS assert that the Threat Conditions 
system claim that the color-coded Threat Conditions may 
actually be detrimental to national security. These critics 
claim that the DHS holds the Threat Conditions at an 
artificially high level in order to give the appearance of 
preparedness and to avoid public outcry if a terrorist 
attack occurred at a low threat level. In addition, critics 
contend that leaving the color-coded warning at an artifi- 
cially high level will erode public trust in the system. 


The Department of Homeland Security counters its 
critics by maintaining that elevating the Threat Condition 
when warranted deters terrorism by showing that Amer- 
ica is vigilant. Additionally, an elevated Threat Condition 
alerts law enforcement to increase its efforts to combat 
terrorism. The Department of Homeland Security also has 
set criteria for raising or lowering the Threat Condition. 
The DHS weighs the credibility, specificity, and gravity of 
every piece of intelligence that is interpreted as a potential 
threat. The DHS, in conjunction with the FBI, CIA, and 
other agencies, then seeks to corroborate specific threats. 
Based on their findings, the DHS will then raise or lower 
the Threat Condition either for the entire nation or for a 
specific region. 


B FURTHER READING: 


ELECTRONIC: 


United States Department of Homeland Security. <http;// 
www.dhs.gov> (May 2003). 
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IE JUDSON KNIGHT 


The U.S. Federal Bureau of Investigation (FBI) defines 
domestic terrorism as terrorism involving groups based 
in, and operating entirely within, the United States and its 
territories, without foreign direction. The FBI further di- 
vides domestic terrorism into three basic categories: right- 
wing, left-wing, and special-interest terrorism. Terrorist 
organizations in the United States had their beginnings 
with the foundation of the Ku Klux Klan in 1866. White 
racist movements remain major contributors to terrorism, 
but the toll of terrorist activities has also included socialist, 
anarchist, and minority nationalist groups, as well as 
terrorism associated with the environment and animal 
rights. Of the 205 lives claimed in terrorist incidents within 
the United States between 1980 and 1999, more than 80% 
died in a single attack: the bombing of the Alfred P. Murrah 
Federal Building in Oklahoma City on April 19, 1995. 


Domestic Terrorist Groups 


At the center of domestic counterterrorism efforts is the 
FBI, whose Counterterrorism Division defines domestic 
terrorism thus in a 1999 report titled Terrorism in the 
United States: 


“Domestic terrorism involves groups or individuals 
who are based and operate entirely within the United 
States or its territories without foreign direction, and whose 
acts are directed at elements of the U.S. government or 
population. Domestic terrorist groups can represent right- 
wing, left-wing, or special interest orientations. Their causes 
generally spring from issues relating to American political 
and social concerns.” 


Right-wing terrorism. Right-wing terrorist groups, as de- 
fined by the FBI, are motivated by notions of white racial 
supremacy, as well as anti-government and anti-regula- 
tory beliefs. They may also include extremist Christian 
groups such as those that bomb abortion clinics, although 
these groups are sometimes lumped in with special-inter- 
est terrorists. Moreover, many acts of right-wing terror- 
ism, such as racially motivated attacks by “skinhead” 
gangs, are legally classified as hate crimes rather than 
domestic terrorism. They thus fall within the realm of the 
FBI Criminal Division, rather than the Counterterrorism 
Division. 

Not all anti-government groups are necessarily racist: 
for example, some members of the militia movement in 
the 1990s attempted to distance themselves from anti- 
black and anti-Semitic hate groups. On the other hanad, all 
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these groups are united by a suspicion of, or hatred for, the 
federal government, often coupled with a conspiratorial 
view of history and politics. These putative conspiracies 
may have their origins in Washington—which, in the view 
of many right-wing terrorist groups, seeks to take away 
Americans’ guns and impose ruinous taxes and regula- 
tions on them—or they may be international in origin. 
Many of these groups in the 1990s, for instance, spoke of 
black helicopters supposedly operated by United Nations 
forces on U.S. soil. 


The Ku Klux Klan. Strictly speaking, the Ku Klux Klan is nota 
terrorist organization, as its acts of violence have tended 
to be retaliatory rather than symbolic. Still, given its influ- 
ence on events in the United States, no discussion of right- 
wing terrorism would be complete without its mention 


Formed by ex-Confederate soldiers after the Civil 
War, the Klan was an attempt to strike back at the federal 
government for its imposition of martial law and military 
occupation in the South. However, the victims of Klan 
violence—recently freed slaves—were far more vulner- 
able than the Southern whites, no matter how disenfran- 
chised and dispossessed as they might have seen them- 
selves to be. The Klan, which terrorized and killed African 
Americans throughout the South, was outlawed by the Ku 
Klux Klan Act of 1871. In 1882, the U.S. Supreme Court 
declared the Klan Act unconstitutional, but by then Recon- 
struction was over, and the Klan had faded into the 
background. 


D. W. Griffith’s 1915 film Birth of a Nation helped 
influence the formation of a new Ku Klux Klan at Stone 
Mountain, Georgia. Over the next decade, the Klan grew in 
strength nationwide, and prominent persons—including 
future U.S. Supreme Court Justice Hugo Black—belonged 
to the organization. Ironically, it was the Klan in 1925, 
before Martin Luther King, Jr., was born, who undertook 
the first major “March on Washington” of the twentieth 
century. 


During the 1950s and 1960s, Klansmen conducted 
terrorist attacks and acts of murder against African Ameri- 
cans and civil rights workers, but the triumph of the civil 
rights movement spelled the end of the Klan as a force. In 
the 1970s and 1980s, the Southern Poverty Law Center 
and other anti-racist organizations successfully gutted the 
Klan with a series of lawsuits. With its assets stripped, the 
organization split into numerous splinter groups. 


Other racist groups. Alongside Klan movements have been 
other racist groups, most notably the American Nazi Party 
(whose founder, George Lincoln Rockwell, was assassi- 
nated in 1967 by a member of his own party) and various 
“Aryan” organizations such as the White Aryan Brother- 
hood and the Aryan Nations. These groups have often 
found themselves confronted with a contradiction. Per- 
sons on the right, even the extreme right, tend to be 
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patriotic, if sometimes ambivalent about the government 
in power, whereas Nazi and Aryan groups ultimately pay 
homage to one of America’s most hated historical ene- 
mies, Adolf Hitler. 


On the other hand, many racist groups, such as the 
White Patriot Party, have built the “patriot” theme into 
their name. Others, such as the so-called “Christian Iden- 
tity Movement” (whose members reject that name) iden- 
tify white America with the 10 lost tribes of Israel. The 
Christian Identity Movement and other such groups are 
profoundly anti-Semitic. None of these groups is, in strict 
terms, a terrorist group (though they are certainly classifi- 
able as hate groups), but as with the Klan, discussions of 
right-wing terrorism require reference to such groups. 


The bible for adherents of white racist and anti-gov- 
ernment belief systems is not Hitler’s Mein Kampf, but a 
distinctly American version, more dime novel than politi- 
cal manifesto. This is The Turner Diaries by Andrew 
MacDonald, a.k.a. William Pierce. Published in 1978, the 
novel pictures a race war that results in the triumph of 
whites over blacks, Jews, and other “mongrels.” It identi- 
fies April 20, 1999, as the 110th birthday of “The Great 
One” (Hitler was born April 20, 1889), and depicts a terror- 
ist bombing of a government building that seems to have 
provided Oklahoma City bomber Timothy McVeigh with a 
model for his attack. 


Anti-government QroupS. The remainder of right-wing terror- 
ist groups are united by an anti-government stance that 
may or may not also embrace racism. Such groups emerged 
on the national scene with a February 13, 1983, attack on 
law enforcement officers in Medina, North Dakota, by a 
group named the Sheriff's Posse Comitatus. 


The years since have seen a proliferation of groups 
such as the various “militias” (anti-government paramili- 
tary groups organized at a state level) or the Freemen. 
Some of these engage in terrorism by other means, such 
as the filing of bogus liens and other groundless legal 
claims that tie up government resources. Sometimes re- 
ferred to as “paper terrorism,” these acts clogged up 
courts in some western states during the 1990s. 


Just as the Klan had a natural base in the South, and 
some racist groups have found a home in the Midwest (for 
instance, the American Nazis, which operate primarily in 
Chicago), the wide-open spaces of the West have provided 
a natural venue for anti-government groups and individu- 
als. Many of these reacted strongly to the 1992 FBI raid 
against the Ruby Ridge, Idaho, residence of white separa- 
tist Randy Weaver, which resulted in the death of Weaver's 
wife and son. 


The presidency of William J. Clinton proved particu- 
larly odious to anti-government groups and individuals, 
who perceived the Clinton administration as leftist. Anti- 
government groups claimed that Attorney General Janet 
Reno was to blame for the April 19, 1993, attack on the 
Waco, Texas compound of the Branch Davidians, a relig- 
ious sect reportedly hoarding a cache of illegal weapons. 
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After a 51-day siege by the Bureau of Alcohol, Tobacco, 
and Firearms, a combined FBI and Delta Force team as- 
saulted the compound, whereupon the Branch Davidians 
set the buildings on fire. Seventy-six people, including cult 
leader David Koresh, died in the conflagration. Outside the 
compound, a group of anti-government protesters, which 
had been keeping vigil for weeks, watched as the blaze 
erupted. Among those present was a 25-year-old Persian 
Gulf War veteran named Timothy McVeigh. 


Oklahoma City. Exactly two years after the Waco incident, at 
9:02 a.m. on April 19, 1995, a Ryder rental truck parked in 
front of the Murrah Federal Building in Oklahoma City 
exploded. Inside the truck was a 4,800-pound bomb of 
ammonium nitrate and fuel oil, a combination similar to 
that used in the 1993 World Trade Center blast. The blast 
tore a hole along the side of the nine-story building, 
injuring some 500 persons and killing 168—including 19 
infants in a day-care center. 


Within minutes, word began to spread throughout 
the nation that—in a variation on language that would 
often be used by members of the media in the next few 
days—"“terror had struck the heartland.” Authorities al- 
ready had two suspects, who they had named “John Doe 
No. 1” and “John Doe No. 2,” and initially many reporters 
speculated that Muslim extremists had caused this blast, 
as they had the World Trade Center bombing. The men 
ultimately charged for the Oklahoma City bombing, how- 
ever, would turn out to be from much closer to home. 


About 90 minutes after the blast, police in Perry, 
Oklahoma, stopped McVeigh for driving without a license 
plate. When they searched his trunk, they discovered anti- 
government literature, along with significant traces of 
PETN, acompound used in the making of the bomb. Soon 
afterward, having recovered the vehicle identification num- 
ber of the Ryder truck from its axle, authorities traced ittoa 
rental outlet in Junction City, Kansas, where the owner 
identified McVeigh as the man who had rented the truck 
under the name “Robert Kling.” McVeigh also matched 
the composite sketch of “John Doe No. 1.” 


On April 21, federal authorities arrested McVeigh, 
along with brothers Terry and James Nichols. James was 
later released, but McVeigh and Terry Nichols stood trial. 
Although McVeigh had been involved with the militia 
movement for atime, he had long since separated himself 
from any group. His philosophy was strongly anti-govern- 
ment, and it appears that he chose the Murrah Building 
because he thought (incorrectly) that the personnel in- 
volved at Waco worked in that building. 


Both McVeigh and Nichols were found guilty, and 
McVeigh was given the death penalty, while Nichols re- 
ceived a life sentence without parole. McVeigh was exe- 
cuted on June 11, 2001. Exactly three months later, the 
foreign-sponsored terrorist attacks in New York City, Wash- 
ington, and Pennsylvania, would eclipse the Oklahoma 
City death toll by a factor of nearly 20. 


Left-Wing and Special 
Interest Terrorists 


So great has been the impact of right-wing terrorism, due 
to the Oklahoma City bombing (as well as the visibility of 
hate groups such as the Klan and neo-Nazis), that the 
significance of left-wing and special interest terrorism has 
tended to be obscured. In these cases, the death toll is 
much smaller, but a number of incidents have claimed 
lives and property. 


Left-wing terrorists, according to the FBI, have a revo- 
lutionary socialist agenda, and present themselves as 
protectors of the populace against the alienating effects of 
capitalism and U.S. imperialism. Notable early partici- 
pants in left-wing terrorism were various socialist and 
anarchist groups from the late nineteenth and early twen- 
tieth centuries. Leon Czolgocz, who shot President Wil- 
liam McKinley in 1901, embraced anarchist beliefs, though 
no anarchist group would accept him for membership. 


Puerto Rican nationalists. From the 1950s, Puerto Rican 
nationalists have been among the most prominent left- 
wing terrorists. These might seem at first glance to have a 
special-interest agenda, but due to their socialist rhetoric 
and goals, the FBI has categorized them as left-wing ter- 
rorists. On November 1, 1950, members of the Puerto 
Rican Nationalist Party attempted to assassinate Presi- 
dent Harry S Truman, and during the 1950s, members of 
the group stormed the U.S. House of Representatives. 


On May 1, 1961, Puerto Rican-born Antuilo Ramierez 
Ortiz hijacked a National Airlines flight and diverted it to 
Havana. This was the first successful hijacking of a U.S. 
plane, and Ortiz, who returned to the United States in 
1975, was sentenced to 25 years for his crime. On January 
27, 1975, members of the Armed Forces for Puerto Rican 
Liberation (known by its initials in Spanish, FALN), bombed 
a bar on Wall Street in New York City, killing four and 
wounding 60. 


The late 1960s and early 1970s. Two days after the FALN 
attack, members of the Weather Underground claimed 
responsibility for a bombing at the U.S. State Department 
in Washington, D.C. The “Weathermen,” as they were 
commonly known (after a line from the song “Subterra- 
nean Homesick Blues” by Bob Dylan), were formed from 
the radical Students for a Democratic Society group in 
1969. Their leaders received training in Havana, and over 
the next few years, they conducted a wave of bombings 
and robberies. Their death toll was small, however, and 
consisted primarily of three group members killed when a 
bomb they were building accidentally exploded at a Green- 
wich Village townhouse in March 1970. 


The late 1960s and early 1970s was also the heyday of 
the Black Panther Party and other African American na- 
tionalist groups that used terrorist tactics. Among the 


| 144 | 


Encyclopedia of Espionage, Intelligence, and Security 


most notorious events associated with the Black Panthers 
was an August 7, 1970, raid on a California courthouse by 
University of California professor Angela Davis and Jona- 
than Jackson on behalf of Jackson’s imprisoned brother 
George. Davis and Jackson kidnapped several people, 
critically wounded a district attorney, and killed a judge. 
Jackson died in the struggle, and on August 21, 1971, 
George Jackson died in a prison riot he incited after his 
lawyer reportedly smuggled a pistol to him. 


Also notable among left-wing groups of the era was 
the Symbionese Liberation Army (SLA), which on Febru- 
ary 5, 1974, kidnapped heiress Patricia Hearst. Formed in 
1973, the group declared war on “fascism,” which it equated 
with America, and it waged its war primarily through bank 
robberies. Hearst, allegedly brainwashed by the group, 
adopted the name “Tania” and participated in the robber- 
ies. Most of its members, including leader Donald DeFreeze, 
were killed in a May, 1974, shootout with authorities. 
Hearst was captured by the FBI in September, 1975. In 
January, 2001, outgoing president Clinton pardoned her, 
along with several Puerto Rican revolutionaries held in 
federal prisons. 


Rudolph and Kaczynski. Special-interest terrorism, as its 
name indicates, is focused on specific issues. Such terror- 
ism tends to be predominantly left-wing, but there are 
exceptions, most notably the acts attributed to Eric Robert 
Rudolph. These might be classified as right-wing attacks, 
as the bombing targets included abortion clinics and a 
nightclub frequented by homosexuals. On the other hand, 
the bombing at Atlanta’s Centennial Olympic Park on July 
27, 1996, during the 1996 Olympics, an attack that killed 
two people and injured 112, is not currently tied to an 
obvious political agenda. As of mid-2003, Rudolph had 
evaded capture, and remained on the FBI's “Ten Most 
Wanted” list. 


Also difficult to classify are the crimes of Theodore 
Kaczynski, the accused Unabomber. Beginning in 1978, 
when a bomb disguised as a package went off at North- 
western University, a mysterious bomber terrorized uni- 
versities and airlines (hence the name unain the nickname 
given to him by the FBI). After a total of 10 attacks on 
universities and airlines, the Unabomber struck a com- 
puter store in Sacramento, California, on December 11, 
1985, causing his first fatality. 


The Unabomber was spotted on February 20, 1987, 
placing a bomb at another computer store, this one in 
Salt Lake City, Utah. This sole sighting provided authori- 
ties with a sketch of the Unabomber, who then ceased 
activities for six years. In June 1993, after two more 
bombings that month, the Unabomber sent the New York 
Times a letter outlining an agenda based in environmen- 
tal and anarchist themes. His last two attacks, in 1994 
and 1995 (the latter just five days after Oklahoma City) 
struck an advertising executive and a timber industry 
lobbyist respectively, again suggesting an anti-capitalist, 
environmentalist agenda. 
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After reading the Unabomber’s manifesto, David 
Kaczynski noted similarities between the writer and his 
brother Ted, and alerted authorities. Ted Kaczynski, oncea 
promising mathematics graduate student, had abandoned 
society for the isolation of a cabin in Montana, where he 
was arrested on April 3, 1996. In January 1998, on the eve 
of his trial, a judge rejected Kaczynski’s request to repre- 
sent himself in court. Kaczynski filed a guilty plea, and was 
sentenced to life in prison. Though Kaczynski’s acts seem 
terroristic, inasmuch as they are arguably directed at 
human beings as symbols rather than purely as humans, 
the FBI did not officially classify his bombings as domestic 
terrorism, noting a “lack of information regarding the 
subject’s motivation.” 


Special-interest terrorism in the 1990s. in the 1990s, special- 
interest terrorism of the political right included attacks and 
threats against abortion clinics. Special-interest terrorism 
on the political left involved motivations that included the 
environment, animal rights, and opposition to globalization. 
The FBI paid special note to the left-wing groups in this 
instance, not because of political bias, but because attacks 
on abortion clinics are classified as hate crimes, giving 
them an entirely different legal definition and involving 
other arms of the national justice system. 


On the other hand, the acts of groups such as the 
Animal Liberation Front (ALF) or the Earth Liberation Front 
(ELF) fit within the FBI's definition of terrorism. The ALF, 
affiliated with similar groups worldwide, conducts raids 
on research laboratories and other facilities where, in the 
view of group members, animals are mistreated. Radical 
environmentalists have been charged with “tree spiking,” 
or putting metal spikes in trees to harm loggers who cut 
them, and of mailing packages rigged with razor blades. In 
October 1998, the ELF was charged with setting fire to a ski 
resort in Vail, Colorado. 


The FBI also noted the rise of anti-globalization dem- 
onstrations, which are founded in an opposition to the 
growth and international influence of Western corpora- 
tions and financial entities. Though officially grouped with 
left-wing terrorism because of its strongly anarchist un- 
dertones, anti-globalization activities might also be con- 
sidered special-interest in nature. During the World Trade 
Organization ministerial meetings in Seattle from Novem- 
ber 30 to December 3, 1999, anti-globalization demonstra- 
tors conducted extensive acts of vandalism. 


CONPLAN 


On June 21, 1995, just two months after the Oklahoma 
City bombing, President Clinton issued Presidential Deci- 
sion Directive (PDD) 39, “U.S. Policy on Counterterror- 
ism.” Its purpose was to provide guidelines for deter- 
ring terrorism on America’s shores, as well as terrorism 
against Americans and allies abroad. In accordance with 
PDD 39 and PDD 62, issued the same day, U.S. govern- 
ment agencies developed the United States Government 
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Interagency Domestic Terrorism Concept of Operations 
Plan, or CONPLAN for short. 


Presented in January 2001, CONPLAN outlines the 
response to a domestic terrorist attack, or a foreign-spon- 
sored terrorist attack on U.S. soil, such as those that 
occurred eight months later, on September 11. CONPLAN 
identifies the FBI as the lead agency for domestic counter- 
terrorism, and the Federal Emergency Management Agency 
(FEMA) as the lead consequence management agency. It 
also outlines responsibilities for the Attorney General and 
Department of Justice, FEMA, the Environmental Protec- 
tion Agency, and the departments of Defense, Energy, and 
Health and Human Services. 
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In the 1990s, a terrorism risk assessment conducted by the 
General Accounting Office (GAO) led to preparedness 
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recommendations for United States municipalities. By 
May 1998, GAO reported, only 11 cities had put in place 
the necessary emergency response systems. Intelligence- 
based terrorism threat and risk assessments gained much 
greater import after the terrorist attacks of September 11, 
2001, but the U.S. intelligence community often found 
itself in the challenging situation of recommending public 
warnings without inciting panic or alternately, complacence. 


In 1996, Congress passed legislation whereby law 
enforcement and emergency response personnel in 120 of 
the largest cities nationwide were required to undertake 
training in order to become prepared for the possibility of 
a terrorist attack. To assist in these preparations, Wash- 
ington appropriated $30 million in training funds. Yet, 
according to an April 1998 GAO report, Combating Terror- 
ism: Threat and Risk Assessments Can Help Prioritize and 
Target Program Investments, fewer than a dozen cities 
had undergone the necessary training. Figures provided 
by two House members showed that, in fact, 22 cities had 
completed this training, but in any case, only about one in 
six of America’s major cities was prepared. 


According to GAO’s report, “While it is not possible to 
reduce risk to all potential targets against. . .terrorism, risk 
assessments can help ensure that training, equipment, 
and other safeguards are justified and implemented based 
on threat, the vulnerability of the asset to an attack, and the 
importance of the asset.” The Department of Defense 
(DOD), placed in charged of the preparedness project, 
questioned the need for risk assessments, which DOD 
officials claimed would raise implementation costs by as 
much as $30,000 per city. According to DOD representa- 
tives, risk assessments would not affect a city’s choice of 
preparedness equipment. 


In December 1998, four months after the Islamic ter- 
ror network al-Qaeda bombed two U.S. embassies in 
Africa, U.S. intelligence learned of plans for another attack 
orchestrated by al Qaeda leader Osama bin Laden. The 
New York Times reported the advisory, but the end of the 
year passed without incident. 


A year later, intelligence sources warned of an attack 
to occur on December 31, 1999, and although U.S. authori- 
ties apprehended suspected al-Qaeda operatives, the story 
gained little attention in the U.S. media. This time, Ameri- 
cans were more concerned about the apparent Year 2000 
problem, or computer glitches associated with the transi- 
tion from 1999 to 2000. 


The Post-September 11, 
2001, environment 


In April 2002, the Bush administration received what it 
believed to be credible information concerning a planned 
suicide bombing on a major U.S. bank. Aside from the 
threat itself, the White House was faced with the challenge 
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Explosive materials and electric igniting devices are shown in the car of a suicide bomber just 300 yards from the U.S.Emabssy in Kabul, Afghanistan, where he 


was stopped by a chance traffic accident in July 2002. AP/WIDE WORLD PHOTOS. 


of determining how much to tell the American people so 
as to keep them properly informed but not spark mass 
hysteria—and not give away too much information con- 
cerning the intelligence resources used in making the 
threat assessment. Fortunately, the threat passed, but the 
issue of how to handle suspected threats has not been 
resolved. When the Office of Homeland Security sug- 
gested in February 2003 that Americans purchase duct 
tape and plastic sheeting to guard their homes against a 
possible chemical attack, the announcement was greeted 
with more derision than panic. 


The idea of risk assessments dates back to the early 
Cold War, when intelligence agencies on both sides of the 
iron curtain were concerned with sizing up one another's 
relative nuclear and conventional weapons and capabili- 
ties. With the end of the Cold War and the rise of interna- 
tional terrorist groups as America’s principal foe, risk and 
threat assessment has become much more challenging. 
Some experts in the field use the term “net assessment,” 
referring to a complex of factors that includes both the 
actual threats and the perception of those threats. Integral 
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to such risk assessments, then, is some quantifiable deter- 
mination of the psychological state both of the terrorists 
and the threatened population. 
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Terrorism is the systematic belief in the political, religious, 
or ideological efficacy of producing fear by attacking—or 
threatening to attack—unsuspecting or defenseless popu- 
lations, usually civilians, and usually by surprise. Terrorist 
attacks are desperate acts of those who feel themselves to 
be otherwise powerless. Terrorism is self-righteous, 
absolutist, and exclusivist. In general, terrorist policy ad- 
herents are unwilling or unable to negotiate with their 
perceived enemies, or prevented by political, social, or 
economic circumstances from doing so. The philosophi- 
cal underpinnings of terrorism have become well estab- 
lished worldwide. 


The terms “terrorism” and “terrorist” came into the 
language in the 1790s when British journalists, politicians, 
orators, and historians used them to describe the Jacobins 
and other particularly violent French revolutionaries. The 
terms have evolved since then, and now typically refer to 
furtive acts by unknown, underground perpetrators, not 
overt acts by people in power. Nevertheless, some terror- 
ists are secretly harbored, underwritten, trained, or com- 
manded by states that have vested interests against the 
terrorists’ targets. Examples of state-sponsored terrorism 
include Afghanistan's support of al-Qaeda in 2001, Libya’s 
involvement in the destruction of Pan Am Flight 103 over 
Lockerbie, Scotland, in 1988, and Adolf Hitler (1889-1945) 
ordering the Reichstag burned down in 1933 so that he 
could blame the Communists. 


Terrorism as we now understand it was not possible 
until the invention of gunpowder and subsequent explo- 
sives and incendiaries. Before that, small cadres of insig- 
nificant conspirators generally lacked the means to achieve 
sudden massive destruction by stealth. Gunpowder en- 
abled weaklings to outmatch and regularly defeat strong 
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warriors for the first time in history. In a historical sense, 
modern terrorism began with the unrealized November 5, 
1605 “Gunpowder Plot” of Guy Fawkes (1570-1606), who, 
had he lived in the twelfth century, could not have threat- 
ened king and parliament as he did in the seventeenth. But 
even with the ever-widening proliferation and availability 
of explosives since then, acts of terrorism remained rare 
until the middle of the nineteenth century, when anarchism 
arose as an ideological force. 


The systematic theory of modern political terrorism 
arose in Germany during the Vormä, i.e., the time between 
the accession of Prussian King Friedrich Wilhelm IV 
(1795-1861) in 1840 and the revolutions of 1848. Edgar 
Bauer (1820-1886) and Mikhail Bakunin (1814—1876), two 
of the three principal anarchists in the “Young Hegelians,” 
were among terrorism’s earliest ideological proponents. 
The Young Hegelians were a loosely organized group 
of radical intellectuals influenced to various degrees by 
the dialectical logic of Georg Wilhelm Friedrich Hegel 
(1771-1830), the dominant German philosopher of the 
first half of the nineteenth century. Hegel could not have 
foreseen that his thought would be perverted in this way 
and would not have approved of terrorism in any form. 


Almost every ideology that became important in the 
twentieth century arose from the Young Hegelians. These 
second-generation disciples of Hegel ramified his alleg- 
edly self-unifying thought into many disparate move- 
ments: socialism and communism came from Karl Marx 
(1818-1883) and Friedrich Engels (1820-1895), socialism 
and Zionism from Moses Hess (1812-1875), secular hu- 
manism from Ludwig Feuerbach (1804-1872), the “higher 
criticism” of sacred texts from David Friedrich Strauss 
(1808-1874) and Bruno Bauer (1809-1882), dialectical his- 
toricism from August von Cieszkowski (1814-1894), politi- 
cal liberalism from Arnold Ruge (1802-1880), existential- 
ism and anthropological materialism from Karl Schmidt 
(1819-1864), individualistic anarchism from Max Stirner 
(1806-1856), utopian anarchism from Bakunin, and raw 
anarchism and political terrorism from Edgar Bauer. 


In chronological order of their earliest terrorist writ- 
ings, the first six major theorists of terrorism were Edgar 
Bauer, Bakunin, Wilhelm Weitling (1808-1871), Karl Heinzen 
(1809-1880), Sergei Nechaev (1847-1882), and Johann 
Most (1846-1906). 


Edgar Bauer became involved with radical groups in 
1839 while a student at the University of Berlin. By 1842 
both he and his close friend Engels were members of "The 
Free Ones” (Die Freien), the most notorious club of intel- 
lectual agitators in Germany in the early 1840s. His first 
book, Bruno Bauer and his Enemies (1842), defended his 
brother against government persecution, urged violence, 
and threatened the Prussian regime with a return to the 
French Revolution. His 1843 polemic, Critique’s Struggle 
with Church and State, advocated terrorism even more 
blatantly and earned him a prison sentence. 


Bakunin, a Russian noble by birth, studied Hegelianism 
in Russia from 1836 to 1840 and in Berlin from 1841 to 
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The body of a victim lays covered on the ground at the scene of a bus bomb, background, after a Palestinian suicide bomber detonated nail-studded explosives 
on the bus in the northern Israeli port city of Haifa in December 2001. AP/wiDE woRLD PHOTOS. 
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1842. In October 1842, under the pseudonym Jules Elysard, 
he published “Reaction in Germany,” a revolutionary 
article in Ruge’s Deutsche Jahrbücher. This essay recom- 
mended insurgent violence with lines such as: "The urge 
to destroy is also a creative urge.” Bakunin soon dis- 
tanced himself from Young Hegelianism, but retained 
his mutinous attitude toward church and state. His ex- 
treme anarchism and nihilism were best expressed in God 
and the State, written in 1871 but published posthu- 
mously in 1882. 


Weitling was a German tailor who became politi- 
cally active in 1843. He wrote letters, broadsides, tracts, 
pamphlets, and books inciting the proletariat to all sorts 
of violent crimes to free themselves from their oppres- 
sors. Even firebrands among the communist, socialist, 
anarcharist, or syndicalist movements who advocated 
guerrilla tactics to achieve their political goals were ap- 
palled by Weitling’s 1843 suggestion that revolutionaries 
could use arson, theft, and murder to their advantage. 


Heinzen is sometimes regarded as the ideological 
father of modern terrorism, despite the prior writings of 
Edgar Bauer, Bakunin, and Weitling. Heinzen wrote in 
1848 and published in 1849 a powerful essay, “Murder,” 
which claimed that not only the assassinations of leaders, 
but even the mass murders of innocent civilians, could be 
effective political tools and should be used without regret. 
He fled Germany in 1849 and immigrated to America as a 
"A8er,"” a refugee from the 1848 revolutions. He edited 
German-language newspapers, notably Der Pionier, in 
several American cities. Although he never specifically 
recanted his terrorist beliefs, he became a relatively peaceful 
socialist. He and his wife lived the last twenty years of his 
life in Roxbury, Massachusetts, as tenants and friends of a 
prominent early woman physician, Marie Zakrzewska 
(1829-1902), one of Der Pioniers most ardent supporters. 


Nechaev, the son of a former Russian serf, learned 
early to hate government in general and the czarist regime 
in particular. As a student at the University of St. Peter- 
sburg in 1868, his radical agitations soon forced him into 
exile. He met Bakunin in Geneva, Switzerland, in March 
1869, and became briefly his disciple. They co-wrote sev- 
eral inflammatory pamphlets, including The Revolutionist’s 
Catechism (1869), an unrestrained exhortation to anti- 
government violence, urging relentless cruelty toward all 
enemies of the revolution and absolute devotion to the 
cause of destroying the civilized world. Nechaev returned 
to Russia in August 1869, murdered a political rival named 
Ivanov in December 1869, and fled back to Geneva. The 
Swiss extradited him to Russia in 1872. Convicted of 
murder in 1873 and sentenced to twenty years of hard 
labor in Siberia, he died in prison under mysterious cir- 
cumstances. Fedor Dostoevskii (1821-1881) based his char- 
acter Pyotr Verkhovensky in The Possessed (1871) on 
Nechaev. 


Most was a Social Democrat member of the Reichstag 
who was forced to flee Germany during Otto von Bis- 
marck’s (1815-1898) “Red Scare” of 1878. In exile Most 
became more radical, relinquished Marxism for anarchism, 
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and edited an inflammatory newspaper, Die Freiheit, first 
in London, briefly in Switzerland, and after 1882 in Amer- 
ica. Embittered after serving eighteen months of hard 
labor in a British prison and after the German Social 
Democrat Party expelled him in absentia, his motto be- 
came “Long live hate!” He fell in love with dynamite and 
spent the rest of his career praising it, learning how to use 
it, and teaching his fellow revolutionaries how to steal it 
and the money needed to buy it. He probably invented the 
letter-bomb, though there is no evidence that he ever used 
one himself. American agents arrested him for sedition in 
1901 because Die Freiheit quoted Heinzen’s line, “Murder 
the murderers,” the same day that anarchist Leon Czolgosz 
(1873-1901) killed President William McKinley (1843-1901). 
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On November 26, 2002, President George W. Bush signed 
into law the Terrorism Risk Insurance Act. Intended to 
cover the private sector in the event of terrorist attacks 
such as those that occurred on September 11 of the 
preceding year, the Act provided a system of shared 
public and private compensation for insured losses result- 
ing from acts of terrorism. The insurance industry was 
divided in its response to the new legislation, and the high 
cost of coverage kept away many potential policyholders 
in the nation’s major cities. 


On signing the Act, Bush, surrounded by construction 
workers, announced that “Today we’re taking action to 
strengthen America’s economy, to build confidence with 
America’s investors, and to create jobs for America’s 
workers.” In recent months, he said, a lack of terrorism 
insurance had resulted in the delay or cancellation of more 
than $15 billion in real estate sales. 


The new legislation would speed economic recovery 
in the event of a terrorist attack by providing insurance 
against such incidents. Not only had such coverage been 
far from explicitly delineated in many traditional policies, 
but if a single insurer had to compensate even a fraction of 
the losses result from an event such as September 11, it 
could bankrupt the company. 


The new law would put in place a temporary federal 
program to establish such insurance, and rescinded all 
exclusions to terrorism coverage in existing policy. By 
backing the new insurance with federal funds, it would 
also afford the insurance industry an opportunity to stabi- 
lize in the new market conditions created by the terrorist 
attacks. After taking effect on the day it was signed, the law 
would expire automatically in three years. 


The insurance industry was divided in its response, a 
situation captured by headlines that appeared in two 
different industry journals over the space of a little more 
than a week: “TRIA Already Is a Success” (Business Insur- 
ance, February 24, 2003) and “One-Size-Fits-All TRIA 
Doesn't Fit” (National Underwriter, March 3). The first 
article, despite its positive spin on the new program, noted 
that “risk manager response hasn't exactly been over- 
whelming.” One of the problems, noted an industry expert 
quoted in the second article, was that the law excluded 
domestic terrorism. Given the sometimes fine line be- 
tween foreign and domestic terrorists, this could prove 
problematic. 


A report in the New York Times that appeared the 
same day as the National Underwriter story noted that 
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corporations in New York City, Washington, D.C., Chi- 
cago, and other large cities—areas where terrorist attacks 
in the future were most likely—had shown little interest in 
purchasing the new insurance. The reasons were several, 
including the high cost of premiums, combined with the 
fact that the federal government would compensate most 
of the losses in the event of a major terrorist attack. 


The article also cited the lack of coverage for an attack 
by domestic terrorists, a flaw given the fact that prior to 
September 2001, the worst terrorist attack in American 
history was perpetrated by Americans—in Oklahoma City 
on April 19, 1995. 
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Terrorist and Para- 
State Organizations 


Para-state organizations challenge some aspect of the 
authority of recognized governments or states. Many para- 
state groups, illegal within their own country or territory, 
seek international recognition at the Unrepresented Nations 
and Peoples Organization (UNPO), a non-governmental 
organization headquartered in The Hague. 
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Members of the Laskar Mujahidin listen to a briefing from their leader in Solo, Central Java, Indonesia, in October 2002, the same year that Washington branded 
the Islamist extremist group a terrorist organization. AP/WIDE WORLD PHOTOS. 


There are no clear defining lines between guerilla 
forces and para-state organizations. Guerilla warfare re- 
fers to more organized, widespread, or formal armed 
resistance by paramilitary or para-state groups (usually 
wearing some sort of insignia or uniform) toward an 
occupying force. In many areas of the world, guerilla 
warfare tactics are used by paramilitary groups against 
government forces. 


Moreover, history is replete with causes and move- 
ments, initially branded as “illegitimate” or “para-state” 
organizations that ultimately become the ruling govern- 
ment (i.e., transforming the group from a “para-state” to 
the state itself). In some cases, an organization branded 
“terrorist” or “outlaw” by the ruling government may be 
considered a legitimate political movement or a group of 
"fighters" for a cause embraced by a segment of the 
population. 


For example, the African National Congress—once 
headed by Nobel Laureate Nelson Mandela—was for dec- 
ades branded a terrorist and outlaw group by the now 
abolished apartheid South African government. 
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In general, it is the commission of acts of violence that 
brand organizations as para-state terrorist groups as op- 
posed to legitimate political parties or national liberation 
movements that do not engage in violence or armed 
struggle in an attempt to change governments. 


The definition of terrorist is, however, not entirely 
subjective. Under United States law, terrorist activity is so 
labeled by "any activity which is unlawful under the laws 
of the place where it is committed (or which, if committed 
in the United States, would be unlawful under the laws of 
the United States or any State) and which involves any of 
the following: The highjacking or sabotage of any convey- 
ance (including an aircraft, vessel, or vehicle); The seizing 
or detaining, and threatening to kill, injure, or continue 
to detain, another individual in order to compel a third 
person (including a governmental organization) to do 
or abstain from doing any act as an explicit or implicit 
condition for the release of the individual seized or de- 
tained; A violent attack upon an internationally protected 
person (defined in section 1116(b)(4) of title 18, United 
States Code) or upon the liberty of such a person; or an 
assassination.” 
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MGA KIDNAPPER! 
_ MGA MAMAMATAY-TAO! 


ars 


Abu Solaiman -Isnilon Hapilon 


PREMYO PARA SA IMPORMASYON 
HANGGAN $5,000,000 


The U.S. Government is offering a reward of up to $5,000,000 for information 
leading to the arrest or conviction of the terrorists responsible for the 
kidnapping of Martin and Gracia Burnham, and the kidnapping and murder of 
Guillermo Sobero. If you have any information about any individuals 
committing acts of international terrorism against U.S. persons or property, 

please contact the U.S. Embassy. 
PREMYO PARA SA KATARUNGAN 
www.rewardsforjustice.net 
|-800-10-739-2737 (MANILA) 1-800-877-3927 (USA) Q 
Kung Cell phone ang gagamitin ay tumawag lamang sa 02-526-9832/9833/9834 % 
LAHAT NG IMPORMASYON NA MATATANGAP NAMIN AY ITUTURING SIKRETO 


A handout circulated by the U.S. embassy in Manila after announcing the U.S. government's offer of a $5 million reward in May 2000, for the capture of leaders 
of the Abu Sayyaf Islamist extremist group that kidnaped two Americans and killed another on Basilan Island, southern Philippines. AP/WIDE woRLD PHOTOS. 
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U.S. law and statutes also define as acts of terrorism 
"the use of any biological agent, chemical agent, or nu- 
clear weapon or device; or explosive, firearm, or other 
weapon or dangerous device. . . with intent to endanger, 
directly or indirectly, the safety of one or more individuals 
or to cause substantial damage to property.” 


State-sponsored terrorism. In addition to para-state organi- 
zations that usually operate within defined borders, a 
state itself can also act to sponsor terrorism or terrorist 
organizations. 


As of April 1, 2003, the U.S. State Department had 
designated the following countries state sponsors of inter- 
national terrorism: Cuba, Iran, Iraq, Libya, North Korea, 
Sudan, and Syria. The State Department asserts that al- 
though ”... most no longer engage directly in terrorist 
activity, they may support terrorist groups by providing 
funding or arms.” 


Terrorist organizations. Annually, the U.S. Department of 
State publishes a list of designated foreign terrorist or- 
ganizations (FTOs). In 2002, the State Department desig- 
nated 33 groups as FTOs. The State Department's formal 
list focuses on groups who have recently engaged in 
terrorist attacks or are otherwise highly active. In addition, 
the State Department's annual report to Congress, Pat- 
terns of Global Terrorism, also identifies and profiles 
organizations that in the past have been designated as 
terrorist organizations. 


Organizations not formally designated as foreign ter- 
rorist groups, but listed as terrorist organizations in the 
2001 report to Congress include the following organiza- 
tions: Alex Boncayao Brigade (ABB); Al-Ittihad al-Islami 
(AIAI); Allied Democratic Forces (ADF); Anti-lmperialist 
Territorial Nuclei (NTA); Army for the Liberation of Rwanda 
(ALIR); Cambodian Freedom Fighters (CFF); Continuity 
Irish Republican Army (CIRA); First of October Antifacist 
Resistance Group (GRAPO); Harakat ul-Jihad-l-lslami 
(HUJI); Harakat ul-Jihad-l-lslami/Bangladesh (HUJI-B); 
Islamic Army of Aden (IAA); Irish Republican Army (IRA); 
Al Jama'a al-Islamiyyah al-Mugatilah bi-Libya; Japanese 
Red Army (JRA); Jemaah Islamiya (JI); Kumpulan Mujahidin 
Malaysia (KMM); Lord’s Resistance Army (LRA); Loyalist 
Volunteer Force (LVF); New People’s Army (NPA); Orange 
Volunteers (OV); People Against Gangersterism and Drugs 
(PAGAD); Red Hand Defenders (RHD); Revolutionary Pro- 
letarian Initiative Nuclei (NIPR); Revolutionary United Front 
(RUF); The Tunisian Combatant Group (TCG); Tupac Amaru 
Revolutionary Movement (MRTA); Turkish Hizballah; and 
the Ulster Defense Association/Ulster Freedom Fighters 
(UDA/UVF). 
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Terrorist Organization List, 
United States 


The United States Secretary of State formally designates 
"Foreign Terrorist Organizations” (FTO) that threaten 
United States interests. Within the Department of State, 
the Office of the Coordinator for Counterterrorism is as- 
signed the primary responsibility for monitoring available 
intelligence and public news accounts of terrorist activi- 
ties so that they may advise the Secretary on decisions 
related to terrorism-related designations. The designation 
process, in part, focuses on groups who have recently 
engaged in terrorist attacks. 


Although designations can be modified at any time 
(i.e., groups can be added or deleted from the list by the 
Secretary of State) designations normally expire in two 
years unless renewed. Changes in the list require a formal 
notification of Congress. Organizations have the right 
under U.S. law—should they choose to appear—of ap- 
pealing an FTO designation to United States Court of 
Appeals for the District of Columbia Circuit within 30 days 
of such designation. 


Impact of FIO designation. When an organization is desig- 
nated as an FTO it becomes unlawful for a person in the 
United States (or U.S. jurisdictions) to knowingly provide 
“material support or resources” (e.g. money, aid, advice, 
training, etc.) to a designated FTO. 


FTO members may not legally enter the U.S. or its 
territories, and may be deported upon discovery. 


U.S. banks or other financial institutions that control 
accounts in which agents of FTOs have some interest 
must report account existence and activities to the Office 
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of Foreign Assets Control of the U.S. Department of the 
Treasury. 


Designated FOS. The U.S. Department of State publishes a 
list of designated foreign terrorist organizations as a part 
of its report, Patterns of Global Terrorism, submitted an- 
nually to Congress. 


Groups designated as foreign terrorist organizations 
by the U.S. Department of State, as of January 30, 2003, 
include the following organizations: “Abu Nidal Organiza- 
tion (ANO); Abu Sayyaf Group; Al-Aqsa Martyrs Brigade; 
Armed Islamic Group (GIA); Asbat al-Ansar; Aum Shinrikyo; 
Basque Fatherland and Liberty (ETA); Communist Party of 
the Philippines/New People’s Army (CPP/NPA); Gama’a 
al-Islamiyya (Islamic Group); HAMAS (Islamic Resistance 
Movement); Harakat ul-Mujahidin (HUM); Hizballah (Party 
of God); Islamic Movement of Uzbekistan (IMU); Jaish-e- 
Mohammed (JEM) (Army of Mohammed); Jemaah Islamiya 
organization (Jl) al-Jihad (Egyptian Islamic Jihad); Kahane 
Chai (Kach); Kurdistan Workers’ Party (PKK); Lashkar-e 
Tayyiba (LT) (Army of the Righteous); Liberation Tigers of 
Tamil Eelam (LTTE); Mujahedin-e Khalq Organization 
(MEK); National Liberation Army (ELN); Palestine Libera- 
tion Front (PLF); Palestinian Islamic Jihad (PIJ); PFLP- 
General Command (PFLP-GC); Popular Front for the Lib- 
eration of Palestine (PFLP); al-Qaeda; Real IRA; Revolu- 
tionary Armed Forces of Colombia (FARC); Revolutionary 
Nuclei (formerly ELA); Revolutionary Organization 17 
November; Revolutionary People’s Liberation Army/Front 
(DHKP/C); Salafist Group for Call and Combat (GSPC); 
Shining Path (Sendero Luminoso, SL); United Self-De- 
fense Forces of Colombia (AUC).” 
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Terrorist Organizations, 
Freezing of Assets 


E MARTIN J. MANNING 


Monitoring the frozen assets of terrorist organizations is 
something that took on a new focus and urgency after the 
events of September 11, 2001. The United States and its 
allies have arrested about 2,290 suspected terrorists and 
terrorist financiers in 99 countries, designated about 250 
individuals and organizations as terrorists or terrorist sup- 
porters, and seized more than $113 million in assets since 
the terrorist attacks of September 11, 2001. 


On September 24, 2001, President George W. Bush 
stated, “We will direct every resource at our command to 
win the war against terrorists, every means of diplomacy, 
every tool of intelligence, every instrument of law enforce- 
ment, every financial influence. We will starve the terror- 
ists of funding.” The president directed the federal gov- 
ernment to wage the nation’s war against the financing of 
global terrorism, and we have continued to devote our 
resources and extensive expertise to fulfill this mandate. 
In actions and in words, the Treasury Department has 
shown that in the war against terrorism, financial interme- 
diaries and facilitators who infuse terrorist organizations 
with money, materiel, and support will be held account- 
able along with those who perpetrate terrorist acts. 


Immediately after the terrorist attacks, Congress 
worked closely with the Department of the Treasury, along 
with the Department of Justice and other agencies and 
departments, to make significant improvements in the law 
that enhances Treasury’s ability to tackle the issue of 
terrorist financing in a more unified, cohesive and aggres- 
sive manner. Of particular importance to the counter- 
terrorist efforts, the U.S. Patriot Act, enacted into law on 
October 26, 2001, expanded the law enforcement and 
intelligence community’s ability to access and share criti- 
cal financial information regarding terrorist investigations. 
In the months immediately following the September 11 
attacks, the Department of the Treasury took six principal 
steps to identify and pursue financial underwriters of 
terrorism: 


E worked with other U.S. Government agencies to im- 
plement Executive Order 13224; 


I established Operation Green Quest, an inter-agency 
task force, to target financial networks and 
mechanisms; 


E won the adoption of UN Security Council Resolutions 
1373 and 1390 which require member nations to 
disrupt terrorist financing; 


I engaged other multilateral institutions such as the 
Financial Action Task Force (FATF) and the inter- 
national financial institutions to focus on terrorist 
financing; 
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New People’s Army guerrillas, the armed wing of the Communist Party of the Philippines (CPP), photographed at a clandestine assembly in the Cordillera region 
in northern Philippines, 2002. oarr/coreis. 


I implemented the U.S. Patriot Act provisions to broaden 
and deepen access to critical financial information in 
the war against terrorist financing and to expand the 
anti-money laundering regulatory network; 

I shared information across the federal government, 
with the private sector and among U.S. allies to crack 
down on terrorist financiers. 


For the first time, the 2002 National Money Launder- 
ing Strategy (NMLS) contained such a strategy, with a 
discrete set of objectives and priorities targeting terrorist 
financing. Goal Two of the NMLS identified financial mecha- 
nisms or systems by which terrorist funding was initiated 
and sought to attack these mechanisms on an interagency 
and coordinated basis. The NMLS stated that terrorist 
groups tap into a wide range of sources for their financial 
support, including otherwise legitimate enterprises, such 
as construction companies, honey shops, tanneries, banks, 
agricultural commodities growers and brokers, trade busi- 
nesses, bakeries, restaurants, and bookstores. The strat- 
egy focused on the following areas: 


I targeted intelligence gathering; 
I freezing of suspect assets; 
I law enforcement actions; 
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I diplomatic efforts and outreach; 

I smarter regulatory scrutiny; 

I outreach to the financial sector; and 

I capacity building for other governments and the fi- 


nancial sector through Treasury and other depart- 
mental technical assistance programs. 


The NMLS is an integrated inter-agency strategy that 
draws on the expertise and resources of the Treasury 
Department, the Department of Justice, the Department of 
State and other departments and agencies of the federal 
government, as well as on foreign partners and on the 
private sector. Its mission is to first, identify appropriate 
financial targets through technology, intelligence, investi- 
gative resources, and regulations to locate and freeze the 
assets of terrorists, wherever they may be located. 


Second, the NMLS freezes terrorist-related assets on 
a global scale. The U.S. government has frozen over U.S. 
$35 million in terrorist-related assets since September 11, 
2001, and the international community has frozen an 
additional U.S. $78 million. More important than the dol- 
lars frozen is the dismantling of these financial pipelines, 
which served to transmit far greater sums of money for 
terrorist purposes. Third, the NMLS coordinates effective 
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law enforcement actions, both domestically and interna- 
tionally, against terrorist cells and networks. Internation- 
ally, Treasury has deployed Customs attachés and repre- 
sentatives from Treasury's Office of Foreign Assets Control 
(OFAC) in strategic embassies around the world to facili- 
tate cooperation with host countries and regions in com- 
bating terrorist financing. Between September 12, 2001, 
and October 28, 2002, international law enforcement co- 
operation has led to approximately 2290 arrests of sus- 
pected terrorists and their financiers in 99 countries. 


Fourth, together with other agencies, the NMLS uses 
existing diplomatic resources and regional and multi- 
lateral engagements to ensure international cooperation, 
collaboration and capability in dismantling terrorist fi- 
nancing networks. One of the bilateral initiatives is the 
U.S. Government's designation of Foreign Terrorist Organi- 
zations (FTOs). Under authorities provided by the 
Antiterrorism and Effective Death Penalty Act of 1996, the 
Secretary of State, in consultation with the Attorney Gen- 
eral and the Secretary of the Treasury, has designated 35 
groups as foreign terrorist organizations. The designa- 
tions make it a criminal offense for American persons to 
knowingly provide funds or other forms of material sup- 
port for these designated groups. Some other countries 
have used the designations as a guideline for their own 
efforts to curb terrorism financing. 


Fifth, the NMLS implements smarter regulatory scru- 
tiny by training the financial sectors to concentrate en- 
hanced due diligence and suspicious activity monitoring 
on terrorist financing and money laundering typologies. 
Through the U.S. Patriot Act authorities, Treasury has 
been able to expand regulatory scrutiny to all businesses 
within the financial sector that may be susceptible to 
terrorist or criminal abuse. Sixth, the NMLS regulates 
expansion under the authorities of the Patriot Act in full 
consultation with the private financial sectors. 


On October 1, 2002, FinCEN’s (Financial Crimes 
Enforcement Network) secure link with financial institu- 
tions, the Patriot Act Communications System (PACS), 
became operational along with several capacity-building 
initiatives with other governments and the private sector 
with respect to terrorist financing. For example, Treasury 
is co-chairing a FATF Working Group on Terrorist Financ- 
ing, which, among other issues, is charged with identify- 
ing technical assistance needs of various governments 
around the world. This Working Group is collaborating 
with donor states, the International Monetary Fund, the 
World Bank, and the UN Counter-Terrorism Committee in 
coordinating the delivery of technical assistance to those 
governments. 


Actions Taken Against 
Terrorist Financing 


The most visible and immediately effective tactic of U.S. 
terrorist financing strategy has been designating and block- 
ing the accounts of terrorists and those associated with 
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financing terrorist activity. Publicly designating terrorists, 
terrorist supporters and facilitators, and blocking their 
ability to receive and move funds through the world’s 
financial system has been and is a crucial component in 
the fight against terrorism. On September 24, 2001, Presi- 
dent Bush issued Executive Order 13244, "Blocking Prop- 
erty and Prohibiting Transactions with Persons Who Com- 
mit, Threaten to Commit, or Support Terrorism.” 


The Department of the Treasury’s Office of Enforce- 
ment, in conjunction with Treasury’s Office of Interna- 
tional Affairs and the Office of Foreign Assets Control, has 
helped lead U.S. efforts to identify and block the assets of 
terrorist-related individuals and entities within the United 
States and worldwide. Currently, 250 individuals and enti- 
ties are publicly designated as terrorists or terrorist sup- 
porters by the United States, and since September 11th, 
over $113 million in assets of terrorists has been frozen 
around the world. Beyond simply freezing assets, these 
U.S. and international actions to publicly identify terror- 
ists and their supporters advance global interests in ter- 
rorist financing and combating terrorism by: 


i shutting down the pipeline by which designated par- 
ties moved money and operated financially in the 
mainstream financial sectors; 

I informing third parties who may be unwittingly fi- 
nancing terrorist activity of their association with 
supporters of terrorism; 

I providing leverage over those parties not designated 
who might otherwise be willing to finance terrorist 
activity; 

I exposing terrorist financing “money trails” that may 
generate leads to previously unknown terrorist cells 
and financiers; 

I forcing terrorists to use alternative and potentially 
more costly informal means of financing their activi- 
ties; and 

I supporting diplomatic effort to strengthen other coun- 
tries’ capacities to combat terrorist financing through 
the adoption and implementation of legislation that 
allows states to comply with their obligations under 
UN Security Council Resolutions 1390 and 1373. 


Currently, over 165 countries and jurisdictions have 
blocking orders in force. Alternative financial mechanisms 
to combat terrorist financing conducted through these 
mechanisms include the following measures. 


Protecting charities from terrorist abuse. Under the authority 
of E.O. [Executive Order] 13224, the United States has 
designated twelve charitable organizations as having ties 
to al-Qaeda or other terrorist groups. In addition, the 
United States has designated and blocked the assets of 
the largest U.S.-based Islamic charity, which acted as a 
funding vehicle for the HAMAS terrorist organization. 


The FATF Special Recommendation VIII on Terrorist 
Financing commits all member nations to ensure that non- 
profit organizations cannot be misused by financiers of 
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terrorism. The United States is co-chairing the FATF Ter- 
rorist Financing Working Group that has recently pro- 
duced an international best practices paper on how to 
protect charities from abuse or infiltration by terrorists 
and their supporters. 


Efforts are underway to assist U.S.-based charities 
concerned that their distribution of funds abroad might 
reach terrorist-related entities and trigger a blocking ac- 
tion on the part of the Treasury Department—the Depart- 
ment has developed voluntary best practices guidelines 
for all U.S.-based charities. The Treasury Department de- 
veloped these guidelines in response to requests from the 
Arab American and American Muslim communities, who 
reported a reduction in charitable giving and an increased 
apprehension among donors as a consequence of the 
Treasury Department's blocking of the three domestic 
charities. 


Regulating Hawalas: informal value transfer systems. Terror- 
ists have also used Hawalas and other informal value 
transfer systems as a means of terrorist financing. The 
word “hawala” (meaning “trust”) refers to a fast and cost- 
effective method for the worldwide remittance of money 
or value, particularly for persons who may be outside 
the reach of the traditional financial sector. In some na- 
tions, Hawalas are illegal; in others they are active but 
unregulated. It is, therefore, difficult to measure accu- 
rately the total volume of financial activity associated with 
the system; however, it is estimated that, at a minimum, 
tens of billions of dollars flow through Hawalas and other 
informal value transfer systems on an annual basis. 


The United States has already taken steps to regulate 
Hawalas and informal value transfer systems. The U.S. 
Patriot Act requires money remitters (informal or other- 
wise) to register as "money services business” or “"MSBs,” 
thereby subjecting them to existing money laundering 
and terrorist financing regulations, including the require- 
ment to file Suspicious Activity Reports (SARs). As a 
result, well over 11,000 money service businesses have 
registered with the federal government and are now re- 
quired to report suspicious activities. The Act makes it a 
crime for the money transfer business owner to move 
funds that he knows are the proceeds of a crime or are 
intended to be used in unlawful activity. Failure by money 
service business principals to register with FinCEN and/or 
failure to obtain a state license also are federal crimes. 


FATF Special Recommendation VI addresses this is- 
sue by demanding that countries register or license infor- 
mal value transfer businesses and subject them to all of 
the FATF Recommendations that applies to banks and 
non-bank financial institutions. In addition, at a confer- 
ence on hawala in the United Arab Emirates (UAE) in May, 
2002, a number of governments agreed to adopt FATF 
Special Recommendation VI and shortly thereafter, the 
UAE government announced it would impose a licensing 
requirement on hawala operators operating within its 
borders. Participants at the UAE meeting drafted and 
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agreed upon the Abu Dhabi Declaration on Hawala, which 
set forth a number of principles calling for the regulation 
of Hawalas. 


Combating bulk cash smuggling. Bulk cash smuggling has 
proven to be yet another means of financing adopted by 
terrorists and their financiers. Customs has executed 650 
bulk cash seizures totaling $21 million, including $12.9 
million with a Middle East connection. Pursuing bulk cash 
smuggling from a domestic perspective, however, is not 
enough; disruption of this tactic requires a global approach. 


Investigating trade-based terrorist financing. With respect to 
trade-based financial systems, authorized enforcement 
agencies continue to investigate the use of licit and illicit 
international trade commodities, for example, diamonds, 
gold, honey, and cigarettes, as well as narcotics, to fund 
terrorism. The U.S. Customs Service has developed a 
state-of-the-art database system to identify anomalous 
trade patterns for imports and exports to and from the 
United States. In the past, Customs has demonstrated this 
system to other nations, including Colombia, with excel- 
lent results. 


Investigating terrorist cyber-fundraising activities. Terrorist 
groups now exploit the Internet to recruit supporters and 
raise terrorist funds. Developing a strategy to counter 
such cyber-fundraising activities is a responsibility that 
the Treasury Department assumed in its 2002 Anti-Money 
Laundering Strategy. 


Operation “Green Quest.” On October 25, 2001, Treasury 
created Operation Green Quest (OGO) to focus the Treas- 
ury Department's financial expertise in the war against 
terrorist financing. OGQ identifies and attacks terrorist 
financing through a systemic financial approach. OGQ 
specializes in identifying financial mechanisms, such as 
illegal money remitters, and searching those systems to 
identify potential terrorist financing. 


OGQ is led by the United States Customs Service, and 
includes the Internal Revenue Service, the Secret Service, 
the Bureau of Alcohol Tobacco and Firearms (ATF), Treas- 
ury’s Office of Foreign Assets Control (OFAC), FinCEN, the 
Postal Inspection Service, the Federal Bureau of Investiga- 
tion (FBI), and the Department of Justice. The financial 
expertise of the Treasury Bureaus, along with the excep- 
tional experience of our partner agencies and depart- 
ments, is also utilized in this operational attack on terrorist 
financing. 


International Efforts 


Internationally, the United States has worked not only 
through the United Nations on blocking efforts, but also 
through multi-lateral organizations and on a bi-lateral 
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basis to promote international standards and protocols 
for combating terrorist financing. The Treasury Depart- 
ment has continuously engaged the international commu- 
nity in developing and strengthening counter-terrorist 
financing initiatives and regimes. 


The United Nations 1267 Committee is responsible 
for UN designations of individuals and entities associated 
with al Qaeda, Osama bin Laden, and the Taliban. States 
wishing to propose a name for UN designation typically 
include a statement of the basis for designation, along 
with identifying information for the use of financial institu- 
tions, customs and immigration officials, and others who 
must implement sanctions. If no state objects to the pro- 
posed designation within 48 hours after a name is circu- 
lated by the Committee Chairman, the designation be- 
comes effective. The 1267 Committee then puts out an 
announcement on its web site and all UN member states 
are required to freeze any assets held by the designated 
party(ies), without delays. 


Financial Action Task Force (FATF). since 1989, the 31- 
member FATF has served as the preeminent anti-money 
laundering multilateral organization in the world. The 
United States has played a leading role in the develop- 
ment of this organization. Capitalizing on this financial 
crime expertise, on October 31, 2001, at the United States’ 
initiative, the FATF issued Eight Special Recommenda- 
tions on terrorist financing, requiring all member na- 
tions to: 


I Ratify the UN International Convention for the Sup- 
pression of the Financing of Terrorism and imple- 
ment relevant UN Resolutions against terrorist 
financing; 

I Criminalize the financing of terrorism, terrorist acts 
and terrorist organizations; 


i Freeze and confiscate terrorist assets; 


I Require financial institutions to report suspicious trans- 
actions linked to terrorism; 

I Provide the widest possible assistance to other coun- 
tries’ laws enforcement and regulatory authorities for 
terrorist financing investigations; 

I Impose anti-money laundering requirements on al- 
ternative remittance systems; 

I Require financial institutions to include accurate and 
meaningful originator information in money trans- 
fers; and 

I Ensure that non-profit organizations cannot be mis- 
used to finance terrorism. 


Many non-FATF counties have committed to comply- 
ing with the Eight Recommendations and over 90 non- 
FATF members have already submitted self-assessment 
questionnaires to FATF describing their compliance with 
these recommendations. Together with the Departments 
of State and Justice, Treasury will continue to work with 
the FATF to build on its successful record in persuading 
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jurisdictions to adopt anti-money laundering and anti- 
terrorist financing regimes to strengthen global protec- 
tion against terrorist finance. 


As part of this effort, FATF has established a Working 
Group on Terrorist Financing (Working Group), which the 
United States is co-chairing with Spain, devoted specifi- 
cally to developing and strengthening FATF’s efforts in 
this field. At the most recent FATF Plenary in October, 
2002, the Working Group, in collaboration with the World 
Bank, the International Monetary Fund, and the UN, identi- 
fied a number of countries to receive priority technical 
assistance in order for them to come into compliance with 
the Eight Special Recommendations on Terrorist Financing. 


Egmont Group. The Egmont Group represents 69 Financial 
Intelligence Units (FlUs) from various countries around 
the world. FinCEN is the FIU for the United States. The FIU 
in each nation receives financial information (such as 
SARs) from financial institutions pursuant to each govern- 
ment’s particular anti-money laundering laws, analyzes 
and processes these disclosures, and disseminates the 
information domestically to appropriate government au- 
thorities and internationally to other FIUs in support of 
national and international law enforcement operations. 


Successful results. international law enforcement coopera- 
tion has resulted in approximately 2290 arrests of sus- 
pected terrorists and their financiers in 99 countries from 
September 12, 2001 through October 28, 2002. Some of 
these arrests have led to the prevention of terrorist attacks 
in Singapore, Morocco and Germany, and have uncov- 
ered al-Qaeda cells and support networks in Italy, Ger- 
many, Spain, the Philippines and Malaysia, among other 
places. In addition, soon after September 11th, a Carib- 
bean ally provided critical financial information through 
its FIU to FinCEN that allowed the revelation of a financial 
network that supported terrorist groups and stretched 
around the world. 


On September 24, 2001, President Bush implemented 
Executive Order 13224 which expands the U.S. govern- 
ment’s power and authority to target terrorist organiza- 
tions to freeze and block their assets. In that same period, 
the United Nations adopted UN Security Council resolu- 
tions 1373 and 1390, directing member states to criminalize 
terrorist financing and adopt regulatory regimes to detect 
and deter terrorist financing. On August 29, 2002, the 
Office of Foreign Assets Control established the Specially 
Designated Nationals (SDN) and Blocked Persons List, 
which is updated as groups and individuals are added or 
removed. Most recently, in March 2003, the U.S. Depart- 
ment of the Treasury created a new unit to set strategy and 
policy for combating terrorist financing. The new Execu- 
tive Office for Terrorist Financing and Financial Crimes 
would work with the financial services industry to lo- 
cate terror-related accounts and groups. It will also over- 
see Treasury’s Financial Crimes Enforcement Network 
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(FINCen), an investigative and information-gathering bu- 
reau, and the Office of Foreign Asset Controls (OFAC), 
which carries out U.S. orders blocking bank accounts and 
freezing assets of suspected terrorist groups and their 
supporters. 


In order to continue Treasury's leadership on these 
critical issues, the new Office is charged with developing 
and implementing U.S. government strategies to combat 
terrorist financing domestically and internationally (in con- 
cert with Treasury’s International Affairs Task Force on 
Terrorist Financing); developing and implementing the 
National Money Laundering Strategy, as well as other 
policies and programs to fight financial crimes; participat- 
ing in the department's development and implementation 
of U.S. government policies and regulations in support of 
the Patriot Act, including outreach to the private sector; 
joining in representation of the United States at focused 
international bodies dedicated to fighting terrorist financ- 
ing and financial crimes; and developing U.S. government 
policies relating to financial crimes. 
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The Terrorist Threat Integration Center (TTIC) improves 
the ability of the United States to thwart terrorist attacks 
by analyzing and sharing intelligence emanating from 
anywhere in the world. Opened in May 2003, as part of 
President George W. Bush’s initiative to revamp counter- 
terrorism intelligence, the goal of the TTIC is to provide a 
comprehensive threat picture. While it operates under the 
direction of the Central Intelligence Agency chief, TTIC is 
staffed by counterterrorism experts from the CIA, Federal 
Bureau of Investigation (FBI) and the Departments of 
Defense and Homeland Security. It will eventually serve as 
the hub of all counterterrorism analysis. 
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In the wake of the 2001 World Trade Center attack, the 
intelligence gathering agencies in the United States came 
under heavy criticism from Congress and the public for 
their failure to predict and halt the terrorist assault. Gov- 
ernment inquiries concluded that a lack of information 
sharing prevented anyone from doing sufficient analysis 
and taking action. The FBI, as the preeminent domestic 
intelligence agency, received the bulk of the blame. In 
response to these intelligence shortcomings, Bush estab- 
lished the TTIC and thereby ended the FBI's decades-long 
reign as the nation’s chief provider of domestic intelligence. 


The aim of the TTIC is to seamlessly unite intelligence 
from a variety of sources to assist executive branch 
policymaking decisions. To this end, TTIC has unfettered 
access to all terrorist threat intelligence from raw reports 
to finished analytic assessments. The analysts in the cen- 
ter measure the reliability of information from interro- 
gated al-Qaeda prisoners, study warnings from foreign 
law-enforcement and spy agencies, assess tips from in- 
formants, examine satellite photos, and read transcripts of 
wiretapped conversations. No TTIC staff members con- 
duct intelligence collection operations. 


TTIC plays the lead role in creating a national counter- 
terrorism structure to share across agency lines all terror- 
ist threat intelligence, whether gathered in the U.S. or 
overseas. The tasking system of TTIC will be implemented 
in three phases. In its initial phase, the TTIC provides 
integrated terrorist threat analysis for the senior national 
leadership. The center’s duties will include compiling the 
"daily threat matrix” that is instrumental to the president's 
decisions in the war on terror. In its secondary phase, TTIC 
will be the principal gateway for policymaker requests for 
analysis of potential terrorist threats to U.S. interests and 
will maintain a database of known and suspected terror- 
ists that can be accessed by government officials at all 
levels who possess the appropriate security clearance. In 
its tertiary and final stage, TTIC will serve as the U.S. 
government hub for all terrorist threat-related analytic work. 


As the TTIC is a joint venture of participating agen- 
cies, the Director of Central Intelligence, as statutory head 
of the U.S. intelligence community, oversees its activities. 
The head of the TTIC is selected by CIA chief in consulta- 
tion with the Director of the FBI, the Attorney General, and 
the Secretaries of Homeland Security and Defense. At the 
initial stage, total staffing of TTIC is 60 U.S. government 
employees plus additional contractors. In the second phase 
of implementation, employment will rise to 120 people. In 
the final stage, TTIC will have a staff level of 250 to 300 
employees. TTIC is scheduled to be located in a facility 
with the FBI Counterterrorism Division and the CIA Coun- 
terterrorist Center. This co-location is expected to enhance 
information sharing and maximize counterterrorism re- 
sources while reducing redundant capabilities. 


The terrorist attack of September 11, 2001 made ap- 
parent the need to change the intelligence gathering strat- 
egy of the United States. While most government leaders 
and members of the public have applauded the goal of 
fusing intelligence analysis from the FBI and CIA, data 
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reflecting the efficiency of the TTIC to close intelligence 
gaps while safeguarding individual liberties will take 
months or years to accumulate. 
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Thin layer chromatography, which is typically abbreviated 
as TLC, is a type of liquid chromatography that can sepa- 
rate chemical compounds of differing structure based on 
the rate at which they move through a support under 
defined conditions. 


TLC is useful in detecting chemicals of security con- 
cern, including chemical weapons, explosives, stabilizing 
chemicals for rocket propellants, and illicit drugs. For 
example, the Forensic Service Center of Lawrence Liver- 
more National Laboratory has designed a computerized 
and portable TLC machine that can be taken to the field, 
and which has the ability to analyze 20 samples at a time. 
Analysis can be completed within 30 minutes. 


TLC as it is still practiced today was introduced by 
Justus Kirchner in 1951. From its beginning, the technique 
was an inexpensive, reliable, fast, and easy to perform 
means of distinguishing different compounds from each 
other. The method was qualitative—it showed the pres- 
ence of acompound but not how much of the compound 
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was present. In the late 1960s, TLC was refined so that it 
could reliably measure the amounts of compounds. In 
other words, the technique became quantitative. Further 
refinement reduced the thickness of the support material 
and increased the amount of the separating material that 
could be packed into the support. In High Performance 
TLC (HPTLC) the resolution of chemically similar com- 
pounds is better than with conventional TLC, and less 
sample is required. HPTLC requires specialized analysis 
equipment, and so is still not as popular or widespread as 
conventional TLC. 


In TLC a solution of the sample is added to a layer of 
support material (i.e., grains of silica or alumina) that has 
been spread out and dried on a sheet of material such as 
glass. The support is known as the plate. The sample is 
added as a spot at one end of the plate. The plate is then 
put into a sealed chamber that contains a shallow pool of 
chemicals (the solvent), which is just enough to wet the 
bottom of the plate. As the solvent moves up through the 
plate support layer by capillary action, the sample is 
dragged along. The different chemical constituents of the 
sample do not move at the same speed, however, and will 
become physically separated from one another. The posi- 
tions of the various sample constituents and their chemi- 
cal identities are determined by physical methods (i.e., 
ultraviolet light) or by the addition of other chemical 
sprays that react with the sample constituents. 
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The Terrorism Information Awarness (TIA) system (for- 
merly the Total Information Awareness program) is a new 
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intelligence database system that culls and stores infor- 
mation, and creates risk assessments for a variety of 
security and intelligence uses. Using communications 
and financial surveillance, as well as general intelligence 
information, the TIA system is able sort information, iden- 
tify patterns, and create data models. System developers 
predicted its use in security operations ranging from pre- 
dicting terrorist attacks, to pre-flight screening of airline 
employees and passengers. The new program, developed 
by the Defense Advanced Research Projects Agency and 
managed by the Department of Homeland Security as part 
of the sweeping post-September 11 security reform, is 
controversial. 


Critics fear that TIA facilitates the government's abil- 
ity to create dossiers on average citizens. The Department 
of Defense pressed for the inclusion of medical, financial, 
and email records in the database. The collection of such 
personal information without cause or due process, raised 
questions about the system's implications on 4th Amend- 
ment search and seizure provisions. 


TIA advocates, including U.S. Attorney General John 
Ashcroft, claim the system will promote a more thorough 
and rapid assessment of data, aiding international anti- 
terrorism measures. Opponents of the program assert 
that the database stores personal information, such as 
credit reports and organizational affiliations, violating pri- 
vacy. Many also doubt that use of the TIA system will be 
limited to terrorist detection, infrastructure protection or 
other similar measures. 


The debate over TIA (then known as the Total Infor- 
mation Awareness program) reached the Senate floor in 
January 2003, where legislators voted 100-0 to block 
immediate implementation of the system. The Senate 
barred the use of the system unless mandated by Con- 
gress after a thorough review of its implications for consti- 
tutional rights and legal entitlements to privacy. 


Upon further deliberation in February, Congress and 
the Senate negotiated a deal in which TIA could possibly 
be used outside the United States by military and civilian 
intelligence forces, specifically for the identification of 
terrorist threats and the prevention of terrorism. The Wyden 
Amendment, named after the sponsoring Oregon sena- 
tor, prohibited the domestic use of TIA technology and 
created a formal oversight process to review the impact of 
TIA operations. The Department of Defense was directed 
provide a full assessment of the possible implication of 
TIA technology, or halt the program completely. 


Although research continues on TIA functions, the 
future of the TIA program is pending as of May 2003. The 
Department of Defense, FBI, CIA, and Office of Homeland 
Security continue to advocate further development, and 
ultimately implementation, of TIA systems. 
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The military recognizes that biological cells are excellent 
sensors of changes in the environment because they 
respond to external stimuli with highly reproducible and 
specific signals. Some toxins cause cells to release oxy- 
gen radicals or nitrogen products. Other toxins result in 
the production of biochemical markers, such as enzymes 
or growth factors. Toxins may also induce structural or 
morphologic changes in cells. When cells are embedded 
in three-dimensional tissue constructs, they not only sig- 
nal the presence of biological or chemical agents, but can 
also further indicate physiological consequences of expo- 
sure to these analytes. 


The Defense Advance Research Projects Agency 
(DARPA) has initiated the Tissue-Based Biosensors Pro- 
ject, which provides funding to research and private insti- 
tutions to develop two- and three-dimensional tissue- 
based biosensors that will accurately and efficiently deter- 
mine of the presence of biological and chemical weapons. 
The project specifically seeks to develop cell-based sys- 
tems that can identify human health risks in the battlefield, 
improve the performance of cells for detection of chemical 
and biological weapons, enhance and extend the life of 
cells used as biosensors and impede the degradation of 
cellular biosensors when in operational use. 


A variety of cell types can be used as biosensors, 
however, because of their inherent electrochemical na- 
ture, a majority of the research in the project focuses on 
developing neural cells and tissues as biosensors. One 
group, however, is studying physiological changes in 
bacteria known as extremophiles, because of their ability 
to withstand harsh environmental conditions. The sys- 
tems that result from the research may take the form of 
three-dimensional scaffolds that harbor and nourish de- 
tector cells or flow through systems that identify signal 
cells. Some of the issues that researchers will address 
while working on this project include nutrient require- 
ments for cells, transport mechanisms for nutrients and 
wastes, spatial requirements for cells within a three-di- 
mensional matrix, cell signal detection and stability of 
tissue-based systems. New materials for culturing and 
maintaining cells in three-dimensional scaffolds will likely 
be developed. 
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During the Second World War, both Allied and Axis na- 
tions engaged in a multi-media propaganda battle. Leaf- 
lets, posters, film reels, and radio broadcasts were all used 
to spread misinformation and undermine the morale of 
enemy troops. Japanese Radio Tokyo broadcast an Eng- 
lish language, anti-Allied program entitled the “Zero Hour.” 
The program featured popular music and propagandist 
war reports read by women with alluring voices. While 
Radio Tokyo employed over 20 women on the program, 
the voices became collectively known among Allied sol- 
diers as Tokyo Rose. 


Though the moniker Tokyo Rose was popular legend, 
after the war, details of the Japanese Radio Tokyo propa- 
ganda program emerged that brought legend to life. An 
investigation revealed that Allied prisoners of war, under 
orders of their captors, produced “Zero Hour.” The women 
who voiced the programs were mostly Japanese citizens. 
One of the women, however, was an American citizen. 
This changed the nature of the military investigations 
from a general inquiry to a treason case. 


Iva Ikoku Toguri was born in California in 1916, a first- 
generation American citizen of Japanese descent. She 
attended the University of California, Los Angeles, and 
graduated in 1941. Shortly after graduation, Toguri went 
to Japan at her mother’s request to care for a sick relative. 
Leaving in haste, she neglected to obtain an official pass- 
port that would aid her return to the United States. While 
in Japan, the Japanese military launched an attack on the 
American Pacific fleet at Pearl Harbor, bringing America 
into the Second World War. After war was declared on 
Japan, Toguri was denied her request to return to the 
United States. She refused to renounce her American 
citizenship, and was often placed under surveillance by 
the Japanese government as a possible enemy operative. 
Toguri spoke very little Japanese and from 1941 to 1943, 
she went to school to learn the language. She later took a 
job as a typist for Radio Tokyo in 1943. Because she knew 
English, Japanese executives at Radio Tokyo recruited her 
to voice the “Zero Hour” program. Toguri broadcast under 
the name Orphan Ann, and worked on the show until the 
end of the war. 


Several war correspondents sought to find and inter- 
view the illusive, legendary, Tokyo Rose after the war. A 
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Iva Toguri D'Aquino, also known as Tokyo Rose, on her way to court in 
San Francisco, California in 1949, where she was on trial for treason and 
broadcasting propaganda to Allied troops during World War II. apwipe 
WORLD PHOTOS. 


colleague led reporters to Toguri, after accepting money 
offered by reporters for the interview. Assuming she had 
committed no crime as the broadcasts were directed and 
produced by prisoners of war, Toguri spoke freely with 
journalists about her role on Radio Tokyo. Conflicting 
reports exist about her reception of the nickname Tokyo 
Rose. The press about Toguri, along with the detailed 
notes of a couple of reporters, was brought to the atten- 
tion of U.S. Army counter-intelligence. 


United States Army authorities arrested Toguri in 
1945. In 1948, she was brought to the United States and 
transferred to officers of the Federal Bureau of Investiga- 
tion. After a five-year inquiry, Toguri was tried as the 
infamous Tokyo Rose on eight counts of treason. Acquit- 
ted of seven counts of treason, she was found guilty on the 
remaining charge of “speaking about the location and 
destruction of ships.” She was sentenced to ten years in 
prison and a steep monetary fine. When released in 1956, 
she immediately sought to clear her name. She applied 
twice for a presidential pardon, but was denied. 


The matter of Tokyo Rose disappeared from the pub- 
lic eye until a journalist in the 1970s probed for further 
information on the case. A series of articles revealed 
several incongruencies in the inquiry and trial of Toguri. 
Prosecutors argued that Toguri fled the United States 
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before the war and was possibly a Japanese intelligence 
agent, but scant evidence was offered. Testimonies of 
several Allied service members regarding the radio broad- 
casts were revisited, and Japanese records regarding the 
Radio Tokyo psychological warfare campaign were un- 
earthed. Interviews of some of Toguri’s wartime colleagues 
corroborated her earlier claims that she sometimes smug- 
gled supplies and food for the Allied prisoners also em- 
ployed on the “Zero Hour” program. Further interviews 
and documents revealed that information regarding ships 
and troop positions that Radio Tokyo broadcast was avail- 
able in wartime America on short-wave radio and was 
selected by the POWs forced to work on the program 
because it was not immediately sensitive to the Allied war 
effort. The controversial treason case was never reopened 
by courts, but Toguri was issued a pardon by President 
Gerald Ford, in one of his last presidential acts, in 1977. 
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The science of toxicology is concerned with the adverse 
effects of chemicals on biological systems and includes 
the study of the detection, action and counteractions of 
poisons. Toxicologists today generally use the techniques 
of analytical chemistry to detect and identify foreign chemi- 
cals in the body, with a particular emphasis on toxic or 
hazardous substances. Toxins can be simple metal ions or 
more complex, inorganic and organic chemicals, as well 
as compounds derived from bacteria or fungi and animal- 
produced substances such as venoms. Poisons can range 
in their effects from a low-level debilitation to almost 
immediate death. Many drugs used to counter diseases 
can also be poisons at higher concentrations. 
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One of the most significant historical figures in the 
development of the science of toxicology was the Swiss 
physician and alchemist Paracelsus (1493-1541). He real- 
ized that there was a need for proper experimentation in 
the field of chemical therapeutics and distinguished be- 
tween the therapeutic and toxic properties of substances, 
recognizing that they are indistinguishable except by dose. 
Paracelsus realized that it is not possible to categorize 
chemicals as either safe or toxic and laid the foundations 
for a key principle in toxicology known as the dose-re- 
sponse relationship. There is a graded dose-response 
relationship in individuals and a quantal dose-response 
relationship in a population. The quantal “all or none” 
dose-response is used to determine the median lethal 
dose (LDm), which estimates what percentage of the popu- 
lation, would be affected by a dose increase. Estimation of 
LDm involves the use of at least two different animal 
species and doses of the chemical under test are adminis- 
tered by at least two different routes. Initially most of the 
test animals die within 14 days. Subacute exposure is then 
tested for a period of 90 days and long-term exposure 
testing takes a further 6 months to 2 years. Mathematical 
extrapolation is used to generalize results from animal 
testing to human risk incidence. 


Another significant figure in toxicology was Spanish 
physician Orfila (1787-1853) who contributed to the spe- 
cialty known as forensic toxicology. He devised methods 
of detecting poisonous substances and therefore pro- 
vided the means of proving when criminal poisoning had 
taken place. After Orfila, toxicology developed further to 
include the study of mechanisms of poison action. 


Forensic toxicology involves the use of toxicological 
methods for legal purposes. There is a considerable over- 
lap between forensic and clinical toxicology, criminology, 
forensic psychology, drug testing, environmental toxicol- 
ogy, pathology, pharmacology, sports medicine and vet- 
erinary toxicology. The work of a forensic toxicologist 
generally falls into three main categories: identification of 
drugs such as heroin, cocaine, cannabis; detection of 
drugs and poisons in body fluids, tissues and organs; and 
measuring of alcohol in blood or urine samples. Results of 
the laboratory procedures must then be interpreted and 
presented to the legal courts. 


A forensic toxicologist is normally given preserved 
samples of body fluids, stomach contents, and organ parts 
along with a coroner's report containing information on 
symptoms and postmortem data. Specimens are gener- 
ally divided into acidic and basic fractions for drug extrac- 
tion from tissue or fluid. As an example, most of the 
barbiturate drugs are acid-soluble while most of the am- 
phetamine drugs are base-soluble. After preliminary acid- 
base procedures, tissue or fluid samples are subjected to 
further laboratory tests consisting of screening tests and 
confirmation testing. Screening tests allow the processing 
of many specimens for a wide range of toxins in a short 
time and any positive indications from the screens are 
then verified with a confirmation test. 


Toxicology 


Laboratory methods used in toxicological analysis 
are various. Screening tests include (1) physical tests: 
testing the boiling point, melting point, density, and re- 
fractive index of a substance; (2) crystal tests: treatment 
of a substance with a chemical reagent to produce crys- 
tals; (3) chemical spot tests: treatment with a chemical 
reagent producing color changes; (4) chromatographic 
tests (thin layer or gas): these separate the mixtures under 
investigation. Confirmatory tests generally involve mass 
spectrometry in combination with gas chromatography. 
Every toxin has a characteristic mass spectrum that identi- 
fies it absolutely. 


Drugs analysis in tissue samples can be very compli- 
cated and a substance under analysis must be subjected 
to rigorous tests with no margin for error. A range of 
screening tests employing color reactions exist for the 
detection of illegal drugs. Some commonly used color 
tests include the Marquis test for opium, Duqunois-Levine 
test for Marijuana, Van Urk test for LSD, Scott test for 
cocaine, and Dillie-Koppanyi test for barbiturates. 


The challenges of modern science call on clinical and 
forensic toxicologists to expand their services. They are 
now encouraged to engage in research and development 
to meet a number of changing needs. Modern molecular 
biology has opened up a number of interesting possibili- 
ties for toxicologists. For example, genotyping for inter- 
pretation of potential toxic drug interactions and criminal- 
ity testing is becoming a field of great interest. With the 
emergence of pharmacogenetics, genotyping may en- 
hance rational drug therapy for better patient care, and 
may explain unexpected adverse or fatal drug reactions in 
postmortem analysis. 


Expanding responsibilities for forensic toxicologists 
also derive from the greater threat of terrorism. Terrorism 
via weapons of mass destruction has moved out from war 
zones to civilian settings. Modern terrorist weapons may 
be inthe form of nuclear, biological, and chemical devices. 
Recently, the possible use of chemical or biological weap- 
ons in the Middle East conflicts, the use of sarin gas in a 
Tokyo subway station, and the unregulated availability of 
nuclear fuel in some countries have all heightened the 
potential risks. Toxicologists must now be knowledgeable 
about the clinical pharmacology, safe samples process- 
ing, and possible screening and/or analysis of substances 
such as vesicants, cyanide, nerve agents, and riot con- 
trol agents. 
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Toxins are compounds that are produced and released by 
a variety of microorganisms and other organisms. Toxins 
can be fast-acting and, because they are already pre- 
formed, do not require the growth of a microorganism in 
the host. State-sanctioned weaponization programs for 
various toxins have occurred in the past in many coun- 
tries, and may be ongoing. As well, toxins are a potent 
weapon for terrorists. 


Bacterial toxins. Toxins are the main disease-causing fac- 
tor for a number of bacteria. Some examples include 
Corynebacterium diphtheriae (diptheria), Vibrio cholerae 
(cholera), Bacillus anthracis (anthrax), Clostridium 
botulinum (botulism), certain strains of Escherichia coli 
(hemolytic uremic syndrome), and Staphylococcus aureus 
(toxic shock syndrome). 


Certain species of these bacteria are of particular 
concern in biological warfare and biological terrorism. As 
the events of 2001 in the United States demonstrated, 
powdered preparations of Bacillus anthracis spores was 
easily delivered to a target through the mail. The dispersal 
of the spores in the air and the inhalation of the spores can 
cause a form of anthrax that develops quickly and, without 
treatment, is almost always fatal. The bacteria in the 
genus Clostridium also form spores. Additionally, during 
the 1990s, astrain of Staphylococcus aureus emerged that 
is resistant to almost all known antibiotics. 
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Bacterial toxins have a wide variety of activity. Some 
toxins damage the cell wall of host cells, either by dissolv- 
ing the wall or by chemically punching holes through the 
wall. Examples of such toxins are the alpha toxin of 
Clostridium perfringens, hemolysin of Escherichia coli, 
and streptokinase of Streptococcus pyogenes. The dam- 
age to the host cells allows the bacteria to spread rapidly 
through the host. This can cause an overwhelming infection. 


Other bacterial toxins kill host cells by stopping the 
manufacture of protein in host cells or by degrading the 
proteins. Examples of protein blockers include exotoxin A 
of Pseudomonas aeruginosa and the Shiga toxins pro- 
duced by both Escherichia coli and Shigella dysenteriae. 
Protein degrading toxins include those produced by Bacil- 
lus anthracis and Clostridium botulinum 


Still other toxins stimulate an immune response of 
the host that is so strong that it can damage the host. 
Staphylococcus aureus produces at least three different 
toxins that have this effect (i.e., toxic shock syndrome). 


Marine toxins. Microorganisms called dinoflagellates can 
produce toxins when they grow in species of shellfish. 
Usually, the toxins are a concern when the contaminated 
seafood is inadvertently eaten. But, the toxins can be 
isolated in pure form. The purified toxins will produce 
illness when deliberately used. 


Aflatoxin. Aflatoxin is produced by two species of mold— 
Aspergillus flavus and Aspergillus parasiticus. The toxin is 
especially a concern when potatoes are contaminated by 
the mold. Ingestion of the contaminated potatoes can 
cause serious, even fatal illness. This toxin is of particular 
concern for food supplies. Storehouses of produce like 
potatoes are susceptible to the malicious release of 
the molds. 


RiciN. Ricin is a toxin that is produced by the castor bean. It 
is the third most deadly toxin that is known, after the 
toxins produced by Clostridium botulinum and Clostrid- 
ium tetani. The symptoms of ricin toxin include nausea, 
muscle spasms, severe lung damage, and convulsions. 
These symptoms appear within hours, and, without treat- 
ment, death from pulmonary failure can result within 
three days. There is no vaccine or antidote for the toxin. 


Ricin has long been a weapon of espionage and 
terrorism. The most famous use of ricin occurred in 1978, 
when Georgi Markov—a recently defected Bulgarian offi- 
cial—was killed by KGB agents on a bridge in London. An 
umbrella tip was used to inject a capsule of ricin into one of 
his legs. 


The planned use of ricin by al-Qaeda has been al- 
leged. Traces of ricin have been found in caves in Afghani- 
stan that were used by al-Qaeda. Iraq is also suspected of 
using ricin in its weaponization program of the 1990s. 


Encyclopedia of Espionage, Intelligence, and Security 


Tradecraft 


Also, in January 2003, British antiterrorism officers seized 
a quantity of ricin in London from a group of Algerian men 
suspected of being terrorists. 


Toxoid vaccines. Some toxins that are capable of causing 
much harm are also a source of protection. Because of its 
potency, a toxin cannot be used protectively in its unal- 
tered form. Toxins can be altered, however, so that they 
do not produce the undesirable effects, but which still 
stimulate the immune system to produce antibodies to a 
critical part of the toxin molecule. The weakened version 
of a toxin is called a toxoid. 


The anthrax vaccine that is currently licensed for use 
contains two toxoids in addition to other immune stimu- 
lating molecules. The immune response will produce anti- 
bodies to the two toxins of the anthrax bacterium. 
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Operatives of intelligence services and other covert or- 
ganizations use the term tradecraft to refer to the tech- 
niques of the espionage trade, or the methods by which an 
agency involved in espionage conducts its business. Ele- 
ments of tradecraft, in general terms, include the ways in 
which an intelligence officer arranges to make contact 
with an agent, the means by which the agent passes on 


information to the officer, the method for paying the 
agent, and the many precautions and tactics of deception 
applied along the way. 


Examples of tradecraft can be found in the Ashenden 
stories, through which British author Somerset Maugham 
recounted, in fictional form, his experiences as a spy in 
World War |. In one tale, for instance, Maugham men- 
tioned that Ashenden met an “old butter-woman” regu- 
larly in a market in Geneva. The woman was actually an 
agent of British intelligence who, in real life, passed notes 
back and forth between Maugham and his superiors in 
London. This is tradecraft in its simplest form—the em- 
ployment of someone or something that is not exactly 
who or what he/she/it seems to be. 


Another example of tradecraft in action is the artwork 
of Robert Baden-Powell who, long before he founded the 
Boy Scouts, served as a military intelligence officer in the 
Balkans during the 1890s. In order to sketch enemy fortifi- 
cations without attracting attention, Baden-Powell adopted 
the disguise of an entomologist. He made detailed sketches 
of butterflies and leaves that, on close scrutiny, were 
revealed to be maps of gun emplacements or trenches. 


Tradecraft can also include the many precautions 
taken to avoid detection in the process of making a drop, 
or otherwise transferring material between agent and 
officer, as in Maugham’s case of the old butter-woman. In 
real life, Soviet agent John made his drops using a gar- 
bage bag that included bits of recognizable trash—but 
nothing that would smell strongly, attract animals, or 
cause damage to the documents and other important 
materials he left for his KGB handlers. 
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Transportation Department, 
United States 


A vital part of America’s critical infrastructure, the United 
States Department of Transportation (DOT) was estab- 
lished by an act of Congress in 1966 and began operation 
on April 1, 1967. Today the DOT comprises a number of 
bureaus and offices designed to promote efficiency and 
safety in air, road, rail, and marine travel and transport 
throughout the nation. The mission of DOT is to develop 
and coordinate policies to provide efficient, economical 
national transport systems whose operations take into 
account economic, environmental, and national secu- 
rity needs. 


Agencies of DOT. in addition to the Office of the Secretary, 
DOT consists of 11 individual operating agencies. Among 
these are the Federal Aviation Administration, which 
oversees the safety of civil air transport. DOT was also 
home to the Transportation Security Administration, cre- 
ated in the wake of the 2001 terrorist attacks to provide 
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aviation security, and the U.S. Coast Guard. Both were 
transferred to the newly created Department of Homeland 
Security in March 2003. Sea borne components of DOT 
include the Maritime Administration, which promotes the 
development and maintenance of the U.S. merchant ma- 
rine, and the Saint Lawrence Seaway Development Cor- 
poration, which maintains the waterway between the Great 
Lakes and Atlantic Ocean. 


Areas of DOT devoted to highways and railroads 
include the Federal Highway Administration, which co- 
ordinates inter- and intrastate highway programs and 
manages roads on federal lands such as national forests 
and Indian reservations; the Federal Motor Carrier Safety 
Administration, established in 2000 to reduce commer- 
cial motor vehicle-related fatalities and injuries; the Fed- 
eral Railroad Administration, which promotes safe and 
environmentally sound rail transport; the Federal Transit 
Administration, which assists cities and communities in 
developing and improving mass transit systems; and the 
National Highway Traffic Safety Administration, which is 
responsible for reducing deaths and economic losses 
from motor vehicle crashes. 


Other agencies of DOT are the Research and Special 
Programs Administration, which oversees the transport of 
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hazardous materials; the Bureau of Transportation Statis- 
tics, which collects data on transport and travel, and works 
closely with the Bureau of the Census in the Commerce 
Department; and the Surface Transportation Board, which 
is responsible for economic regulation of interstate sur- 
face transportation, primarily railroads. The last of these is 
an independent body organizationally housed within DOT. 
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Treasury Department, 
United States 


E MARTIN J. MANNING 


The United States Department of the Treasury, the sec- 
ond-oldest department in the U.S. Government, was es- 
tablished by an Act of Congress on 2 September 1789 (I 
Stat. 65; 31 U.S.C. 1001). It advises Congress and the 
president on tax policy, acts as financial agent for the 
federal government, manufactures currency, and enforces 
tax laws. According to its establishment legislation, the 
Treasury Department is to “formulate, recommend, and 
administer domestic and international financial, economic, 
and tax policies, and manage the public debt.” The Depart- 
ment serves as the principal financial agent for the United 
States government, manufactures coins and currency, 


Treasury Department, United States 


and oversees the administration of the U.S. Customs 
Service (1789), U.S. Mint (1792), Internal Revenue Service 
(1862), Bureau of Engraving and Printing (1862), Office of 
the Comptroller of the Currency (1863), Secret Service 
(1865), Bureau of the Public Debt (1919), Financial Man- 
agement Service (1920), Federal Law Enforcement Train- 
ing Center (1970), Bureau of Alcohol, Tobacco, and Fire- 
arms (1972), and Office of Thrift Supervision (1989). 


Background. The Treasury Department was already in exist- 
ence in some form during the War of American Indepen- 
dence. On June 22, 1775, the Second Continental Con- 
gress approved the printing of $2 million in bills of credit to 
finance the War of American Independence. Between 1775 
and 1779, more than $241 million Continentals were is- 
sued. The value of this first national paper money fell so 
low it engendered the expression “not worth a Continen- 
tal.” A month later, July 29, 1775, the Continental Con- 
gress appointed joint treasurers (Michael Hillegas and 
George Clymer). That November, a committee was estab- 
lished by the Continental Congress to examine the money 
in the Treasury and to estimate the public debt. The 
committee was one of several established by the Con- 
gress to handle different phases of the revolutionary fi- 
nances. In February 1776, a standing committee of five 
was appointed to superintend the Treasury. The commit- 
tee was referred to by various names, including Board of 
Treasury and Treasury Office of Accounts. 


On July 31, 1789, the collection of customs revenue 
was established when the Tariff Act became effective. A 
Bureau of Customs, later the U.S. Customs Service, was 
created by an act of March 3, 1927 (44 Stat. 1381); 19 U.S.C. 
2071). A postal service was established by Congress on 
September 22, 1789. 


With the establishment of the Treasury Department, 
the first Secretary of the Treasury, Alexander Hamilton, 
maneuvered to give the emerging United States a strong 
financial basis and to provide the stability needed for 
economic development. Hamilton worked to fund the 
national debt, assume the state debts, create a national 
bank, pass a whiskey tax, enact high tariffs, and establish 
American industry on a sound financial footing. He was 
aided by legislation (April 2, 1792) that established a 
national mint and regulated coinage and an act (May 8, 
1792; revised Act of March 3, 1809, chap. 28) that organ- 
ized the Department of the Treasury into two major com- 
ponents: the Departmental offices, primarily responsible 
for the formulation of policy and management of the 
Department as a whole, and the operating bureaus, which 
carry out the specific operations assigned to the Depart- 
ment. Today, the bureaus make up 98% of the Treasury 
work force. 


Key developments. Congress approved legislation (June 23, 
1836) that required the Secretary of the Treasury to desig- 
nate at least one bank in each state and territory for the 
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Treasury Secretary Robert Rubin holds a 1998 press confernce to announce the release of a new $20 bill, redesigned to include features that make it more 
difficult to counterfeit. Anti-counterfeit features will be enhanced every seven to ten years, and will include subtle color changes. AP/WIDE WORLD PHOTOS. 


deposit of government funds. Six years later, on Indepen- 
dence Day, sub-treasuries for deposit of federal funds 
were authorized in major cities but the legislation was 
repealed the next year (1841). 


The Civil War (1861-1865) was the first modern war 
demanding enormous capital. The cost, after four years, 
was $2.3 billion to the U.S. government and $1 billion to 
the Confederacy. Less than one-fifth of the North’s cost 
was paid for in taxes; four-fifths was financed by borrow- 
ing and the issue of unredeemable paper currency. To 
remedy this, and to set up future reserves, the Revenue 
Act (12 Stat. 432; 26 U.S.C. 3900; July 1, 1862) established 
a permanent tax collection agency, Commissioner of Inter- 
nal Revenue, although internal taxes were levied by Con- 
gress and collected by the Treasury Department from 1791 
to 1802 and 1813 to 1817. To administer the national 
banks, the Office of the Comptroller of the currency was 
created by legislation (12 Stat. 665; February 25, 1863). 
However, a national tragedy led to the creation of one of 
the better-known Treasury bureaus when the U.S. Secret 
Service, oldest general law enforcement agency in the 
federal government, was established (July 5, 1865) after 
the Lincoln assassination. Along with its protection of 
presidential families, heroically documented in stage 
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screen, and print, the Secret Service was also authorized 
to halt the counterfeiting of currency. It derives its author- 
ity from the act of June 23, 1860 (12 Stat. 102). Today, it still 
provides these services although its detection of counter- 
feit money and its arrest of counterfeiters continues to fall 
behind its rather more popular and visual image of Secret 
Service agents traveling with the president and other VIPs. 


“Guns and Butter” diplomacy. World War | cost $32.7 billion. 
To finance this enormous cost, President Wilson and 
Treasury Secretary William G. McAdoo transformed the 
income tax into the foremost instrument of federal taxa- 
tion, both to raise revenue and to attack concentrations of 
wealth, special privilege, and public corruption; and to 
promote a more competitive economy. The Revenue Acts 
(1916, 1917) [39 Stat. 756, 1000] imposed the first signifi- 
cant taxes on corporate profits and personal incomes and 
introduced a graduated federal estate tax, but rejected a 
mass-based income tax. An excess profits tax became the 
centerpiece of wartime finance. 


Henry Morgenthau, President Franklin Roosevelt's 
Secretary of the Treasury, issued regulations in 1934 that 
established a reporting system for specified international 


Encyclopedia of Espionage, Intelligence, and Security 


capital movements. Along with the required reports on 
security and foreign exchange transactions and changes 
in bank balances between the United States and foreign 
countries, commercial and industrial firms reported their 
foreign assets and liabilities. The present Treasury Inter- 
national Capital reporting system, an ongoing statistical 
program, evolved from the 1934 data collection efforts. 


World War Il, the most costly in American history at 
$360 billion, changed the American tax system as it shifted 
from a narrow base to a broad base, the basis of our 
current tax system. Roosevelt and Morgenthau wanted to 
finance the war with taxes that came mostly from busi- 
ness and upper-income groups as nearly one-half of Amer- 
ica’s national product went to war. Along with lend-lease 
programs, Treasury designed and implemented Foreign 
Funds Control (1940) to protect in the U.S. the assets of 
invaded countries and to keep them from the enemy. 
Foreign Funds Control froze Axis assets in 1941, regulated 
international financial transactions, administered wartime 
trade restrictions (Trading with the Enemy Act), and froze 
$8.5 billion of assets belonging to thirty-five countries by 
war's end. Although liquidated in 1948, Foreign Funds 
Control was re-established in 1950 as Foreign Assets 
Control. 


Production of military invasion currency was among 
the Treasury’s most highly secret work since any knowl- 
edge of production would reveal Allied invasion plans. 
Treasury loaned 14,000 tons of silver to help produce 
uranium for the atom bomb and financed the top-secret 
Manhattan Project while Morgenthau and a group of Treas- 
ury attorneys persuaded Roosevelt to establish the War 
Refugee Board (1944), the only government effort to save 
European Jews. 


In the post-World War Il period, Treasury developed 
international monetary policy to aid countries devastated 
by the war but by the end of the Korean War, the U.S. 
American dominance was lessening as it began to com- 
pete for economic control with countries it originally as- 
sisted. Treasury, supported by other U.S. agencies, devel- 
oped comprehensive proposals for the reform of the 
international monetary system after fiscal collapses in the 
1960s and the 1970s. Strengthened by accords and agree- 
ments, Treasury developed further policies to resolve the 
international debt crises of the 1980s and the early 1990s. 
Since 1989, Treasury has guided U.S. participation in the 
Financial Services negotiations of the Uruguay Round 
multilateral talks under the General Agreement on Trade 
in Services and the World Trade Organization. 


After the terrorist attacks of September 11, 2001, the 
Treasury Department implemented regulations for help- 
ing financial institutions comply with the USA PATRIOT 
Act, a comprehensive legislative enactment addressing 
many facets of terrorist financing and money laundering 
passed by Congress after the terrorist attacks. The Depart- 
ment works jointly with other federal agencies to craft 
effective and common-sense regulations and programs 
that will help industry guard against future terrorist infil- 
tration and abuse. 


Truman Administration, United States National Security Policy 


To date, the Treasury Department has issued a num- 
ber of proposed and interim rules to help the financial 
services industry address specific threats to the financial 
system, create anti-money laundering programs that are 
tailored to each industry’s needs, alert the appropriate 
authorities to large or suspicious financial transactions, 
and better understand their relationship with foreign banks. 
At the beginning of the twenty-first century, Treasury 
continues to maintain a central position within the federal 
government due to its size, leadership, and important role 
in the economic development of the United States. 
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E CARYN E. NEUMANN 


The onset of the Cold War during the presidency of Harry 
S. Truman led the executive branch recognize a need to 
integrate domestic, foreign, and military policies to com- 
bat the expansionism of the Soviet Union. The Truman 
Doctrine set the major goal of the U.S. as opposition to 
communism anywhere in the world. The Marshall Plan, 
the Organization of American States (OAS), and the National 
Security Council (NSC) all served as part of the administra- 
tion’s unified approach to the immense challenges posed 
by the expansion of communism. 


Harry S. Truman took office upon the sudden death of 
Franklin D. Roosevelt in April 1945. The new president 
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continued with much of the Roosevelt administration’s 
diplomacy, but had always been far sterner than Roose- 
velt toward the Soviet Union. He also had to plan for a 
postwar world and the primary concern of the postwar 
Truman administration was to prevent a repeat of the 
Great Depression. American officials held that another 
economic downturn could only be avoided if global mar- 
kets and raw materials were fully open to all peoples on 
the basis of equal opportunity. On the other hand, Josef 
Stalin, dictator of the Soviet Union, demanded that the 
U.S. recognize the Soviet right to control large parts of 
Eastern Europe. These Soviet satellite states would serve 
as a strategic buffer against the West that could also be 
exploited economically for the rapid rebuilding of the 
devastated Soviet economy. Truman refused to comply 
with the wishes of the Soviets and the Cold War gradually 
took root. 


By 1946, the administration had become deeply con- 
cerned about the consolidation and development of Rus- 
sian power. One year later, in 1947, Truman issued a 
declaration that would serve as the guiding force of na- 
tional security policy for the duration of the Cold War. With 
the Truman Doctrine, he asked Americans to join in a 
global fight against communism. He committed the U.S. 
to opposing totalitarian regimes and supporting freedom, 
while refusing to place any geographical limits upon this 
obligation. Several days after the speech, the president 
announced a loyalty program to ferret out security risks in 
government. The first such peacetime program in U.S. 
history, it was so vaguely defined that political ideas and 
long-ago associations were suddenly made suspect. 


The overwhelming fear of communism at home and 
abroad would convince Americans to support a national 
security policy that included intervention in the affairs of 
other countries. The end of World War Il confronted the 
United States with the problem of reconstructing Europe. 
Most of Europe lay in shatters, with countries too weak to 
readily rebuild the infrastructure necessary for economic 
growth. In order to prevent a collapse of the European 
economy and the ramifications on the economy of Amer- 
ica, the Truman administration began a massive eco- 
nomic aid effort. The 1948 Marshall Plan, named for Secre- 
tary of State George C. Marshall, offered aid to all of 
Europe with the provision that the Europeans determine 
their own needs. Before its end in 1951, the plan prevented 
poverty and chaos from overwhelming Western Europe. 
The Soviets, suspicious of American aims, declined to 
participate. 


In order to prevent communist aggression around the 
world, the U.S. joined with its neighbors to the south in a 
mutual security agreement. The nations of the Western 
Hemisphere convened in Rio de Janeiro, Brazil in 1947 to 
sign the Rio Treaty for collective self-defense. The agree- 
ment provided that an attack upon one nation in the 
Americas served as an attack upon them all. If two-thirds 
of the countries agreed to resist an attack, all states must 
cooperate by sending either troops or supplies. In 1948, 
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the U.S. participated in the formation of the Organization 
of American States (OAS). The administration hoped that 
the OAS would eventually assume the mounting respon- 
sibilities for solving hemispheric problems, but the U.S. 
would always play the dominant role. 


By 1947, the various means of security planning had 
fully emerged and ranged from economic planning through 
diplomatic initiative to application of military force. The 
missing element was a forum in which to select the appro- 
priate combination of measures for a particular situation. 
Truman generally relied upon Special White House Coun- 
sel Clark Clifford to provide day-to-day coordination. Clif- 
ford, dismayed by the disorder among agencies involved 
in major policymaking decisions, played an instrumen- 
tal role in establishing the National Security Council in 
1947 to give institutional stability to national security 
policymaking. 


Until the advent of the Korean War in 1950, Truman 
remained unenthusiastic about the NSC. Truman saw the 
NSC as an effort by Congress to harness the president to 
the advice of military men. He attended only 10 of the first 
55 meetings on the grounds that his presence would 
inhibit frank discussion and suggest that national policies 
were made by committee. When Truman did participate in 
NSC gatherings, the council reached conclusions that 
matched his known desires and ideological inclinations. 
The complicated situation in war-torn Korea finally con- 
vinced Truman of the value of the NSC as a policy develop- 
ment mechanism. 


During the Truman administration, the NSC’s main 
products were policy papers. NSC-20/4 served as the basic 
American strategic plan from 1948 until 1950. This docu- 
ment saw Russian expansionism as part of a massive 
drive for world mastery. It stated that the U.S. would not 
attempt an occupation of the Soviet Union but should be 
prepared for a negotiated peace. American objectives 
were set as the reduction of the power and influence of the 
Soviet Union to the point where the U.S.S.R. could no 
longer mount a threat to world peace. 


NSC-68, the replacement for NSC-20/4, is arguably 
among the most significant of NSC documents. In it, the 
NSC argued that in the current polarized climate, a defeat 
of free institutions anywhere in the world damaged the 
U.S. This belief defined any threat to the capitalist political 
system as communist-inspired, not as the result of prob- 
lems within. NSC-68 shocked the government into greater 
anti-communist resolution and action, thereby setting the 
stage for involvement in wars in Korea and Vietnam. It 
also comprised the final attempt of the Truman adminis- 
tration to define national security policy. 


In establishing the national security policy and sys- 
tem that would guide the United States for much of 
second half of the twentieth century, Truman opened the 
Cold War. Fear of communism and determination to op- 
pose it at every opportunity led to the U.S. involvement in 
the Korean War as well as McCarthyism. 
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I BELINDA ROWLAND 


Truth serum is a term given to any of anumber of different 
sedative or hypnotic drugs that are used to induce a 
person to tell the truth. Truth serums cause a person to 
become uninhibited and talkative, but they do not guaran- 
tee the veracity of the subject. 


In 1943, J. Stephen Horsley published a book in which 
he described the psychotherapeutic method of narco- 
analysis. By chance, he observed that persons who were 
under the influence of narcotics were uninhibited, talka- 
tive, and answered all questions that were asked of them. 
Anarcotic is a drug that dulls the senses, relieves pain, and 
induces sleep. Persons who were under the influence of 
narcotics entered a hypnotic-like state and spoke freely 
about anxieties or painful memories. Once the drug effect 
had worn off, the person had no recollection of what he or 
she said. Horseley coined the term “narcoanalysis.” 
Narcoanalysis has since been used to assist in the diagno- 
sis of several different psychiatric conditions. 


The term “truth serum” has been applied to drugs 
that are used in narcoanalysis. This term is a misnomer in 
two ways: the drugs used are not serums and truthfulness 
is not guaranteed. Although inhibitions are generally re- 
duced, persons under the influence of truth serums are 
still able to lie and even tend to fantasize. Courts have 
ruled that information obtained from narcoanalysis is 
inadmissible. 


Narcoanalysis is not used in the United States as an 
interrogation method. The Federal Bureau of Investigation 
(FBI) and other federal law enforcement agencies object to 
the use of truth drugs, preferring instead to use psycho- 
logical methods to extract information from suspects or 
prisoners. The United Nations considers the use of truth 
drugs to be physical abuse and, therefore, a form of 
torture. The issue was revisited in 2002, when some au- 
thorities, including former Central Intelligence Agency 
and FBI chief William Webster, frustrated by the lack of 
forthcoming information from suspected al-Qaeda and 
Taliban members held at the U.S. prison in Guantanamo 
Bay, Cuba, advocated administering narcoanalysis drugs 
to uncooperative captives. United States Secretary of 
Defense Donald Rumsfeld asserted that narcoanalysis is 
not used by United States military and intelligence per- 
sonnel, but suggested that other countries have made use 
of the technique in the interrogation of suspected terrorists. 


Drugs used as truth serums. Two of the most commonly 
used truth serums are members of the barbiturate drug 
class. Barbiturates are sedatives and hypnotics that are 
created from barbituric acid. They are divided into classes 
according to the duration of sedation: ultrashort, short, 
intermediate, and long. Ultrashort-acting barbiturates are 
used as anesthetics whereas long-acting ones are used to 
treat convulsions (anticonvulsive). Barbiturates are con- 
trolled substances due to their high potential for abuse 
and for addictive behavior. 


Sodium pentothal (pentothal sodium, thiopental, 
thiopentone) is an ultrashort-acting barbiturate, meaning 
that sedation only lasts for a few minutes. Sodium pentothal 
slows down the heart rate, lowers blood pressure, and 
slows down (depresses) the brain and spinal cord (central 
nervous system) activity. Sedation occurs in less than one 
minute after injection. It is used as a general anesthetic for 
procedures of short duration, for induction of anesthesia 
given before other anesthetic drugs, as a supplement 
to regional anesthesia (such as a spinal block), as an 
anticonvulsive, and for narcoanalysis. 


Sodium amytal (amobarbital, amylobarbitone, Amytal) 
is an intermediate-acting barbiturate. Sedation occurs in 
one hour or longer and lasts for 10 to 12 hours. Sodium 
amytal depresses the central nervous system. It is used as 
a sedative, hypnotic, and anticonvulsive and for narco- 
analysis. When sodium amytal is used for narcoanalysis it 
may be called an “Amytal interview.” 


Scopolamine (hyoscine) is an anticholinergic alkaloid 
drug that is obtained from certain plants. Anticholinergic 
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drugs block the impulses that pass through certain nerves. 
Scopolamine affects the autonomic nervous system and is 
used as a Sedative, to prevent motion sickness, to treat eye 
lens muscle paralysis (cycloplegic), and to dilate the pupil 
(mydriatic). 
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Tularemia is a plague-like disease caused by the bacte- 
rium Francisella tularensis. U.S. weapons stores of tula- 
remia bacteria were reported destroyed in 1973. Until the 
demise of the Soviet Union, its biological weapons devel- 
opment program actively developed strains of the bacte- 
rium that were resistant to antibiotics and vaccines. As of 
March 2003, the whereabouts and disposition of some 
Soviet era tularemia stocks remains uncertain. 


Tularemia is listed as potential bioterrorist weapon 
because it is easily obtained and potentially lethal. 


World Health Organization (WHO) estimates hypothe- 
size that if 50 kg of “weaponized” or highly virulent bacte- 
rium Francisella tularensis was dispersed in aerosol form 
over a large city, depending on weather and exposure 
patterns, there could be as many as 250,000 infections 
resulting in a projected 19,000 deaths. 


Tularemia bacterium is transferred to humans from 
animals (i.e., a zoonosis) such as rodents, voles, mice, 
squirrels, and rabbits. Reflecting the natural origin of the 
disease, tularemia is also known as rabbit fever. Indeed, 
the rabbit is the most common source of the disease. 
Transfer of the bacterium via contaminated water and 
vegetation is possible as well. 


The disease can easily spread from the environmen- 
tal source to humans (although direct person-to-person 
contact has not been documented). This contagiousness 
and the high death rate among those who contract the 
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disease made the bacterium an attractive bioweapon. 
Both the Japanese and Western armies experimented 
with Francisella tularensis during World War Il. Experi- 
ments during and after that war established the devastat- 
ing effect that aerial dispersion of the bacteria could exact 
on a population. 


Tularemia naturally occurs over much of North Amer- 
ica and Europe. In the United States, the disease is pre- 
dominant in south-central and western states such as 
Missouri, Arkansas, Oklahoma, South Dakota, and Mon- 
tana. The disease almost always occurs in rural regions. 
The animal reservoirs of the bacterium become infected 
typically by a bite from a blood-feeding tick, fly, or mosquito. 


The causative bacterium, Francisella tularensis is a 
Gram-negative bacterium that, even though it does not 
form a spore, can survive for protracted periods of time in 
environments such as cold water, moist hay, soil, and 
decomposing carcasses. 


The number of cases of tularemia in the world is 
not known, as accurate statistics have not been kept, 
and because illnesses attributable to the bacterium go 
unreported. In the United States, the number of cases 
used to be high. In the 1950s, thousands of people were 
infected each year. This number has dropped consider- 
ably, to less than 200 each year, and those who are 
infected now tend to be those who are exposed to the 
organism in its rural habitat (e.g., hunters, trappers, farm- 
ers, and butchers). 


Humans can acquire the infection through breaks in 
the skin and mucous membranes, by ingesting contami- 
nated water, or by inhaling the organism. An obligatory 
step in the establishment of an infection is the invasion of 
host cells. A prime target of invasion is the immune cell 
known as macrophages. Infections can initially become 
established in the lymph nodes, lungs, spleen, liver, and 
kidney. As these infections become more established, the 
microbe can spread to tissues throughout the body. 


Symptoms of tularemia vary depending on the route 
of entry. Handling an infected animal or carcass can pro- 
duce a slow-growing ulcer at the point of initial contact 
and swollen lymph nodes. When tularemia is inhaled, the 
symptoms include the sudden development of a head- 
ache with accompanying high fever, chills, body aches 
(particularly in the lower back) and fatigue. Ingestion of 
the organism produces a sore throat, abdominal pain, 
diarrhea, and vomiting. Other symptoms can include eye 
infection and the formation of skin ulcers. Some people 
also develop pneumonia-like chest pain. An especially 
severe pneumonia develops from the inhalation of one 
type of the organism, which is designated as Francisella 
tularensis biovar tularensis (type A). The pneumonia can 
progress to respiratory failure and death. The symptoms 
typically tend to appear three to five days after entry of the 
microbe into the body. 


The infection responds to antibiotic treatment and 
recovery can be complete within a few weeks. Recovery 
produces a long-term immunity to re-infection. Some 
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people experience a lingering impairment in the ability to 
perform physical tasks. If left untreated, tularemia can 
persist for weeks, even months, and can be fatal. The 
severe form of tularemia can kill up to 60% of those who 
are infected if treatment is not given. 


A vaccine is available for tularemia. To date this 
vaccine has been administered only to those who are 
routinely exposed to the bacterium (e.g., researchers). The 
potential risks of the vaccine, which is a weakened form of 
the bacterium, have been viewed as being greater than the 
risk of acquiring the infection. 


B FURTHER READING: 
BOOKS: 


Chin, J. “Tularemia.” In Control of Communicable Dis- 
eases Manual. Washington, DC: American Public Health 
Association, 2000. 


Dennis, D. T. “Tularemia.” In: Wallace, R. B. ed. Maxcy- 
Rosenau-Last Public Health and Preventive Medicine, 
14th edition. Stamford: Appleton & Lange, 1998. 


SEE ALSO 


Bioterrorism, Protective Measures 
Infectious Disease, Threats to Security 


Tunisian Combatant 
Group (ICG) 


The Tunisian Combatant Group (TCG) also operates as, or 
is known as, the Tunisian Islamic Fighting Group. 


The TCG’s goals reportedly include establishing an 
Islamic government in Tunisia and targeting Tunisian and 
Western interests. Founded probably in 2000 by Tarek 
Maaroufi and Saifallah Ben Hassine, the group has come 
to be associated with al-Qaeda and other North African 
Islamic extremists in Europe who have been implicated in 
anti-U.S. terrorist plots there during 2001. In December, 
Belgian authorities arrested Maaroufi and charged him 
with providing stolen passports and fraudulent visas for 
those involved in the assassination of Ahmed Shah 
Massood, according to press reports. Tunisians associ- 
ated with the TCG are part of the support network of the 
international Salafist movement. According to Italian au- 
thorities, TCG members there engage in false document 
trafficking and recruitment for Afghan training camps. 
Some TCG associates are suspected of planning an attack 
against the U.S., Algerian, and Tunisian diplomatic inter- 
ests in Rome in January. Members reportedly maintain 
ties to the Algerian Salafist Group for Call and Com- 
bat (GSPC). 


Tupac Amaru Revolutionary Movement 
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Tupac Amaru Revolutionary 
Movement (MRTA) 


Tupac Amaru Revolutionary Movement (MRTA) is a tradi- 
tional Marxist-Leninist revolutionary movement formed 
in 1983 from remnants of the Movement of the Revolu- 
tionary Left, a Peruvian insurgent group active in the 
1960s. The MRTA aims to establish a Marxist regime and 
to rid Peru of all imperialist elements (primarily U.S. 
and Japanese influence). Peru’s counterterrorist program 
has diminished the group’s ability to carry out terrorist 
attacks, and the MRTA has suffered from infighting, the 
imprisonment or deaths of senior leaders, and loss of 
leftist support. Several MRTA members remained im- 
prisoned in Bolivia. MRTA members have previously con- 
ducted bombings, kidnappings, ambushes, and assas- 
sinations, but recent activity has fallen drastically. In 
December, 1996, 14 MRTA members occupied the Japa- 
nese Ambassador's residence in Lima and held 72 hos- 
tages for more than four months. Peruvian forces stormed 
the residence in April 1997, rescuing all but one of the 
remaining hostages and killing all 14 group members, 
including the remaining leaders. The group has not con- 
ducted a significant terrorist operation since and appears 
more focused on obtaining the release of imprisoned 
MRTA members. 


MRTA is estimated to have fewer than 100 members, 
consisting largely of young fighters who lack leadership 
skills and experience. MRTA operates in Peru with sup- 
porters throughout Latin America and Western Europe. 
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Turkey, Intelligence 
and Security 


Turkey’s intelligence service, MIT (Milli Istinbarat Teskilati; 
Special Organization) has roots that go back to the final 
years of the Ottoman Empire. Today, it is concerned 
largely with signals intelligence, and with monitoring 
threats from neighboring countries. Like most major in- 
dustrialized nations, Turkey has a counterterrorism unit, 
the OIKB or National Police Jandarma Commandoes. 


In 1914, Ottoman leader Enver Pasha established an 
intelligence service that became the Police Guild (Karakol 
Cemiyeti) after Turkey's defeat in World War I. In 1926, 
after Turkey emerged as a republic under the leadership of 
Ataturk (a.k.a. Mustafa Kemal), the Police Guild became 
MAH, the National Security Service. Directed by a former 
intelligence officer of imperial Germany, MAH conducted 
intelligence operations overseas, as well as counter-es- 
pionage work at home against Armenian and Kurdish 
separatists. In 1965, MAH became MIT, which has special 
sections devoted to internal security, counterterrorism, 
organized crime, Russia, Greece, Iraq, Kurdish separatists, 
and Cyprus. 


Soldiers in OIKB are trained in aspects of riot con- 
trol, hostage rescue, anti-hijacking operations, and other 
counterterrorism skills. Its members have conducted armed 
operations against Kurdish and Armenian rebels, as well 
as the Turkish People’s Liberation Army. Controlled in 
peacetime by the Ministry of Interior, OIKB in wartime falls 
under the direction of military intelligence. 
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Turkish Hizballah is a Kurdish Islamic (Sunni) extremist 
organization that arose in the late 1980s in the Diyarbakir 
area in response to Kurdistan Workers’ Party atrocities 
against Muslims in southeastern Turkey, where (Turkish) 
Hizballah seeks to establish an independent Islamic state. 
The group comprises loosely organized factions, the larg- 
est of which are llim, which advocates the use of violence 
to achieve the group’s goals, and Menzil, which supports 
an intellectual approach. Beginning in the mid-1990s, Turk- 
ish Hizballah—which is unrelated to Lebanese Hizballah— 
expanded its target base and modus operandi from killing 
PKK militants to conducting low-level bombings against 
liquor stores, bordellos, and other establishments that the 
organization considered “anti-Islamic.” In January 2000, 
Turkish security forces killed Huseyin Velioglu, the leader 
of (Turkish) Hizballah’s Ilim faction, in a shootout at a 
safehouse in Istanbul. The incident sparked a year-long 
series of operations against the group throughout Turkey 
that resulted in the detention of some 2,000 individuals; 
authorities arrested several hundred of those on criminal 
charges. At the same time, police recovered nearly 70 
bodies of Turkish and Kurdish businessmen and journal- 
ists that (Turkish) Hizballah had tortured and brutally 
murdered during the mid to late-1990’s. The group began 
targeting official Turkish interests in January 2001, when 
10-20 operatives participated in the assassination of the 
Diyarbakir police chief. 


Turkish Hizballah operates primarily in southeastern 
Turkey—particularly the Diyarbakir region—and Turkish 
officials charge that the group receives at least some 
assistance, including training, from Iran. Turkish Hizballah 
strength is estimated at several hundred active members 
and several thousand supporters. 
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Typex was the name for the principal encryption device, or 
cipher machine, used by the military, intelligence, and 
diplomatic services of the British Empire during World 
War Il. In the 1920s, the British were still using book cipher 
systems, and became aware of the need to modernize 
using new cipher machinery. They initially planned to use 
the Enigma system, but instead settled on an improved 
Enigma machine known as “Type X.” The Typex system 
remained in use among British forces throughout the war. 


In 1926, the British government formed an interde- 
partmental committee to study technology as a means of 
finding a replacement for the laborious system of encryption 
by hand. For the purposes of evaluation, the government 
purchased two Enigma machines, but in January 1935, the 
committee advised the Royal Ministry to acquire three of 
the “Type X” machines, which represented an improved 
Enigma design. Satisfied with the machine, Whitehall 
commissioned the Creed & Company to manufacture 
Type X machines to specification. 


Typex 


As war broke out in September 1939, the British War 
Office and Air Ministry had fully adopted the Typex sys- 
tem, although the Royal Navy would continue to perform 
encryption by hand until 1943. Unlike the Germans, who 
encrypted nearly every official message on their Enigma 
machines, the British used their Typex system sparingly. 
This may have given them an unexpected advantage, 
because the Germans’ proliferation of enciphered mes- 
sages gave the British plenty of material to study. By 
contrast, the Germans made no significant attempt to 
crack the Typex ciphers, even though they captured sev- 
eral of the machines at Dunkirk and in North Africa. 


Britain undertook the joint development of a Com- 
bined Cipher Machine with the Americans, who devel- 
oped their own Sigaba system. In 1943, the Royal Navy 
began using the Combined Cipher Machine. Meanwhile, 
the rest of the British forces continued to use Typex, 
though British units in the China-Burma-India theatre 
adopted Sigaba, while some American units adopted Typex. 
After the war, many Typex machines remained in use 
among English-speaking nations for several decades until 
finally, in 1973, New Zealand became the last nation to set 
aside its Typex system. 
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The U-2 spy plane, a high-altitude reconnaissance aircraft 
built by the U.S. starting in the 1950s, was the subject of 
many “incidents” or diplomatic confrontations with the 
Soviet Union during the Cold War; however, the debacle 
referred to as the U-2 incident began on May 1, 1960, when 
a U-2 plane flown by Central Intelligence Agency (CIA) 
pilot Gary Powers took off from a U.S. air base at Peshawar, 
Turkey. The mission scheduled for Powers, codenamed 
Grand Slam, was to be the most ambitious U-2 flight 
undertaken up to that time. Its route would take it from 
Turkey to Soviet nuclear-weapons facilities in the Ural 
Mountains, various railroads, intercontinental ballistic mis- 
sile sites in Siberia, then back across northern Russia, 
there to photograph shipyards before leaving Soviet air- 
space above the Arctic Circle and landing in Bodo, Norway. 


The mission was unsuccessful. Powers took off at 
6:26 a.m. on what was to have been the twenty-fourth U-2 
overflight of the Soviet Union. He flew first to the east, 
over Iran to Afghanistan, in order to cross the Soviet 
border from an unexpected direction. He was, however, 
detected by Soviet radar while still 15 miles from the 
Afghan-Soviet border. Although undesirable, detection 
was not unusual; in fact, all previous U-2 flights over the 
Soviet Union had been detected at some point. The U-2 
relied for success not primarily on stealth but on the fact 
that the Soviets had no fighter planes or, for the first few 
years, surface-to-air missiles that could fly high enough 
(70,000 ft [21 km]) to shoot it down. A recently deployed 
Soviet surface-to-air missile, the SA-2, could reach the U- 
2, but only if it happened to be stationed in the plane’s 
flight-path and if its operators were on alert status, 
ready to fire. 


Powers flew over an SA-2 battalion soon after enter- 
ing Soviet airspace, but its crew was not on alert and so 


could not fire while he was within range. About a dozen 
Soviet MiG fighter planes also attempted to shoot down 
Powers’s U-2, but could not climb high enough to get 
within weapons range. 


Soviet premier Nikita Khrushchev (1894-1971) was 
notified of Powers’s ongoing flight at 8:00 a.m. Moscow 
time. It being May 1 (May Day or International Labor Day), 
he was preparing for the massive official festivities that 
always scheduled for that occasion. Outraged at what he 
perceived as a deliberate political provocation, he ordered 
that Powers’s U-2 be shot down at any cost. 


By this time Powers was approaching the Russian city 
of Sverdlosk. The pilot of an Su-9 fighter jet was ordered to 
carry out a suicide attack on Powers, ramming the U-2 
with his own plane; however, he was unable to locate 
Powers. An SA-2 battalion stationed outside the city was 
on alert, and when Powers entered its zone of engage- 
ment it fired a missile. It exploded near Powers’s plane. 
The fragile U-2 was damaged by the concussion and 
began to break to pieces. Powers managed to bail out, and 
was captured as soon as he parachuted to the ground. 


Because the U-2 overflights violated treaty law, the 
U.S. always denied publicly that they were occurring. 
Early on, in fact, the CIA, which ran the U-2 program, had 
considered using non-U.S.-citizens as pilots. Therefore, 
after the loss of Powers’s plane (but before the Soviet 
Union had revealed that it had captured Powers alive) the 
U.S. issued several false cover stories. The National Aero- 
nautics and Space Administration (NASA), for example, 
claimed that it had lost a U-2 being used as a weather 
plane over Turkey; the idea was that if the Soviets recov- 
ered the plane itself, the U.S. would claim that it had 
strayed accidentally into Soviet airspace when its oxygen 
supply failed and the pilot lost consciousness. A spokes- 
man for the U.S. Department of State assured reporters at 
a press conference in Washington, D.C., on May 6 that 
“There was no—N-O—no deliberate attempt to violate 
Soviet air space, and there has never been,” and added 
that it was “monstrous” of the Soviets to assert that the 
U.S. would lie to the world. 
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But the next day, May 7, Khrushchev revealed that he 
had proof that the U-2 had been a spy plane: Powers 
himself. The statements by NASA and the State Depart- 
ment were exposed, causing an international political 
embarrassment for the U.S. On May 11, President Eisen- 
hower made a speech in which he admitted that the U.S. 
had been overflying the Soviet Union. That same day, the 
remnants of Powers’s U-2 were put on public display in 
Gorky Park in Moscow and were toured by Soviet leaders. 
Political protest in Japan caused the U.S. to withdraw its 
U-2 detachments from that country; soon the U.S. had 
withdrawn all its other overseas U-2 detachments as well. 
For the U.S., both the political and operational costs of the 
U-2 incident were high. 


Powers was questioned, but revealed nothing of value 
to his captors. He was sentenced to 10 years in prison as a 
spy but was traded back to the U.S. for a captured Soviet 
spy two years later. Coincidentally, the day Powers was 
sentenced—August 19, 1960—the U.S. made its first use 
of a technology that would eliminate altogether the need 
for U-2 overflights of the Soviet Union, recovering a film 
package from its first spy satellite, the Corona. The Corona’s 
pictures showed more of the Soviet Union (albeit at lower 
resolution) than all reconnaissance missions made up to 
that time by the U-2 and high-altitude balloons. From that 
day forward satellites, not airplanes, would provide direct 
intelligence of Soviet activity—and would do so without 
political risk. 
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The U-2 is a jet-powered reconnaissance aircraft specially 
designed to fly at high altitudes (i.e., above 70,000 ft [21 
km]). It was used during the late 1950s to overfly the Soviet 
Union, China, the Middle East, and Cuba; flights over the 
Soviet Union, the primary mission for which the plane was 
designed, ended in 1960 when a U-2 flown by CIA pilot 
Gary Powers was shot down over the Soviet Union. This 
event was a major political embarrassment for the U.S. A 
redesigned version of the U-2, the U-2R, was used from 


the late 1960s through the 1990s. The U-2R was used 
extensively during the Gulf War of 1991, for example, to 
monitor Iraqi military activities. A more recent version of 
the U-2, the U-2S, is deployed today. The U-2S has been 
used recently by both the United States and United Na- 
tions weapons inspectors to make observations of North 
Korea and Iraq. 


Background. Shortly after the end of World War Il, the 
tenuous alliance between the Soviet Union, the United 
States, and the nations of Western Europe ruptured. The 
Soviets took control of Eastern Europe, the North Atlantic 
Treaty Organization (NATO) was formed by the U.S. and 
its European allies, and the Cold War began in earnest. 
Tensions were high, and war between NATO and the 
Soviet Union often seemed imminent. Military planners 
desired what they termed “pre-D-day intelligence” about 
the Soviet order of battle, that is, information about the 
Soviet military obtained before a war began. Spy satellites 
would not become available until the early 1960s, leaving 
aircraft as the primary means of obtaining up-to-date 
information about Soviet military and industrial activities. 


A number of photographic spy overflights of Eastern 
Europe, the Soviet Far East, China, and the periphery of 
the Soviet Union were made in the late 1940s and early 
1950s using various U.S. and British aircraft including the 
RB-29 bomber, the B-47B bomber, the RF-80A fighter (the 
first operational U.S. jet fighter), the RF-86F fighter, and 
the RB-45C reconnaissance aircraft. None of these planes 
had enough range to penetrate very far into Russia itself, 
where nuclear testing grounds and missile bases were 
located; nor could they fly at altitudes high enough to 
avoid interception by Soviet MiG jet fighters. 


By the mid-1950s, Soviet air defenses had improved 
to the point where overflights by available aircraft had 
become impractical. Development of a lightweight, high- 
altitude, single-pilot plane (originally dubbed the CL-282 
but later the U-2, a deliberately misleading designation 
suggesting a “utility” aircraft) began in 1954. However, 
the plane could not ready until 1956; in the meantime, 
high-altitude, unmanned balloons were used to carry cam- 
era packages over the Soviet Union. These balloons, 
codenamed Genetrix balloons, were launched in Norway, 
Scotland, Turkey, and West Germany, from whence they 
were carried by global tradewinds across the Soviet Union 
to recovery zones over the Pacific Ocean. Some 379 
Genetrix balloons entered Soviet airspace in 1955 and 
1956; 235 were shot down by MiGs or antiaircraft guns, 
and only 44 were recovered. The success rate would have 
been higher except that President Dwight Eisenhower had 
ordered that the balloons not fly at their true maximum 
altitude (70,000 ft [21 km]); he reasoned that if the balloons 
were restricted to an altitude ceiling of 55,000 ft (17 km), 
where the Soviets could shoot them down most of the 
time, the Soviets would not be motivated to develop high- 
altitude interceptors that could be later used against the U-2. 
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U-2 Spy Plane 
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Gary Powers, shown while an Air Force Reserve pilot, later flew an American U-2 spy plane over Russia in 1960 and was shot down, held prisoner, was 
subjected to a public show-trial, and ultimately returned to the West in exchange for a Russian spy. AP/WIDE WORLD PHOTOS. 
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U-2 Spy Plane 


Design. The U-2 is built much like a glider, with ultralight 
construction and long, narrow wings that measure 80 ft 
(24 m) from tip to tip, longer than the plane itself. (The U- 
2C, first flown in 1978, has a wingspan of 103 ft [31 m].) 
Wings of this type, mounted at right angles to the body of 
an aircraft, provide high lift (i.e., upward aerodynamic 
force resulting from airflow around the wing); this is 
necessary at 70,000 ft because the atmosphere is so thin. 
The U-2’s cruising altitude takes it so close to outer space 
that the sky above appears black and the curvature of the 
Earth is visible. 


The U-2 had other features intended to reduce its 
weight and thus increase its cruising altitude and range. 
The wings were bolted to the body of the aircraft rather 
than supported, as in standard jet aircraft of that period, by 
a spar running right through the fuselage. The tail assem- 
bly was held on by only three bolts; the skin of the fuselage 
was thin aluminum; flight controls were manually pow- 
ered, so the pilot flew the plane by muscle power; and 
there was no radar. In-line “bicycle”-type landing gear 
was employed, consisting of a main unit under the plane’s 
nose and small wheel at the tail; upon landing, the U-2 
would taxi to a halt and then tip over onto one wing. For 
takeoff, small detachable supports or “pogos” held the 
wings off the ground and were dropped when the plane 
was airborne. 


A camera package termed the A-2 was installed in the 
aircraft's belly; it contained three still cameras, one point- 
ing straight down and the other two pointing to the left and 
right of the aircraft's direction of travel, as well as a 
tracking camera that filmed a continuous record of the 
plane’s mission. 


Development of the U-2 and of reconnaissance bal- 
loons required numerous test flights over the United States. 
The balloons were often visible from the ground as metal- 
lic-looking ellipses, and prototype U-2 planes were some- 
times spotted from civilian airliners; these sightings giv- 
ing rise to many reports of unidentified flying objects 
(though to be alien spacecraft). Because the devices actu- 
ally causing the sightings were secret, the government 
offered often uncreditable explanations for the sightings, 
inadvertently helping to encourage bizarre UFO beliefs. 


Because of the need to fly light, the U-2 does not carry 
weapons. Nor can it undertake evasive maneuvers if fired 
upon, for it is delicate, and breaks up if subjected to strong 
forces. It is designed to fly high and far. 


Deployment. On June 20, 1956, the first U-2 flight over a 
“denied area”—Warsaw Pact airspace—was made. The 
flight passed over Czechoslovakia, Poland, and East Ger- 
many. On July 1956, flights over the Soviet Union itself 
commenced, with a flight over Leningrad to photograph 
the shipyards. MiG fighters attempted to intercept the U-2, 
which was detected by Soviet radars, but were unable to 
attain its altitude. The next day a U-2 overflew Moscow 
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itself, photographing the Kliningrad missile factory and 
Khimki rocket-engine factory north of the city. 


Although the U.S. did not officially admit the exist- 
ence of the U-2 flights, due to Soviet diplomatic protests 
President Eisenhower ordered all U-2 overflights of the 
Soviet Union temporarily suspended late in 1956. U-2s 
were used during this interval to spy on French and British 
actions in the Middle East during the Suez Crisis. Eisen- 
hower ordered U-2 flights resumed after the Soviets crushed 
the Hungarian rebellion of October 1956. This Soviet ag- 
gression heightened tensions between NATO and the 
Warsaw Pact and increased the U.S. desire for intelligence 
data. Over the next few years, the U-2 was flown over 
China and Vietnam as well the Middle East, Eastern Europe, 
and the Soviet Union. 


On May 1, 1960, a U-2 was shot down over Russia by a 
surface-to-air missile. The pilot was captured, tried for 
espionage, and sentenced to 10 years in prison. (He was 
traded for a captured Soviet spy two years later.) No more 
overflights of the Soviet Union were attempted. Coinci- 
dentally, however, the U.S. spy satellite program accom- 
plished its first recovery of a film packet from space on the 
day that Powers was sentenced (August 19, 1960). The U-2 
was, therefore, no longer a unique source of intelligence 
about affairs inside Soviet territory. However, it still had 
an important role to play in military history. On October 
14, 1962, a U-2 flying over Cuba took pictures that proved 
that the Soviet Union had established sites for launching 
medium-range ballistic missiles in Cuba. The presence of 
these nuclear-armed missiles in Cuba, combined with 
U.S. insistence that they be removed, gave rise to the 
Cuban Missile Crisis, which almost resulted in war be- 
tween the U.S. and Soviet Union in October 1962. 


Despite radical improvements in spy satellite capa- 
bilities since the 1960s, U-2 planes continue to provide 
some intelligence data. Some experts believe that U-2S 
photographs of North Korean facilities were the basis of 
the U.S. discovery in October 2002 that North Korea was 
producing enriched uranium for nuclear weapons. In 2003, 
proposed U-2S overflights of Iraq to support United Na- 
tions weapons inspections were a subject of controversy 
between the U.S. and Iraq. Furthermore, a civilian version 
of the U-2, the ER-2, is used by the U.S. National Aeronau- 
tics and Space Administration for Earth-resources research. 
The ER-2 has even made flights over Russia—with official 
permission. 
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Ukraine, Intelligence 
and Security 


Much of Ukraine’s intelligence and special operations 
structure bears the imprint of the nation’s Soviet past. 
Both the Security Service of Ukraine (Sluzhba Bespeky 
Ukrayiny; SBU) and its principal action unit are based on 
Soviet models. Internationally, the Ukraine has come un- 
der suspicion as a supplier of materials to rogue states 
and groups. 


Founded in 1991, the SBU took over the old KGB 
Ukrainian headquarters in the capital city of Kiev. It also 
took on the organization structure, in many cases the 
tactics, and even many of the personnel of its Soviet 
predecessor. Like KGB, it oversees both security and intel- 
ligence operations, and through its subunit GUR, fights 
organized crime, terrorism, drug trafficking, and arms 
smuggling. Another important SBU subunit is the action 
group Administration A, the “Alpha” unit. Named and 
modeled after the Soviet Alpha unit that attacked the 
presidential palace in Kabul in 1979, setting off the Soviet- 
Afghan war, it has counterterrorism and witness protec- 
tion responsibilities. 


Despite its stated opposition to terrorism, Ukraine 
has been accused to supplying materiel to terrorist states 
and groups. Not only did it supply two helicopters to 
Slobodan Milosevic’s Serbia in 1999, but in 2002, it was 
under investigation by United States and British arms 
experts on allegations that it had sold sophisticated 
Kolchuga radar systems to Iraq. Ukraine has also been 
accused, along with Russia and the regime of President 
Aleksandr Lukashenko in Belarus, of selling weapons to 
rebel armies in Sierra Leone and Liberia. Western intelli- 
gence sources also reported that representatives of Afghani- 
stan’s Taliban regime and the Muslim terrorist network al- 
Qaeda visited Kiev in September 1999, looking to pur- 
chase arms, parts, and training. 
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Ulster Defense Association? 
Ulster Freedom Fighters 
(UDA/UDF) 


The Ulster Defense Association/Ulster Freedom Fighters 
(UDA/UVF) is the largest loyalist paramilitary group in 
Northern Ireland, and was formed in 1971 as an umbrella 
organization for loyalist paramilitary groups. It remained a 
legal organization until 1992, when the British Govern- 
ment proscribed it. Among its members are Johnny Adair, 
the only person ever convicted of directing terrorism in 
Northern Ireland, and Michael Stone, who killed three 
people in a gun and grenade attack at an IRA funeral. The 
UDA joined the UVF in declaring a cease-fire in 1994, 
which broke down in January 1998, but was later restored. 
In October 2001, the British Government ruled that the 
UDA had broken its cease-fire. The organization's political 
wing, the Ulster Democratic Party, was dissolved in Novem- 
ber 2001. The group has been linked to pipe bombings and 
sporadic assaults on Catholics in Northern Ireland; where 
it stepped up attacks in 2001. William Stobie, the group’s 
former quartermaster who admitted to passing informa- 
tion about the UDA to the British government, was mur- 
dered in December 2001; the Red Hand Defenders claimed 
responsibility for the killing. 


Estimates of UDA strength vary from 2,000 to 5,000 
members, with several hundred active in paramilitary 
operations throughout Northern Ireland. 
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Ultra, Operation 
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IE ADRIENNE WILMOTH LERNER 


Operation Ultra was the codename for the British cryp- 
tologists efforts at Bletchley Park to intercept and break 
German coded messages. While Ultra initially was the 
cryptonym for the project to break the German Enigma 
machine, the code name came to represent all British 
efforts to break high-level German radio codes during 
World War Il. 


Bletchley Park and Operation Ultra 


Surveillance of high-level German communications be- 
gan at Bletchley Park in 1938. Thirty code breakers, lin- 
guists, mathematicians and other experts formed the first 
class of the new government cipher school. Within a year, 
British military intelligence employed over 500 people at 
Bletchley Park. The cryptology team had several early 
successes breaking lower-level German government in- 
tercepts that used mathematical and word replacement 
codes. However, a complex, machine-produced mathe- 
matical cipher, appeared in the wire traffic. British code- 
breakers nicknamed the foreign cipher machine Enigma. 
As tensions in Europe escalated, and war seemed immi- 
nent, Enigma intercepts increased from a few to a few 
hundred a day. In 1939, Operation Ultra charged cryptolo- 
gists with breaking the Enigma code and devising a rapid 
means of transcribing the intercepts. 


The breaking of Enigma began even before the crea- 
tion of the Bletchley Park cryptanalysis department. Polish 
intelligence began monitoring German communications 
and breaking their codes in the mid-1930s. However, the 
Germans created a new cipher, Enigma, in the summer of 
1938. When Britain and France pledged their support to 
ensure Poland’s freedom from invasion and domination 
by Nazi Germany, Polish intelligence shared all of their 
code-breaking information and technology with Britain 
and France. Defying the Munich Agreement, Germany 
invaded Poland in 1939, beginning World War Il. 


British cryptologists decoded German communica- 
tions with limited success in the early months of the war. 
Some codes were broken mathematically and then de- 
coded in long hand, an arduous process. Other codes, 
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mainly used for low-level security communications used 
decades-old codes broken by French, British, Polish, or 
Swedish intelligence. In 1940, mathematicians at Bletch- 
ley Park broke the German Enigma machine. Modifying 
plans given to them by the Poles, Ultra engineers con- 
structed a bombe, a code-breaking machine, to aid in 
deciphering Enigma intercepts. Naval WRENs, members 
of the Royal Navy women’s corps, operated the noisy, 
large, and cumbersome bombes. Throughout the war, 
women on staff at Bletchley Park outnumbered men 
eight to one. 


Gathering coded data and intercepting German mes- 
sages was almost as grueling a task as deciphering the 
communications. British military signals and radio spe- 
cialists staffed thousands of “Y” intercept stations on the 
coast and in Europe. Transmissions were affected by 
weather phenomena, interference from jamming machines, 
background noise, and congested airwaves. Thus, inter- 
cepted data was often difficult to understand. The German 
government and military used over 200 frequencies to 
broadcast messages, most of which lasted less than 30 
seconds. Coded wire traffic was often broken off in mid 
course or sent over new. Wires known to be tapped were 
constantly replaced. What communications data was col- 
lected at the stations was then sent to Bletchley Park 
cryptologists and translators, either by courier or coded 
teleprinter. 


Ultra staff and technology successfully decoded over 
50 messages a week. However, by 1942, German radio 
and wire traffic increased exponentially. The 1,200 mem- 
ber staff of Bletchley Park could not efficiently decipher 
the thousands of intercepts received daily. Even the con- 
struction of more bombes did not significantly aid prog- 
ress on Ultra. Since the decoding, translating, and tran- 
scription process was slow, the intelligence gathered from 
intercepts could not be used to its full potential. When 
British cryptologists broke the more complicated German 
Geheimschreiber cipher machine, Ultra intelligence nearly 
doubled. 


Engineers Alan Turing and Tommy Flowers devised a 
complex machine to decipher and transcribe German 
intercepts. The device, appropriately nicknamed Colos- 
sus, could handle the thousands of intercepts arriving 
daily at Bletchley Park. The massive task of transcribing 
and photographing decoded messages for storage in the 
archives was greatly reduced since Colossus transcribed 
the messages, in the original German, directly on to a 
typewriter. Colossus proved so efficient that British intelli- 
gence soon learned it could decipher messages more 
rapidly than could the intended recipients. Ultra intelli- 
gence became a key part of British battle strategy, giving 
British military command advance information on Ger- 
man military operations. 


Secrecy and security. Worried that the German military and 
government would change encryption devices if they knew 
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of the operation, Ultra was shrouded in absolute secrecy. 
For security, the details of the entire Operation Ultra were 
fully known by only four people, only one of whom rou- 
tinely worked at Bletchley Park. Dissemination of Ultra 
information did not follow usual intelligence protocol, but 
maintained its own communications channels. Military 
intelligence officers gave intercepts to Ultra liaisons, who 
in turn forwarded to the intercepts to Bletchley Park. 
Information from decoded messages was then passed 
back to military leaders through the same channels. Thus, 
each link in the communications chain knew only one 
particular job, and not the overall details of Ultra. 


The massive archives of intercepts decoded at Bletch- 
ley Park were reproduced in entirety. A photograph of 
each intercept, and its English translation, were archived 
at the Bodleian Library at Oxford University in case Ger- 
man forces located and bombed the Bletchley Park com- 
plex. A train was on constant reserve at nearby Bletchley 
Station to ferry code breaking records and equipment to 
Liverpool, from where it would be shipped to American 
intelligence headquarters in the event of a German invasion. 


Within Britain, the Ultra secret was closely guarded. 
However, British intelligence did share cryptological ad- 
vances, including information on Ultra and the Enigma 
machine, with the American and French intelligence com- 
munity. Joint American-British information exchanges be- 
came more commonplace. American intelligence shared 
information on Magic, their code-breaking operation 
against Japan. In the months before Pearl Harbor, a group 
of American cryptologists was sent to Bletchley Park to 
observe British code-breaking operations. Information pro- 
vided by Bletchley Park aided American cryptologists in 
breaking the Japanese Purple machine. Germany shared 
their encryption technology with its Japanese allies. As 
was the case with Enigma, Allied cryptologists broke the 
Purple machine but the Japanese continued to use its 
code throughout the war. American code-breakers also 
worked on German codes and the design of decoding 
machines. The American department working on German 
codes also called itself Ultra. 


While the British shared details of Ultra with Ameri- 
can and French intelligence, the project was kept secret 
from the Soviet Union, despite the Soviets’ status as 
wartime allies. Soviet intelligence knew of Bletchley Park, 
but the British kept the fact that cryptologists broke the 
Enigma code secret. Information from important mes- 
sages containing German battle plans and troop positions 
was disguised as intelligence gathered from Resistance 
groups in France and Switzerland. Soviet military intelli- 
gence believed the information originated from operatives 
in the Communist spy network, Sandor Rado. 


Ultra intelligence and the Allied war effort. Operation Ultra’s 
major shortcoming was that intelligence dispatches were 
not processed quickly enough in the early war years to aid 
in the Battle of Britain, and spare London the full force of 
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the Blitz. German U-boats dominated the seas, and Allied 
fighter commands had little reliable intelligence informa- 
tion until 1942. 


With the invention of Colossus, a secure and reliable 
network through which to disseminate information, and 
the tireless work of the Bletchley Park staff, Ultra informa- 
tion was successfully used in several pivotal Allied mili- 
tary operations. Monitoring German naval dispatches, 
code-breakers determined fleet positions, allowing con- 
voys to divert their routes and safely cross the Atlantic. 
German U-boats lost their strategic element of surprise, 
and Allied forces located and sank the German submar- 
ines with increasing frequency. One of the great victories 
and British morale boosters during the war was the sink- 
ing of the German destroyer The Bismarck. 


While the guarantee of safe passage for Allied supply 
ships was important in the Atlantic, it was vital in the 
smaller waters of the Mediterranean Sea. Ultra intercepts 
noted that the Germans anticipated an assault on Sicily. 
Allied forces postponed their invasion until they con- 
vinced German forces they intended to invade the Balkans 
and Greece. False communications sent via a British-built 
Enigma machine added to the ruse, and the German army 
redeployed troops to the Balkans. Ultra intercepts con- 
firmed the revised German troop positions, and the Allies 
then continued with their planned invasion of Sicily 
and Italy. 


Ultra information regarding Hitler’s “Atlantic Wall” 
defenses in France helped Allied forces plan the D-Day 
invasion. Ultra intercepts yielded information that Ger- 
man high command thought that an Allied invasion of 
France, it if occurred, would most likely take place on the 
beaches near Pas de Calais. The British planted false 
information for German intelligence, the Abwehr, to con- 
firm their suspicions. The Germans diverted a significant 
number of troops to the area, lessening the defenses on 
the northern Normandy beaches where the Allied inva- 
sion landed. As Allied troops progressed through France, 
commanding officers received daily Ultra intelligence 
updates. 


The closely guarded secret of Ultra was never discov- 
ered by the Axis powers. Germany continued to use Enig- 
ma throughout the war, giving the Allies a decided tactical 
advantage and nearly eliminating the element of surprise 
in German offensives. After the war, the cryptology de- 
partment at Bletchley Park was disassembled, the ar- 
chives removed to classified storage, and the complex 
deciphering equipment destroyed. The veil of secrecy 
extended to the wartime staff of Bletchley Park, none of 
whom disclosed information about Ultra until the project 
was Officially declassified in 1989. Bletchley Park secrets 
were so closely guarded that one of the major accomplish- 
ments of Operation Ultra was slighted its deserved histori- 
cal recognition. The electronic, programmable Colossus, 
with its 2,500 tubes, predated the American ENIAC ma- 
chine, widely regarded as the world’s first computer, by 
two years. 
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Underground Facilities, 
Geologic and Structural 
Considerations in 
the Construction 


IE WILLIAM C. HANEBERG 


Natural and manmade underground facilities have played 
an important role in warfare and national security for 
more than 5000 years. Underground chambers were used 
for hiding places and escape routes in Mesopotamia and 
Egypt from 3500 to 3000 s.c., and they continue to play an 
important role in the ongoing conflict in Afghanistan. 
Some notable twentieth-century uses of underground fa- 
cilities for warfare and national security include dozens of 
underground factories constructed beneath Germany dur- 
ing World War Il; the Cheyenne Mountain Operations 
Center, Colorado; as many as 1000 underground facilities 
estimated to exist beneath the Korean Demilitarized Zone; 
and countless natural and manmade caves used by al- 
Qaeda forces in Afghanistan. Large manmade cavities in 
salt domes along the Gulf Coast, some of them larger than 
17 million cubic meters in volume, are used for the United 
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States Strategic Petroleum Reserve. The details of under- 
ground facilities used for military or national security 
purposes are classified, but there is no reason to assume 
that they are not on the scale of underground civil pro- 
jects. The largest unsupported span ever constructed in 
rock was a 61 m (200 ft) wide hockey arena constructed for 
the 1994 Winter Olympics in Norway, and underground 
mines in many parts of the world consist of smaller pas- 
sages that extend for many miles. 


Extensive underground facilities have also been con- 
structed to maintain communications and house the United 
States government in the event of an attack. An under- 
ground facility known as Site R exists within Raven Moun- 
tain, Pennsylvania, and is thought to have been the loca- 
tion from which Vice President Cheney and other officials 
worked in the aftermath of the September 11, 2001 terror- 
ist attacks. Construction of Site R was authorized by Presi- 
dent Truman and completed during the early 1950s. Declas- 
sified information dating from the construction period 
describes a three-story underground facility with more 
than 18,000 square meters of floor space and room for 
more than 5000 people. The existence of another exten- 
sive underground facility beneath the Greenbrier Resort in 
West Virginia, constructed to house the United States 
Congress in the event of a nuclear attack, was made 
public in 1992. 


Although they can be expensive and difficult to con- 
struct, underground facilities offer two important advan- 
tages over surface structures. First, they are almost com- 
pletely hidden from view and activities within them can be 
invisible to even the most sophisticated intelligence satel- 
lites. Second, their depth can make them resistant to 
conventional and some nuclear attacks. Additional advan- 
tages include lower long-term maintenance costs (be- 
cause underground structures are not exposed to weather) 
and lower heating and cooling costs (because tempera- 
ture is constant in underground environments). The de- 
tection and characterization of underground facilities and 
the development of technologies to defeat hardened un- 
derground facilities are among the principal goals of mod- 
ern military geologists. 


Geologic factors exert an important influence on the 
design and construction of any underground facility. One 
of the most important factors is the strength of the soil or 
rock into which underground structures are excavated. 
Shallow underground structures can be constructed in 
soil or highly weathered rock using a technique known as 
cut-and-cover construction. These structures are built by 
first excavating a hole, then building the desired facilities, 
and finally covering the completed structures with soil. 
Because soil and weathered rock near Earth’s surface 
tends to be weak, shallow cut-and-cover structures must 
be heavily reinforced with concrete or other materials if 
they are to withstand attack. The mineral quartz, which 
can be acommon component of the rocks that are used for 
concrete aggregate, changes volume when it undergoes a 
phase transition at high temperatures (844 degrees K at a 


Encyclopedia of Espionage, Intelligence, and Security 


Underground Facilities, Geologic and Structural Considerations in the Construction 


A car enters the Ula Complex, an underground facility in Nevada designed for conducting subcritical experiments to determine whether aging nuclear 
weapons remain reliable and safe. AP/WIDE WORLD PHOTOS. 


pressure of 0.1 MPa). In order to prevent thermal disinte- 
gration, therefore, aggregate for concrete that may be 
subjected to extremely high temperatures must consist of 
rocks containing little quartz. Cut-and-cover structures 
can be difficult to hide during construction, when they can 
be easily pinpointed on remote sensing images or aerial 
photographs. It may also be possible to locate shallow cut- 
and-cover structures after construction if soil disruption or 
activity within the structure produces a thermal, soil mois- 
ture, or soil chemistry anomaly identifiable through 
multispectral or hyperspectral image analysis. 


Deep underground facilities can be constructed using 
specialized tunnel boring machines (TBMs) or by under- 
ground drilling and blasting. These construction tech- 
niques are used extensively in the underground mining 
industry and the construction of civil works such as tun- 
nels. Tunnel boring machines are large pieces of construc- 
tion equipment with faces that consist of rotating cutting 
tools, allowing the machine to drill itself into earth or rock 
and create tunnels many meters in diameter. Underground 
construction by drilling and blasting begins with a care- 
fully designed pattern of holes drilled into a rock face. The 
holes are loaded with explosive charges that are deto- 
nated according to a specified sequence in order to effi- 
ciently fracture and loosen the rock, which is then re- 
moved to expand the underground opening. 


The primary geologic factor controlling underground 
construction in rock is the nature of the rock itself. Strong 
rock with uniform physical properties is the preferred 
choice for underground construction. Clandestine tunnels 
excavated beneath the Korean Demilitarized zone by North 
Korea, for example, tend to be located in granite that is 


Encyclopedia of Espionage, Intelligence, and Security 


relatively uniform and contains few fractures rather than 
adjacent rocks that are more highly fractured. Depending 
on the geologic setting of an underground facility, select- 
ing choice rock may not be an option. Rocks are commonly 
heterogeneous, with physical properties such as strength 
and degree of natural fracturing varying from place to place. 


Engineering geologists and civil engineers commonly 
describe the physical quality of rock using a simple pa- 
rameter known as the Rock Quality Designation, or ROD, 
which is obtained by measuring core samples obtained 
during exploratory drilling prior to construction. The ROD 
is the percentage of pieces of core sample longer than 10 
cm (4 in) divided by the total length of core. Thus, a core 
sample of intact rock with no fractures or cracks would 
have an ROD of 100. Acore sample of highly fractured rock 
in which only one-quarter of the pieces are longer than 10 
cm would have an ROD of 25. Other factors that affect the 
design and construction of underground facilities in rock 
include the number and density of natural fractures in the 
rock, the roughness of fracture surfaces and the degree of 
natural chemical alteration along fracture surfaces (both 
of which affect rock strength), the presence or absence of 
water in the fractures, and the presence or absence of 
zones of weakness such as faults or rock that has been 
altered to the consistency of clay. Highly fractured rock 
near a large fault, for example, may be too weak to support 
itself above an underground cavity or serve as a conduit 
for high-pressure water that can quickly flood an under- 
ground opening. Completion of the NORAD underground 
facility in Cheyenne Mountain during the 1960s, for exam- 
ple, was delayed for more than a year because of prob- 
lems with a geologic fault intersecting the ceiling of the 
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underground opening. Underground openings in weak, 
highly fractured, or water saturated rock can be lined with 
reinforced concrete or shored with steel beams in order to 
ensure the safety of construction workers and later occu- 
pants of the space. The lithostatic stress that must be 
resisted by underground openings of any size increases 
linearly with depth, and the most stable underground 
openings are generally circular or spherical. Rectangular 
or cubic openings contain sharp corners that concentrate 
stresses in the rock and can lead to the collapse of the 
opening. 


One issue that is important for military or security- 
related underground facilities, but generally not for civil 
structures, is their vulnerability to attack by conventional 
or nuclear weapons. The vulnerability of an underground 
facility to a conventional weapon attack is a function of its 
depth, the strength of the overlying rock, and the penetra- 
bility of the soil or rock exposed on Earth’s surface above 
the facility. Knowledge of these properties is essential to 
those designing facilities to survive attacks as well as to 
those designing specialized earth penetrating weapons 
(EPWs). The geologic information necessary to evaluate 
the vulnerability of a facility has been given the name 
“strategic geologic intelligence” by some military geolo- 
gists. Few, if any, underground facilities can withstand a 
direct nuclear attack. 
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Undersea Espionage: Nuclear 
vs. Fast Attack Subs 


IE JUDSON KNIGHT 


In developing its submarines, the United States has tended 
to pursue technical, rather than numerical, superiority. 
Such was the case during the Cold War, when the United 
States led in nuclear submarine development while the 
Soviets marshaled a much larger submarine fleet. After 
the Cold War concluded, Washington was faced with the 
possible threat of non-nuclear submarine deployment by 
third world nations. 


U.S. Submarines 


During the Cold War, there were two principal types of 
U.S. submarines, the fast attack submarine (SSN) and the 
nuclear-powered ballistic missile submarine (SSBN), nick- 
named the “boomer.” Both were nuclear-powered. 


Fast attack submarines were tasked toward locating 
and tracking their Soviet counterparts, for which they 
carried extensive intelligence-gathering equipment. Their 
principal weapon was the torpedo, although at times they 
were armed with tactical missiles such as the cruise mis- 
sile. The U.S. Navy’s first nuclear sub was the Nautilus, 
commissioned on September 30, 1954. It was followed 
during the 1950s by almost two dozen other craft, includ- 
ing several in the Skate, Shipjack, and Triton classes. 


Sturgeon and Los Angeles classes. The Navy inaugurated a 
new era with the commissioning of the Sturgeon on 
March 3, 1967. First in a 37-member class, the Sturgeon 
was powered by a single Westinghouse Model 5 pressur- 
ized-water nuclear reactor. Its speed was an impressive 20 
knots (37 kph) on the surface and 25 knots (46 kph) when 
submerged. (These figures are approximate, since the 
exact speed of the Sturgeon class is classified.) 


Another phase in this second generation of SSNs was 
the Los Angeles class, a group of 62 craft that can sub- 
merge to depths of 800 feet (240 m) or more. At 362 feet 
(110 m) long and 33 feet (10 m) abeam, they can accom- 
modate a crew of 127 or more. The Los Angeles class was 
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The USS Louisiana, an Ohio-class nuclear powered submarine with an armament including 24 Trident II missiles, arrivies at its home port in King’s Bay, 
Georgia. AP/WIDE WORLD PHOTOS. 


built during a period from the mid-1970s to the mid-1990s, 
and many are still in use. 


“Boomers” and beyond. During the period from 1960 to 
1966, the Navy introduced a total of 41 SSBNs, or 
“boomers.” This group was nicknamed “41 for Freedom,” 
because each was named after a hero from American 
history, as reflected in the names of the three classes: 
George Washington, Ethan Allen, and Benjamin Franklin. 
(The first two groups consisted of five submarines each, 
with 31 in the third group.) Each of these carried 16 Polaris 
nuclear missiles, but in 1972, conversion to the more 
accurate Poseidon missile began. By 1979, the even more 
advanced Trident | missile had been introduced, and the 
last 12 of the original 41 SSBNs were converted for this 
missile. 


The next generation of SSBN arrived with the Ohio, 
which inaugurated a much larger class of sub in 1981. 
Ohio class subs are 560 feet (170.7 m) long and 42 feet 
(12.8 m) abeam. The first 12 were equipped to carry 24 
Trident | missiles, and with the introduction of the Trident 
ll in 1990, subsequent models were built for this newer, 
larger missile. The 18 SSBNs of the Ohio class together 
carry 50% of all U.S. strategic warheads. 


Four of the Ohio class were scheduled for inactivation 
in 2003 and 2004, but instead they are being converted to 
guided missile submarines (SSGN). The primary mission 
of the latter will be support for land attack and special 
operations forces, a change that reflects that differences 
between the Cold War battlefield and more modern asym- 
metric warfare. SSGNs will be equipped with as many as 
154 Tomahawk missiles. 


Soviet Submarines 


In submarines as in much else, the Soviets lagged behind 
their Western foes, and what they lacked in sophistication 
and accuracy they attempted to make up for in numbers. 
Their first subs were based on German models observed 
during World War Il. By the late 1950s, they had deployed 
their first diesel and electric ballistic missile submarines, 
and in 1960 launched their first nuclear-powered subs. 
The Soviets, with their more limited budgets, were actu- 
ally decades ahead of the Americans in one area: the 
SSGN, which they first began operating in the 1960s. 


By 1980, the Soviet Union had 480 submarines, of 
which 71 were fast-attack craft and 94 SSBNs or SSGNs. 
Among these was the Alfa class, built in the 1970s, which 
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had 30-man crews and could achieve speeds of 43 knots 
(80 kph) and depths of 2,000 feet (600 m). The Typhoon 
class, first deployed in 1977, was the largest class of 
submarines ever built, at a length of 563 feet (172 m) anda 
beam of 81 feet (25 m). The Soviets, unlike the Americans, 
continued to build diesel-electric subs. Among these were 
the Kilo class, which first entered service in 1979 and are 
still being built for export. 


Third World Submarines 


From the early 1990s, it became apparent that the United 
States faced new challenges in the form of third-world 
nations armed with nuclear subs. Among these was Iran, 
which in 1993 deployed its first Kilo class subs in the 
Persian Gulf. Thus armed, the Teheran regime could close 
the Strait of Hormuz, through which one-quarter of the 
world’s oil passes. Of the third-world countries that to- 
gether possessed a total of 150 submarines, the largest 
share belonged to North Korea, with 25. Libya had six, as 
did Pakistan, whereas Pakistan’s longtime foe India had 18. 


Among the factors driving the sales to third-world 
countries was the collapse of the former Soviet Union, 
which had left Russia economically distressed and in need 
of hard currency. Given the fact that defense technology 
was one of the few areas in which the Soviet state had 
excelled, sales of submarines seemed a logical choice. 
Other, more prosperous Western European countries were 
also selling submarines to third-world countries, with 
Germany and France in the lead. At the same time, seg- 
ments of the U.S. defense industry, facing downturns in 
production following the end of the Cold War, had begun 
to pressure Washington for an opportunity to gain a share 
of the emerging new markets in countries such as Egypt, 
Taiwan, and Argentina. 
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Unexploded Ordnance 
and Mines 


I MIKE LAMBERT 


Munitions (devices equipped with explosives or other 
material for use in military operations) can represent a 
hazard to people and to any future use of the land where 
they are located. As either the accidental or deliberate 
remnants of military activity, they represent a growing 
humanitarian and environmental problem in many parts 
of the world. There are two general categories of these 
munitions. The first, unexploded ordnance (often abbrevi- 
ated ”"UXO”) can be defined as munitions that are left in 
place due to either not detonating as intended, or by 
deliberate abandonment once military operations have 
ceased. The second, mines, are a type of unexploded 
ordnance that are deliberately hidden and which are meant 
to cause damage to people or property at a later time. 


Unexploded Ordnance 


Unexploded ordnance is generally considered less dan- 
gerous than a mine because it is often found on the 
surface of the ground, although in many instances, 
unexploded ordnance can be feet or meters beneath the 
surface. Unexploded ordnance poses a potential hazard 
wherever it is found. Adults may attempt to collect 
unexploded ordnance as souvenirs or for resale as scrap 
metal. Children are at greater risk than adults because 
they are often attracted by the unusual objects and are 
unaware of the danger. 


Types and occurrence of unexploded ordnance. The term 
ordnance refers to any munition, whether a bomb, bullet, 
grenade, or shell (or, strictly speaking, a mine) that con- 
tains an explosive device. Projectiles are ordnance that 
move and that can apply force through their own move- 
mentor inertia. The warhead of a projectile, containing the 
part of the munition intended to cause damage, can be a 
single unit or may be designed to fragment in operation. 
Bomblets are submunitions that are deployed separately 
from a parent munition, and a cluster bomb contains and 
disperses bomblets or submunitions. Cluster bombs were 
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In an effort to raise world attention about the dangers of unexploded land 
mines, Diana, Princess of Wales, watches a land-mine clearing demon- 
stration in Huambo, central Angola, in 1997. AP/WIDE WORLD PHOTOS. 


first deployed in the Vietnam War, and represent a grow- 
ing source of danger from unexploded ordnance as they 
are used in more areas of combat. 


When found on the sites of former ordnance supply 
depots, unexploded ordnance may be on the surface of 
the ground or just beneath the surface. At former bomb- 
ing, artillery, or gunnery ranges, unexploded ordnance 
may be found at depths of several meters or feet if a 
projectile impacted the earth with considerable force and 
failed to detonate. The number of unexploded ordnance 
per acre depends on the size and intensity of use of a 
particular site. For example, the former Lowry Bombing 
Range in Colorado could have anywhere from 0.4 to 32 
items of unexploded ordnance per acre, depending upon 
which organization is calculating the estimate (the smaller 
number comes from the U.S. Department of Defense, and 
the larger number is from the State of Colorado). On the 
other hand, the smaller but more intensively used former 
Southwest Proving Ground in Arkansas is estimated to 
contain 800 items of unexploded ordnance per acre. 


Unexploded ordnance clearance program. The United States 
has made a systematic effort to clean up unexploded 
ordnance at former ordnance supply depots and military 
ranges. As recently as 1999, it was estimated that as many 
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as 2,657 former military sites needed to be cleared of 
unexploded ordnance in the U.S., and by 2002, that num- 
ber was raised to 9,000. The Defense Environmental Res- 
toration Program (for) Formerly Used Defense Sites gives 
the U.S. Army Corps of Engineers the task of environmen- 
tal restoration (including the cleanup of unexploded ord- 
nance) at all former defense sites, regardless of which 
branch of the service was originally responsible for oper- 
ating the site. The Corps follows a program of investiga- 
tion and restoration that is specific to the needs of each 
site. This may include clearance of unexploded ordnance 
at the surface or to a specified depth. The actual detection 
of unexploded ordnance uses many of the same tech- 
niques used in mine clearance (discussed below). At the 
end of the restoration activity, the site may be approved 
for unrestricted future use, or may have its possible future 
uses restricted so as to limit exposure of people to the site. 
Also, long-term monitoring of the site may be instituted to 
insure that any unexploded ordnance missed by the resto- 
ration activity is not brought to the surface by erosion or 
the freeze-thaw cycle. 


Mines 


Mines, also called land mines, are a type of unexploded 
ordnance that will still function as originally intended. 
Usually carefully hidden in the shallow subsurface, they 
remain in place in order to explode in proximity to or in 
contact with a person or target. Because they can remain 
functional long after the end of the particular conflict in 
which they were deployed, mines create a lingering dan- 
ger for anyone who comes near them. Originally devel- 
oped for use in the American Civil War of the 1860s (where 
they were called torpedoes), mines from conflicts as long 
ago as World War I to as recent as the Balkan Wars of the 
1990s are still causing injury today. 


Mines come in a variety of designs, and new types of 
mines are constantly being developed to fill either an anti- 
personnel (death or injury of people) or anti-material 
(destruction or damage of equipment) function. They may 
be hidden individually, or in large numbers as a minefield 
so as to deny a potential adversary (or the local indigenous 
population) the use of a particular area. It has been esti- 
mated that as many as 60 people a day are killed by anti- 
personnel mines. 


The United Nations has been involved in mine action 
(all aspects of mine education, detection, and removal) 
since it began working with the problem in Afghanistan in 
1988. It acts primarily through the U.N. Department of 
Peacekeeping Operations, although eleven different de- 
partments or agencies within the U.N. are involved in 
some way with mine action. UNICEF (the United Nations 
Children’s Fund) has been named the U. N. Focal Point for 
mine awareness education, and has published the U.N.’s 
International Guidelines for Landmine and Unexploded 
Ordnance Awareness Education. The International Com- 
mittee of the Red Cross has its own mine/UXO awareness 
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programs that inform and work with affected communi- 
ties that have mine problems. Humanitarian mine clear- 
ance is the removal of mines or unexploded ordnance 
under the auspices of a private humanitarian organiza- 
tions (sometimes referred to as Non-Governmental Organi- 
zations, or NGOs), so as to allow the land to be used by the 
local community. One recent source lists 16 different such 
private organizations that are directly involved with mine 
and unexploded ordnance eradication, and eight other 
private organizations that work with communities affected 
by mines and unexploded ordnance. 


Mine clearance (also called demining) has been de- 
scribed as consisting of two levels of activity. In the first 
level, which could be carried concurrently with a mine 
awareness program, an assessment is made of the scope 
of the problem through interviews and questionnaires 
given to the local population that is most directly affected 
by the presence of mines. The second level includes the 
location and removal of the mines. This may be done by a 
technique as simple as probing the ground with long 
sticks at regular intervals, exposing any solid objects that 
are encountered, and then removing any of the objects 
that turn out to be mines. Or, specially trained dogs may 
be employed to sniff out and indicate the location of 
explosives in the ground, followed by digging to reveal 
any mines and the subsequent removal of the mines. 


Sophisticated electronic or geophysical methods have 
become widely used in the detection of both mines and 
other unexploded ordnance, and are utilized by demining 
technicians carrying detection equipment over the area to 
be examined for mines. These methods include electro- 
magnetic induction (EMI), where an electrical current is 
induced and detected in buried metallic objects such as 
mine casings, and magnetometry that detects the distor- 
tions in the Earth’s magnetic fields caused by buried 
ferrous objects. Conductive soils, interference from bur- 
ied pipelines and artifacts, magnetic minerals, and plas- 
tic mine casings may cause difficulties in using these 
detection techniques. Ground penetrating radar (GPR) 
is not affected by these considerations, and instead re- 
veals shapes of objects in the subsurface that might be 
mines. GPR is not considered to be as reliable as EMI or 
magnetometry, and the radar signal can be absorbed by 
vegetation or moisture in the soil. Newer technologies for 
use in mine detection include infrared (heat) imaging that 
detects the difference between how a buried mine and the 
surrounding soil retain or release heat. Vegetation inter- 
feres with this technique, and heat imaging can only 
detect mines within centimeters (inches) of the surface. 
Thermal neutron activation, already in use at some air- 
ports for detecting explosives in luggage, has also been 
proposed for the detection of explosives in buried mines. 
This would detect the high nitrogen content of explosives 
by bombarding the ground with neutrons and then look- 
ing for the specific gamma ray response of nitrogen. 
Problems with this technique include the need for a radio- 
active isotope as a source of gamma rays in the field. 
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In most cases, physical removal of mines in an area is 
still undertaken manually by technicians in the field, which 
is slow, labor-intensive, and dangerous. There are many 
mechanical systems for use in automated demining, such 
as large flail machines and milling machines, and pro- 
posed devices utilizing jets of water or lasers, but these 
have been criticized for their cumbersome nature and 
expense, the need for extensive logistical support, and the 
need to manually recheck areas where the machines have 
operated. 


An international treaty to ban anti-personnel mines 
was signed by 122 nations in Ottawa, the capital of Can- 
ada, in December 1997. Formally entitled the Convention 
on the Prohibition of the Use, Stockpiling, Production and 
Transfer of Anti-personnel Mines and on Their Destruc- 
tion, and less formally known as the Ottawa Convention, 
this treaty was ratified by 132 nations as of 2003. The 
United States is one of 62 nations that has not ratified 
the treaty. 
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United Kingdom, Counter- 
Terrorism Policy 


E TIMOTHY G. BORDEN 


Prior to the September 11, 2001, terrorist attacks on the 
United States, counter-terrorism programs in the United 
Kingdom focused mainly on the Irish Republican Army 
(IRA), a militant group committed to ending British con- 
trol of Northern Ireland. After the bombing of Pan Am 
Flight 103, on its way from London to New York, by 
Libyan terrorists in December 1988, the British govern- 
ment redoubled its domestic counter-terrorist efforts 
against a broader range of threats. Parliament also re- 
sponded to the rise of fundamentalist religious terrorist 
groups by passing the Anti-Terrorism, Crime, and Secu- 
rity Act in 2001, an action that was criticized by many civil- 
rights groups. 


Authorities in Northern Ireland detained suspected 
terrorists from the late 1950s onward during the IRA’s 
"border campaign” of bombings. With a new wave of 
bombings under the IRA beginning in the late 1960s, 
including 153 bombings in 1970 alone, British authorities 
detained 2,000 suspected IRA members between 1971 and 
1975. After bombs exploded in two pubs in Birmingham, 
England in November 1974, killing 21 and injuring 162 
others, Parliament passed the Prevention of Terrorism 
(Temporary Provisions) Act of 1974. The act allowed au- 
thorities to arrest suspected terrorists without a warrant 
and detain them for up to a week without filing charges 
against them. Suspected terrorists could also be deported 
from England to Northern Ireland. 


The policy of internment raised international criti- 
cism, as did the practice of “hooding,” in which detainees 
would be isolated and forced to wear hoods over their 
heads. After an investigation by the European Commis- 
sion of Human Rights in 1976, the practices of food and 
sleep deprivation, noise bombardment, forced standing at 
attention, and hooding were condemned by the body. 
Despite the commission's decision, the practices contin- 
ued. Some historians assert that the counter-terrorist poli- 
cies contributed to an increase of IRA violence in retribu- 
tion, as 2,161 people died in the 1970s in the conflict 
between the IRA and British authorities. 


Whereas the counter-terrorist campaign against the 
IRA relied on military force, surveillance, and other covert 
and overt measures, there was a notable emphasis on 
technology in the wake of the Pan Am Flight 103 bombing 
in 1988. Libyan terrorists had successfully hidden plastic 
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explosives on the flight, which sent the aircraft plummet- 
ing into the village of Lockerbie, Scotland, after they 
detonated. In response, the British Airports Authority (BAA) 
undertook an extensive reevaluation of its security meas- 
ures. The BAA reforms resulted in a five-stage system to 
screen all checked baggage at British airports, including x- 
ray machines and later, three-dimensional scanners and 
equipment that could detect trace elements of explosive 
devices. All passengers at BAA airports were also screened 
through x-ray machines and metal detectors and a prede- 
termined number of passengers were individually hand 
searched by security officers. All carryon items were also 
x-rayed and articles that failed to pass inspection were 
individually inspected. Although the measures were suffi- 
cient to prevent terrorists from attacking a BAA facility or 
the planes that ran through them, a series of robberies in 
2002 on BAA runways demonstrated that the system still 
had flaws. 


In December 2001, British Parliament passed the Anti- 
Terrorism, Crime, and Security Act. The law allowed au- 
thorities to detain suspected terrorists for up to six months 
without filing charges and for additional six-month peri- 
ods after reviewing the suspect's case. It also retained 
provisions that made it a crime to fail to report information 
on terrorist activities. In order to allay fears of civil-rights 
advocates, a provision was added to limit the powers of 
police and other security services from looking through 
confidential records. 
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United Kingdom, Intelligence 
and Security 


The intelligence community of the United Kingdom is 
both older and more complicated than that of the United 
States. MI5, or the Security Service, and MI6, the Secret 
Intelligence Service, are the best-known components of 
the British intelligence structure, but these are just two 
parts of a vast intelligence apparatus. Command and 
control operates through no less than four entities: the 
Central Intelligence Machinery, the Ministerial Committee 
on the Intelligence Services, the Permanent Secretaries’ 
Committee on the Intelligence Services, and the Joint 
Intelligence Committee. Communications intelligence is 
the responsibility of the Government Communications 
Headquarters (GCHQ), which works closely with the Com- 
munications Electronics Security Group, while a number 
of agencies manage military intelligence under the aegis 
of the Ministry of Defense. Even London’s Metropolitan 
Police, or Scotland Yard, has its own Special Branch 
concerned with intelligence. 


The principal oversight committee for British intelli- 
gence is the Central Intelligence Machinery, based in the 
Prime Minister’s Cabinet Office. Roughly analogous, in 
various ways, to the U.S. National Security Council, Intelli- 
gence Community, and intelligence committees in both 
houses of Congress, it oversees the coordination of secu- 
rity and intelligence agencies. The Central Intelligence 
Machinery acts as a mechanism for assessment and ac- 
countability, observing and reporting on the performance 
of specific agencies. It is also concerned with tasking and 
the allocation of resources. 


Whereas the Central Intelligence Machinery is at the 
top echelon of command and control, the Ministerial Com- 
mittee on the Intelligence Services exercises regular on- 
going oversight of intelligence activities. Through this 
committee, the Prime Minister, with the assistance of the 
Secretary of the Cabinet, exercises authority over the daily 
operations of the British intelligence and security commu- 
nities as a whole. The Home Secretary oversees MI5, the 
National Criminal Intelligence Service, and Scotland Yard, 
while MI6 and GCHO answer to the Foreign and Common- 
wealth Secretary. 


These ministers receive assistance from the Perma- 
nent Secretaries’ Committee on the Intelligence Services. 
Finally, the Joint Intelligence Committee, or JIC, is not 
unlike America’s National Intelligence Council, which pre- 
pares National Intelligence Estimates. JIC draws up gen- 
eral intelligence needs to be met by GCHO and MI6. 
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MIS and domestic security. The “MI” by which the two 
principal British security services are known (MI5, or Secu- 
rity Service, and MI6, or Secret Intelligence Service) refers 
to their common origins in military intelligence. Both can 
trace their roots to the Secret Service Bureau, created in 
1909 after a report by Parliament’s Committee on Imperial 
Defense concluded that “an extensive system of German 
espionage exists in this country. . .” Working with the War 
Office, Admiralty, and various operatives and agents over- 
seas, the bureau had both a Home Section and a Foreign 
Section—precursors, respectively, of MI5 and MI6. 


After the outbreak of World War I, the War Office took 
over the Home Section, designated MI5 in 1916. MI5, 
which might be likened to the U.S. Federal Bureau of 
Investigation (although its operatives do not have arrest 
powers), spent the war years successfully apprehending a 
number of German spies and saboteurs in England, and 
after the war directed its attention against Communist 
elements. By the late 1930s, MI5’s focus once again be- 
came German and pro-German infiltrators, of which it 
captured several. During the Cold War, MI5 returned to the 
efforts against Communists that had concerned it in the 
interwar years, but was less successful in this, due to the 
discovery of numerous Soviet moles within its ranks. 
Today, MI5 is concerned with counter-terrorism and coun- 
ter-espionage against groups in Northern Ireland, as well 
as terrorist organizations based in the Middle East and 
other parts of the world. 


Scotland Yard. The Metropolitan Police is better known by a 
name that refers to the location of its original headquar- 
ters, which overlooked a residence formerly owned by 
Scottish royalty. Scotland Yard, established in 1829, has a 
number of intelligence and surveillance units. Among 
these is the Scientific Intelligence Unit, which is concerned 
with behavioral and DNA analysis relating to unsolved 
crimes. The unit scored a major victory in 1986, when it 
became the first police organization in the world to track 
down a rapist and murderer—the perhaps appropriately 
named Colin Pitchfork—by use of DNA evidence. 


Scotland Yard formed the world’s first antiterrorism 
unit in 1883, when it established the Special Irish Branch in 
response to bombings in London committed by the Irish 
Fenian movement. The office later became known as the 
Special Branch. Providing protective services for Queen 
Victoria and later monarchs, the Special Branch performed a 
function akin to that of the U.S. Secret Service. The Special 
Branch also assists MI5 with a number of activities that 
include surveillance, arrest (a power that Special Branch 
officers possess), and testimony at trial. This last duty 
helps preserve the cover of MI5 officers, who are rarely 
allowed to testify in public to minimize risk of exposure. 


National Criminal Intelligence Service. in addition to its other 
responsibilities, Scotland Yard operates the National Identi- 
fication Service, which includes the National Criminal 
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Record Office and National Fingerprint Collection. Despite 
these efforts at gathering criminal intelligence, in the 
1980s the Home Secretary’s office recognized the need for 
better coordination of these intelligence-gathering efforts, 
and in April 1992, established the National Criminal Intelli- 
gence Service (NCIS). 


Directed toward criminal organizations operating 
within the country, NCIS is one of Europe’s first national 
criminal intelligence services. Its staff of some 500 person- 
nel has backgrounds in police, customs, and excise work. 
Its areas of interest range from organized crime, drug 
trafficking, and money laundering to child molestation 
and football hooliganism. 


MIG and international intelligence. mi6 (formerly the Secret 
Service Bureau Foreign Section) gained its present desig- 
nation in 1921. From it would emerge the precursor to 
GCHO in 1919. Analogous to the U.S. Central Intelligence 
Agency (CIA), MI6 directed its efforts toward more or less 
the same threats targeted by MI5: Germans during the 
world wars, and Communists during the interwar and 
postwar periods. In World War II, MI6 sponsored aerial 
reconnaissance efforts that would later be taken over by 
the Royal Air Force (RAF). 


Through GCHO, MI6 enjoyed a number of successes 
during World War Il, most notable among them being the 
Ultra program to break German Enigma ciphers. Like MI5, 
however, MI6 in the early Cold War experienced embar- 
rassment with the exposure of Soviet spy rings operating 
in its midst. Yet MI6 also scored a victory by cultivating a 
Soviet mole in Oleg Penkovsky, who went on to work with 
both MI6 and CIA. Whereas MI5 established an atmos- 
phere of openness in the post-Cold War era, MI6, which 
continues to operate extensively abroad, remains highly 
secretive. 


GCHQ. GCHO grew out of the Government Code and Cypher 
School (GC&CS), established in November 1919. During 
the 1920s and 1930s, GC&CS had considerable success in 
its efforts to decipher German and Soviet transmissions. 
Once the Germans acquired the Enigma machine, with its 
apparently unbreakable ciphers, in the late 1930s, GC&CS 
greatly stepped up its efforts. In August 1939, just before 
war broke out in Europe, it moved its headquarters to 
Bletchley Park outside London. There its cryptanalysts 
undertook Operation Ultra, the breaking of the Enigma 
cipher—a project whose details remained classified until 
the 1970s. 


Renamed the Government Communications Head- 
quarters in 1942 to conceal its activities, this leading 
communications intelligence agency of the United 
Kingdom—dquite similar in function to the U.S. National 
Security Agency (NSA)—greatly escalated its efforts in the 
Cold War. GCHQ is also like NSA, with which it participates 
in the Echelon global surveillance network, in its level of 
secrecy. Much of what is known about it comes from 
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James Bamford’s famous 1982 book on NSA, The Puz- 
zle Palace. 


According to Bamford, GCHO at that time had six 
directorates. Among these were the Composite Signals 
Organization, dedicated to radio intercepts; the Director- 
ate of Organization and Establishment, whose functions 
were chiefly administrative; the Directorate of Signals 
Intelligence Plans, concerned with long-range planning 
and management; and the Joint Technical Language Serv- 
ice, which intercepted foreign communications. The Direc- 
torate of Signals Intelligence Operations and Require- 
ments, which was the largest and most secretive of 
directorates, according to Bamford, oversaw codebreaking 
activities. 


Bamford also named the Directorate of Communica- 
tions Security, whose activities were affiliated with an 
agency about which somewhat more is known, the Com- 
munications Electronics Security Group, or CESG. Estab- 
lished in 1969, CESG is the British national technical au- 
thority for information security, and works with a number 
of government agencies to ensure that communications 
security is maintained through state-of-the-art equipment. 
At the end of the Cold War, GCHO employed some 6,000 
people, but its staff had decreased to about 4,500 by the 
mid-1990s. 


Military intelligence. In addition to the Cabinet-level over- 
sight committees mentioned earlier, the Minister of Defense 
controls military intelligence through the Defence Pro- 
curement Executive and the Defense Intelligence Staff 
(DIS). DIS in turn oversees a number of military intelli- 
gence agencies, most notably the Defense Geographic 
and Imagery Intelligence Agency (DGIA) and the Defense 
Intelligence and Security Center. 


DGIA was formed in 2000 from the merger of the 
RAF’s Joint Air Reconnaissance Intelligence Center (JARIC) 
and the Military Survey Defense Agency. JARIC was con- 
cerned with aerial reconnaissance and the capture of 
photographic intelligence, and the Military Survey with 
geographic and geospatial support to defense planning. 
The Defense Intelligence and Security Center, created in 
1996, integrates intelligence and security training for Brit- 
ain’s military services. 
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United Nations 
Security Council 


I ADRIENNE WILMOTH LERNER 


The United Nations Charter was ratified by its founding 
members on October 24, 1945. Three years later, the 
member nations convened the first official meeting of the 
Security Council, as well as the other UN committees. The 
outstanding mission of the entire United Nations organi- 
zation is to promote global peace and good relations 
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among nations. The Security Council fulfills the UN mis- 
sion through diplomacy, sanctions, and peacekeeping 
operations. 


Membership, organization, and voting. The United Nations is 
divided into one large meeting body, the General Assem- 
bly, and three smaller operational committees. Every mem- 
ber nation, as well as observer missions, is represented in 
the General Assembly, and on two committees, the Eco- 
nomic and Social Council and the Trusteeship Council. 
Membership in the third and most powerful UN commit- 
tee, the Security Council, is selected by established proto- 
col. Five nations, reflecting the global balance of power 
when the United Nations was created, have permanent 
membership on the Security Council: the United States, 
Britain, France, Russia, and China. The ten other seats on 
the Security Council are filled by UN member states on a 
rotating basis, for two terms. The presidency of the Secu- 
rity Council changes every month, rotating according to 
the English alphabetical listing of represented countries. 


The Security Council itself is divided into two stand- 
ing committees, the Committee of Experts on Rules of 
Procedure and the Committee on the Admission of New 
Members. The council contains several ad hoc commit- 
tees, which are created to draft resolutions, investigate 
issues, and mediate conflicts. Working groups are often 
formed to conduct preliminary, investigative research on 
a resolution, or to facilitate the evolution of policy regard- 
ing a long-standing crisis. 


In the UN General Assembly, each member state has 
one vote. The same applies to voting on resolutions within 
the Security Council. Passage of a resolution requires 
either a simple majority or a two-thirds majority, depend- 
ing on the rule of parliamentary procedure under which 
the vote was called. However, the permanent members of 
the Security Council reserve special voting rights. Perma- 
nent members reserve the right of veto, or the ability to 
strike down resolutions with their singular vote. 


Under the rules of the UN charter, the Security Coun- 
cil must meet at least once every year. However, the 
Security Council is designed to operate continuously. The 
non-permanent seats have staggered terms, so that the 
council changes five members every year, instead of ten 
members every two years. One member of each national 
delegation to the Security Council must be present at the 
United Nations at all times so the council can meet on a 
moments notice. On the few occasions that the council 
has met at a location other than the United Nations, 
Security Council member states observed this rule by 
leaving a member of their delegation at headquarters. 


Duties of the Security Council. The Security Council’s main 
objective is the promotion of peace. To that end, the 
council has at its disposal several means of dispute resolu- 
tion, ranging from mediation to military action. When a 
threat against international peace is brought to the atten- 
tion of the Security Council, the council first attempts to 
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The United Nations Security Council stands to observe a moment of silence during their meeting on September 12, 2001. The council approved a draft resolution 
condemning the terrorist attack on New York's World Trade Center. orr/corsis. 


negotiate a settlement between the disputing parties. The 
council may use its own member delegations, refer the 
issue to discussion in the General Assembly, or appoint 
the Secretary-General, the head of the United Nations, to 
act as mediator. 


If no peaceful agreement can be reached, and the 
disputing factions use violence, intimidation, or force, the 
Security Council can then enact policy resolutions to solve 
the conflict or restore peace. Sometimes this policy in- 
cludes economic sanctions, such as trade embargoes or 
prohibitions on governments borrowing from interna- 
tional funds. Under the Security Council regulations, how- 
ever, humanitarian aid can never be withheld from any 
nation or group of people. In the past, the United Nations 
has applied sanctions to nations in violation of non-prolif- 
eration of weapons agreements, or whose governments 
perpetuated human rights crimes. The Security Council 
also reserves the right to recommend expulsion of any UN 
member state in gross violation of the UN charter and 
international law, though the dismissal must be voted on 
and passed in the General Assembly. 


The Security Council is the only United Nations or- 
ganization that can authorize military action and maintain 
a military-trained peacekeeping force. In violent interna- 
tional dispute, the Security Council can send interven- 
ing peacekeeping troops to secure areas in turmoil. 


Peacekeeping forces are supplied by various individual 
UN member states but under the direction of UN com- 
mand. Peacekeeping forces do not participate in the mili- 
tary agenda of any specific member state, and are neutral 
in all disputes. The role of peacekeeping troops in the 
international community is to preserve order, to protect 
civilian infrastructure and safety, and guard the delivery of 
humanitarian aid to better facilitate the diplomatic resolu- 
tion of conflicts. 


The Security Council is further responsible for over- 
seeing compliance with international agreements involv- 
ing weapons, the rules of engagement (conduct during 
war), the illegal spread of nuclear technology, and other 
threats to international peace. To enforce these treaties, 
such as international agreements on nuclear non-prolif- 
eration, the Security Council can authorize UN-led inspec- 
tions of a nation’s military arsenal. In addition, the Secu- 
rity Council can order sanctions or authorize military action. 


Impact on the international community. Actions taken by the 
United Nations Security Council have had a significant 
impact on the international community, with varying suc- 
cess. Long-standing sanctions against South Africa helped 
end the nation’s practice of apartheid and rehabilitated its 
standing in the international community. On the other 
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hand, resolutions and UN mandates regarding the Pales- 
tinian-Israeli conflict have been frequently breached, and 
those enforced failed to abate violence in the region. 
In the past decade, the Security Council has intervened 
in conflicts in from Bosnia to western Africa. Though 
peacekeepers in most tumultuous regions have managed 
to help dissemination of humanitarian aid and enforce the 
rule of law, root diplomatic solutions have lagged behind. 


In 2002 and 2003, the UN Security Council was at 
loggerheads over the question of Iraq. Although the entire 
Assembly voted in favor of weapons inspections in the 
nation, the issue of subsequent military intervention was 
contentious. The United States and Great Britain, as well 
as other UN member nations, opted to invade Iraq to 
overthrow the regime of Saddam Hussein without the 
express consent of a new, specific Security Council resolu- 
tion, but with the implied consent of previous Resolution 
1441. However, United Nations organizations have contin- 
ued to provide humanitarian aid to the region. 


In early 2003, the Security Council supervised fifteen 
ongoing peacekeeping missions and considered resolu- 
tions seeking to implement more. In its almost sixty-year 
tenure, the Security Council has authorized 55 separate 
peacekeeping operations. Holding to the principles of 
the UN charter, many nations participate in ongoing 
peacekeeping efforts. 


BFURTHER READING: 


ELECTRONIC: 
United Nations. <http:/Awww.un.org> (1 April 2003). 


OTHER: 


United Nations. Sources: Basic Facts about the United 
Nations.Sales No.E.98.1.20., Press Release GA/9784, 2000. 


SEE ALSO 


Bosnia, Intelligence and Security 

IMF (International Monetary Fund) 

Nonproliferation and National Security, United States 
Weapons of Mass Destruction, Detection 

World War II 


United Self-Defense Forces? 
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The United Self-Defense Forces/Group of Colombia (AUC 
Autodefensas Unidas de Colombia)—commonly referred 
to as the paramilitaries—is an umbrella organization formed 
in April 1997 to consolidate local and regional paramilitary 


groups each with the mission to protect economic inter- 
ests and combat insurgents locally. AUC is supported by 
economic elites, drug traffickers, and local communities 
lacking effective government security. AUC claims its pri- 
mary objective is to protect its sponsors from insurgents. 
The AUC now asserts itself as a regional and national 
counterinsurgent force. It is adequately equipped and 
armed and reportedly pays its members a monthly salary. 
AUC political leader Carlos Castaño has claimed 70% of 
AUC’s operational costs are financed with drug-related 
earnings, the rest from “donations” from its sponsors. 


Organization activities. AUC operations vary from assassi- 
nating suspected insurgent supporters to engaging guer- 
rilla combat units. Colombian National Combat opera- 
tions generally consist of raids and ambushes directed 
against suspected insurgents. The AUC generally avoids 
engagements with government security forces and ac- 
tions against U.S. personnel or interests. 


The AUC is estimated to have 6000 to 8150 members, 
including former military and insurgent personnel. AUC 
forces are strongest in the northwest in Antioquia, Cordoba, 
Sucre, and Bolivar Departments. Since 1999, the group 
demonstrated a growing presence in other northern and 
southwestern departments. Clashes between the AUC 
and the Revolutionary Armed Forces of Colombia (FARC) 
insurgents in Putumayo in 2000 demonstrated the range 
of the AUC to contest insurgents throughout Colombia. 
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United States, Counter- 
Terrorism Policy 


IE JUDSON KNIGHT 


The foundation of the United States counterterrorism 
policy, according to the U.S. State Department Coordina- 
tor for Counterterrorism, are embodied in four principles: 
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The National Center for the Study of Counter-Terrorism and Cyber-Crime on the campus of Norwich University in Northfield, Vermont, when fully operational, 
will focus on security concerns from miniaturizing communications devices to combatting attacks on computer networks. AP/WIDE WORLD PHOTOS. 


the government makes no concessions to or agreements 
with terrorists; terrorists must be brought to justice for 
their crimes; states that sponsor terrorists and terrorism 
must be isolated and pressured so as to force a change of 
behavior; and the counterterrorism capabilities of coun- 
tries allied with the United States, and those that require 
assistance in fighting terrorism, must be bolstered. Presi- 
dent William J. Clinton outlined U.S. policy on terrorism in 
Presidential Decision Directive (PDD) 39 in 1995, and in 
1998 he made specific provisions for combatting terror- 
ism in PDD 62. Since the terrorist attacks of September 11, 
2001, the face of U.S. counterterrorism has changed con- 
siderably, with the signing of the Patriot Act as well as a 
number of other measures. Among these is a refocusing 
of the nation’s leading law enforcement organization, the 
Federal Bureau of Investigation (FBI), toward a mission 
increasingly concerned with counterterrorism. 


Deterrence and the Reduction 
of Vulnerabilities 


These four principles provide a framework for U.S. policy. 
For example, when President George W. Bush sent U.S. 
troops into combat in Afghanistan in October 2001, and in 
Iraq in March 2003, this action was in line with the third 
principle, pressuring nations that support terrorism. Yet, 
even before September 2001, these principles were in 
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place, and have guided the policy of successive adminis- 
trations, whether controlled by Republicans or Democrats. 


Issued by Clinton on June 21, 1995, just two months 
after the Oklahoma City bombing, PDD 39 was titled “U.S. 
Policy on Counterterrorism.” Its purpose was to provide 
guidelines for deterring terrorism on America’s shores, as 
well as terrorism against Americans and allies abroad. 


PDD 39 ordered the Attorney General, the Director of 
the FBI, the Director of Central Intelligence (DCI), and the 
secretaries of State, Defense, Transportation, and Treas- 
ury, to enact measures to reduce vulnerabilities to terror- 
ism. Also critical in this regard are the General Accounting 
Office (GAO), whose responsibilities include national pre- 
paredness, and the General Services Administration (GSA), 
which, as overseer of government building projects, has 
been increasingly tasked toward providing structural 
protections against attacks such as those at Oklahoma City 
or the World Trade Center. 


The directive, only part of which has been declassi- 
fied, also addressed deterrence of terrorism. It called for 
the return of indicted terrorists to the United States for 
prosecution, and presented measures (classified as of 
2003) for dealing with states that support terrorism. In 
PDD 62, issued on May 22, 1998, Clinton established the 
National Coordinator for Security, Infrastructure Protec- 
tion and Counterterrorism, while PDD 63 created the Criti- 
cal Infrastructure Assurance Office (CIAO). 
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Although the functions of CIAO and the national coor- 
dinator were similar, they reported along quite different 
chains of command. Whereas CIAO, now part of the Depart- 
ment of Homeland Security (DHS), was then part of the 
Department of Commerce, the national coordinator re- 
ported to the National Security Council (NSC). Given the 
fact that the NSC is the president's advisory board on 
national security affairs, this fact signaled the importance 
of the new national coordinator. 


The Patriot Act. The leading statement of deterrence policy 
since September 2001, is the Patriot Act, which Bush 
signed into law on October 26, just six weeks after the 
attacks. The law contained changes to some 15 different 
statutes, and its provisions collectively gave the Justice 
Department and its agencies a number of new powers in 
intelligence-gathering and criminal procedure against drug 
trafficking, immigration violations, organized criminal ac- 
tivity, money laundering, and terrorism and terrorism- 
related acts themselves. 


Among its specific provisions, the Patriot Act gave 
increased authority to intercept communications related 
to an expanded list of terrorism-related crimes; allowed 
investigators to aggressively pursue terrorists on the In- 
ternet; provided new subpoena power to obtain financial 
information; reduced bureaucracy by allowing investiga- 
tors to use a single court order for tracing a communica- 
tion nationwide; and encouraged sharing of information 
between local law enforcement and the Intelligence 
Community. 


The Patriot Act also provided for the creation of a 
“terrorist exclusion list” (TEL). Members of organizations 
listed on the TEL may be prevented from entering the 
country, and in certain circumstances may be deported. 
Before the Secretary of State places an organization on the 
TEL, he or she must find that its members commit or incite 
terrorist activity, gather information on potential targets 
for terrorist activity, or provide material support to further 
terrorist activity. 


Assignments for Specific Agencies 


In its provisions for responding to terrorism, PDD 39 
designated the State Department as the lead agency for 
attacks on civilians outside of the United States. It also 
established the State Department Foreign Emergency Sup- 
port Team (FEST) and the FBI’s Domestic Emergency 
Support Team (DEST). 


The directive gave the Federal Aviation Administra- 
tion (FAA) authority to deal with “air piracy,” and assigned 
authority over hijackings to the Department of Justice, 
working in concert with the departments of State, Defense, 
and Transportation. That particular part of PDD 39 has 
been superseded by the Aviation and Transportation Secu- 
rity Act (ATSA). Signed into law by President Bush on 
November 19, 2001, the ATSA created the Transportation 


| 200 | 


Security Administration (TSA), now part of the Depart- 
ment of Homeland Security (DHS). 


In its consequence management provisions, PDD 39 
gave the Federal Emergency Management Agency (FEMA) 
the responsibility of developing an overall federal re- 
sponse plan, and ensuring that states developed their own 
plans. This provision of PDD 39 is just one of many 
statements of policy on the coordination of consequence 
management responsibilities, which involve an array of 
departments, agencies, and offices, most notably FEMA, 
the Environmental Protection Agency (EPA), and the 
Coast Guard. 


Nearly a decade earlier, for instance, Congress in 
1986 passed the Emergency Planning and Community 
Right-to-Know Act (EPCRA), which established guidelines 
for assistance of local communities by federal agencies in 
the event of a toxic chemical spill or related incident. 
EPCRA also provides a framework for action both by 
citizens and state governments. Since the time of its 
passage, EPCRA and similar provisions have been in- 
creasingly understood to deal also with terrorist incidents, 
which may involve unleashing of lethal substances. 


Similarly, in 1985, a FEMA committee had drawn 
up the Federal Radiological Emergency Response Plan 
(FRERP), a blueprint for the response of the U.S. federal 
government to a radiological emergency—that is, a crisis 
involving the release of nuclear radiation. The FRERP is an 
agreement among 17 federal agencies, key among which 
are FEMA, the Nuclear Regulatory Commission (NRC), the 
Departments of Energy and Defense, and the EPA. 


Also important is the Coast Guard, which, in addition 
to protecting ports and shorelines, operates the National 
Response Center. The latter is the sole national point of 
contact for reports of oil spills, as well information regard- 
ing discharges of chemical, radiological, and biological 
discharges into the environment. 


Agencies tasked for counterterrorism. Myriad government 
intelligence, security, and law enforcement agencies have 
a counterterrorism function. Most obvious among these 
are various components of the U.S. military, most notably 
Delta Force and Seal Team Six. These special teams, along 
with the larger Special Operations Command, are the 
“muscle” of U.S. counterterrorism. Highly trained and 
well-equipped with state-of-the-art weaponry, airborne 
insertion equipment, and other forms of technology, elite 
counterterrorist teams are capable of rescuing hostages 
and eliminating terrorists in situations for which regular 
military forces would be inappropriate. 


Equally vital is the work of the Coordinator for Coun- 
terterrorism. In accordance with the fourth major principle 
of U.S. counterterrorism policy, the coordinator is charged 
by the Secretary of State with coordinating efforts to 
improve cooperation between the U.S. government and 
its foreign counterparts in battling terrorism. An ambassa- 
dor, the coordinator is the primary functionary of the 
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federal government for developing and implementing 
America’s counterterrorism policy. 


DCI Counterterrorist Center. in an entirely different wing of 
government is the DCI Counterterrorist Center (CTC). 
Though part of the CIA, the CTC is under more direct 
control by the DCI than are most CIA activities, a sign of the 
significance attached to counterterrorism. During the mid- 
1980s, a panel led by then-Vice President George Bush 
studied U.S. efforts against terrorism and concluded that, 
while U.S. agencies collected information on foreign ter- 
rorism, they did not aggressively operate to disrupt terror- 
ist activities. On these recommendations from Bush, him- 
self a former DCI, William Casey established the CTC. 


The mission of the CTC is to assist the DCI in coordi- 
nating the counterterrorism efforts of the Intelligence Com- 
munity by implementing a comprehensive counterterror- 
ist operations program, and by exploiting all sources of 
intelligence to produce in-depth analyses of terror groups 
and their state supporters. CTC collects information on 
these groups, and when it has credible information of a 
threat, issues warnings. Alongside it is the Interagency 
Intelligence Committee on Terrorism, an Intelligence Com- 
munity board that assists the DCI in coordinating intelli- 
gence-gathering efforts against terrorists. In the 1990s, 
the CTC began working closely with the FBI, and in 1996 
they exchanged senior-level officers to manage the coun- 
terterrorist offices of both agencies. 


The FBI. Priorto September 2001, the mission of the FBI had 
been strictly that of a law-enforcement agency, but in the 
wake of September 11, Attorney General John Ashcroft 
and FBI Director Robert S. Mueller IIl refocused the bu- 
reau’s efforts toward counterterrorism. In December 2001, 
Mueller announced plans to reorganize headquarters by 
creating new counterterrorism, cybercrimes, and coun- 
terintelligence divisions, by modernizing information 
systems, and emphasizing relationships with local first 
responders. 


By the Spring of 2002, criticism of Mueller’s plans was 
on the rise, with detractors maintaining that the measures 
were not thorough enough. To this end, Mueller announced 
a number of new reforms. These included the hiring of 400 
more analysts, including 25 from the CIA; the retasking of 
480 special agents from white-collar and violent crimes to 
counterterrorism; the creation of an intelligence office; 
development of terrorism expert support teams to work 
with the bureau’s 56 field offices; recruitment of Arabic 
speakers and others fluent in Middle Eastern and South 
Asian languages; creation of a joint terrorism task force to 
coordinate with the CIA and other federal agencies; and 
the improvement of financial analysis and other forms of 
strategic analysis directed toward terrorist groups. 


In January 2003, President Bush announced plans to 
create a new counterterrorism intelligence center that 
would bring together intelligence collected domestically 
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with that gathered overseas. This idea had been in devel- 
opment for some time, but one major issue of dispute was 
the question of which agency, the FBI or CIA, should 
manage the new center. One proposal put forward at the 
time involved the expansion of the DCI Counterterrorist 
Center, the oldest office of its kind. In February, Bush 
unveiled the organizational blueprint for the new unit, 
which would bring together FBI and CIA efforts under the 
aegis of a Terrorist Threat Integration Center, headed 
by the CIA. 
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The United States intelligence and security apparatus is a 
vast collection of departments, agencies, and offices. It is 
not a single monolithic entity, although within it is a 
unified, decentralized group of 14 intelligence and secu- 
rity organizations known as the Intelligence Community 
(IC). The Intelligence Community is overseen by the direc- 
tor of the Central Intelligence Agency (CIA), the most well 
known of intelligence organizations in the United States, 
and includes the nation’s most prominent law-enforce- 
ment organization, the Federal Bureau of Investigation 
(FBI), as well as many others. In addition to the Depart- 
ment of Defense (DOD), entities involved in national secu- 
rity include the departments of Justice, the Treasury, 
Homeland Security (DHS), Energy, Commerce, and Trans- 
portation. In terms of national security as a whole, depart- 
ments such as Agriculture, Health and Human Services, 
and the Interior also have a role to play, as do independent 
agencies, including the Federal Emergency Management 
Agency (FEMA), the Environmental Protection Agency 
(EPA), General Services Administration (GSA), and Gen- 
eral Accounting Office (GAO). 
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Oversight of the IC in particular, and intelligence and 
security activities in general, comes from both the execu- 
tive and legislative branches of government. The Presi- 
dent, acting partly through the National Security Council 
(NSC), oversees intelligence and acts as commander-in- 
chief of the armed forces, a key component of security. 
Additionally, both houses of Congress exert influence 
through intelligence committees, and through their ulti- 
mate control over intelligence and security budgets. 


The power of Congress over intelligence and security 
is exerted at a greater remove than that of the president, 
whose Executive Office oversees the NSC and other func- 
tions. The NSC consists of the president, the vice presi- 
dent, and the secretaries of State and Defense. Leadership 
comes from the president, often acting with, or through, 
the Assistant to the President for National Security Affairs— 
a role better known by the informal title National Security 
Advisor. The NSC can and usually does involve other 
Cabinet-level departments with a stake in national security. 


In addition to the NSC, offices at the White House 
associated with intelligence and security include the Sen- 
ior Director for Intelligence Programs; the National Coor- 
dinator for Security, Infrastructure Protection, and Coun- 
terterrorism; and the Office of National Drug Control Policy. 


Particularly critical is the President's Foreign Intelli- 
gence Advisory Board (PFIAB), which reviews the activi- 
ties and performance of all agencies involved in intelli- 
gence and advises the president on its assessments. Under 
the aegis of the PFIAB is the three-member Intelligence 
Oversight Board, responsible for reviewing the legality 
and propriety of intelligence activities. 


Among agencies that operate at a national level are 
the Chemical and Biological Defense Information Analy- 
sis Center, Interagency Operational Security Support Staff, 
National Interagency Counterdrug Institute/National 
Interagency Civil-Military Institute, the Security Policy 
Board, and the Technical Support Working Group. 


The Intelligence Community 


Central to U.S. intelligence and security are the 14 mem- 
bers of the Intelligence Community (IC). In addition to the 
CIA, the IC includes 13 other agencies and organizations, 
of which most are part of DOD. DOD members of the IC 
include the Defense Intelligence Agency (DIA), National 
Security Agency (NSA), National Reconnaissance Office 
(NRO), National Imagery and Mapping Agency (NIMA), 
and the intelligence agencies of the Army, Navy, Air Force, 
and Marine Corps. Non-DOD members include the FBI (a 
part of the Justice Department), the United States Coast 
Guard (part of DHS as of 2003), the State Department's 
Bureau of Intelligence and Research, and the intelligence 
agencies of the Energy and Treasury departments. 


These 14 organizations work separately and together 
in fulfillment of a number of functions. Their “customer 
base” includes the president, the NSC, and other officials 
of the executive branch. In meeting the needs of these 
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“customers,” the IC produces and disseminates a variety 
of intelligence gathered through the four traditional meth- 
ods of intelligence collection: human, signals, imagery, 
and measurement and signatures intelligence (HUMINT, 
SIGINT, IMINT, and MASINT respectively). 


Intelligence collection is directed toward information 
on international terrorist and narcotics trafficking activi- 
ties, as well as other hostile activities against the United 
States by foreign powers, organizations, persons, and/or 
their agents. Other areas of interest for the IC, and for 
the intelligence and security apparatus as a whole, in- 
clude information on cyber warfare, threats to critical 
infrastructure, weapons of mass destruction, and interna- 
tional organized crime. Members of the IC are also, of 
course, involved in the conduct of “special activities,” to 
use the IC term, which can and do involve covert action 
against entities deemed a threat to national security. 


CIA and DCI. The modern security and intelligence appara- 
tus had its beginnings after World War Il, specifically with 
the National Security Act of 1947, which created CIA, DOD, 
and the NSC. Today the head of the CIA, the Director of 
Central Intelligence (DCI), also serves as principal intelli- 
gence advisor to the president, as well as director of the IC. 
He is also responsible for presenting the president with 
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the annual IC budget, which must win congressional 
approval. 


Staff organizations outside the CIA, but under DCI 
control, include the National Intelligence Council, respon- 
sible for preparing national intelligence estimates, and the 
Community Management Staff, which assists DCI in his IC 
executive functions. DCI also chairs two advisory boards, 
the National Foreign Intelligence Board and the Intelli- 
gence Community Executive Committee. 


The CIA is an independent government organization 
tasked with supporting the president, the NSC, and other 
members of the national security leadership by providing 
accurate, comprehensive, and timely foreign intelligence 
on national security topics. CIA also supports the Chief 
Executive and other officials by conducting counterintelli- 
gence operations, “special activities,” and other duties 
relating to foreign intelligence and national security as 
directed by the president. 


The CIA includes four directorates: Operations, re- 
sponsible for collecting foreign intelligence, including 
HUMINT, and for overseeing the overt collection of intelli- 
gence domestically through persons or organizations who 
volunteer that information; Intelligence, which produces 
the bulk of CIA’s finished intelligence, processed from raw 
data collected in the field; Administration, which provides 
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support to CIA activities through a number of administra- 
tive and technical offices; and Science and Technology, 
which also provides support, through research, develop- 
ment, acquisition, and operations of technical capabilities 
and systems. 


Defense Department 


The vast Department of Defense, with its 3.2 million peo- 
ple (including active military, reservists, National Guard, 
and civilian personnel) includes several groups within the 
Intelligence Community, but a much greater portion of 
DOD lies outside the IC, with activities that fall under the 
heading of “security” rather than intelligence. 


Among the key DOD components of the IC is the ultra- 
secret NSA, the nation’s leading cryptologic organization, 
whose activities include eavesdropping and surveillance. 
Within it is the even more secretive Special Collection 
Service. NIMA and NRO are likewise secretive and con- 
cerned with surveillance, primarily through satellites. In 
fact, NRO’s existence was not even known until 1992. 


Additionally, DOD houses DIA and the intelligence 
services of the armed forces. Intelligence functions within 
the military services include the Army Intelligence and 
Security Command (INSCOM); the various organizations 
under the Air Combat Command; and the National Mari- 
time Intelligence Center, which houses the intelligence 
activities of the Navy, Marine Corps, and Coast Guard. 
(The last of these, in wartime, is attached to DOD rather 
than DHS.) 


Unified commands and defense agencies. In addition to the 
services, DOD is divided into nine unified commands. 
Among the latter are five with geographic areas of respon- 
sibility, and four with non-geographic areas of focus. 
These are the Joint Forces Command, concerned with 
training and new solutions to future challenges; Strategic 
Command, which controls missile, deterrence, space, and 
satellite systems; Special Operations Command, which 
comprises a number of special support teams, including 
the Navy SEALs, Army Special Forces, and Delta Force; 
and the Transportation Command, responsible for mov- 
ing personnel and materials around the world. 

DOD also includes 15 defense agencies, many of 
which are critical to national security. These include not 
only DIA, NIMA, and NSA, but also the Defense Security 
Service, Defense Security Cooperation Agency, Missile 
Defense Agency, Defense Advanced Research Projects 
Agency, Defense Information Systems Agency, and Mis- 
sile Defense Agency. 


Justice, Treasury, and 
other Departments 


A number of components of CIA are concerned with 
counterintelligence, or the use of intelligence resources to 
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identify, circumvent, and neutralize the intelligence activi- 
ties of a foreign power. Likewise, the FBI has a major 
counterintelligence unit, the National Security Division. 
The FBI as a whole is concerned not just with federal law 
enforcement in the United States, but with intelligence- 
gathering in the Western Hemisphere. 


In addition to the FBI, the Justice Department con- 
tains a number of other components involved with intelli- 
gence and security, among them the Drug Enforcement 
Administration (DEA), the National Drug Intelligence Cen- 
ter (NDIC), and the U.S. National Central Bureau, which 
coordinates with Interpol. As of 2003, Justice was also 
home to the Bureau of Alcohol, Tobacco, Firearms, and 
Explosives, formerly a part of Treasury. 


The latter department remains home to a number of 
agencies concerned with the security of financial assets, 
and with intelligence regarding financial activities. Treas- 
ury intelligence functions are a part of the IC. The Com- 
merce Department, though it has no IC members, contains 
a number of organizations concerned with intelligence or 
security, most notable among them being the Critical 
Infrastructure Assurance Office. 


State, Energy, Transportation, and 
Homeland Security 


Among the State Department offices involved in the IC are 
the Bureau of Intelligence and Research, the Bureau for 
International Narcotics and Law Enforcement Affairs, the 
Office of the Coordinator for Counterterrorism, the For- 
eign Emergency Support Team, and the Bureau of Diplo- 
matic Security. The Energy Department is inherently con- 
cerned with national security, inasmuch as it protects U.S. 
energy resources, and within it are intelligence compo- 
nents that belong to the IC. Most of these are part of the 
National Nuclear Security Administration, which is charged 
with protecting U.S. nuclear materials. 


The Transportation Department houses the Federal 
Aviation Administration, which has had a particularly im- 
portant function in national security since the terrorist 
attacks of September 11, 2001. Transportation was also 
briefly home to the Transportation Security Administra- 
tion, which oversees airport security screeners and air 
marshals, but those functions were moved to DHS. The 
latter includes a number of other agencies that formerly 
belonged to other departments, among them the U.S. 
Secret Service, Customs Service, Immigration and Natu- 
ralization Service, Border Patrol, and the Federal Law 
Enforcement Training Center. 


Independent agencies. Among independent agencies, 
GSA plays a role in the security of federal buildings, many 
thousands of which it manages. This role has been par- 
ticularly critical since the terrorist bombings in Oklahoma 
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City in April 1995. GAO studies the efficiency of U.S. 
activities and accounts for expenditures. It issues some 
1,000 reports a year, and since September 2001, its evalua- 
tions of security measures undertaken by the federal gov- 
ernment have provided a key means for assessing the 
degree to which various agencies and departments are 
prepared—or not prepared—for terrorist threats. 


FEMA and the EPA work with a number of agencies, 
including the Coast Guard, to respond to emergencies 
involving environmental hazards and similar threats. The 
United States has a number of entities concerned with 
emergency response, many of which work with state and 
local authorities. EPA and the Coast Guard co-chair the 
U.S. National Response Team, an interagency group 
charged with emergency response planning and coordi- 
nation. In times of emergency involving threats to health, 
the Public Health Service is additionally a key component 
of the national response. 
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From its inception, the United States made use of spies. 
The nation’s first spymaster, General George Washing- 
ton, recognized the need for accurate intelligence during 
the Revolutionary War. In a letter written July 26, 1777, 
Washington wrote: “The necessity of procuring good in- 
telligence is apparent & need not be further urged—All 
that remains for me to add is, that you keep the whole 
matter as secret as possible.” From his experience as a 
British officer in the French and Indian war, he often relied 
on intelligence provided by Native Americans to keep his 
troops mobile and out of reach of the enemy. 


Intelligence operations in the American colonies, 
though, predate the war. In 1765, after the British passed 
the hated Stamp Act, a confederation of dissident groups 
called the Sons of Liberty formed to harass the British. By 
1772 the Sons of Liberty had evolved into the Committees 
of Correspondence, whose purpose was to share informa- 
tion in resisting colonial rule. In Boston, members of the 
committee, including Samuel Adams and John Hancock, 
patrolled the streets at night, observing the movement of 
British troops and warning rebels in the countryside of 
impending British raids that might turn up caches of arms 
and gunpowder. The Boston group learned that on one of 
these raids the British intended to arrest Adams and 
Hancock, but it was unclear whether troops leaving Bos- 
ton would travel across land or up the seacoast. In an early 
instance of intelligence tradecraft, Paul Revere arranged a 
signal that would give the rebels in the countryside ad- 
vance warning of the direction of the raid—lanterns hung 
in the steeple of Boston’s Old North Church. His strata- 
gem, “one if by land, two if by sea,” was immortalized by 
Henry Wadsworth Longfellow in his poem Paul Revere’s 
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Ride. This raid went down in the history books as the 
Battles of Lexington and Concord, the opening salvos in 
the Revolution. 


The Revolution also produced the new nation’s first 
intelligence “mole” and the nation’s first cryptanalyst. The 
mole was Dr. Benjamin Church, who posed as a member 
of the Boston group while secretly providing intelligence 
about American rebel activities to General Thomas Gage, 
commander of the occupying British troops in Boston. 
Later, as chief surgeon of the Continental Army, Church 
continued to funnel information to the British. He was 
finally exposed through acompromising letter he wrote in 
code. The letter eventually fell into the hands of Washing- 
ton, who hired an amateur cryptanalyst, the Reverend 
Samuel West, to decipher it. Church was sent into exile 
and never heard from again. 


Even Benjamin Franklin took part in spy games as 
head of the nation’s first formal intelligence-gathering 
organization, the Committee of Secret Correspondence. 
Formed in 1775, the committee’s principal goal was to 
gather information about sentiments toward the Revolu- 
tionary War in Europe. Franklin secretly negotiated with 
European powers to purchase arms and supplies. He also 
negotiated with France to procure the aid of French troops, 
whose arrival broke the war’s stalemate and ultimately 
turned the tide in favor of the colonists. 


In the decades following the Revolution, Americans 
adopted an isolationist stance and were absorbed with the 
task of building a nation, so they saw little need to take part 
in international espionage or to defend against it. As a 
result, the nation had few secrets, and the French, British, 
and Spanish in particular had little trouble learning Ameri- 
can intentions. As tensions mounted again between Great 
Britain and the United States before the War of 1812, the 
British had secret agents throughout the country and even 
in the government itself. For its part, U.S. intelligence was 
so feeble that troops did not even have accurate maps of 
U.S.-Canadian border areas, the staging ground for British 
attacks. Even when U.S. authorities did acquire intelli- 
gence information, no one knew what to do with it. They 
knew, for example, that the British intended to burn Wash- 
ington, D.C. No steps were taken to protect the capital. 


The Civil War. Intelligence operations during the Civil War 
are wrapped today in an aura of romantic myth, perhaps 
because they represent the apex of the amateur spy. 
Legends in particular surround the efforts of women spies 
who often, according to legend, galloped across borders 
on horseback in the moonlight carrying to their brave men 
information concealed in their bodices. At the war’s start, 
President Abraham Lincoln knew virtually nothing about 
the South’s war-making capabilities. To gather intelli- 
gence, he, like Washington, became his own spymaster, 
running such men as William Alvin Lloyd, a transportation 
expert and publisher who moved freely about the South 
and provided valuable information about Southern troop 
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movements and the fortifications around cities like Rich- 
mond, Virginia. As an amateur, though, Lloyd developed 
no way to pass information in secret, and he even carried 
much of the information he gathered about with him on 
his person. 


In the North, two rival intelligence organizations 
formed. One was run by the famous detective Allan 
Pinkerton, who reported to General George McClellan, 
commander of the Army of the Potomac. The other was 
headed by Lafayette Baker, who reported to General 
Winfield Scott and later to the secretary of state. These 
rival organizations often worked at cross-purposes, on 
occasion even arresting one another’s members. While 
they frequently unearthed valuable information about 
Southern troop movements, officers assigned to intelli- 
gence work lacked experience and there was little coordi- 
nation of their efforts. Too frequently, Northern com- 
manders failed to act on the information they received. 


The South, meanwhile, carried on widespread intelli- 
gence operations against the North, although again it is 
difficult to separate fact from fiction because when Rich- 
mond, the Confederate capital, fell, virtually all records of 
their operations were destroyed. Thus it remains an open 
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question, for example, whether John Wilkes Booth, Lin- 
coln’s assassin, was on the Confederate payroll as a spy. 
As an actor, he traveled freely throughout the cities of the 
North, giving him ample opportunity to meet with mem- 
bers of the network of spies the South had placed in New 
York City, Baltimore, Washington, Philadelphia, and other 
cities. In 1864 he played several engagements in Niagara 
Falls, New York, a hotbed of Southern espionage just over 
the border from Montreal. Montreal was the headquarters 
of the “Canadian Cabinet,” a group of Southern leaders 
who directed espionage operations against the North. 
After fires broke out in several New York City hotels on 
November 25, 1864, a captured Southern agent confessed 
that the fires were the work of the Canadian Cabinet. 
Booth, it turned out, had been in Canada in the days 
preceding the arson raid and had met with the cabinet. 
Further, one of Booth’s co-conspirators in the Lincoln 
assassination was John Surratt, a known Confederate spy 
and gun runner whose mother, Mary Surratt, was later 
hanged for her role in Lincoln’s death. 


The beginnings of professional intelligence. in the decades 
between the Civil War and World War I, the United States 
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took its first faltering steps toward development of an 
organized, professional intelligence capability. In 1885, 
President Grover Cleveland called for assignment of mili- 
tary attachés to foreign countries to gather information. 
During the Spanish-American War of 1898, the United 
States acquired—and most importantly, acted upon— 
human intelligence about Spain’s war-making capabili- 
ties. John Wilkie, head of the U.S. Secret Service, broke up 
the “Montreal spy ring” Spain had put in place in Canada. 
Before and during American participation in World War I, 
counterintelligence agents of the FBI and Secret Service 
were successful at ferreting out German agents and sabo- 
teurs within the United States, but during the war, the 
nation relied on cooperative arrangements with the Brit- 
ish for overseas intelligence. It was the British, for exam- 
ple, who broke German diplomatic codes and in 1917 
intercepted and deciphered the infamous Zimmermann 
telegram revealing Germany’s intention to begin unre- 
stricted submarine warfare against the United States. 


Between the two world wars, American intelligence 
again fell into abeyance. Typically, only inexperienced 
officers with little or no training in intelligence were sent to 
staff foreign embassies, so little valuable intelligence about 
Soviet, German, and Japanese intentions was acquired on 
the ground. Most U.S. intelligence was directed internally 
against radicals, subversives, communists, and anarchists 
during the “Red Scare” of the 1920s and against Nazi 
agents in the 1930s. The United States did, however, make 
strides in code breaking and began to develop an organ- 
ized intelligence capability. In 1922, William Friedman, a 
Russian immigrant, was appointed chief cryptanalyst of 
the Army Signal Intelligence Service (SIS), which broke 
the Japanese Purple code, the principal cipher Japan used 
to send diplomatic messages as tension between the 
United States and Japan mounted. After the Japanese 
attack on Pearl Harbor on December 7, 1941, U.S. intelli- 
gence efforts focused on cracking Japan’s code for trans- 
mitting military messages. Leading the effort, code-named 
“Magic,” was the U.S. Navy's Combat Intelligence Unit. 
Using complex mathematical analysis, IBM punch-card 
tabulating machines (the first example of cooperation 
between the military and private enterprise to gather 
intelligence), and a cipher machine, the unit was able to 
crack the code. Throughout World War Il, the United 
States intercepted and decoded thousands of Japanese 
communications; cryptanalysts gave U.S. war planners 
advance notice of Japanese plans to attack Midway Island 
in June 1942, allowing U.S. forces to lie in wait, defeat the 
Japanese, and turn the tide in the Pacific. 


Modern U.S. intelligence. The chief deficiency of U.S. intelli- 
gence during World War Il was that it was scattered 
among the various branches of the military; whatever 
coordination it received happened only on President Frank- 
lin Roosevelt's desk. To correct this deficiency, Roosevelt 
appointed William J. Donovan, a New York lawyer and 
former Army colonel, to assemble a plan for an intelli- 
gence service. Out of Donovan's plan emerged the Office 
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of Strategic Services (OSS) in June 1942. Under Dono- 
van's leadership, the OSS was given the task of collecting 
and analyzing information needed by the Joint Chiefs of 
Staff and to conduct “special operations,” or clandestine 
operations that were not carried out by other federal 
agencies or the military. Throughout the war the OSS 
provided policy makers and the military with enemy troop 
strength estimates and other intelligence that was crucial 
to planning military campaigns. 


The cold war with the Soviet Union following World 
War Il gave increased urgency to the need for good intelli- 
gence, but opinion was divided about who should conduct 
intelligence operations and who should supervise their 
efforts. Roosevelt’s successor, Harry S. Truman, divided 
responsibilities between military and civilian agencies in 
October 1945 when he abolished the OSS and transferred 
its operations to the Departments of War and State. Dono- 
van, though, favored the formation of a strictly civilian 
organization that would coordinate intelligence gather- 
ing. Fearing that the plan would lessen their influence, 
both the military and the FBI opposed it. Truman struck a 
middle course in January 1946 when he established the 
Central Intelligence Group (CIG), giving it the authority to 
coordinate intelligence gathered by existing departments 
and agencies. The CIG was placed under the supervision 
of a National Intelligence Authority, which consisted of the 
president and the secretaries of the State, War, and Navy 
departments. Thus, for the first time in its history the 
United States had a peacetime intelligence organization. 
Less than two years later, though, Congress passed the 
1947 National Security Act, creating the civilian National 
Security Council (NSC) and placing under its authority the 
Central Intelligence Agency (CIA). Intelligence gathering 
was now firmly under the control of civilian rather than 
military authorities. 


In the 1950s and early 1960s the CIA was the nation’s 
bulwark against the expansion of communism and Soviet 
influence. It was the CIA, for example, that revealed the 
presence of Soviet missiles in Cuba during the 1962 Cuban 
Missile Crisis. Its reputation was tarnished, though, by the 
disastrous Bay of Pigs operation against Cuban dictator 
Fidel Castro and reports of unsavory CIA activity during 
the war in Vietnam and, in the 1970s and 1980s, against 
unfriendly leftist regimes in Central and South America. 
After the terrorist attacks of September 11, 2001, the CIA 
took on added luster as the nation looked to it as the front 
line in the fight against terrorism. 


In its early years the CIA relied primarily on human 
intelligence and field operations. Its science and technol- 
ogy efforts were scattered among various CIA divisions, or 
“directorates.” With the success of overhead intelligence- 
gathering technology, including the U2 spy plane and 
reconnaissance satellites, then CIA director John McCone 
wanted to gather all of the agency’s scientific and techno- 
logical capabilities under one roof. The result was the 
formation of the Directorate of Science and Technology 
(DS&T) in 1963. Throughout its history, the DS&T has 
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enjoyed numerous successes, developing high-tech im- 
agery and eavesdropping satellites and a host of other 
sophisticated tools that have proven invaluable in acquir- 
ing information while keeping American operatives out of 
harm's way. 
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Unmanned Aerial 
Vehicles (UAVs) 


E K. LEE LERNER 


Israel was the first nation to make significant use of un- 
manned reconnaissance drones in combat during opera- 
tions in Lebanon in 1982. The United States forces began 
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full deployment and use of unmanned aerial vehicles 
(UAVs) and related technology in the 1990s and UAVs— 
especially the Predator and Global Hawk—were exten- 
sively used by U.S. forces during Operation Enduring 
Freedom in Afghanistan and Operation Iraqi Freedom. 


Tactical Uses of UAVs 


UAVs can fly in areas where air supremacy is not complete 
or air defenses have not been fully suppressed. UAV craft 
can also operate in biologically or chemically contami- 
nated areas. In addition, UAVS offer a chance to conduct 
battle damage assessments—critical for further mission 
planning—without further risk to pilots. 


As of May 2003 more than 1500 UAV sorties had been 
flown in Afghanistan and UAV craft destroyed, or assisted 
in the destruction of, nearly a thousand targets. In addition 
to the capability of some UAVs to fire Hellfire missiles, 
UAV can paint targets with lasers that guide other weap- 
ons systems. 


VAU Capabilities 


The Predator flies at medium altitudes and is capable of 
long reconnaissance and surveillance missions. In con- 
junction with weapons systems, Predator craft are also 
used for target acquisition. 


The Global Hawk, is capable of operating at higher 
altitudes (in excess of 60,000 ft) on and features an inte- 
grated sensor system that enhance its intelligence, sur- 
veillance, and reconnaissance capabilities. 


The U.S. Navy operates the Pioneer UAV. Designed to 
operate over open ocean, the Pioneer design incorporates 
a low radar cross section and reduced infrared signature. 
Pioneer craft were first used during operations in Grenada 
and strikes against Libya. 


The Shadow UAV offers day and night surveillance 
capability and can carry a 330 Ibs. Payload while operating 
at 10,000 ft. The U.S. Army uses Shadow UAVs to call in or 
lock on (calibrate) artillery attacks. 


UAV use has also spurred advances in miniaturized 
synthetic aperture radar that reduces weight but still offers 
high stationary and moving target resolution (i.e. radar 
that can discriminate targets separated by less than 18 
inches (.5 m). 


UAVs as platforms for weapons of mass destruction or 
terrorism. Prior to its being eliminated by U.S. forces, U.S. 
officials claimed that Saddam Hussein’s Iraqi regime had 
developed and tested a limited number of UAVs capable 
of delivering biological agents. 


In 2003, Hamas operatives were killed as they were 
preparing to test an unmanned aerial vehicle (UAV) pur- 
chased from illegal arms dealers. The craft exploded be- 
fore Hamas could carry out a planned attack against a 
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The U.S. military used several unmanned spy aircraft such as this GNAT Aerial Reconnaissance Vehicle to help the Philippine military hunt down Islamist 
extremist guerrillas on the Philippine island of Basilan in 2002. apwive woRLD PHOTOS. 


target inside Israel. Hamas spokesmen subsequently 
claimed that they been fooled into purchasing a booby- 
trapped UAV by the Israeli Security Agency ISA (Shin Bet). 


Western press organizations have also carried re- 
ports that Palestinian agents have attempted purchases of 
model aircraft from suppliers in Europe with the intent to 
develop a crude but UAV capability. One factor limiting 
these types of operations is that typical hobbist UAVs 
require line-of-sight control of the aircraft and are there- 
fore incapable of navigating with precision over rugged 
terrain or over great distances. 


UAV use in intelligence operations and current research. in 
November, 2002, a ClA-operated Predator operating over 
Yemen fired a missile that killed bin Laden’s top lieutenant 
in Yemen, Qaed Salim Sinan al-Harethi, and five other al- 
Qaeda suspects. 


DARPA planned advancement of the Unmanned Com- 
bat Air Vehicle (UCAV) and Unmanned Combat Armed 
Rotorcraft (UCAR) is designed to enhance the ability to 
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remotely suppress enemy air defenses, conduct extended 
surveillance in hostile territory, and pursue armed recon- 
naissance and attack missions. 


A milestone in unmanned aviation, in 2002, the U.S. 
flew an unmanned plane on a trans-Pacific flight from 
California to Australia. 


DoD and Northrop Grumman engineers are currently 
refining the Eurohawk for advanced electronics and sig- 
nals intelligence operations. France is developing the 
Système de Drone Tactique Interimaire (SAGEM) and 
United Kingdom is developing a craft termed “Watch- 
keeper” to replace the Phoenix. 
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E LARRY GILMAN 


Uranium is a radioactive, metallic element with 92 protons 
and a variable number of neutrons in the nucleus of each 
atom. There are 16 isotopes of uranium, the most com- 
mon being uranium-238 (U). The second-commonest 
isotope of uranium, 7°U, is used for building nuclear 
weapons, generating electricity, and propelling some sub- 
marines, aircraft carriers, and other vessels. Heat released 
by uranium decay also keeps Earth’s interior hot, provid- 
ing the energy for continental drift and volcanic eruptions. 


Uranium was discovered in 1789 by German chemist 
Martin Heinrich Klaproth (1743-1817), and its property of 
radioactivity was discovered by French physicist Henri 
Becquerel (1852-1908) in 1896. U was first isolated in 
kilogram quantities by the United States during World 
War Il, and was used in war by the United States in the 
bomb that destroyed the city of Hiroshima, Japan in 1945. 
Since that time uranium has been mined in many coun- 
tries and purified in large quantities for both bombs and 
fuel. Worldwide, several hundred nuclear reactors pro- 
duce electricity from uranium, while tens of thousands of 
nuclear weapons (mostly held by the United States and 
the Russian Federation) rely on uranium either as their 
primary explosive (in fission bombs) or as a trigger explo- 
sive (in fusion bombs). 


Uranium atoms are unstable; that is, their nuclei tend 
spontaneously to fission or break down into smaller nu- 
clei, fast particles (including neutrons), and high-energy 
photons. The fission of an isolated uranium nucleus is a 
randomly timed event; however, collision with a neutron 


may trigger a uranium nucleus to fission immediately. 
Crowding large numbers of uranium atoms together can 
enable the neutrons emitted by a few nuclei undergoing 
fission to cause other nuclei to fission, whose released 
neutrons in turn trigger still other nuclei, and so on. If this 
chain reaction proceeds at a constant rate, it may be used 
to generate electricity; if it proceeds at an exponentially 
increasing rate, a nuclear explosion results. 


Only 0.71% of natural uranium is U, the major 
isotope directly useful for nuclear power and weapons. 
Many tons of ore must therefore be refined to produce a 
single kilogram of 7°U. The amount of *°U needed to 
make a bomb, however, is not great: about 15 Ib (7 kg). 
Quantities of uranium sufficient for many thousands of 
bombs are thus available around the world; some 21 
countries export uranium, with Canada, Australia, and 
Niger being the three largest producers. 


The most common isotope of uranium, *%U, com- 
prises 99.28% of the uranium in the Earth’s crust. 7°U is 
comparatively stable, with a half-life of 4.5 billion years, 
and so is not directly useful for power and nuclear weap- 
ons. It is added to some antitank and antiaircraft ammuni- 
tion to increase their density and thus their penetrating 
power. Depleted-uranium munitions, as these weapons 
are termed, were used extensively by the United States 
during the Gulf War of 1991 and in the Kosovo conflict of 
1999. Because of their slight radioactivity, there is ongoing 
debate about whether they may cause long-term health 
problems in areas where they have been used. 


238LJ is also a major ingredient of most reactor fuel. In 
reactor cores, this U is bombarded by neutrons, which 
transmute some of it into the element plutonium. Pluto- 
nium can be used directly for power and weapons; the 
first and third nuclear weapons ever exploded were pro- 
duced by the United States using plutonium transmuted 
from 7U, and a number of other countries, including 
India, Israel, Pakistan, and North Korea, have developed 
the capability to obtain plutonium for bombs by the 
same means. 


Both U and plutonium must be in fairly concen- 
trated form for use in bomb manufacture. Alloys that have 
been diluted by *U or other substances result in bulkier 
explosive devices; at sufficiently great dilution, a nuclear 
explosion is not obtainable. (However, some experts say 
that a nuclear explosion might be obtainable from an alloy 
that is as little as 10% **U.) It follows that any organization 
that wishes to build an atomic weapon must either obtain 
fairly concentrated 7°U or plutonium by purchase or theft, 
or obtain them in dilute form and then concentrate them. 


These obstacles have been surmounted by a number 
of governments, and may eventually be surmounted by 
terrorist organizations. Illegal traffic in weapons-grade 
2U and plutonium has accelerated since the breakup of 
the Soviet Union in 1991, because its successor states 
have been too poor and disorganized to keep nuclear 
material secure. Some 600 tons, or enough for about 
40,000 bombs, of raw weapons-grade fissionables are 
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Weapons-grade uranium, captured near the Syrian border at Sanliurfa, Turkey, in Septemebr 2002, is displayed at the Sanliurfa paramilitary police 


headquarters. AP/WIDE WORLD PHOTOS. 


stored in poorly guarded stockpiles in the Russian Federa- 
tion and other states; small quantities have already en- 
tered the black market. On over 16 occasions since 1993, 
police in Asia, Europe, or South America have intercepted 
illegally held bomb-grade uranium or plutonium, most of 
it from ex-Soviet sources. In 1994, police seized a metal 
briefcase when a civilian jetliner from Moscow landed in 
Munich, Germany; the briefcase contained 363.4 grams of 
weapons-grade plutonium. In April 2000, almost a kilo- 
gram of bomb-grade uranium was seized in the Republic 
of Georgia. In 2001, police in Bogota, Colombia seized 
some 600 grams of bomb-grade 7°U from the house of an 
animal feed salesman, the enrichment level of which 
corresponded to that of Russian fuel for submarines and 
icebreakers. And on September 11, 2001, four men were 
arrested in the ex-Soviet republic of Georgia in possession 
of almost 2 kilograms of bomb-grade *“U—a large frac- 
tion of the amount required for a bomb. Since that day, the 
idea that stolen uranium might be used for terrorist acts 
has gained increased attention. 


Through its Material Protection, Control, and Account- 
ing Program, the United States has spent about $550 
million since 1993 to help safeguard uranium and pluto- 
nium stocks in Russia, supplying complete security sys- 
tems or partial protection for about a third of the material 
considered most vulnerable by the U.S. Department 
of Energy. 
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Depleted uranium (DU) munitions are armor-piercing or 
general-purpose ammunition rounds that are composed, 
in part, of depleted uranium. Depleted uranium is uranium 
that has had most of its *“U and U removed for use in 
nuclear power or nuclear weapons, leaving metal that is 
almost entirely 7°U. 7°°U is the least radioactive isotope of 
uranium, with a half-life of 4.46 billion years (6.3 times that 
of 7°U). It is used in munitions because of its density and 
hardness. The high density of DU (1.68 times that of lead, 
2.43 times that of steel) allows it to transfer more kinetic 
energy to a target for a given round size than any other 
practically available metal. This, combined with its hard- 
ness, enables it to penetrate armor much more effectively 
than armor-piercing rounds made of other metals (e.g., 
tungsten). A typical armor-piercing DU round consists of a 
long, pointed shaft of DU that is surrounded by a sabot 
(from the French for “shoe”; a casing that fits the bore of 
the gun). When the round is fired, the sabot falls away, 
transferring some of its kinetic energy to the DU shaft. 
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When the shaft strikes end-on, its long, narrow shape 
concentrates all of the round’s kinetic energy on a small 
area; as the round penetrates the armor it also tends, 
thanks to the particular mechanical properties of metallic 
uranium, to sharpen rather than to blunt or mushroom, 
further increasing its penetrating power. 


DU is used not only for ammunition, but for ballast, 
gyroscope rotors, balancing weights on aircraft, armor 
enhancement, and in other applications calling for high- 
density material. The armor of the United States M1A1 
Abrams Main Battle Tank, for example, consists of a layer 
of DU sandwiched between two layers of steel. 


A variety of DU munitions have are in use by at least 
20 technologically advanced military organizations around 
the world. The U.S. military leads both in quantities de- 
ployed and quantities used in combat. DU munitions were 
used by several branches of the U.S. military both in the 
Gulf War of 1991, in Bosnia-Herzegovina in 1994-95, and 
in Kosovo in 1999. During the Gulf War, U.S. forces fired 
320 tons (290,300 kg) of DU munitions; during in Bosnia- 
Herzegovina, 3 tons (2721 kg); and in Kosovo, 10.2 tons 
(9253 kg). Much of this material remains on the ground. 


There is no controversy about the military effective- 
ness of DU munitions. In an incident during the Gulf War, a 
U.S. Abrams tank with DU-enhanced armor was struck 
three times by main-gun rounds from three attacking Iraqi 
T-72 tanks. The Abrams remained operative despite the 
hits and responded with three DU main-gun rounds, de- 
stroying all three Iraqi tanks. Nevertheless, international 
debate has centered on the question of whether DU muni- 
tions pose a health hazard to military forces exposed 
to them during use or to civilian populations inhabiting 
regions contaminated by DU. There are two possible 
sources of health damage from DU: chemical toxicity and 
radioactivity. 


Chemical toxicity. When a DU round strikes armor, it is 
pulverized and raised to a high temperature. Several oxy- 
gen-uranium compounds (uranium oxides) form under 
these conditions and can be harmful if inhaled or other- 
wise ingested (e.g., by direct penetration of the skin). 
Ingestion of sufficiently large quantities of uranium oxides 
can be harmful, especially to the kidneys. However, the 
U.S. government states that the quantities of uranium 
oxide that can be plausibly ingested under combat condi- 
tions, or by residents of contaminated areas, cannot be 
great enough to cause measurable health effects. 


Radioactivity. The radioactivity of U is very low com- 
pared to that of 7°U; further, although DU contains trace 
quantities of elements that are more radioactive, such as 
2U, americium, neptunium, plutonium, and technitium, 
these impurities increase DU’s radioactivity by only about 
0.8% over that of pure *°U. Most scientists agree that the 
DU radiation hazard to troops and civilian populations in 
contaminated areas is too low to measure. Nevertheless, 


anecdotal reports of increased leukemia rates and other 
health problems in veterans exposed to DU have caused 
enough concern to trigger investigations of DU health 
effects by the United Nations Environmental Programme 
and several governments. 


Although no ill effects from DU exposure have yet 
been definitely established by any study, the U.S. Depart- 
ment of Veterans Affairs is now tracking the health of 
veterans exposed to DU. Furthermore, the International 
Committee of the Red Cross has urged all countries that 
use DU munitions to review whether they comply with 
international agreements that forbid “weapons, means, 
or methods of warfare of a nature to cause superfluous 
injury or unnecessary suffering, which have indiscrimi- 
nate effects, or which cause widespread, long-term and 
severe damage to the natural environment.” Several such 
studies are now being pursued by European governments 
and by the U.S. government. 
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USAMRICD (United States Army 
Medical Research Institute of 
Chemical Defense) 


The United States Army Medical Research Institute of 
Chemical Defense (USAMRICD) located in Aberdeen Prov- 
ing Ground, Maryland, is a research and training labora- 
tory dedicated to advancing the treatments that alleviate 
the suffering caused by chemical weapons and develop- 
ing new materials that aid in those treatments. Research- 
ers at the laboratory include experts in physiology, toxi- 
cology, pathology and biochemistry. 


Established in 1922 as part of the Army Medical 
Department, the laboratory was responsible for treating 
chemical weapon casualties during World War I. In the 
1960s the division was renamed the U.S. Army Biomedical 
Laboratory. The laboratory was put under the command 
of the U.S. Army Surgeon General in 1979 and received its 
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current name in 1981. Today, the USAMRICD is one of six 
laboratories and institutes under the authority of the U.S. 
Army Medical Research and Materiel Command. 


Researchers at the USAMRICD have made hundreds 
of contributions to the scientific literature and have pro- 
duced technical bulletins on procedures for collecting, 
handling, shipping, and preparing samples of chemical 
agents. The laboratory also operates a chemical surety 
facility. Along with its research charge, the USAMRICD is 
also a training institution. The Chemical Casualty Care 
Division (CCCD) provides courses in the management and 
treatment of chemical weapons injuries to medical profes- 
sionals. Courses are offered at the laboratory, at off-site 
locations and as computer-based training. Much of the 
educational and training work of the USAMRICD is done in 
partnership with the United States Army Medical Research 
Institute of Infectious Disease (USAMRIID) in Fort Detrick, 
Maryland, which is the Army's primary laboratory for 
research into biological warfare agents. 


B FURTHER READING: 
ELECTRONIC: 


United States Army <http://mrmc-www.army.mil/> ( April 
10, 2003). 
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A research scientist processes anthrax samples that are thought to contain a significant aerosol and respiratory hazard. AP/WIDE WORLD PHOTOS. 


United States Army Medical Research Institute of Chemi- 
cal Defense <http://chemdef.apgea.army.mil/> (April 10, 
2003). 
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USAMRIID (United States Army Medical Research Insti- 
tute of Infectious Diseases) 


USAMRIID (United States Army 
Medical Research Institute of 
Infectious Diseases) 


I BRIAN HOYLE 


USAMRIID is an acronym for the United States Army 
Medical Research Institute of Infectious Diseases. The 
facility is operated by the Department of Defense and 
serves as the country’s principal laboratory for research 
into the medical aspects of biological warfare. Specifi- 
cally, the facility aims to develop vaccines for infectious 
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diseases, other treatments such as drugs, and tests to 
detect and identify disease-causing microorganisms. 


While developed for use in the laboratory, USAMRIID 
is mandated to explore the use of the treatments and tests 
in the real world of the battlefield. The research conducted 
at USAMRIID is defensive in nature. Infectious microbes 
are investigated only to develop means of protecting 
soldiers from the use of the microbes by opposition forces 
during a conflict. 


The infectious disease research expertise at USAMRIID 
is also utilized to develop strategies and training programs 
to do with medical defense against infectious microorgan- 
isms. For example, the agency regularly updates and 
publishes a handbook that details the various medical 
defenses against biological warfare or terrorism. This 
handbook, now in its fourth edition, is available to the public. 


While some of the research conducted at USAMRIID 
is classified, other research findings of the resident ci- 
vilian and military scientists are used to benefit the larger 
public community. USAMRIID and its counterpart 
USAMRICD (U.S. Army Medical Research Institute of 
Chemical Diseases) trains more than 550 military medical 
personnel each year on biological and chemical defense 
measures. Furthermore, over 40,000 military and civilian 
medical professionals have attended an annual course on 
the Medical Management of Biological Casualties from 
1999 to 2002. 


History of the USAMRIID. The Office of the Surgeon General 
of the Army established USAMRIID on January 27, 1969. 
The facility replaced the U.S. Army Medical Unit (USAMU), 
which had been operating at the Fort Detrick, Maryland 
location since 1956. The USAMU had a mandate to con- 
duct research into the offensive use of biological and 
chemical weapons. This research was stopped by U.S. 
President Richard Nixon in 1969. In 1971 and 1972, the 
stockpiled biological weapons were destroyed. 


The defensive research that USAMU had been con- 
ducting, such as vaccine development, was continued by 
USAMRIID. In 1971, the facility was reassigned to the U.S. 
Army Medical Research and Development Command. Also 
in 1971, the centerpiece laboratory was completed. Con- 
struction of the high laboratory, which was designed to 
house and study highly infectious and dangerous micro- 
organisms, cost $14 million. 


Biocontainment capability. Laboratories have a rating sys- 
tem with respect to the types of microbes that can safety 
be studied. There are four levels possible. A typical univer- 
sity research lab with no specialized safety features (i.e., 
fume hood, biological safety cabinet, filtering of exhausted 
air) is a Biosafety Level 1. Progression to a higher level 
requires more stringent safety and biological controls. A 
Biosafety Level 4 laboratory is the only laboratory that can 
safely handle microbes such as the Ebola virus, Bacillus 


anthracis (the cause of anthrax), the Marburg virus, and 
hantavirus. 


USAMRIID has a 10,000 square foot Biosafety Level 4 
facility and 50,000 square feet of Biosafety Level 3. It is the 
largest high-level containment facility in the United States 
and is one of only three such units. The others are at the 
Centers for Disease Control and Prevention in Atlanta, 
Georgia, and San Antonio, Texas. A fourth level 4 labora- 
tory is planned for the Rocky Mountain Lab in Hamilton, 
Montana. 


Entry to the Level 4 area requires passage through 
several checkpoints and the keying in of a security code 
that is issued only after the person has been successfully 
vaccinated against the microorganism under study. All 
work in the level 4 lab is conducted in a pressurized 
and ventilated suit. Air for breathing is passed into the 
suit through a hose and is filtered so as to be free of 
microorganisms. 


The USAMRIID facility also contains a Biosafety Level 
4 patent ward. The ward can house people who have been 
infected during a disease outbreak or researchers who 
have been accidentally exposed to an infectious microbe. 
This ward was used in 1982 to care for two researchers 
from the Centers for Disease Control and Prevention who 
were exposed to rat blood contaminated with the virus 
that causes Lassa fever. The two researchers, along with 
three others thought to have been exposed to the virus 
remained in the containment ward until they were deter- 
mined to be free of infection. 


Equipment is also available that allows the Biosafety 
Level 4 conditions to be mimicked in the field. Thus, an 
infected person can be isolated at the site of an outbreak 
and transported back to Fort Detrick for medical treatment 
and study of the infection. 


Research andother activities. Theresearch staffat USAMRIID 
numbers over 500 people and includes physicians, 
microbiologists, molecular biologists, virologists, 
pathologists, and veterinarians. Among the support staff 
who assist the researchers are laboratory technicians who 
have volunteered to be test subjects during clinical trials 
of vaccines and drugs. 


As of late 2002, USAMRIID scientists have the ability 
to rapidly identify approximately 85 infectious microor- 
ganisms. Work is underway to develop protection against 
40 of the microbes. Vaccines are in various stages of 
development for 10 of the microbes including the highly 
infectious anthrax bacterium, and the Ebola and Marburg 
viruses. 


Researchers and support staff can also respond to 
disease outbreaks. On short notice, teams can journey to 
the site of the infection to begin an investigation. This 
response is often conducted in conjunction with person- 
nel from the Centers for Disease Control and Prevention. 
USAMRIID teams can also respond to combat. A portable 
laboratory to treat biological warfare casualties can be 
quickly set up near a battlefield. 
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One well-known USAMRIID response occurred in 1989, 
when an outbreak of an Ebola virus occurred at a primate 
holding facility in nearby Reston, Virginia. Some person- 
nel even became infected with the virus, which was later 
determined to be a different variety from that which causes 
hemorrhagic Ebola fever in humans. The response of the 
USAMRIID personnel was subsequently detailed in best- 
selling books and inspired popular movies. 


The facility has played an important role in several 
military campaigns. For example, it served as the medical 
support staging area for vaccines, drugs, and medical 
equipment during Operation Desert Storm and Desert 
Shield beginning in October 1990. During these cam- 
paigns, the threat of biological warfare, including the use 
of anthrax and Clostridium botulinum spores, was real. 
USAMRIID’s expertise in treating these infections was 
invaluable to the troops who were sent to Saudi Arabia 
and Kuwait. 


USAMRIID and domestic terrorism. in the aftermath of the 
September 11, 2001 terrorist attacks on targets in the 
United States, several letters containing anthrax spores 
were sent to various locations in the eastern United States 
via the United States Postal Service. The culprits have not 
been apprehended as of late 2002. Sequencing of the 
genetic material from the spores determined that the 
source of the anthrax was a strain of the microbe that had 
been developed in the USAMRIID labs in the 1980s. Whether 
the bacteria actually used in the incidents came from 
USAMRIID or from another lab that acquired the bacteria 
from USAMRIID has not been established. 


Between September 11 and the following May, 
USAMRIID received 31,000 samples, an average of almost 
4,000 per month, and performed over 260,000 tests. Dur- 
ing normal times four to six samples are analyzed each 
month. Before September 11, the Special Pathogens Sam- 
ple Test Laboratory had a staff of six. Since the crisis, a ten- 
fold increase in staff members work around the clock. 
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I STEPHANIE WATSON 


Onthe morning of October 12, 2000, as the Navy destroyer 
USS Cole sat anchored in the Yemeni port of Aden, a small 
boat packed with explosives rammed into its side, tearing 
a 40-foot hole through the ship’s outer hull, killing seven- 
teen sailors and wounding thirty-nine more. It was the 
deadliest attack against the United States military since 
1996, when a truck bomb exploded near an apartment 
complex in Dhahran, Saudi Arabia, killing 19 American 
servicemen. 


fl ship in hostile Waters. The Cole, one of the Arleigh Burke 
class of guided missile destroyers, was based in Norfolk, 
Virginia. The ship was on its way from the Red Sea to the 
Persian Gulf to help enforce United Nations sanctions 
against Iraq, when it made a routine stop in the Yemeni 
port of Aden for refueling. American intelligence officials 
had long been aware that Yemen was home to a number 
of Islamist fundamentalist groups. In the weeks before the 
attack, the country was home to violent demonstrations 
against the treatment of Palestinians in the Israeli-Pales- 
tinian conflict and America’s supposed pro-Israeli stance. 
Although Cole Commander Kirk Lippold had been told of 
no specific threat against his ship, it was on what is known 
as "Threat Condition Bravo”—the second highest of four 
threat levels. At alerts of that level, the ship’s guards were 
required to be on the lookout for small boats. 


No flags were apparently raised when a small fiber- 
glass boat approached the Cole. Eyewitnesses said the 
boat was helping the big destroyer with its mooring, when 
it pulled back to the Cole’s port side. The two men on 
board reportedly stood at attention before their boat ex- 
ploded, blowing a massive hole in the destroyer’s steel 
hull. Damage to the $1 billion warship was estimated at 
$250 million. 


Within hours of the explosion, Pentagon officials said 
they had reason to suspect a terrorist attack. FBI and CIA 
agents, as well as the Pentagon’s Fleet Anti-Terrorist Sup- 
port Team, were quickly sent to the scene to investigate. 
Within weeks, officials announced that they believed the 
blast to be the work of Osama bin Laden, the Saudi 
Arabian exile whose al-Qaeda terrorist network was also 
connected to the 1998 bombings of two American embas- 
sies in Kenya and the 1993 World Trade Center bombing. 
Al-Qaeda would later be linked to the September 11, 2001 
attacks on the World Trade Center and Pentagon. 


As the FBI and CIA began piecing together the evi- 
dence, they revealed that this wasn’t the first plot against 
U.S. military interests in the region. Intelligence officials 
said they had already foiled at least two attempted plots 
against American ships. In mid-September 2000, a CIA 
report indicated the possibility that terrorists would attack 
a warship in the Mediterranean using a boat filled with 
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United States Navy and Marine Corps security personnel patrol past the damaged destroyer USS Cole following the October 12, 2000, terrorist bombing attack 
on the ship in Aden, Yemen. ©AFP/CORBIS. 


explosives. And just two weeks before the attack, the Arab 
news channel Al Jazeera broadcast a video of bin Laden in 
which he made threats against the United States. 


A troubled investigation. Although American intelligence 
officials moved quickly after the USS Cole attack, the 
investigation hit a number of snags. Yemeni officials ques- 
tioned more than 1,500 people, yet they restricted Ameri- 
can officials’ access to key suspects. In June 2001, FBI 
agents were pulled out of Yemen because of credible 
evidence that there was a terrorist threat against them. 
The FBI and U.S. State Department disagreed over how to 
steer the investigation and deal with the uncooperative 
Yemeni government. The U.S. government still could not 
prove that al-Qaeda was behind the attack, and they were 
concerned that several key operatives remained at large, 
possibly planning more attacks against American interests. 


United States officials did make significant progress 
in their investigation, eventually capturing several key 
suspects in the attack. In October 2002, the FBI nabbed a 
senior al-Qaeda operative named Abd Al-Rahim al-Nashiri, 
who is suspected of masterminding the Cole attack, as 
well as plotting several other attacks against other U.S. 
and British warships. The following month, a CIA-launched 


missile killed Abu Ali (also known as Qaed Senyan), a man 
who was said to have played a major role in the Cole 
attack, as he was traveling with five other al-Oaeda mem- 
bers in Yemen. 
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I ADRIENNE WILMOTH LERNER 


The Liberty Incident refers to the June 8, 1967, attack on 
the United States intelligence ship Liberty by Israeli De- 
fense Forces. The Liberty was stationed near the Sinai 
Peninsula and charged with monitoring Soviet communi- 
cations to Soviet Arab allies during the Arab-Israeli Six 
Day War. Israeli troops reported they were taking fire from 
warships and deployed aircraft to find the source of en- 
emy fire. The planes found the Liberty and fired upon the 
vessel. Torpedo boats also seized upon the Liberty. The 
attack killed 34 Americans, wounded 171, and destroyed 
the American ship. Israeli forces claimed that they had 
misidentified the Liberty as a hostile ship and attacked the 
vessel in error. Although the event sparked controversy, 
the attack was soon ruled an accident. 


The USS Liberty was a World War ll-era freighter built 
in 1945. The vessel sailed in post-war operations in the 
Pacific until it was retired in 1958. At the height of Cold War 
tensions, the National Security Agency (NSA) refitted sev- 
eral older military ships, turning them into intelligence 
vessels. The Liberty-class ships were designed to track 
radio signals and monitor communications between the 
Soviet Union and its allies. The Liberty itself measured 
over 450 feet long and carried a crew of 290 military and 
intelligence personnel. 


The Liberty, like other ships in the intelligence fleet, 
was not constructed to be a warship. Navy and NSA 
officials assessed the risk of the ships encountering hos- 
tile forces was minimal, since all were to conduct opera- 
tions only in international waters. The Liberty carried 
minimal defensive weapons, with only four .50 caliber 
machine guns mounted on the ship’s deck. While the 
vessel was marked with its U.S. Navy identification num- 
ber and flew an American flag, the ship maintained radio 
silence during most of its operations. Since the ships 
conducted operations in international waters, the Ameri- 
can Navy rarely reported the position of its intelligence 
vessels to foreign intelligence services. Despite mission 
secrecy, the Liberty's national origin and electronic sur- 
veillance capabilities could be ascertained by trained, 
careful observers. 
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The Liberty's first mission as a refitted intelligence 
ship was monitoring radio communications off the coast 
of West Africa. As tensions grew between Israel and 
neighboring Arab nations, the Liberty was deployed to the 
eastern Mediterranean Sea. The vessel took on new per- 
sonnel, including technical specialists and linguists trained 
in Russian and Arabic. However, no specially trained 
Hebrew language experts were assigned to the Liberty. 
The Liberty was stationed 13 miles off the Gaza coast, 
precariously close to Israel and Egypt, and in the middle of 
the developing conflict in the Middle East. 


The presence of Soviet bombers in Alexandria strained 
U.S. relations with Egypt. As a result, diplomatic friendli- 
ness between Israel and the Unite States increased in an 
effort to halt Soviet backing of various Middle Eastern 
governments with military aid. The USS Liberty's mission 
was to conduct remote intelligence, listening to radio 
transmissions, to ascertain the status of Soviet bombers 
and military officers in Egypt. As the ship began its mis- 
sion, the Six-Day War erupted. Commander William 
McGonagle, Captain of the USS Liberty, requested a de- 
stroyer escort for his vessel, but the request was denied. 
Instead, U.S. Naval Command told McGonagle that jet 
fighter squadrons stationed on the island of Crete could 
provide rapid assistance if needed. A few hours later, U.S. 
Naval Command issued new orders to the Liberty to 
retreat further into international waters, 25 miles from 
the Sinai Peninsula. The Liberty never received the re- 
vised orders. 


The Liberty remained in its location. Assured that the 
new orders had been received and heeded by the crew, 
U.S. military forces assured allies in the United Nations 
that no American vessels were present in the war area. On 
June 8, 1967, Israeli troops reported that they were being 
fired on from vessels at sea. Israeli intelligence deployed 
jet fighters to scout for Egyptian and other hostile boats in 
the region. Jet fighter scouts mistakenly reported to Israeli 
Defense Force Command that they located the Egyptian 
vessel, E/ Quseir, which had attacked Israel forces the day 
before. However, the planes actually reported the location 
of the USS Liberty, which they had misidentified. 


Israeli forces swiftly attacked the Liberty with both jet 
fighters. The Liberty responded by turning its only weap- 
ons, the four .50 caliber machine guns, on the assaulting 
forces. The Israelis responded by launching napalm canis- 
ters and torpedoes from warships. The Liberty broke radio 
silence and tried to contact Israeli forces to identify the 
vessel as an American intelligence ship. However, Israeli 
forces had jammed the ship’s communications systems 
with extensive static. Finding an open channel, Liberty 
communications officers radioed U.S. air forces in Crete 
for assistance. Receiving the distress call, jet fighters were 
deployed to aid the besieged Liberty. However, U.S. mili- 
tary officials recalled the planes after discovering that the 
jet fighters were not equipped to repel the attack. Without 
defensive weapons or fighting assistance, the Liberty was 
quickly crippled. Crewmembers later reported that Israeli 
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Israeli planes and one or more torpedo boats mistakenly attacked this U.S. Navy research ship, the USS Liberty, in the Mediterranean Sea near the Sinai 


Peninsula in 1967. oBETTMANN/CORBIS. 


forces opened machine gun fire on men trying to escape 
the flaming wreckage. Radio operators onboard the Ameri- 
can ship finally sent a successful communication to Israeli 
forces, identifying the Liberty. 


The barrage ceased, and Israeli forces notified gov- 
ernment and intelligence officials, that they had mistak- 
enly fired upon an American vessel. The Israeli govern- 
ment reported the incident immediately to the United 
States embassy in Tel Aviv, and notified U.S. officials in 
Washington, D.C. United States Naval Command deployed 
nearby ships in a belated rescue effort. Before U.S. aid 
vessels arrived, Israeli and Soviet vessels in the area both 
offered assistance to the crew of the Liberty. McGonagle 
and his crew refused their aid. 


Though the incident was shrouded in secrecy for 
numerous years, the U.S. government declassified most 
of the documents surrounding the Israeli attack on the 
Liberty in the mid 1990s. Though some people, including 
various crewmembers, remain skeptical about the motive 
and nature of Israeli military actions against the ship, the 
Liberty Incident was officially ruled a “friendly fire” acci- 
dent. Volumes of documents and diplomatic evidence 
materials support this conclusion. 


In July 1967, the U.S. Navy conducted the first official 
investigation of the Liberty Incident. The investigation 
team collaborated Israeli accounts that the ship was hast- 
ily misidentified as result of wartime stresses on military 
and intelligence resources. The inquiry noted relatively 
calm seas prevented the ship’s flags from visible flight, 
and that jammed radios onboard the ship hampered com- 
munication. Furthermore, the Navy acknowledged that 
officials did not report the position of the USS Liberty to 
Israeli intelligence. Twelve subsequent, individual investi- 
gations, nine by the United States government and three 
by Israeli officials, concluded that the attack on the Liberty 
was the result of error. Israel officially apologized for the 
incident on several occasions, and paid $13 million in 
reparations. Despite the incident, the United States and 
Israel maintained increasingly good diplomatic relations. 
On December 17, 1987, the two governments formally 
closed diplomatic discussions on the incident. 


The USS Liberty was not the only Liberty-class intelli- 
gence vessel involved in an international incident. The 
Liberty's sister ship, the USS Pueblo was seized by North 
Korean forces while conducting surveillance missions in 
international waters off the Korean Peninsula. 
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USSTRATCOM (United States 
Strategic Command) 


United States Strategic Command, or USSTRATCOM, was 
formed by a 2002 merger between the Air Force Strategic 
Command and the U.S. Space Command. Located at 
Offutt Air Force Base in Nebraska, USSTRATCOM is one of 
nine unified commands in the Department of Defense. It 
serves as the command and control center for U.S. strate- 
gic forces, as well as military space operations, including 
the operation of military satellites. In its function as a 
strategic command center, it is responsible both for early 
warning against missile attack, as well as the launch of 
missiles in response. 


The Strategic Command portion of USSTRATCOM 
had its beginnings in March 1946, with the establishment 
of the U.S. Air Force Strategic Air Command (SAC) at 
Offutt. At the height of the Cold War, Offutt was the 
command center for the defense “triad”: the strategic 
bombers and ICBMs (intercontinental ballistic missiles) of 
the Air Force, and the U.S. Navy’s submarine-launched 
ballistic missiles. On June 1, 1992, with the Cold War over, 
SAC and the Navy’s Joint Strategic Target Planning Staff 
merged as the U.S. Strategic Command. Thenceforth, all 
planning, targeting, and wartime deployment of strategic 
forces would be under a single command, while the day- 
to-day operations remained with the respective services. 


The U.S. Space Command had its roots in the military 
launches that began in the wake of the Soviets’ deploy- 
ment of the Sputnik satellite in 1957. The most visible 
portions of the space program were the Pioneer and 
Apollo programs, but Army, Navy, and Air Force activities 
in space continued throughout the 1960s, 1970s, and 
1980s. In September 1985, the Joint Chiefs of Staff created 
the U.S. Space Command to unify these efforts. During the 
Persian Gulf War and other military engagements of the 
1990s, satellites under the Space Command assisted in 
surveillance, reconnaissance, and targeting. 


USSTRATCOM, established on October 1, 2002, is 
responsible both for early warning and defense against 
missile attack and long-range conventional attacks. It is 
also charged with deterring and defending against the 
proliferation of weapons of mass destruction. Some 2,500 
personnel, representing all four services, along with Depart- 
ment of Defense civilians and contractors, work at the 
command center. Located in the Underground Command 
Complex at Offutt, a two-level, 14,000-square-foot (1,301 
square mile) reinforced concrete and steel structure, the 
Command Center is housed alongside the Intelligence 
Operations Center, Weather Support Center, Force Status 
Readiness Center, and other support offices. 
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United States President George W. Bush authorized a 
program on December 13, 2002, which by its conclusion, 
will see approximately 500,000 military personnel vacci- 
nated against smallpox, along with an equal number of 
key healthcare providers in the United States. In the event 
of a biological attack that would expose Americans to 
smallpox, the affected citizens could then be quickly vacci- 
nated by the protected healthcare workers. Additionally, 
the vaccine will be offered to up to ten million police, 
firefighters, and other first responders to emergencies. 
Smallpox vaccination within three days of exposure will 
usually prevent development of the disease, or dramati- 
cally reduce its virulence. Plentiful stocks are on hand in 
the U.S. to respond to a large smallpox outbreak, and 
vaccine in quantities necessary for inoculation of the en- 
tire population of the United States are in production. By 
mid-2004, health officials plan to have smallpox vaccina- 
tions available on a voluntary basis for all Americans. 


An anthrax vaccine is also available and is only rou- 
tinely given to laboratory workers who are involved with 
B. anthracis study or cultures. Vaccination for anthrax 
prevention involves a series of six injections over an 18- 
month period. Over 500,000 military personnel received 
the vaccine as a precaution in 2002, but for the gen- 
eral population, including medical providers and first 
responders, the vaccine is not currently recommended as 
other options such as antibiotic treatment offer protection 
to individuals exposed to anthrax-causing bacteria. 


Diseases like anthrax and smallpox are among those 
microbial diseases that could be exploited as biological 
weapons. Indeed, anthrax was sent through the postal 
system to targets in the United States in the aftermath of 
the September 11, 2001 terrorist attacks in the U.S. Anthrax 
is a disease caused by the bacterium Bacillus anthracis, 
which can infect the skin, digestive tract, or lungs. Lung 


infection is often fatal. Smallpox is an extremely conta- 
gious disease that is caused by the variola virus. 


Vaccination refers to the procedure in which the pres- 
ence of acomponent of a microorganism such as a protein 
(the antigen) stimulates the defense mechanism of the 
host, which is known as the immune system, to form an 
antibody. Each antibody is formed in specific response to 
a particular antigen. The antibodies act to protect the host 
from future exposure to the antigen (immunity). Depend- 
ing on the disease and the nature of the vaccine, the 
immunity can last from a year or two (i.e., influenza) to a 
lifetime. 


Vaccination is protective against infection without the 
need of suffering through a bout of a disease. In this 
artificial process an individual receives the antibody-stimu- 
lating compound either by injection or orally. Some vac- 
cines like that for smallpox do contain live microorgan- 
isms, which can cause some discomfort and, in rare cases, 
more serious complications. Nonetheless, for most peo- 
ple, vaccination is a prudent step to avoid the threat of a 
disease. As of early 2003, only one healthcare worker 
having received the recent smallpox vaccine reported a 
related complication, a non-life threatening vaccina rash. 
Less than a dozen instances of complication (none consid- 
ered serious) have been reported among military person- 
nel receiving the vaccine. 


The technique of vaccination has been practiced since 
at least the early decades of the eighteenth century. Then, 
a common practice in Istanbul, Turkey was to retrieve 
material from the surface sores of a smallpox sufferer and 
rub the material into a cut on another person. The recipi- 
ent was often spared the ravages of smallpox. This prac- 
tice was noted by Lady Mary Wortley Montague, the wife 
of the British Ambassador Extraordinary to the Turkish 
court. Upon her return to England, she used her social 
standing to promote the benefits of this crude method of 
smallpox inoculation. Among those who were convinced 
was the Royal Family. Indeed, it became fashionable to 
receive an inoculation, partly perhaps it carried social 


| 221 | 


Encyclopedia of Espionage, Intelligence, and Security 


Vaccine Event Reporting System 


cache. The technique was refined by Edward Jenner into a 
vaccine for cowpox in 1796. 


Since Jenner's time, vaccines for a variety of bacterial 
and viral maladies have been developed. The material 
used for vaccination is one of four types. Some vaccines 
consist of living but weakened viruses. Such an attenuated 
vaccine does not cause an infection but does elicit an 
immune response. An example is the measles, mumps, 
and rubella (MMR) vaccine. The second type of vaccine 
can involve killed viruses or bacteria. The virus or bacteria 
need to be killed in a way that does not perturb their 
surfaces. This care is necessary to preserve the three- 
dimensional structure of surface molecules that stimulate 
the immune response. Agents such as alum can be used to 
enhance the immune response to the killed target, per- 
haps by exposing the antigen to the immune system for a 
longer time. A third type of vaccination involves a toxoid, 
which is an inactivated form of a toxin produced by the 
target bacterium. Examples of toxoid vaccines are the 
diphtheria and tetanus vaccines. Lastly, a biosynthetic 
vaccine can utilize a synthetic compound pieced together 
from portions of two antigens. The Hib vaccine is a biosyn- 
thetic vaccine. 


Vaccinations against some diseases occurs early in 
life. For example, during an infant's first two years of life, a 
series of vaccinations is recommended to develop pro- 
tection against hepatitis B, polio, measles, mumps, ru- 
bella (also called German measles), pertussis (also called 
whooping cough), diptheriae, tetanus (lockjaw), Haemo- 
philus influenzae type b, pneumococcal infections, and 
chickenpox. Multiple injections of the vaccine can be re- 
quired to ensure that the immunity that develops is long 
lasting. For example, vaccination against diphtheria, teta- 
nus, and pertussis is typically administered at 2 months of 
age, 4 months, 6 months, 15 to 18 months, and finally at 4 
to 6 years of age. 


A series of vaccinations such as the above triggers a 
greater production of antibody by the immune system. 


The immune cells that respond to the presence of an 
antigen in a vaccine are called lymphocytes. Prior to 
vaccination there are a multitude of lymphocytes, each of 
which recognizes a single specific protein or a portion of 
the protein. The presence of a specific antigen stimulates 
that lymphocyte that recognizes the antigenic target. That 
lymphocyte will then divide repeatedly and the daughter 
cells will produce antibody. Eventually, there are many 
daughter lymphocytes and a lot of antibody circulating in 
the body. 


If the antigen does not persist in the body, the produc- 
tion of antibodies will stop. But the lymphocytes that have 
been produced still retain the memory of the target pro- 
tein. When the target is presented again to the lympho- 
cytes, as happens in the second vaccination in a series, the 
many lymphocytes are stimulated to divide into daughter 
cells, which in turn form antibodies. This is because the 
immune cells that responded to the antigen upon the first 
exposure “remember” the antigen, and so can produce 
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even more antibody when presented with the antigen a 
second or third time. In immunological terms the immune 
cells are said to be “primed.” This form of antigenic 
memory can last for a lifetime for diseases such as diph- 
theria and pertussis. For other diseases such as tetanus 
adults should be vaccinated every ten years (a “booster 
shot”) in order to keep their bodies primed to fight the 
tetanus microorganism. 


Many vaccinations are given via injection. However, 
solutions that can be drunk are also used. The classic 
example is the oral vaccine to polio devised by Albert 
Sabin. Oral vaccination is often limited by the passage of 
the vaccine through the highly acidic stomach. In the 
future is hoped that the bundling of the vaccine in a 
protective casing will prevent the damage caused in the 
stomach. Experiments using bags made out of lipid mole- 
cules (liposomes) has demonstrated both protection of 
the vaccine and the ability to tailor the liposome release of 
the vaccine. 


While the benefits of vaccination are obvious, this 
protection against disease does not come without a risk. 
For a variety of vaccines, side effects are possible. For 
some vaccines, the side effects are minor. A person may, 
for example, develop a slight ache and redness at the site 
of injection. In some very rare cases, however, more 
severe reactions can occur, such as convulsions and high 
fever. The smallpox vaccine carries the risk of encephalitis 
(swelling of cells of the brain and spinal cord) in approxi- 
mately three to 12 people per million people vaccinated. 
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A vaccine is a medical preparation given to a person to 
provide immunity from a disease. Vaccines use a variety 
of different substances ranging from dead microorgan- 
isms to genetically engineered antigens to defend the 
body against potentially harmful antigens. Effective vac- 
cines change the immune system by promoting the devel- 
opment of antibodies that can quickly and effectively 
attack disease causing microorganisms or viruses when 
they enter the body, preventing disease development. 


Vaccine Development 


The development of vaccines against diseases including 
polio, smallpox, tetanus, and measles is considered among 
one of the great accomplishments of medical science. 
Researchers are continually attempting to develop new 
vaccinations against other diseases. In particular, vigor- 
ous research into vaccines for Acquired Immune Defi- 
ciency Syndrome (AIDS), cancer and Severe Acute Respi- 
ratory Syndrome (SARS) is currently underway. 


The first successful vaccine was developed from cow- 
pox as a treatment for smallpox. Coined by Louis Pasteur 
(1822-1895), the etymology of the term vaccine reflects 
this achievement. It is taken from the Latin for cow (vacca) 
and the word vaccinia, the virus that causes cowpox. 


Smallpox. The first effective vaccine developed treated 
smallpox, a virulent disease that killed thousands of its 
victims and left thousands of others disfigured. In one of 
the first forms of inoculation, the ancient Chinese devel- 
oped a snuff made from powdered smallpox scabs that 
was blown into the nostrils of uninfected individuals. 
Some individuals died from the therapy; however, in most 
cases, the mild infection produced offered protection from 
later, more serious infection. 


In the late 1600s, European peasants employed a 
similar method of immunizing themselves against small- 
pox. In a practice referred to as “buying the smallpox,” 
peasants in Poland, Scotland, and Denmark reportedly 
injected the smallpox virus under the skin to obtain 
immunity. 


Lady Mary Wortley Montague, the wife of the British 
ambassador to Turkey brought information on immuniza- 
tion back to Europe in the early 1700s. Montague reported 
that the Turks injected a preparation of smallpox scabs 
into the veins of susceptible individuals. Those injected 
generally developed a mild case of smallpox from which 
they recovered rapidly. Montague convinced King George 
| to allow trials of the technique on inmates in Newgate 
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Prison. Although some individuals died after receiving the 
injections, the trials were successful enough that variolation, 
or the direct injection of smallpox, became accepted medi- 
cal practice. Variolation also was credited with protecting 
United States soldiers from smallpox during the Revolu- 
tionary War. 


Edward Jenner (1749-1823), an English country phy- 
sician, observed that people who were in contact with 
cows often developed cowpox, which caused pox sores 
but was not life threatening. Those people never devel- 
oped smallpox. In 1796, Jenner tested the hypothesis that 
cowpox could be used to protect humans against small- 
pox. He injected a healthy eight-year-old boy with cowpox 
obtained from a milkmaid’s sore. The boy was moderately 
ill and recovered. Jenner then injected the boy twice with 
the smallpox virus, and the boy did not get sick. 


Modern knowledge of the immune system suggests 
that the virus that causes cowpox is similar enough to the 
virus that causes smallpox that the vaccine simulated an 
immune response to smallpox. Exposure to cowpox anti- 
gen stimulated the boy’s immune system, producing cells 
that attacked the original antigen as well as the smallpox 
antigen. The vaccine also conditioned the immune system 
to produce antibodies more quickly and more efficiently 
against future infection by smallpox. 


During the two centuries since its development, the 
smallpox vaccine gained popularity, protecting millions 
from contracting the disease. In 1979, following a major 
cooperative effort between nations and several interna- 
tional organizations, world health authorities declared 
smallpox the only infectious disease to be eradicated from 
the planet. 


Rabies. in 1885 Louis Pasteur (1822-1895) saved the life of 
Joseph Meister, a nine year old who had been attacked by 
a rabid dog. Pasteur’s series of experimental rabies vacci- 
nations on the boy proved the effectiveness of the new 
vaccine. 


Pasteur’s rabies vaccine, the first human vaccine cre- 
ated in a laboratory, was made of an extract gathered from 
the spinal cords of rabies-infected rabbits. The live virus 
was weakened by drying over potash. The new vaccina- 
tion was far from perfect, causing occasional fatalities and 
temporary paralysis. Individuals had to be injected 14 to 
21 times. 


The rabies vaccine has been refined many times. In 
the 1950s, a vaccine grown in duck embryos replaced the 
use of live virus, and in 1980, a vaccine developed in 
cultured human cells was produced. In 1998, the newest 
vaccine technology—genetically engineered vaccines— 
was applied to rabies. The new DNA vaccine cost a frac- 
tion of the regular vaccine. While only a few people die of 
rabies each year in the United States, more than 40,000 die 
worldwide, particularly in Asia and Africa. The less expen- 
sive vaccine will make vaccination far more available to 
people in less developed nations. 
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Polio. inthe early 1900s polio was extremely virulent in the 
United States. At the peak of the epidemic, in 1952, polio 
killed 3,000 Americans, and 58,000 new cases of polio 
were reported. 


In 1955 Jonas Salk (1914-1995) developed a vaccine 
for poliomyelitis. The Salk vaccine, a killed virus type, 
contained the three types of poliovirus that had been 
identified in the 1940s. In the first year the vaccine was 
distributed, dozens of cases of polio were reported in 
individuals who had received the vaccine or had contact 
with individuals who had been vaccinated. This resulted 
from an impure batch of vaccine that had not been com- 
pletely inactivated. By the end of the incident, more than 
200 cases had developed and 11 people had died. 


In 1961, an oral polio vaccine developed by Albert B. 
Sabin (1906-1993) was licensed in the United States. The 
Sabin vaccine, which uses weakened, live polio viruses, 
quickly overtook the Salk vaccine in popularity in the 
United States, and is currently administered to all healthy 
children. Because it is taken orally, the Sabin vaccine is 
more convenient and less expensive to administer than 
the Salk vaccine. 


Advocates of the Salk vaccine, which is still used 
extensively in Canada and many other countries, contend 
that it is safer than the Sabin oral vaccine. No individuals 
have developed polio from the Salk vaccine since the 1955 
incident. In contrast, the Sabin vaccine has a very small 
but significant rate of complications, including the devel- 
opment of polio. However, there has not been one new 
case of polio in the United States since 1975, or in the 
Western Hemisphere since 1991. Though polio has not 
been completely eradicated, there were only 144 con- 
firmed cases worldwide in 1999. 


Influenza. Developing a vaccine against the influenza virus 
is problematic because the viruses that cause the flu 
constantly evolve. Scientists grapple with predicting what 
particular influenza strain will predominate in a given 
year. When the prediction is accurate, the vaccine is effec- 
tive. When they are not, the vaccine is often of little help. 
However, the flu shot has had enough success that pedia- 
tricians are now recommending the vaccine for children 
older than 6 months. 


AIDS Vaccine Research 


Since the emergence of AIDS in the early 1980s, research 
for atreatment for the disease has resulted in clinical trials 
for more than 25 experimental vaccines. These range from 
whole-inactivated viruses to genetically engineered types. 
Some have focused on a therapeutic approach to help 
infected individuals to fend off further illness by stimulat- 
ing components of the immune system; others have ge- 
netically engineered a protein on the surface of HIV to 
prompt immune response against the virus; and yet oth- 
ers attempted to protect uninfected individuals. The chal- 
lenges in developing a protective vaccine include the fact 
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that HIV appears to have multiple viral strains and mutates 
quickly. 


In January 1999, a promising study was reported in 
Science magazine of anew AIDS vaccine created by inject- 
ing a healthy cell with DNA from a protein in the AIDS virus 
that is involved in the infection process. This cell was then 
injected with genetic material from cells involved in the 
immune response. Once injected into the individual, this 
vaccine “catches the AIDS virus in the act,” exposing it to 
the immune system and triggering an immune response. 
This discovery offers considerable hope for development 
of an effective vaccine. As of April, 2003, a vaccine for AIDS 
had not been proven in clinical trials. 


Cancer Vaccine Research 


Stimulating the immune system is considered key by 
many researchers seeking a vaccine for cancer. Currently 
numerous Clinical trials for cancer vaccines are in prog- 
ress, with researchers developing experimental vaccines 
against cancer of the breast, colon, and lung, among 
others. Promising studies of vaccines made from the 
patient’s own tumor cells and genetically engineered vac- 
cines have been reported. Other experimental techniques 
attempt to penetrate the body in ways that could stimulate 
vigorous immune responses. These include using bacte- 
ria or viruses, both known to efficiently circulate through 
the body, as carriers of vaccine antigens. These bacteria or 
viruses could be treated or engineered to make them 
incapable of causing illness. 


Vaccine Production 


The classic methods for producing vaccines use biological 
products obtained directly from a virus or a bacteria. 
Depending on the vaccination, the virus or bacteria is 
either used in a weakened form, as in the Sabin oral polio 
vaccine; killed, as in the Salk polio vaccine; or taken apart 
so that a piece of the microorganism can be used. For 
example, the vaccine for Streptococcus pneumoniae, which 
causes pneumonia, uses bacterial polysaccharides, car- 
bohydrates found in bacteria which contain large num- 
bers of monosaccharides, a simple sugar. The different 
methods for producing vaccines vary in safety and effi- 
ciency. In general, vaccines that use live bacterial or viral 
products are extremely effective when they work, but 
carry a greater risk of causing disease. This is most threat- 
ening to individuals whose immune systems are weak- 
ened, such as individuals with leukemia. Children with 
leukemia are advised not to take the oral polio vaccine 
because they are at greater risk of developing the disease. 
Vaccines which do not include a live virus or bacteria tend 
to be safer, but their protection may not be as great. 


The classic types of vaccines are all limited in their 
dependence on biological products, which often must be 
kept cold, may have a limited life, and can be difficult to 
produce. The development of recombinant vaccines— 
those using chromosomal parts (or DNA) from a different 
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organism—has generated hope for a new generation of 
man-made vaccines. The hepatitis B vaccine, one of the 
first recombinant vaccines to be approved for human use, 
is made using recombinant yeast cells genetically engi- 
neered to include the gene coding for the hepatitis B 
antigen. Because the vaccine contains the antigen, it is 
capable of stimulating antibody production against hepa- 
titis B without the risk that live hepatitis B vaccine carries 
by introducing the virus into the blood stream. 


DNA vaccines. As medical knowledge has increased—par- 
ticularly in the field of DNA vaccines—researchers are 
working towards developing new vaccines for cancer, 
melanoma, AIDS, influenza, and numerous others. Since 
1980, many improved vaccines have been approved, in- 
cluding several genetically engineered (recombinant) types 
which first developed during an experiment in 1990. These 
recombinant vaccines involve the use of so-called “naked 
DNA.” Microscopic portions of a virus’s DNA are injected 
into the patient. The patient’s own cells then adopt that 
DNA, which is then duplicated when the cell divides, 
becoming part of each new cell. Researchers have re- 
ported success using this method in laboratory trials against 
influenza and malaria. These DNA vaccines work from 
inside the cell, not just from the cell’s surface, as other 
vaccines do, allowing a stronger cell-mediated fight against 
the disease. Also, because the influenza virus constantly 
changes its surface proteins, the immune system or vac- 
cines cannot change quickly enough to fight each new 
strain. However, DNA vaccines work on a core protein, 
which researchers believe should not be affected by these 
surface changes. 


Jaccination programs. The Children’s Vaccine Initiative, 
supported by the World Health Organization, the United 
Nations’ Children’s Fund, and other organizations, are 
working diligently to make vaccines easier to distribute in 
developing countries. More than four million people, mostly 
children, die every year from preventable diseases. Annu- 
ally, measles kills 1.1 million children worldwide; whoop- 
ing cough (pertussis) kills 350,000; hepatitis B 800,000; 
Haemophilus influenzae type b (Hib) 500,000; tetanus 
500,000; rubella 300,000; and yellow fever 30,000. Another 
8 million die from diseases for which vaccines are still 
being developed. These include pneumococcal pneumo- 
nia (1.2 million); acute respiratory virus infections (400,000), 
malaria (2 million); AIDS (2.3 million); and rotavirus 
(800,000). In August 1998, the Food and Drug Administra- 
tion approved the first vaccine to prevent rotavirus—a 
severe diarrhea and vomiting infection. 


Effective vaccines have limited many of the life-threat- 
ening infectious diseases. In the United States, children 
starting kindergarten are required to be immunized against 
polio, diphtheria, tetanus, and several other diseases. 
Other vaccinations are used only by populations at risk, 
individuals exposed to disease, or when exposure to a 


disease is likely to occur due to travel to an area where the 
disease is common. These include influenza, yellow fever, 
typhoid, cholera, and Hepatitis A and B. 


The measles epidemic of 1989 was a graphic display 
of the failure of many Americans to be properly immu- 
nized. A total of 18,000 people were infected, including 41 
children who died after developing measles, an infectious, 
viral illness whose complications include pneumonia and 
encephalitis. The epidemic was particularly troubling be- 
cause an effective, safe vaccine against measles has been 
widely distributed in the United States since the late 
1960s. By 1991, the number of new measles cases had 
started to decrease, but health officials warned that mea- 
sles remained a threat. 


This outbreak reflected the limited reach of vaccina- 
tion programs. Only 15% of the children between the ages 
of 16 and 59 months who developed measles between 
1989 and 1991 had received the recommended measles 
vaccination. In many cases parents erroneously reasoned 
that they could avoid even the minimal risk of vaccine side 
effects “because all other children were vaccinated.” 


Nearly all children are immunized properly by the 
time they start school. However, very young children are 
far less likely to receive the proper vaccinations. Problems 
behind the lack of immunization range from the limited 
health care received by many Americans to the increasing 
cost of vaccinations. Health experts also contend that 
keeping up with a vaccine schedule, which requires re- 
peated visits, may be too challenging for Americans who 
do not have a regular doctor or health provider. 


Internationally, the challenge of vaccinating large num- 
bers of people has also proven to be immense. Also, the 
reluctance of some parents to vaccinate their children due 
to potential side effects has limited vaccination use. Par- 
ents in the United States and several European countries 
have balked at vaccinating their children with the pertussis 
vaccine due to the development of neurological complica- 
tions in a small number of children given the vaccine. 
Because of incomplete immunization, whooping cough 
remains common in the United States, with 30,000 cases 
and about 25 deaths due to complications annually. One 
response to such concerns has been testing in the United 
States of a new pertussis vaccine that has fewer side 
effects. 


Jaccines against biological weapons. The United States 
Centers for Disease Control have identified six diseases 
that are the most likely to be used in biological weap- 
ons. They are smallpox, anthrax, plague, botulism, tu- 
laremia and viral hemorrhagic fevers. Vaccines against 
these diseases are in various stages of development and 
dissemination. 


After smallpox was eradicated from the United States 
in 1972, vaccination against the disease was discontinued. 
As aresult, there are a substantial number of people in the 
United States that have never been exposed to the virus. A 
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majority of those vaccinated may have waning immunity 
because the smallpox vaccine provides a high level of 
immunity for approximately five years, with declining 
immunity thereafter. The United States has recently stock- 
piled enough vaccine to control an outbreak in case of a 
crisis, and plans are underway to increase vaccine produc- 
tion until stockpiles include enough vaccine to inoculate 
the entire U.S. population against smallpox. 


Anthrax is of particular note as a biological weapon 
because it is an airborne pathogen that can be used in 
conjunction with traditional weapons. A vaccine against 
anthrax has recently been developed and it consists of a 
series of six subcutaneous injections. Because antibiotics 
are effective against the disease, the vaccine is currently 
only administered to populations at high risk, such as 
military personnel and researchers who handle the bacte- 
rium that causes anthrax. 


Tularemia is caused by the bacterium Francisella 
tularensis, which is an extremely infectious airborne 
pathogen. Tularemia is usually treated with antibiotics, 
but a vaccine has been developed and the Food and Drug 
Administration is currently testing it. To date the vaccine 
has only been administered to laboratory workers who 
contact the pathogen on a regular basis. 


Vaccines against several diseases that are of concern 
as biological weapons have not yet been developed. Plague 
is caused by a bacterium Yersina pestis that is often 
carried by rat mites. Although research is ongoing, there is 
no vaccine against this disease and one is unlikely to be 
developed for several years. Botulism is caused by a 
toxin produced by the bacterium Clostridium botulinum. 
Although an antitoxin that reduces the severity of the 
symptoms is available, there is no vaccine against botu- 
lism. Viral hemorrhagic fevers are caused by any one of 
several viruses including Ebola, Marburg, Lassa and 
Machupo. No vaccine against these pathogens is cur- 
rently available. 
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Variola virus (or variola major) is the virus that causes 
smallpox. The virus is one of the members of the poxvirus 
group (Poxviridae) and it is one of the most complicated 
animal viruses. The variola virus is extremely virulent and 
is among the most dangerous of all the potential biologi- 
cal weapons. 


The variola virus particle is shaped like a biconcave 
brick 200 to 400 nm long. Its inner compartment contains a 
highly compressed double strand of deoxyribonucleic 
acid as well as about 100 proteins and 10 viral enzymes. 
The enzymes are used in nucleic acid replication. Variola 
DNA contains about 250,000 base pairs, which make up 
about 200 genes. The depressions in the brick shape 
contain structures called lateral bodies, whose function is 
unknown. Two layers of membrane surround the outside 
of the virus. The outer layer is covered with spikes 20 nm 
long that are sometimes arranged helically. 


The variola virus attaches to membrane receptors on 
the exterior of the host cell. The exact mechanisms in- 
volved in the binding to and penetration of the host 
membrane are not known. As it enters the cell, however, 
the virus loses its exterior membrane coat. Once inside the 
cell the interior membrane layer is removed and the vi- 
rus’s proteins, enzymes and DNA are released into the 
cytoplasm of the host cell where viral replication and 
assembly takes place. The first step in replicating the virus 
DNA involves a particular set of virus enzymes called Type 
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| topiosomerase enzymes, which uncoil the compressed 
strands of variola DNA and aid in replicated the early 
genes. The second step of genome replication involves 
replicating the late genes. During the replication of the 
variola DNA, large concatamers are formed and subse- 
quently cleaved to form individual virus genomes. The 
variola virus appears to be able to replicate itself without 
using any of the host cell’s replication machinery. Individ- 
ual viruses are assembled with the help of the Type | 
topiosomerase enzymes. It is thought that viral mem- 
branes are taken from the cisternae between the host's 
Golgi apparatus and endoplasmic reticulum. As new viruses 
are released from the host cell, this Golgi derived mem- 
brane is traded for the host’s cell membrane. Release 
occurs about 12 hours after initial infection. The produc- 
tion of variola virus by the host cell usually results in host 
cell death. 


Variola virus infects only humans and can be easily 
transmitted from person to person via the air. Inhalation of 
only a few virus particles is sufficient to establish an 
infection. Transmission of the virus is also possible if 
items such as contaminated linen are handled. The com- 
mon symptoms of smallpox include chills, high fever, 
extreme tiredness, headache, backache, vomiting, sore 
throat with a cough, and sores on mucus membranes and 
on the skin. As the sores burst and release pus, the af- 
flicted person can experience great pain. Males and fe- 
males of all ages are equally susceptible to infection. Prior 
to smallpox eradication approximately one third of pa- 
tients died—usually within a period of two to three weeks 
following appearance of symptoms. 


The origin of the variola virus in not clear. However, 
the similarity of the virus and cowpox virus has prompted 
the suggestion that the variola virus is a mutated version 
of the cowpox virus. The mutation likely allowed to virus 
to infect humans. If such a mutation did occur, then it is 
possible that when early humans became more agricul- 
tural and less nomadic, there may have been selective 
pressure for the cowpox virus to adapt the capability to 
infect humans. 


Vaccination to prevent infection by the variola virus 
was established in the 1700s. English socialite and public 
health advocate Lady Mary Wortley Montagu popularized 
the practice of injection with the pus obtained from small- 
pox sores as a protection against the disease. This tech- 
nique became known as variolation. Late in the same 
century, Edward Jenner successfully prevented the occur- 
rence of smallpox by an injection of pus from cowpox 
sores. This was the first vaccination. Vaccination against 
smallpox has been very successful, and the variola virus is 
the only pathogenic virus that has been eliminated from 
the natural environment. The last recorded case of small- 
pox infection was in 1977. Routine vaccination against 
smallpox was discontinued in the 1980s. 


Inthe late 1990s, a resolution was passed at the World 
Health Assembly directing that the remaining stocks of 
variola virus be destroyed to prevent the reemergence of 
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smallpox and the misuse of the variola virus as a biologi- 
cal weapon. At the time only two high-security laborato- 
ries were thought to contain variola virus stock: the Cen- 
ters for Disease Control and Prevention in Atlanta, Georgia, 
and the Russian State Center for Research on Virology and 
Biotechnology in Koltsovo, Russia. However, this decision 
was postponed until 2002, and now the United States 
government has indicated its unwillingness to comply 
with the resolution because of security issues related to 
potential bioterrorism. Destruction of the stocks of variola 
virus would deprive countries of the material needed to 
prepare vaccine in the event of the deliberate use of the 
virus as a biological weapon. This scenario has gained 
more credence in the past decade, as terrorist groups have 
demonstrated the resolve to use biological weapons, in- 
cluding smallpox. In addition, intelligence agencies in 
several Western European countries issued opinions that 
additional stocks of the variola virus exist in other than the 
previously authorized locations. 
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Venezuela, Intelligence 
and Security 


Since civilian government was restored in 1958, the 
Venezuelan military and intelligence organizations have 
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generally operated under the control of a representative 
democratic government and a succession of democrati- 
cally elected presidents. 


Prior to 1958 Venezuela was governed by a series of 
caudillosor (military or military-controlled governments). 
Post-World War Il transformations in the economy, spurred 
by the discovery of major oil reserves, resulted in both 
internal and external pressures to reform Venezuelan 
government. 


Venezuela is a member of OPEC (Organization of 
Petroleum Exporting Countries), the world’s fifth-larg- 
est oil producer, and is a major supplier of oil to the 
United States. 


In 2000, social unrest again began to increase in 
Venezuela and general strikes shut down the oil industry. 
As of May 2003, confrontations between strikers and gov- 
ernment forces have imperiled the continuation in office 
of chief of state President Hugo Chavez. The military has 
shown signs of impatience with Chavez’s inability to re- 
store order and start an economic recovery. Rumor of 
coup attempts started to surface in late 2002. 


Venezuela continues to be a major exporter of co- 
caine to the U.S. and local drug-related battles along the 
border are frequent. 


Venezuela’s armed forces include the National Armed 
Forces (Fuerzas Armadas Nacionales, Naval Forces (Fuerzas 
Navales), Air Force (Fuerzas Aereas), Armed Forces of 
Cooperation or National Guard (Fuerzas Armadas de 
Cooperacion or Guardia Nacional). 


Venezuela’s intelligence agency is the Intelligence 
and Preventive Services Directorate (DISIP) but National 
Guard units have also cooperated with CIA operations. 


Because of alleged involvement in the support of 
drug trafficking, sales of U.S. military hardware, including 
F-16s, in 1983 was highly controversial. At the time Vene- 
zuela was seen as one of the most stable Latin American 
countries and a U.S. allies against leftist intervention in 
Central and South America. 
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The Venona Project was the United States Army’s Signal 
Intelligence Service, and later the National Security Agency, 
operation to intercept and decrypt high-level Soviet diplo- 
matic communications. The project formally began dur- 
ing World War Il, though Soviet communications had 
been monitored occasionally since World War I. The long- 
running Venona Project spanned the length of the Cold 
War, ending in 1980 at the beginning of the period of 
détente preceding the fall of the Soviet Union. Venona 
decrypts lead to the arrest of several Soviet NKVD, later 
KGB, agents operating in the United States, and gave U.S. 
intelligence information regarding Soviet infiltration of 
sensitive government departments and classified projects. 


Key breakthroughs. The U.S. Army's Signal Intelligence 
Service formally began the top-secret Venona Project on 
February 1, 1943. A team of cryptologists established 
project headquarters in the building of a former girls’ 
school in Arlington, Virginia. The location became known 
as Arlington Hall. The Venona team began the difficult task 
of deciphering Soviet diplomatic intercepts gathered by 
U.S. intelligence since 1939. The collection was unsorted, 
unanalyzed, and in disarray, but the small Arlington Hall 
team quickly made key breakthroughs that allowed lim- 
ited interpretation of the Soviet communications. 


After sorting the intercepts by cipher system, origin, 
and recipient, cryptologists discovered that certain ci- 
phers were used for certain missions. Diplomatic inter- 
cepts were different from Soviet intelligence communica- 
tions, but many of the codes were variations of each other. 
In all, the initial team identified five separate cryptological 
systems. 


Several key breakthroughs in the Venona Project 
facilitated the monitoring of Soviet communications by 
the U.S. intelligence community. Cryptographer Cecil Phil- 
lips observed mathematical patterns in one of the Soviet 
cryptosystems. While the full decoding of these messages 
remained illusive, the Arlington Hall team was able to 
identify intercepts from KGB communications. In October 
1943, an archaeologist working as a wartime code breaker, 
Richard Hallock, discovered repetitions and patterns within 
other Soviet codes. This breakthrough lead to the first 
partial decoding of Venona intercepts. 


Over the next three years, the Arlington Hall team 
made substantial progress on cracking various Soviet 
codes. By 1943, most of the intercepts were double- 
ciphered, utilizing not only the Soviet codes, but also a 
mathematical encryption system. Without the fortune of 
recovering a lost Soviet codebook or cipher machine, 
Arlington Hall code breakers labored to break the complex 
code system by hand. By the end of World War II, inter- 
cepted Soviet communications were being decoded and 
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USSR Ref. No: S/NBF/T284 (of 23/12/1952) 
p Issued: E5957 
Copy Wo: x 0 5 
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THE SHADOWING OF "GILT" (1945) 


i From: Now YORK - 10) 
To: MO3CO’ 
No: 87 49 Jan. 45 
To vixtor(?], 
[16 groups unrecovered ] 
zenzmnoviit } 


> [18 -groups urecovered ] 
puLttmrltii] ana allegedly KexanskrsLiv] 
[21 groups unrecoverable] 


the last three weeks GUT fxouzr ]L¥] and DALLIN have been in a great panto] 
GN.T has noticed that he is being intensivoly shadowed; moreovor he and Del 
have recoiyed Tomingas by telephone from some persons or other that Ci THAGE | 
(x.RFGEN][vit! is preparing to hand GNAT over to the HOUSE [DQ1]Lviti], GNAT 
is alarmed by the incessant shadowing and is said to be hiring two bodyguards. 
D. says that he supposes that it is the "gpy"(ix] which is having GUAT shadowed, 
preparing to do away with him. 


Tho work [OFORLENTS] on GNAT ia being carried out by Kanrl=] and 
JEMAND (ZhunNall:d]. KANT is eoquainted with GNAT personally, but [Bé for the 
most part] gots his information through a neighbour[a]. 


-.- — sa 


Distribution at ai [Continued overleaf] 
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A decoded 1945 message suggesting worry about a soviet defector codenamed “Gnat” (Viktor Andreevich Kravchenko), one of thousands of secret KGB and 
GRU messages intercepted and decoded by the U.S. Signals Intelligence Unit, which was codenamed VENONA. nsa arcHives. 
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read with some success, but the process of translating and 
analyzing the decrypted messages was painstakingly slow. 


Denona intelligence. The first successful uses of intelligence 
information gathered by the Venona Project came in 1945. 
Though Venona intercepts could only be deciphered in 
part, and yielded scant information, two events verified 
their accuracy and uncompromised nature. As Cold War 
and anti-communist tensions rose in the United States, 
the FBI investigated the claims of several people who 
professed to have knowledge of Soviet espionage activi- 
ties. Agents questioned Whittaker Chambers, who, as 
early as the 1930s, reported details of suspected Soviet 
espionage within the U.S. government. His claims had 
gone unnoticed in the previous decade, but Whittaker 
provided information on Soviet agents consistent with 
similar information in Venona intercepts. Later the same 
year, Elizabeth Bentley, a minor KGB agent and courier, 
provided FBI agents with a list of Soviet spies operating in 
the United States, and their codenames. Some of the 
codenames Bentley provided matched names that fre- 
quently appeared in Venona project messages. U.S. intel- 
ligence was thus assured that Soviet intelligence had no 
knowledge of the Venona Project, or the degree to which 
the security of Soviet diplomatic and intelligence commu- 
nications had been compromised. 


The following year, analyst Meredith Gardner de- 
coded several portions of KGB messages, furthering 
decryption efforts begun on the cipher system by Cecil 
Phillips. The Venona team concentrated on decoding in- 
telligence communications between Moscow and a KGB 
stronghold in New York City. Gardner decoded messages 
relayed two years earlier in 1944. In the wartime commu- 
nications, Soviet officials discussed plans for foreign es- 
pionage, counterintelligence measures, and high-level se- 
cret American projects. Among the secrets passed between 
the New York KGB Residence and Moscow headquarters 
were communications regarding U.S. weapons develop- 
ment. Venona intercepts analyzed by Gardner revealed 
that Soviet intelligence gained top-secret information on 
the Manhattan Project, the United State’s effort to develop 
the atomic bomb. Arlington Hall provided U.S. intelli- 
gence with evidence of an extensive Soviet espionage 
campaign within the United States. Venona intercepts 
also yielded information about Soviet intelligence efforts 
in Latin America and Western Europe. 


As Venona intercepts yielded more information about 
Soviet infiltration of other Allied governments, United 
States officials shared the intelligence with Britain and 
France. In 1948, British cryptologists joined the Venona 
team. The Venona project monitored Soviet communica- 
tions in the United States and Britain, ferreting out under- 
cover Soviet intelligence agents in both governments. 
United States Venona intelligence was sent to the FBI and 
CIA, while MI-5 and MI-6 processed information from the 
British team. 
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Breaking the Soviet espionage network in the United States. 
Information from Venona intercepts led to the arrest of 
several Soviet spies in the United States. Since Venona 
documents were not analyzed as they were received, 
however, most of those identified foreign agents had 
given secrets to the Soviets during World War Il. Though 
the Soviet Union was a military ally of the United States 
during the war, sharing secret information remained ille- 
gal. Immediately following the war, relations between the 
two counties deteriorated. Thus most of the Venona inter- 
cepts were translated and analyzed in the light of Cold War 
tensions. 


Among the Soviet agents first identified by Venona 
communications were State Department officers Alger 
Hiss and Laurence Duggan who gave the Soviets wartime 
intelligence. Lauchlin Currie, a friend and aide to President 
Franklin D. Roosevelt, notified Soviet intelligence when 
agents operating in the United States were dubbed suspi- 
cious by U.S. intelligence and law enforcement. Duncan 
Lee, an assistant to OSS Chief William Donovan, divulged 
a plethora of intelligence secrets to Moscow. Three mem- 
bers of the Treasury Department sold the Soviets weap- 
ons designs, economic assessments, and other classified 
information. An NSA linguist, William Weisband, who 
briefly contributed to Venona by translating intercepts, 
notified Soviet intelligence of the project’s existence. 


After this early wave of arrests in the 1950s, several 
more agents were discovered and taken into custody in 
the following decades. However, the most notorious, and 
perhaps the most threatening to national security, of the 
agents identified by Venona intercepts was the network of 
Soviet atomic spies. Venona intercepts proved that Soviet 
agents had infiltrated most areas of the Manhattan Pro- 
ject, and had obtained secrets from ultra-secure sites such 
as the Oak Ridge and Los Alamos. In 1947, Gardner discov- 
ered that the Soviets had placed several intelligence sources 
in the War Department. While Gardner uncovered several 
dozen codenames in communications regarding atomic 
secrets, Venona intercepts added to the cases against 
spies Klaus Fuchs, Theodore Hall, and Julius Rosenberg. 


The team first cracked Rosenberg’s codenames, Lib- 
eral and Antenna, because of a carelessly coded intercept 
that used both of his cryptonym and also discussed his 
wife, Ethel, using her real name. The trial of Julius and 
Ethel Rosenberg drew a mixed public reaction. Federal 
prosecutors relied on other evidence, most of which was 
not as compelling, to convict most Soviet informants 
rather than expose Venona to the public. Historians and 
journalists who later investigated anomalies in the Ros- 
enberg case similarly did not have access to Venona 
documents. Several cases, including that of the Rosen- 
bergs, remained contentious within the general public 
until Venona documents began to be declassified in the 
mid-1990s. 


Venona intercepts not only provided American and 
British intelligence with the identities of Soviet spies, they 
also provided information regarding Soviet intelligence 
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tradecraft. Through Venona communications, the U.S. 
intelligence community learned how the Soviet network 
functioned. Venona documents illustrate how agents were 
recruited. The messages detailed the use of dead letter 
drops and the process for arranging meetings between 
agents. Venona intercepts provided information on Soviet 
counterintelligence operations and efforts to locate defec- 
tors in the United States. 


The legacy of Denona. During the course of the Venona 
Project, nearly 2,200 messages were intercepted, decoded, 
and translated. Though the project officially spanned dec- 
ades, its greatest successes were in the first decade of the 
Cold War. The Arlington Hall team decoded most KGB 
messages intercepted between 1947 and 1952. Soviet 
diplomatic messages, which used a less complicated ci- 
pher and encryption system, were routinely broken until 
the Soviets changed the cipher in 1957. Messages were 
often reworked by intelligence personnel, especially when 
trying to crack recurring codenames. 


While the Venona Project was largely a success for 
the United States, it did have limitations. Messages were 
difficult to decipher, and the project did not decode mes- 
sages in real time. In the earliest years of the project, code 
breakers worked on intercepts that were two and three 
years old. The process was accelerated in 1953 when 
Venona code breakers received from U.S. military intelli- 
gence the remains of a partially charred Soviet codebook. 
The book aided cryptographers in breaking the overlaying 
encryption system of several codes. 


The Venona project was so secretive that intelligence 
officials did not brief President Harry Truman on its exist- 
ence for several years. Regardless of its secrecy in the 
United States, Soviet intelligence learned of the operation 
and conducted counterintelligence against the Venona 
Project. KGB defectors, agents who fled the Soviet Union 
for the United States and cooperated with U.S. officials, 
told U.S. intelligence that KGB headquarters had limited 
knowledge of the communications surveillance program. 
Soviet officials placed their confidence in their encryption 
systems and did not order an immediate change of codes 
to protect communications security. Soviet double agent 
and master spy Kim Philby visited Arlington Hall for 
briefings while stationed in Washington, D.C. between 
1949 and 1951. Whether Philby provided KGB headquar- 
ters with a detailed report of Venona operations remains 
unknown, but again, the Soviets did not quickly change 
their cipher systems. 


One of the most contentious assertions of Venona 
intelligence is the involvement of American political or- 
ganizations, especially the American Communist Party, in 
Soviet-led espionage against U.S. interests. Venona intel- 
ligence was used to seek out Soviet agents of espionage, 
but some charge that the project conducted surveillance 
on citizens and contributed to McCarthy era anti-commu- 
nist hysteria among government officials. Recently de- 
classified Venona documents show real links between a 


few radical socialist and communist organizations in the 
United States, and Soviet espionage during the 1940s 
through 1960s. However, the majority of American social- 
ist and communist organizations were never mentioned in 
Venona messages and bore no connection to Soviet es- 
pionage efforts. 


In 1995, the National Security Agency officially ac- 
knowledged the existence of the Venona Project and be- 
gan the process of declassifying related documents. The 
declassified materials include project plans and specifica- 
tions, case files, and copies of the decoded Soviet intercepts. 
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E JUDSON KNIGHT 


The Vietnam War was a struggle between communist and 
pro-western forces that lasted from the end of World War 
Il until 1975. The communist Viet Minh, or League for the 
Independence of Vietnam, sought to gain control of the 
entire nation from its stronghold in the north. Opposing it 
were, first, France, and later the United States and United 
Nations forces, who supported the non-communist forces 
in southern Vietnam. In 1975, in violation of a 1973 peace 
treaty negotiated to end United States military involve- 
ment in South Vietnam and active war against North 
Vietnam, North Vietnamese forces and South Vietnamese 
communist sympathizers seized control of South Vietnam 
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Converted T-28 trainer aircraft and 250-pound bombs used by Meo pilots of Vang Pao’s “mini-Air Force,” a ClA-sponsored unit that fought against the North 
Vietnamese in northern Laos in 1972. oBETTMANN/CORBIS. 


and reunited the two countries into a single communist 
country. 


American involvement in Vietnam has long been a 
subject of controversy. The fighting depended, to a greater 
extent than in any conflict before, on the work of intelli- 
gence forces. Most notable among these were various 
U.S. military intelligence organizations, as well as the 
Central Intelligence Agency (CIA). 


Early stages. Led by Ho Chi Minh (1890-1969), the Viet 
Minh aligned themselves with the Soviets from the 1920s. 
However, they configured their struggle not in traditional 
communist terms as a class struggle, but as a war for 
national independence and unity, and against foreign 
domination. Vietnam at the time was under French control 
as part of Indochina, and World War Il provided the first 
opportunity for a Viet Minh uprising against the French, in 
1940. France, by then aligned with the Axis under the 
Vichy government, rapidly suppressed the revolt. Nor did 
the free French, led by General Charles de Gaulle, wel- 
come the idea of Vietnamese independence. 


After the war was over, de Gaulle sent troops to 
resume control, and fighting broke out between French 
and Viet Minh forces on December 19, 1946. On May 7, 
1954, the French garrison at Dien Bien Phu fell to the Viet 
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Minh after an eight-week siege. Two months later, in July 
1954, the French signed the Geneva Accords, by which 
they formally withdrew from Vietnam. 


The Geneva Accords divided the country along the 
17th parallel, but this division was to be only temporary, 
pending elections in 1956. However, in 1955 Ngo Dinh 
Diem declared the southern portion of the nation the 
Republic of Vietnam, with a capital at Saigon. In 1956, 
Diem, with the backing of the United States, refused to 
allow elections, and fighting resumed. The conflict was 
now between South Vietnam and the communist republic 
of North Vietnam, whose capital was Hanoi. Fighting the 
Army of the Republic of Vietnam (ARVN) were not only the 
regular army forces of the North Vietnamese Army (NVA), 
but also Viet Cong, guerrillas from the South who had 
received training and arms from the North. 


American involvement. President Dwight D. Eisenhower had 
already sent the first U.S. military and civilian advisers to 
Vietnam in 1955, and four years later, two military advis- 
ers became the first American casualties in the conflict. 
The administration of President John F. Kennedy greatly 
expanded U.S. commitments to Vietnam, such that by late 
1962 the number of military advisers had grown to 11,000. 
Atthe same time, Washington's support for the unpopular 
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Former South Vietnamese commando Tran Quoc Hung, left, with fellow commando Pham Ngoc Khanh were recruited by the CIA as intelligence gatherers 
during the 1960s and 1970s. Both sought recognition for Vietnamese commandos who aided the CIA and the Deaprtment of Defense during the Vietnam conflict. 
AP/WIDE WORLD PHOTOS. 


Diem had faded, and when American intelligence learned 
of plans for a coup by his generals, the United States did 
nothing to stop it. Diem was assassinated on Novem- 
ber 1, 1963. 


Under President Lyndon B. Johnson, U.S. participa- 
tion in the Vietnam War reached its zenith. The beginnings 
of the full-scale commitment came after August 2, 1964, 
when North Vietnamese gunboats in the Gulf of Tonkin 
attacked the U.S. destroyer Maddox. Requesting power 
from Congress to strike back, Johnson received it in the 
form of the Gulf of Tonkin Resolution, which granted the 
president virtual carte blanche to prosecute the war in 
Vietnam. 


High point of the War. As a result of his strengthened 
position to wage war, and still enjoying broad support 
from the American public, Johnson launched a bombing 
campaign against North Vietnam in late 1964, and again in 


March 1965, after a Viet Cong attack on a U.S. installation 
at Pleiku. By June 1965, as the first U.S. ground troops 
arrived, U.S. troop strength stood at 50,000. By year’s end, 
it would be near 200,000. 


General William C. Westmoreland, who had assumed 
command of U.S. forces in Vietnam in June 1964, main- 
tained that victory required a sufficient commitment of 
ground troops. Yet by the mid-1960s, the NVA had begun 
moving into the South via the Ho Chi Minh Trail, and as 
communist forces began to take more villages and ham- 
lets, they seemed poised for victory. Johnson pledged 
greater support, but despite growing number of ground 
troops and intensive bombing of the North in 1967, U.S. 
victory remained elusive. 


The turning point in the U.S. effort came on January 
30, 1968, when the NVA and Viet Cong launched a surprise 
attack during celebrations of the Vietnamese lunar new 
year, or Tet. The Tet Offensive, though its value as a 
military victory for the North is questionable, was an 
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enormous psychological victory that convinced Ameri- 
cans that short of annihilation of North Viethnam—an unac- 
ceptable geopolitical alternative—they could not win a 
Korea-like standoff or outright victory in Vietnam. In March 
1968, Johnson called for an end to bombing north of the 
20th parallel, and announced that he would not seek 
reelection. Westmoreland, too, was relieved of duty. 


Withdrawal (1969-75). The administration of President 
Richard Nixon in 1969 began withdrawing, and instituted 
a process of “Vietnamization,” or turning control of the 
war over to the South Vietnamese. In 1970, the most 
significant military activity took place in Cambodia and 
Laos, where U.S. B-52 bombers continually pounded the 
Ho Chi Minh Trail in an effort to cut off supply lines. 


Despite the bombing campaign, undertaken in pur- 
suit of Vietnamization and the goal of making the war 
winnable for the South, the North continued to advance. 
On January 27, 1973, the United States and North Vietnam 
signed the Paris Peace Accords, and U.S. military involve- 
ment in Vietnam ended. 


During the two years that followed, the North Viet- 
namese gradually advanced on the South. On April 30, 
1975, communist forces took control of Saigon as govern- 
ment members and supporters fled. On July 2, 1976, the 
country was formally united as the Socialist Republic of 
Vietnam, and Saigon renamed Ho Chi Minh City. 


The intelligence and special operations war. Behind and 
alongside the military war was an intelligence and special 
operations war that likewise dated back to World War Il. At 
that time, the United States, through the Organization of 
Strategic Services (OSS), actually worked closely with Viet 
Minh operatives, who OSS agents regarded as reliable 
allies against the Japanese. Friendly relations with the 
Americans continued after the Japanese surrender, when 
OSS supported the cause of Vietnamese independence. 


This stance infuriated the French, who sought to 
reestablish control while avoiding common cause with 
the Viet Minh. They attempted to cultivate or create a 
number of local groups, among them a Vietnamese mafia- 
style organization, that would work on their behalf against 
the Viet Minh. These efforts, not to mention the participa- 
tion of one of the world’s most well-trained special war- 
fare contingents, the Foreign Legion, availed the French 
little gain. 


Special Forces, military intelligence, and CIA. in the first 
major U.S. commitment to Vietnam, Kennedy brought to 
bear several powerful weapons that together signified his 
awareness that Vietnam was not a war like the others 
America had fought: the newly created Special Forces 
group, known popularly as the “Green Berets,” as well as 
CIA and a host of military intelligence organizations. 


Though Special Forces are known popularly for their 
prowess in physical combat, their mission in Vietnam 
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from the beginning had a strong psychological warfare 
component. In May 1961, Kennedy committed 400 of 
these elite troops to the war in Southeast Asia, and more 
would follow. 


Alongside them, in many cases, were military intelli- 
gence personnel, whose ranks in Vietnam numbered 3,000 
by 1967. Most of these were in two army units, the Army 
Security Agency (ASA) and the Military Intelligence Corps. 
The work of military intelligence ranged from the signals 
intelligence of ASA, one of whose members became the 
first regular-army U.S. soldier to die in combat in 1961, to 
the electronic intelligence conducted by navy destroyers 
such as the ill-fated Maddox. In addition, military aircraft 
such as the SR-71 Blackbird and U-2 conducted extensive 
aerial reconnaissance. 


As for CIA, by the time the war reached its height in 
the mid- to late 1960s, it had some 700 personnel in 
Vietnam. Many of these operated undercover groups that 
included the Office of the Special Assistant to the Ambas- 
sador (OSA, led by future CIA chief William Colby), which 
occupied a large portion of the U.S. Embassy in Saigon. 


Cooperation and conflict. These three major arms of the 
intelligence and special operations war—Special Forces 
and other elite units, military intelligence, and ClA—often 
worked together. When Kennedy sent in the first contin- 
gent of Special Forces, they went to work alongside CIA, to 
whom the president in 1962 gave responsibility for para- 
military operations in Vietnam. 


Unbeknownst to most Americans, CIA was also in 
charge of paramilitary operations in two countries where 
the United States was not officially engaged: Cambodia 
and Laos. Long before Nixon’s campaign to cut off the Ho 
Chi Minh Trail with strategic bombers, CIA operatives 
were training a clandestine army of tribesmen and merce- 
naries in Laos. Ordinary U.S. troops were not involved in 
this sideshow war in the interior of Southeast Asia: only 
Special Forces, who—in order to conceal their identity as 
American troops—bore neither U.S. markings nor U.S. 
weaponry. 


CIA and army intelligence personnel worked on an- 
other notorious operation, Phoenix, an attempt to seek out 
and neutralize communist personnel in South Vietnam 
during the period from 1967 to 1971. CIA claimed to have 
killed, captured, or turned as many as 60,000 enemy 
agents and guerrillas in Phoenix, a project noted for the 
ruthlessness with which it was carried out. In this under- 
taking, CIA and the army had the nominal assistance of 
South Vietnamese intelligence, but due to an abiding U.S. 
mistrust of their putative allies, the Americans gave the 
Saigon little actual role in Phoenix. 


The military and CIA debacles. In other situations, CIA and 
military groups did not so much intentionally collaborate 
as they found themselves thrown together, often at cross- 
purposes, or at least in ways that were not mutually 
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beneficial. While U.S. Navy destroyers in the Gulf of Tonkin 
were monitoring North Vietnamese electronic transmis- 
sions, CIA was busy striking at Viet Minh naval facilities 
with fast craft whose South Vietnamese (or otherwise 
non-American) crews made CIA involvement deniable. 
But North Vietnamese intelligence was as capable as its 
military, and they fired on the Maddox in direct response 
to this CIA operation. 


The U.S. military became involved in another CIA 
debacle when, in 1968, army intelligence tried to resume a 
failed effort by CIA’s Studies and Observation Group (SOG), 
another cover organization. From the early 1960s, SOG 
had been attempting to parachute South Vietnamese agents 
into North Vietnam, with the intention of using them as 
saboteurs and agents provocateur. The effort backfired, 
with most of the infiltrators dead, imprisoned, or used by 
the North Vietnamese as bait. CIA put a stop to the under- 
taking, but army intelligence tried to succeed where CIA 
had failed—only to lose several hundred more Vietnam- 
ese agents. 


The U.S. Air Force had to take over another unsuc- 
cessful CIA operation, Black Shield, which involved a 
series of reconnaissance flights by A-12 Oxcart spy planes 
over North Vietnam in 1967 and 1968. Using the A-12, 
which could reach speeds of Mach 3.1 (2,300 m.p.h. or 
3,700 k.p.h.), Black Shield gathered extensive information 
on Soviet-built surface-to-air missile (SAM) installations 
in the North. To obtain the best possible photographic 
intelligence, the Oxcarts had to fly relatively low and slow, 
and in the fall of 1967 North Vietnamese SAMs hit—but 
did not down—an A-71. In 1968, the U.S. Air Force, operat- 
ing SR-71 Blackbirds, replaced CIA. 


Assessing CIA in Vietnam. Despite the notorious nature of 
Phoenix or the CIA undertakings in Cambodia and Laos, as 
well as the occasions when CIA overplayed its hand or 
placed the military in the position of cleaning up one of its 
failed operations, CIA involvement in Vietnam was far 
from an unbroken record of failure. One success was Air 
America. The latter, a proprietary airline chartered in 1949, 
supplied the secret war in the interior, and also undertook 
a number of other operations in Vietnam and other coun- 
tries in Asia. That Air America was only disbanded in 1981, 
long after the war ended, illustrates its effectiveness. 


The popular image of CIA operatives in Vietnam as 
fiends blinded by hatred of communism—an image bol- 
stered by Hollywood—is as lacking in historical accuracy 
as it is in depth of characterization. Like other Americans 
involved in Vietnam, members of CIA began with the 
belief that they could and would save a vulnerable nation 
from Soviet-style totalitarianism and provide its people 
with an opportunity to develop democratic institutions, 
establish prosperity, and find peace. Much more quickly 
than their counterparts in the military and political com- 
munities, however, members of the intelligence commu- 
nity came to recognize the fallacies on which their under- 
taking was based. 


Intelligence vs. the military and the politicians. Whereas 
many political and military leaders adhered to standard 
interpretations about the North Vietnamese, such as the 
idea that they were puppets of Moscow whose power 
depended entirely on force, CIA operatives with closer 
contact to actual Vietnamese sources recognized the ap- 
peal of the Viet Minh nationalist message. And because 
CIA recognized the strength of the enemy, their estimate 
of America’s ability to win the war—particularly as the 
troop buildup began in the mid-1960s—became less and 
less optimistic. 


CIA appraisal of the situation tended to be far less 
sanguine than that of General Westmoreland and other 
military leaders, and certainly less so than that of Presi- 
dent Johnson and other political leaders far removed from 
the conflict. In 1965, for instance, CIA and the Defense 
Intelligence Agency (DIA) produced a joint study in which 
they predicted that the bombing campaign would do little 
to soften North Vietnam. This was not a position favored 
by Washington, however, so it received little attention. 


Whereas Washington favored an air campaign, Gen- 
eral Westmoreland maintained that the war would be won 
by ground forces. Both government and military leaders 
agreed on one approach: the use of statistics as a bench- 
mark of success or failure. In terms of the number of 
bombs dropped, cities hit, or Viet Cong and NVA killed, 
American forces seemed to be winning. Yet for every 
guerrilla killed, the enemy seemed to produce two or three 
more in his place, and every village bombed seemed only 
to increase enemy resistance. 


The lessons of Vietnam. in the end, the United States effort 
in Vietnam was undone by the singularity of aims pos- 
sessed by its enemies in the North; the instability and 
unreliability of its allies in the South, combined with 
American refusal to give the South Vietnamese a greater 
role in their own war; and a divergence of aims on the part 
of American leaders. 


For example, the Tet Offensive, which resulted in so 
many Viet Cong deaths that the guerrilla force was essen- 
tially eliminated, and NVA regulars took the place of the 
Viet Cong, is remembered as a victory for the North. And it 
was a victory in psychological, if not military, terms. The 
surprise, fear, and disappointment elicited by the Tet 
Offensive—combined with a rise of political dissent within 
the United States—punctured America’s will to wage the 
war, and marked the beginning of the end of American 
participation in Vietnam. 


For some time, U.S. college campuses had seen small 
protests against the war, but in 1968 the number of these 
demonstrations grew dramatically, as did the ranks of 
participants. Nor were youth the only Americans now 
opposing the war in large numbers: increasingly, other 
sectors of society—including influential figures in the me- 
dia, politics, the arts, and even the sciences—began to 
make their opposition known. In the final years of Viet- 
nam, there was a secondary war being fought in the 
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United States—a war concerning America’s vision of itself 
and its role in the world. 


By war's end, Vietnam itself had largely been for- 
gotten. Despite earlier promises of a liberal democratic 
government, the unified socialist republic fell prey to 
the exigencies typical of communist dictatorship: mass 
imprisonments and executions, forced redistribution of 
land, and the banning of political opposition. Forgotten, 
too, were Laos and even Cambodia, where the Khmer 
Rouge launched a campaign of genocide that killed an 
estimated two million people. 


The Vietnamese invasion in 1979 probably saved 
thousands of Cambodian lives, but in the aftermath, Viet- 
nam came to be regarded as a colonialist power. The 
nation once admired by the third world for standing up 
to America now became a pariah, supported only by 
Moscow—which had gained access to a valuable warm- 
water port at Cam Ranh Bay—and its allies in East- 
ern Europe. 


During the remainder of the 1970s, America was in 
retreat, its attention turned away from the fate of countries 
that fell to communism or, in the case of Iran, to Islamic 
fundamentalist dictatorship. Americans focused their an- 
ger on those they regarded as having led them astray 
during the war years: politicians, the military, and CIA, 
which came under intense scrutiny during the 1975-76 
Church committee hearings in the U.S. Senate. Only in the 
1980s, under President Ronald Reagan, did the United 
States return to an activist stance globally. 
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An understanding of the fundamentals of virus structure, 
genetics, and replication is critical to virologists and other 
forensic investigators attempting to identify potential 
biogenic pathogens that may be exploited as agents in 
biological warfare or by bioterrorists. 


Fundamentals of Viral Biology 


Viruses are essentially nonliving repositories of nucleic 
acid that require the presence of a living prokaryotic or 
eukaryotic cell for the replication of the nucleic acid. There 
are a number of different viruses that challenge the hu- 
man immune system and that may produce disease in 
humans. In general, a virus is a small, infectious agent that 
consists of a core of genetic material (either deoxyribonu- 
cleic acid [DNA] or ribonucleic acid [RNA]) surrounded by 
a shell of protein. All viruses share the need for a host in 
order to replicate their deoxyribonucleic acid (DNA) or 
ribonucleic acid (RNA). The virus commandeers the host's 
existing molecules for the nucleic acid replication process. 
There are a number of different viruses. The differences 
include the disease symptoms they cause, their antigenic 
composition, type of nucleic acid residing in the virus 
particle, the way the nucleic acid is arranged, the shape of 
the virus, and the fate of the replicated DNA. These differ- 
ences are used to classify the viruses and have often been 
the basis on which the various types of viruses were named. 


Virology, viral classification, types of viruses. Virology is the 
discipline of microbiology that is concerned with the study 
of viruses. Viruses can exist in a variety of hosts. Viruses 
can infect animals (including humans), plants, fungi, birds, 
aquatic organisms, protozoa, bacteria, and insects. Some 
viruses are able to infect several of these hosts, while 
other viruses are exclusive to one host. 


The classification of viruses operates by use of the 
same structure that governs the classification of bacteria. 
The International Committee on Taxonomy of Viruses 
established the viral classification scheme in 1966. From 
the broadest to the narrowest level of classification, the 
viral scheme is: Order, Family, Subfamily, Genus, Species, 
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A man leaves his house while it is fumigated for mosquitos in Costa Rica in an effort to stop a 2002 outbreak of Dengue fever, whose viral hemorrhagic variety 
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and Strain/type. To use an example, the virus that was 
responsible for an outbreak of Ebola hemorrhagic fever in 
a region of Africa called Kikwit is classified as Order 
Mononegavirales, Family Filoviridae, Genus Filovirus, and 
Species Ebola virus Zaire. 


In the viral classification scheme, all families end 
in the suffix viridae, for example Picornaviridae. Gen- 
era have the suffix virus. For example, in the family 
Picornaviridae there are five genera: enterovirus, 
cardiovirus, rhinovirus, apthovirus, and hepatovirus. The 
names of the genera typically derive from the preferred 
location of the virus in the body (for those viral genera that 
infect humans). As examples, rhinovirus is localized in the 
nasal and throat passages, and hepatovirus is localized in 
the liver. Finally, within each genera there can be several 
species. 


There are a number of criteria by which members of 
one grouping of viruses can be distinguished from those 
in another group. For the purposes of classification, how- 
ever, three criteria are paramount. These criteria are the 
host organism or organisms that the virus utilizes, the 
shape of the virus particle, and the type and arrangement 
of the viral nucleic acid. 


An important means of classifying viruses concerns 
the type and arrangement of nucleic acid in the virus 


particle. Some viruses have two strands of DNA, analo- 
gous to the double helix of DNA that is present in 
prokaryotes such as bacteria and in eukaryotic cells. Some 
viruses, such as the Adenoviruses, replicate in the nucleus 
of the host using the replication machinery of the host. 
Other viruses, such as the Poxviruses, do not integrate in 
the host genome, but replicate in the cytoplasm of the 
host. Another example of a double-stranded DNA virus 
are the Herpesviruses. 


Other viruses only have a single strand of DNA. An 
example is the Parvoviruses. Viruses such as the 
Parvoviruses replicate their DNA in the host’s nucleus. The 
replication involves the formation of what is termed a 
negative-sense strand of DNA, which is a blueprint for the 
subsequent formation of the RNA and DNA used to manu- 
facture the new virus particles. 


The genome of other viruses, such as Reoviruses and 
Birnaviruses, is comprised of double-stranded RNA. Por- 
tions of the RNA function independently in the production 
of a number of so-called messenger RNAs, each of which 
produces a protein that is used in the production of new 
viruses. 


Still other viruses contain a single strand of RNA. 
In some of the single-stranded RNA viruses, such as 
Picornaviruses, Togaviruses, and the Hepatitis A virus, the 
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RNA is read in a direction that is termed “+ sense.” 
The sense strand is used to make the protein products 
that form the new virus particles. Other single-stranded 
RNA viruses contain what is termed a negative-sense 
strand. Examples are the Orthomyxoviruses and the 
Rhabdoviruses. The negative strand is the blueprint for 
the formation of the messenger RNAs that are required for 
production of the various viral proteins. 


Still another group of viruses have + sense RNA that 
is used to make a DNA intermediate. The intermediate is 
used to manufacture the RNA that is eventually packaged 
into the new virus particles. The main example is the 
Retroviruses (e.g. the Human Immunodeficiency viruses). 
Finally, a group of viruses consist of double-stranded DNA 
that is used to produce a RNA intermediate. An example is 
the Hepadnaviruses. 


An aspect of virology is the identification of viruses. 
Often, the diagnosis of a viral illness relies, at least ini- 
tially, on the visual detection of the virus. For this analysis, 
samples are prepared for electron microscopy using a 
technique called negative staining, which highlights sur- 
face detail of the virus particles. For this analysis, the 
shape of the virus is an important feature. 


A particular virus will have a particular shape. For 
example, viruses that specifically infect bacteria, the so- 
called bacteriophages, look similar to the Apollo lunar 
lander (LEM spacecraft). A head region containing the 
nucleic acid is supported on a number of spider-like legs. 
Upon encountering a suitable bacterial surface, the virus 
acts like a syringe, to introduce the nucleic acid into the 
cytoplasm of the bacterium. 


Other viruses have different shapes. These include 
spheres, ovals, worm-like forms, and even irregular 
(pleomorphic) arrangements. Some viruses, such as the 
influenza virus, have projections sticking out from the 
surface of the virus. These are crucial to the infectious 
process. 


As new species of eukaryotic and prokaryotic organ- 
isms are discovered, no doubt the list of viral species will 
continue to grow. 


Viral genetics. Viral genetics, the study of the genetic 
mechanisms that operate during the life cycle of viruses, 
utilizes biophysical, biological, and genetic analyses to 
study the viral genome and its variation. 


The virus genome consists of only one type of nucleic 
acid, which could be a single or double stranded DNA or 
RNA. Single stranded RNA viruses could contain positive- 
sense (+RNA), which serves directly as mRNA or negative- 
sense RNA (-RNA) that must use an RNA polymerase to 
synthesize a complementary positive strand to serve as 
mRNA. Viruses are obligate parasites that are completely 
dependant on the host cell for the replication and tran- 
scription of their genomes as well as the translation of the 
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mRNA transcripts into proteins. Viral proteins usually 
have a structural function, making up a shell around the 
genome, but may contain some enzymes that are neces- 
sary for the virus replication and life cycle in the host cell. 
Both bacterial virus (bacteriophages) and animal viruses 
play an important role as tools in molecular and cellular 
biology research. 


Viruses are classified in two families depending on 
whether they have RNA or DNA genomes and whether 
these genomes are double or single stranded. Further 
subdivision into types takes into account whether the 
genome consists of a single RNA molecule or many mole- 
cules as in the case of segmented viruses. Four types of 
bacteriophages are widely used in biochemical and ge- 
netic research. These are the T phages, the temperate 
phages typified by bacteriophage lambda , the small DNA 
phages like M13, and the RNA phages. Animal viruses are 
subdivided in many classes and types. Class | viruses 
contain a single molecule of double stranded DNA and are 
exemplified by adenovirus, simian virus 40 (SV40), herpes 
viruses and human papillomaviruses. Class II viruses are 
also called parvoviruses and are made of single stranded 
DNA that is copied in to double stranded DNA before 
transcription in the host cell. Class IIl viruses are double 
stranded RNA viruses that have segmented genomes 
which means that they contain 10-12 separate double 
stranded RNA molecules. The negative strands serve as 
template for mRNA synthesis. Class IV viruses, typified by 
poliovirus, have single plus strand genomic RNA that 
serves as the mRNA. Class V viruses contain a single 
negative strand RNA which serves as the template for the 
production of mRNA by specific virus enzymes. Class VI 
viruses are also known as retroviruses and contain double 
stranded RNA genome. These viruses have an enzyme 
called reverse transcriptase that can both copy minus 
strand DNA from genomic RNA catalyze the synthesis of a 
complementary plus DNA strand. The resulting double 
stranded DNA is integrated in the host chromosome andis 
transcribed by the host own machinery. The resulting 
transcripts are either used to synthesize proteins or pro- 
duce new viral particles. These new viruses are released 
by budding, usually without killing the host cell. Both HIV 
and HTLV viruses belong to this class of viruses. 


Virus genetics is studied by either investigating 
genome mutations or exchange of genetic material during 
the life cycle of the virus. The frequency and types of 
genetic variations in the virus are influenced by the nature 
of the viral genome and its structure. Especially important 
are the type of the nucleic acid that influence the potential 
for the viral genome to integrate in the host, and the 
segmentation that influence exchange of genetic informa- 
tion through assortment and recombination. 


Mutations in the virus genome could either occur 
spontaneously or be induced by physical and chemical 
means. Spontaneous mutations that arise naturally as a 
result of viral replication are either due to a defect in the 
genome replication machinery or to the incorporation of 
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an analogous base instead of the normal one. Induced 
virus mutants are obtained by either using chemical mu- 
tants like nitrous oxide that acts directly on bases and 
modify them or by incorporating already modified bases 
in the virus genome by adding these bases as substrates 
during virus replication. Physical agents such as ultra- 
violet light and x rays can also be used in inducing muta- 
tions. Genotypically, the induced mutations are usually 
point mutations, deletions, and rarely insertions. The 
phenotype of the induced mutants is usually varied. Some 
mutants are conditional lethal mutants. These could differ 
from the wild type virus by being sensitive to high or low 
temperature. A low temperature mutant would for exam- 
ple grow at 31°C but not at 38°, while the wild type will 
grow at both temperatures. A mutant could also be ob- 
tained that grows better at elevated temperatures than the 
wild type virus. These mutants are called hot mutants and 
may be more dangerous for the host because fever, which 
usually slows the growth of wild type virus, is ineffective 
in controlling them. Other mutants that are usually gener- 
ated are those that show drug resistance, enzyme defi- 
ciency or an altered pathogenicity or host range. Some of 
these mutants cause milder symptoms compared to the 
parental virulent virus and usually have potential in vac- 
cine development as exemplified by some types of influ- 
enza vaccines. 


Besides mutation, new genetic variants of viruses 
also arise through exchange of genetic material by 
recombination and reassortment. Classical recombination 
involves breaking of covalent bonds within the virus nu- 
cleic acid and exchange of some DNA segments followed 
by rejoining of the DNA break. This type of recombination 
is almost exclusively reserved to DNA viruses and 
retroviruses. RNA viruses that do not have a DNA phase 
rarely use this mechanism. Recombination usually en- 
ables a virus to pick up genetic material from similar 
viruses and even from unrelated viruses and the eukaryotic 
host cells. Exchange of genetic material with the host is 
especially common with retroviruses. Reassortment is a 
non-classical kind of recombination that occurs if two 
variants of a segmented virus infect the same cell. The 
resulting progeny virions may get some segments from 
one parent and some from the other. All known segmented 
virus that infect humans are RNA viruses. The process of 
reassortment is very efficient in the exchange of genetic 
material and is used in the generation of viral vaccines 
especially in the case of influenza live vaccines. The abil- 
ity of viruses to exchange genetic information through 
recombination is the basis for virus-based vectors in 
recombinant DNA technology and hold great promises in 
the development of gene therapy. Viruses are attractive as 
vectors in gene therapy because they can be targeted to 
specific tissues in the organs that the virus usually infect 
and because viruses do not need special chemical rea- 
gents called transfectants that are used to target a plasmid 
vector to the genome of the host. 


Genetic variants generated through mutations, 
recombination or reassortment could interact with each 
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other if they infected the same host cell and prevent the 
appearance of any phenotype. This phenomenon, where 
each mutant provide the missing function of the other 
while both are still genotypically mutant, is known as 
complementation. It is used as an efficient tool to deter- 
mine if mutations are in a unique or in different genes and 
to reveal the minimum number of genes affecting a func- 
tion. Temperature sensitive mutants that have the same 
mutation in the same gene will for example not be able to 
complement each other. It is important to distinguish 
complementation from multiplicity reactivation where a 
higher dose of inactivated mutants will be reactivated and 
infect a cell because these inactivated viruses cooperate in 
a poorly understood process. This reactivation probably 
involves both a complementation step that allows defec- 
tive viruses to replicate and a recombination step resulting 
in new genotypes and sometimes regeneration of the wild 
type. The viruses that need complementation to achieve 
an infectious cycle are usually referred to as defective 
mutants and the complementing virus is the helper virus. 
In some cases, the defective virus may interfere with and 
reduce the infectivity of the helper virus by competing 
with it for some factors that are involved in the viral life 
cycle. These defective viruses called “defective interfer- 
ing” are sometimes involved in modulating natural infec- 
tions. Different wild type viruses that infect the same cell 
may exchange coat components without any exchange of 
genetic material. This phenomenon, known as phenotypic 
mixing is usually restricted to related viruses and may 
change both the morphology of the packaged virus and 
the tropism or tissue specificity of these infectious agents. 


Jirus replication. Viral replication refers to the means by 
which virus particles make new copies of themselves. 
Although precise mechanisms vary, viruses cause disease 
by infecting a host cell and commandeering the host cell’s 
synthetic capabilities to produce more viruses. The newly 
made viruses then leave the host cell, sometimes killing it 
in the process, and proceed to infect other cells within 
the host. 


Viruses cannot replicate by themselves. They require 
the participation of the replication equipment of the host 
cell that they infect in order to replicate. The molecular 
means by which this replication takes place varies, de- 
pending upon the type of virus. 


Viral replication can be divided up into three phases: 
initiation, replication, and release. 


The initiation phase occurs when the virus particle 
attaches to the surface of the host cell, penetrates into the 
cell and undergoes a process known as uncoating, where 
the viral genetic material is released from the virus into the 
host cell’s cytoplasm. The attachment typically involves 
the recognition of some host surface molecules by a 
corresponding molecule on the surface of the virus. These 
two molecules can associate tightly with one another, 
binding the virus particle to the surface. A well-studied 
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example is the haemagglutinin receptor of the influenzae 
virus. The receptors of many other viruses have also been 
characterized. 


A virus particle may have more than one receptor 
molecule, to permit the recognition of different host mole- 
cules, or of different regions of a single host molecule. The 
molecules on the host surface that are recognized tend to 
be those that are known as glycoproteins. For example, 
the human immunodeficiency virus recognizes a host 
glycoprotein called CD4. Cells lacking CD4 cannot, for 
example, bind the HIV particle. 


Penetration of the bound virus into the host inte- 
rior requires energy. Accordingly, penetration is an ac- 
tive step, not a passive process. The penetration process 
can occur by several means. For some viruses, the en- 
tire particle is engulfed by a membrane-enclosed bag 
produced by the host (a vesicle) and is drawn into the 
cell. This process is called endocytosis. Polio virus and 
orthomyxovirus enters a cell via this route. A second 
method of penetration involves the fusion of the viral 
membrane with the host membrane. Then the viral con- 
tents are directly released into the host. HIV, paramyxo- 
viruses, and herpes viruses use this route. Finally, but 
more rarely, a virus particle can be transported across the 
host membrane. For example, poliovirus can cause the 
formation of a pore through the host membrane. The viral 
DNA is then released into the pore and passes across to 
the inside of the host cell. 


Once inside the host, the viruses that have entered via 
endocytosis or transport across the host membrane need 
to release their genetic material. With poxvirus, viral pro- 
teins made after the entry of the virus into the host are 
needed for uncoating. Other viruses, such as adenoviruses, 
herpesviruses, and papovaviruses associate with the host 
membrane that surrounds the nucleus prior to uncoating. 
They are guided to the nuclear membrane by the presence 
of so-called nuclear localization signals, which are highly 
charged viral proteins. The viral genetic material then 
enters the nucleus via pores in the membrane. The precise 
molecular details of this process remains unclear for many 
viruses. 


For animal viruses, the uncoating phase is also re- 
ferred to as the eclipse phase. No infectious virus particles 
can be detected during that 10 to 12 hour period of time. 


In the replication, or synthetic, phase the viral genetic 
material is converted to deoxyribonucleic acid (DNA), if 
the material originally present in the viral particle is ribo- 
nucleic acid (RNA). This so-called reverse transcription 
process needs to occur in retroviruses, such as HIV. The 
DNA is imported into the host nucleus where the produc- 
tion of new DNA, RNA, and protein can occur. The replica- 
tion phase varies greatly from virus type to virus type. 
However, in general, proteins are manufactured to ensure 
that the cell’s replication machinery is harnessed to permit 
replication of the viral genetic material, to ensure that this 
replication of the genetic material does indeed occur, and 


| 240 | 


to ensure that this newly made material is properly pack- 
aged into new virus particles. 


Replication of the viral material can be a complicated 
process, with different stretches of the genetic material 
being transcribed simultaneously, with some of these 
gene products required for the transcription of other viral 
genes. Also replication can occur along a straight stretch 
of DNA, or when the DNA is circular (the so-called “rolling 
circle” form). RNA-containing viruses must also undergo 
a reverse transcription from DNA to RNA prior to packag- 
ing of the genetic material into the new virus particles. 


In the final stage, the viral particles are assembled 
and exit the host cell. The assembly process can involve 
helper proteins, made by the virus or the host. These are 
also called chaperones. Other viruses, such as tobacco 
mosaic virus, do not need these helper chaperones, as the 
proteins that form the building blocks of the new particles 
spontaneously self-assemble. In most cases, the assem- 
bly of viruses is symmetrical; that is, the structure is the 
same throughout the viral particle. For example, in the 
tobacco mosaic virus, the proteins constituents associate 
with each other at a slight angle, producing a symmetrical 
helix. Addition of more particles causes the helix to coil 
“upward” forming a particle. An exception to the symmet- 
rical assembly is the bacteriophage. These viruses have a 
head region that is supported by legs that are very differ- 
ent in structure. Bacteriophage assembly is very highly 
coordinated, involving the separate manufacture of the 
component parts and the direct fitting together of the 
components in a sequential fashion. 


Release of viruses can occur by a process called 
budding. Amembrane “bleb” containing the virus particle 
is formed at the surface of the cell and is pinched off. For 
herpes virus this is in fact how the viral membrane is 
acquired. In other words, the viral membrane is a host- 
derived membrane. Other viruses, such as bacteriophage, 
may burst the host cell, spewing out the many progeny 
virus particles. But many viruses do not adopt such a host 
destructive process, as it limits the time of an infection due 
to destruction of the host cells needed for future replication. 
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Several National Institute of Health and Defense Depart- 
ment funded programs are currently attempting to de- 
velop drugs that can be used to combat viruses most likely 
to be used by bioterrorists. 


Antiviral drugs are compounds that are used to pre- 
vent or treat viral infections via the disruption of an infec- 
tious mechanism used by the virus, or to treat the symp- 
toms of an infection. In addition to the development of 
vaccines, researchers are attempting to develop fast ac- 
tion identification and pharmacogenetic protocols for the 
development of effective anti-viral drugs that could poten- 
tially remediate some of the symptoms of viral exposure 
or early stage infection. 


Different types of antiviral drugs have different modes 
of operation. One specific class of antiviral drugs are 
known as the antiretroviral drugs. These drugs target 
those viruses of clinical significance called retroviruses 
that use the mechanism of reverse transcription to manu- 
facture the genetic material needed for their replication. 
The prime example of a retrovirus is the Human immuno- 
deficiency virus (HIV), which is the viral agent of acquired 
immunodeficiency syndrome (AIDS). The development of 
antiviral drugs has been stimulated by the efforts to 
combat HIV. 


Specific antiviral agents are designed to thwart the 
replication of whatever virus they are directed against. 
One means to achieve this is by blocking the virus from 
commandeering the host cell’s nuclear replication ma- 
chinery in order to have its genetic material replicated 
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along with the host’s genetic material. The virus is not 
killed directly. But the prevention of replication will pre- 
vent the numbers of viruses from increasing, giving the 
host’s immune system time to deal with the stranded 
viruses. 


The incorporation of the nucleotide building blocks 
into deoxyribonucleic acid (DNA) can be blocked using the 
drug idoxuridine or trifluridine. Both drugs replace the 
nucleoside thymidine, and its incorporation produces a 
nonfunctional DNA. However, the same thing happens to 
the host DNA. So, this antiviral drug is also an anti- 
host drug. 


Blockage of the viral replicative pathway by mimick- 
ing nucleosides can also be successful. But, because the 
virus utilizes the host’s genetic machinery, stopping the 
viral replication usually affects the host cell. 


Another tack for antiviral drugs is to block a viral 
enzyme whose activity is crucial for replication of the viral 
genetic material. The drug is converted in the host cell to a 
compound that can out-compete another compound for 
the binding of the viral enzyme, DNA polymerase, which is 
responsible for building DNA. The incorporation of the 
drug into the viral DNA stops the formation of the DNA. 


Other antiviral drugs are directed at the translation 
process, whereby the information from the viral genome 
that has been made into a template is read to produce the 
protein product. For example, the drug ribavirin—used to 
combat the 2003 global Severe Acute Respiratory Syn- 
drome (SARS) pandemic—inhibits the formation of mes- 
senger ribonucleic acid. 


Still other antiviral drugs are directed at earlier steps 
in the viral replication pathway (e.g., blocking penetration 
into the host cell or release of nuclear material). 


Antiviral therapy also includes molecular approaches. 
The best example is the use of oligonucleotides. These are 
sequences of nucleotides that are specifically synthesized 
to be complimentary with a target sequence of viral ribo- 
nucleic acid. By binding to the viral RNA, the oligonucleotide 
blocks the RNA from being used as a template to manufac- 
ture protein. 


The use of antiviral drugs is not without risk. Host cell 
damage and other adverse host reactions can occur. Thus, 
the use of antiviral drugs is routinely accompanied by 
close clinical observation. 


B FURTHER READING: 
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ELECTRONIC: 


Pan American Health Organization, World Health Organi- 
zation. Severe Acute Respiratory Syndrome (SARS) 


| 241 | 


Encyclopedia of Espionage, Intelligence, and Security 


Voice Alteration, Electronic 


<http://www.paho.org/English/HCP/HCT/EER/sars. 
htm> (April 6, 2003). 
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In most cases, voice alteration technologies are employed 
to obscure an individual’s identity. The ability of to alter 
the voice, however, also can be very useful in intelligence 
gathering and espionage. Impersonating a target individ- 
ual (e.g., a worker important in the hierarchy of an organi- 
zation) can provide access to information that is privy to 
only a select group of people. As well, if the voice altera- 
tion is sufficiently close to the original, access to files or 
physical locations that are barred by voice recognition 
software can be granted. 


Crude voice alteration can be achieved by physical 
training. Actors and singers, for example, can train their 
voices so that the speech or song “projects” to all areas of 
the theatre. Also, accents can be learned and mimicked 
with reasonable accuracy. 


In this natural process the vocal cords function as the 
source of the sounds and the vocal tract functions as the 
filter that can alter the frequency and cadence of the 
speech. The results is the rising and falling tones and 
intensity of spoken words. 


However, the use of electronic technology can achieve 
accurate vocal alterations that are not otherwise possible. 
For example, vocal cords can be trained to be able to adopt 
different pitches—that is, to be capable of vibrating at 
different frequencies, so as to produce sounds that have 
different tones. However, electronic alterations of pitch 
can widen the vocal deceptions that are possible. For 
example, a man’s voice can be altered to sound absolutely 
convincingly like a woman’s. 


The alteration of pitch can also be deliberately done 
electronically by detecting the frequency pattern of the 
speaker, and of the particular phrase being spoken. On a 
screen, the pattern appears as a series of waves and 
troughs. The arrangement of the waves and troughs is 
characteristic to the word being spoken. For example, the 
word “cat” will produce a different pattern than the word 
“invisible.” By applying an electronic filter (or “window”— 
actually one or more mathematical equations, or algo- 
rithms) to the frequency pattern, waves and troughs can 
be selectively eliminated or shifted up and down to pro- 
duce a different frequency. An experienced technician or 
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sophisticated software program can alter a word so as to 
change the sound of the word (i.e., a higher or lower tone) 
without distorting the sound of the word. Thus, the altered 
speech is still recognizable and interpretable, but can 
sound like it is being spoken by another person. 


Electronic voice alteration can be subtle or extreme. 
The latter is associated with the almost incomprehensible 
voices of anonymous witnesses. This type of voice altera- 
tion is actually a voice disguise. The intention is not to 
mimic a voice, but to scramble the voice patterns to make 
the identify of the speaker impossible to identify. 


There are several different electronic means of voice 
alteration. One type is known as speech inversion. Here, 
the frequency signal is in effect turned inside out around a 
designated frequency. Put another way, the parts of the 
speech that are “high” are made to sound “low”, and 
visa versa. 


A voice can also be electronically jumbled, so that it 
sounds like gibberish. But codes assigned to sections of 
the speech allows the listener (who has the electronic 
codes) to put the words back in their proper order. 


Another means of electronic voice alteration is known 
as speech encryption. Here, speech is digitized and the 
digital signal manipulated to make the text of the speech 
unrecognizable to the listener's ear. But, the speech can be 
decoded, or decrypted, at the receiving end to yield the 
original recognizable speech. 


Hardware and software voice encryption systems are 
available. Machines connected to a telephone can alter a 
person's speech during the telephone conversation. Any- 
one eavesdropping on the conversation would be incapa- 
ble of understanding what was being said. However, a 
legitimate listener, having a machine on his or her phone, 
would be capable of decrypting the conversation. 


The United States government and military uses a 
telephone conversation scrambling software program and 
hardware called STU III (Secure Telephone Unit, Genera- 
tion Ill). 


Scrambling digital electronic information in relation 
to time can also accomplish voice alteration. An example 
includes the delay of information. While an effective means 
of altering a voice, the method can produce an echo, and 
so is unpleasantly distracting to listen to. 


B FURTHER READING: 
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Voice of America (VOA), 
United States 


E CARYN E. NEUMANN 


The Voice of America (VOA) is a radio, television, and 
Internet news service that serves as the non-military voice 
of the United States government by communicating a 
comprehensive account of America and the world directly 
to people in other nations. Prohibited by law from broad- 
casting into the U.S., VOA uses 53 languages while trans- 
mitting more than 1,000 hours of news, informational, 
educational, and cultural programming every week from 
its Washington, D.C. headquarters to a worldwide audi- 
ence of about 94 million people. Although the aim of VOA 


Voice of America, United States 


is to promote the long-range interests of Americans, the 
news service is separated from the U.S. government by a 
firewall. It does not officially speak for the U.S. govern- 
ment, accepts no special treatment or assistance from 
American officials or government organizations, and strives 
for balanced and accurate news reporting. Separate sister 
agencies of VOA include Radio Free Europe, Radio Free 
Asia, and the Cuba-focused Radio Marti, with all of these 
information services overseen and guided by the Broad- 
casting Board of Governors. 


VOA has evolved since its 1942 creation from an 
agitprop instrument that demanded action from its listen- 
ers to a news organization that calmly presents a balanced 
portrait of current events. In the 1930s, every major world 
power, especially that of Germany, capitalized on radio’s 
potential to influence public opinion. The U.S., at that time 
less interested in playing a role in world affairs, did not see 
the value in developing a system of international radio 
propaganda. The fall of France, created in part by Nazi 
Germany’s use of propaganda to destroy the French will 
to fight, changed U.S. opinion. President Franklin D. Roo- 
sevelt realized that ideas could be as useful as tanks in a 
military effort and he began to mobilize for propaganda 


President Bush marks the 60th anniversary of Voice of America, a service that relays news to the world in 53 languages by radio, TV, and the Internet, at a 
celebration at VOA headquarters in Washington, D.C., in February 2002. ap,wid— woRLD PHOTOS. 
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warfare. In 1941, Roosevelt established the U.S. Foreign 
Information Service (FIS) and the first U.S. government- 
sponsored radio broadcast was delivered on February 24, 
1942 from New York City to Europe. In June 1942, the 
government established the Overseas Branch of the Office 
of War Information and six months later Roosevelt author- 
ized the operation of VOA. The first VOA director, John 
Houseman, was an actor and playwright who used his 
dramatic skills to create agitprop. Under Houseman, every 
tone emanating from a VOA broadcast urged the French to 
join the resistance against the Nazis. Following the Novem- 
ber 1942 Allied invasion of North Africa, VOA shifted its 
delivery style to calm and neutral news reporting that 
focused on the impending Allied liberation of Europe 
rather than the need for resistance. 


The VOA seemed to be unnecessary once World War 
Il had ended, but the start of the Cold War combined with 
hostile international broadcasting by the Soviet Union to 
make the news service into a valuable tool of democratic 
views. On August 1, 1953, VOA moved from its post-war 
location within the Department of State to join the newly 
formed U.S. Information Agency. The number of broad- 
casts delivered by VOA rose dramatically as the agency 
responded to the information needs of people behind the 
Iron Curtain and in politically unstable countries. In 1959, 
VOA inaugurated Special English, a slow-paced broadcast 
of simplified English for non-native speakers that was 
designed to facilitate comprehension. In 1994, VOA en- 
tered the television market with a Chinese-language pro- 
gram beamed by satellite. In 1996, VOA television studios 
were completed and the agency now simulcasts some 
portions of its programming on both radio and television 
in twelve languages: Albanian, Arabic, Bosnian, English, 
Indonesian, Mandarin Chinese, Persian, Russian, Serbian, 
Spanish, and Ukrainian. It also provides programming to 
1200 radio stations around the world. 


VOA's ability to broadcast consistently reliable and 
authoritative news to people in closed and war-torn socie- 
ties makes it a valuable component of American security 
and intelligence efforts. Although it has occasionally come 
under attack by political leaders for failing to promote the 
overthrow of undemocratic governments, critics contend 
that VOA has succeeded in its mission of delivering unbi- 
ased news to a wide audience. 
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Vozrozhdeniye Island, Soviet 
and Russian 
Biochemical Facility 


I BRIAN HOYLE 


Vozrozhdeniye Island is a Russian island located in the 
Aral Sea approximately 1,300 miles to the east of Moscow 
that was used as a bioweapons test facility for the former 
Soviet Union. Since being decommissioned in the early 
1990s the island has been left virtually unpatrolled. The 
island has served for decades as the repository of a large 
quantity of spores of Bacillus anthracis, the bacterial agent 
of anthrax, and other disease-causing bacteria and viruses. 
As the surrounding water has receded over the decades, 
direct access from the mainland to the island, and to the 
stocks of bioweapons that were disposed of by being 
buried on the island, will soon be possible. Concern is 
growing in the international community that the island 
will become a source of a new generation of bioweapons. 


During its operation, the bioweapons facility on 
Vozrozhdeniye Island was regarded as an important strat- 
egy of the former Soviet Union in the tensions between 
the East and the West during the Cold War of the 1950s. 
Indeed, the word Vozrozhdeniye translates in Russian as 
“renaissance.” 


The island was used for open-air testing of 
bioweapons. The island was selected for its remote loca- 
tion and harsh conditions. The sparse vegetation and 
summer temperatures that reached 140 degrees Fahren- 
heit created inhospitable conditions that lessened the 
chances of survival for microorganisms that escaped. 
Records obtained following the island’s decommissioning 
confirm that anthrax weapons were tested. As well, other 
microorganisms that were tested for their potential in 
biological warfare include the microbial agents of tula- 
remia, plague, typhoid, and possibly smallpox. 

The anthrax buried on the island was designed espe- 


cially for the lethal use on humans in the time of war. The 
powder is a freeze-dried form of Bacillus anthracis called a 
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spore. A spore is a form of the some species of Bacillus 
and Clostridium that protects the organism's genetic ma- 
terial during times when conditions are not favorable for 
the survival of the actively growing form of the bacterium. 
Bacterial spores that are capable of resuscitation and 
growth have been recovered from samples over 100 years 
old. Resuscitation of the spore requires only suspension in 
growth media having the appropriate nutrients and incu- 
bation of the suspension at a temperature that is hospita- 
ble for the bacterial growth. 


Following the banning of offensive biological weap- 
ons programs in the United States and Russia, the biologi- 
cal warfare agents on Vozrozhdeniye Island were buried 
on the island in 1988. The island was abandoned in 1991. 


Vozrozhdeniye island has remained unguarded since 
1991. Then, it was thought that the island’s location in the 
middle of the large and geographically isolated Aral Sea 
made the island secure from entry. However, in the inter- 
vening decades the demands for irrigation water have 
caused the Aral Sea—the largest freshwater lake in the 
world—to be used as a source of irrigation water. Water 
has consistently been withdrawn faster than it can be 
replenished. As a result, the water level of the Aral Sea has 
declined drastically, so much so that many scientists now 
fear that Vozrozhdeniye Island might soon be directly 
connected to the mainland. If so, and if the island remains 
unguarded, the buried stockpiled weapons could be vul- 
nerable to theft. 


Additionally, some surveys of the island have indi- 
cated that migration of some of the buried material to- 
wards the surface is occurring. Upon surface exposure, 
the bacteria and viruses, which may still be capable of 
infection, could be spread in the wind or transported 
elsewhere by birds. 


B FURTHER READING: 
PERIODICALS: 


Choffnes, E. “Germs on the Loose.” Bulletin of the Atomic 
Scientists no. 57 (2001): 57-61. 


ELECTRONIC: 


Monterey Institute of International Studies. “Former Soviet 
Biological Weapons Facilities in Kazakhstan: Past, Pres- 
ent, and Future.” CNS Occasional Papers. 2002. <http:// 
cns.miis.edu/pubs/opapers/opl/opl.htm#island>(28 
December 2002). 


National Aeronautics and Space Administration. “Rebirth 
Island Joins the Mainland.” Earth Observatory. <http:// 
earthobservatory.nasa.gov/Newsroom/Newlmages/ 
images.php3?img_id=5108>(27 December 2002). 


SEE ALSO 


Biocontainment Laboratories 
Bioterrorism, Protective Measures 
Russia, Intelligence and Security 


Vulnerability Assessments 


As its name suggests, a vulnerability assessment is a test 
of a system to locate, diagnose, and correct areas of 
weakness that might make it susceptible in times of crisis, 
attack, or destabilization. Any system that is created, oper- 
ated, and shaped by humans may qualify for, and may in 
fact require, a vulnerability assessment. The expression 
entered the English language in the 1980s and 1990s, and 
usage increased markedly after the terrorist attacks of 
September 2001. Vulnerability assessments have been 
applied to everything from computer networks to water 
systems. 


In 1998 and 1999, Sandia National Laboratories in 
Albuquerque, New Mexico, in partnership with the National 
Law Enforcement and Corrections Technology Center- 
Southeast Region, assessed the vulnerability of several 
correctional facilities. The first step in such an assessment 
was to determine areas of vulnerability, and then to exam- 
ine scenarios whereby those vulnerabilities are exploited. 
In the case of the prisons, the partnership examined classes 
of adversaries, including inmates and their families, along 
with tactics they might use, as well as all reasonable 
escape scenarios. It was noted that, rather than using a 
checklist in the design of prison security, it was advisable 
to apply a more advanced computer-driven analysis sys- 
tem. This would make it possible to consider all available 
means by which adversaries might achieve their objectives. 


In June 2002, the nation’s 54,000 drinking water sys- 
tems and 16,000 wastewater agencies spent a combined 
$700 million on vulnerability assessments, many of which 
had been spurred by the terrorist attacks of the preceding 
fall. At the same time, the Environmental Protection Agency 
(EPA) and the newly created Office (now Department) of 
Homeland Security had called for vulnerability assess- 
ments of critical infrastructure nationwide. Some indus- 
tries welcomed this call as an opportunity for new busi- 
ness, but members of the oil and gas industry lobbied 
against a plan whereby companies would conduct vul- 
nerability assessments and the EPA would assess compli- 
ance in certain areas. Meanwhile, vulnerability assess- 
ments have remained a powerful topic in the world of 
computers and cybersecurity. In January 2003, for in- 
stance, the Chemical Industry Date Exchange announced 
the formation of a new cybersecurity unit that would 
conduct a vulnerability assessment of chemical companies. 
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IE JULI BERWALD 


VX nerve agent (O-ethyl S-[2-diisoproylaminoethyl] 
methylphsophonothioate) is one of the most toxic sub- 
stances ever developed. Like other nerve agents, it is 
an organophosphate. Although it is often called a nerve 
gas, VX is usually a clear, odorless, tasteless liquid. A 
tiny amount of VX, about 10 mg—absorbed through the 
skin or eyes is fatal—and death usually occurs within an 
hour of exposure. VX poisons by binding to the enzyme 
cholinesterase and inactivating it. As a result, the chemical 
signals passed between nerve cells are transmitted un- 
controllably. Symptoms of VX poisoning include constric- 
tion of the pupils, headache, runny nose, nasal conges- 
tion, chest tightness, giddiness, anxiety, and nausea, 
eventually progressing to convulsions and respiratory 
failure. VX poisoning can be treated immediately with two 
antidotes: atropine and pralidoxome chloride. Because of 
its extreme toxicity, VX is considered a weapon of mass 
destruction. 


Vi poisoning. Chemical signals are transmitted between 
nerve cells by means of small molecules called neuro- 
transmitters. One of the most common neurotransmitters 
in the central and peripheral nervous system is acetylcho- 
line. Under normal conditions, acetylcholine is released 
from the terminal axon of one nerve cell, crosses the 
synaptic cleft between nerve cells and binds with a recep- 
tor onthe membrane of the post-synaptic nerve cell. Then, 
the enzyme cholinesterase binds to acetylcholine and 
inactivates it. This completes the chemical signaling be- 
tween nerve cells. 


When the VX nerve agent is present in the nervous 
system, it inactivates the enzyme cholinesterase. As a 
result, the receptor on the post-synaptic nerve cell is 
indefinitely stimulated by acetylcholine. In addition, the 
pre-synaptic nerve cell continues to release acetylcholine. 
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Nervous signals are never completed and the nervous 
system is eventually destroyed. 


VX poisoning can occur by exposure to the eyes or 
skin, inhalation, or ingestion. Symptoms occur within 
minutes. Autonomic nervous system symptoms include 
constricted pupils, reduced vision and other visual effects, 
drooling, sweating, diarrhea, nausea, vomiting, and ab- 
dominal pain. Neuromuscular symptoms are twitching, 
weakness, paralysis, and eventually respiratory failure. 
Symptoms affecting the central nervous system are head- 
ache, confusion, depression, convulsions, coma, respira- 
tory depression, and respiratory arrest. 


Treatment of UR poisoning. Two antidotes exist for VX 
poisoning: atropine and pralidoxime chloride, also called 
2-PAM. Atropine blocks one type of acetylcholine receptor 
on the post-synaptic nerve cell membrane. This prevents 
acetylcholine that is in the synaptic cleft from binding to 
the receptor. Pralidoxime chloride prevents VX from bind- 
ing to cholinesterase. Together, these drugs have been 
combined in an antidote kit called Mark I. Mark | is issued 
to United States troops, in particular those serving in the 
Persian Gulf region. Diazepam can also be used to treat 
the seizures and convulsions that may occur as a result of 
VX poisoning. 

If VX is exposed to the eyes, they should be flushed 
with water for 10 to 15 minutes. Skin contact should be 
treated with washing in soap and water, 10% sodium 
carbonate solution or 5% bleach solution. If sweating and 
muscular twitching occur, then Mark | should be admin- 
istered. If VX is ingested, Mark | should be injected 
immediately. 


The history of UX. VX nerve agent was developed in 1952 by 
British chemists who were researching different types of 
insecticides. The United Kingdom traded information about 
VX with the United States government in exchange for 
information about thermonuclear weapons in 1953. A 
program to thoroughly study VX was subsequently begun 
at the Department of the Army’s Edgewood Arsenal in 
Maryland. In 1957, scientists at Edgewood developed a 
binary system for delivery of VX in weapons. During the 
1960s or 1970s, the Soviet Union's intelligence agencies 
learned the formula for VX and soviet scientists developed 
a program for the mass production of VX. 


Although VX has not yet been used as a weapon, in 
1968, the U.S. Army experimented with open-air tests of 
weapons containing VX at Dugway Proving Ground near 
Salt Lake City in Utah. During a test on March 14, a valve 
failed on an aircraft carrying the nerve gas and 320 gallons 
of VX were inadvertently sprayed over fields. Subsequently, 
6,400 sheep that were grazing in the area died. The Army 
eventually took responsibility for the mishap and reim- 
bursed ranchers for their loss. 


The Iraqi government has admitted to manufacturing 
VX during the 1990s. It is possible that the formula for 
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producing VX could have passed to Iraq via Russia, how- 
ever the U.S. government has found no solid evidence of 
such a transfer of information. Further, reports surfaced in 
2002 that the al-Qaeda terrorist network has obtained VX, 
but they had not been substantiated as of early 2003. 


The use of IH asa Weapon. VX is an extremely toxic material 
with low volatility and therefore, it dissipates very slowly. 
VX also has adhesive properties, which makes it difficult 
to remove from surfaces. These characteristics make a 
powerful strategic contaminant. For example, military ba- 
ses contaminated with VX could result in casualties for 
several weeks if the base continued to be used. In order to 
counter such tactics by terrorist groups, scientists at the 
Department of Energy’s Idaho National Engineering and 
Environmental Laboratory have recently developed tech- 
nology to detect VX and to predict its degradation rate on 
concrete surfaces. Because of its potent toxicity, if VX 
were used on a missile, it could be an extremely deadly 
weapon. The LD50, or lethal dose for at least 50% of those 
exposed to VX is 10 ml. Therefore, VX is considered a 
weapon of mass destruction. 
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John Anthony Walker, a United States citizen, success- 
fully spied on behalf of the Soviet KGB from 1967 to 1985. 
Walker employed friends and members of his family in the 
business of espionage, stealing secrets from U.S. Naval 
Intelligence and selling them to Soviet agents. During the 
course of his career, Walker compromised United States 
military communications ciphers, copied blueprints of 
Naval vessels and weapons, and stole secret documents. 


In 1984, Walker's ex-wife, Barbara Crowley Walker, 
tipped FBI investigators to her husbands dealings with the 
Soviets. She told investigators that she suspected he did 
not work alone, and most likely relied on his brothers anda 
friend to steal government secrets. 


The FBI conducted extensive surveillance of Walker 
for several months, trying to catch him in the act of leaving 
information at pre-arranged dead drop for a Soviet agent 
to retrieve. In April 1985, investigators learned of Walker's 
plans to leave documents at a dead drop site in Maryland, 
in exchange for a sizable cash payment to be picked up 
from another location. On May 19, 1985, FBI agents watched 
Walker leave a crumpled paper sack near a roadside utility 
pole. After Walker left the site to drive one hour north to 
receive his payment, agents seized the dead drop materi- 
als, 129 top secret Navy intelligence documents. 


Walker then went to the second site to pick up the 
dead drop a Soviet agent left for him, $200,000 in cash. 
However, the bag containing the money was not at the 
site. After searching for nearly two hours, Walker left the 
drop site and checked into a local motel, worried that the 
FBI may have compromised the transaction. Walker was 
arrested outside his hotel room later the same night. 


Despite warnings from his handlers in the KGB, Walker 
included personal letters and information in his last few 
dead drops. When the FBI seized Walker's last drop, the 
package contained not only the stolen secret documents 


but also a letter containing the names of other members of 
his spy ring. The names appeared in code, but FBI and CIA 
personnel readily identified the cryptonym. Walker’s own 
writing implicated his son, Michael Lance Walker, a sea- 
man stationed aboard the USS Nimitz. Michael Walker 
supplied his father with many of the documents, photo- 
graphs, and code information that his father sold to Soviet 
agents. All 129 stolen documents in Walker's final dead 
drop were stolen by his son. 


Walker’s letters also noted the involvement of his 
older brother, Arthur Walker, in the activities of the spy 
ring. Arthur was a Navy veteran and a defense contractor, 
privy to information about weapons systems and ship and 
aircraft design. 


Jerry Alfred Whitworth, Walker's best friend and a 
Navy communications specialist, operated in the spy ring 
for over ten years. Whitworth supplied Walker with most 
of the United States cipher and code information leaked to 
the Soviets. 


Walker, his son, and Whitworth were tried on charges 
of espionage. Walker received life in prison, while Michael 
and Whitworth received lesser sentences. Walker's son, 
Michael, was released from prison in 2000. 


Although Moscow celebrated Walker as one of their 
best recruits, Walker’s arrest served as a catalyst for a 
widespread investigation of security procedures within 
the United States intelligence community. A year after 
Walker’s arrest, investigators and intelligence officials 
exposed seven other suspected double agents operating 
against the United States. 
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The War of 1812, spawned by the European Napoleonic 
Wars, was the last war in which the fledgling United States 
fought its former colonial power, Great Britain. After three 
years of fighting on land and at sea, the United States 
military successfully drove the British forces from United 
States soil, but not before British troops burned Washing- 
ton, D.C. The War of 1812 assured the United States the 
independent sovereignty it claimed after victory in the 
American Revolution and shaped American foreign policy 
for over a century. 


When continental Europe erupted in conflict in 1793, 
the United States declared itself neutral. Not wanting to 
anger France or Britain, the two main rivals in the Euro- 
pean war, the United States tried to remain out of conten- 
tious European politics, especially in regards to European 
colonial holdings in the Americas. Relations were further 
strained by British resentment of ongoing United States 
trade and diplomatic cooperation with France. British ships 
blockaded United States ports, hoping to prevent supplies 
and trade goods from reaching France. United States 
leaders, George Washington and John Adams, worked to 
ease tensions and lift the blockade, and by 1795, the nation 
again conducted trade with allies in Europe. However, by 
1803, the United States government grew deeply con- 
cerned about the presence of a strong British military 
force in the Great Lakes region. Negotiations with Britain 
to reduce their military presence in the West and along the 
northern border of New England failed. Tensions again 
mounted when France sold the United States significant 
territories, including the Mississippi River, in the Louisi- 
ana Purchase. 


In 1805, the British Navy resumed its blockade of the 
Unites States coast, prohibiting the export of most goods 
to continental Europe. The Orders in Council of 1807 
further restricted neutral trade with Europe, and author- 
ized British ships to take both the cargo and crew of seized 
neutral ships. The practice of impressment, forcing cap- 
tured seamen into service on British ships, inflamed anti- 
British sentiment in the United States. The passage of the 
Embargo Act, confining all United States trade to the 
North American coast, the failure of continued diplomatic 
relations, and British-incited Indian attacks on United States 
outposts, gave credence to the opinions of the “War 
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Hawks” in the United States government. In June 1812, 
the United States declared war on Britain. 


The War of 1812 forced the United States to rapidly 
form and train military forces. After the Revolutionary 
War, the federal government only reluctantly allowed 
provisions for national forces. Most armies were main- 
tained by individual states, with little standardization of 
training and equipment. The war spanned the entire breadth 
of the United States and its territories, from the Great 
Lakes region to New Orleans, Louisiana. Regional armies 
facilitated troop movement and deployment, but the lack 
of national infrastructure made travel and communication 
among the different battlefronts difficult. Military generals 
attempted to create a complex communication and espio- 
nage network, utilizing couriers on horseback and sema- 
phore, to deliver messages. Codes were primitive and 
easy to break, but both British and American forces em- 
ployed invisible inks to help conceal communications. 


The vast expanses of rough and unfamiliar territory 
that both armies traversed required the extensive use of 
scouts. Both British and American forces preferred to use 
Indian scouts, who often had superior knowledge of re- 
gional terrain and could communicated in several indige- 
nous languages. Indian scouts also aided in the recruit- 
ment of Indians to fight rival forces. British and United 
States military leaders also attempted to spark warfare 
between rival tribes with varying allegiances, hoping to 
distract opposing forces or break their aid network. Exten- 
sive contact with indigenous populations proved devas- 
tating, as during the American Revolution, disease rav- 
aged Indian villages and several thousand Indian warriors 
died in battle. 


From 1812 to 1814, the United States suffered numer- 
ous crushing defeats at the hands of superior British 
forces. United States offensives failed to take the Great 
Lakes region, and military defenses could not keep British 
troops from occupying Washington, D.C. Anticipated 
French aid never materialized in the 1813, as the tide of 
war in Europe had shifted decisively in favor of the British, 
and Napoleon’s French Empire was in grave danger of 
collapse. American diplomats in Paris maintained a small 
espionage network in Europe and the Americas to monitor 
the British military and diplomatic corps. A French spy, 
posing as a local trader, rode to the White House to inform 
the president and cabinet members of the British plans to 
invade, occupy, and then destroy Washington, D.C. The 
government fled the British invasion of the capital city, but 
only by a matter of hours. 


Despite the grim prospects of the United States land 
campaign in the early years of the war, the new United 
States Navy mounted surprisingly successful battles against 
the powerful British Navy. The United States reluctantly 
formed its Navy to combat the extortionist trade monop- 
oly of the North African Barbary Pirates who dominated 
shipping in the Mediterranean. While wealthier European 
government simply paid annual tributes and occasional 
ransoms to the Barbary authorities, the fledgling United 
States Federal government could not afford to pay such 
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large sums of money. The nation mounted a small but 
highly effective Navy, eventually driving the Barbary au- 
thorities to capitulation. After the conflict, the government 
only narrowly voted to keep naval forces. 


When the British began the blockade of the American 
coastline, United States navy and merchant ships suc- 
cessfully ran the blockade. The government employed 
“pirate” ships to destroy British ships, and recapture 
seized cargo and Americans impressed into service. With 
the outbreak of war, naval resources were increasingly 
devoted to strategic sea campaigns against British ves- 
sels. The United States Navy successfully captured the 
British frigate Macedonian, defeated the Java, and raided 
several other merchant and military ships. Victories at sea, 
though limited, enforced the need for a permanent navy in 
the United States and ensured its continued survival. One 
hundred and forty years later, the United States Navy 
surpassed the British fleet to become the world’s domi- 
nant sea power. 


As the French were defeated in Europe, the British 
devoted more resources to the battlefront in America. 
However, United States forces rallied, turning the tide of 
the war in their favor by August 1814. Wishing to avoid 
clear military defeat, both sides began peace negotiations. 
The British failure to capture Baltimore prompted the 
government to settle their dispute with the United States, 
instead of continuing a lingering, expensive, and increas- 
ingly stalemated overseas war. The Treaty of Ghent for- 
mally ended the war in 1815. On January 8, 1815, after the 
signing of the treaty, United States forces, commanded by 
Andrew Jackson, achieved a stunning victory against the 
British at the port of New Orleans. Since communication 
was tedious across the Atlantic and the expansive western 
territory of Louisiana, news of the Treaty of Ghent did not 
reach either forces in time to prevent the engagement. The 
Battle of New Orleans gave the impression that the long- 
stalemated war was a sound United States victory, but the 
new nation was successful largely because of the failure of 
British offensive operations. 


After the War of 1812, the United States declared 
firmer international policy. With the issuance of the Mon- 
roe Doctrine in 1823, the nation stated its policy of non- 
intervention in European conflicts. Furthermore, the United 
States declared the New World closed to further coloniza- 
tion, and that attempts of foreign powers to intervene in 
conflicts between colonial powers and their colonies would 
be viewed as an act of aggression. The War of 1812 
solidified the political and military preeminence of the 
United States in the Americas, and began the great expan- 
sion westward toward the Pacific coast. 
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Water Supply: 
Counter-Terrorism 


I BRIAN HOYLE 


The water supply in many communities in the developed 
world comes from a surface water source such as a lake. 
Water can also be pumped from aquifer located under- 
ground. Typically, the water is routed to a treatment plant, 
where a variety of physical and chemical processes render 
the water safe to drink. The “finished” water is then 
pumped through pipes (i.e., the distribution system) to the 
consumer's taps. 


For over a century this process has been geared 
toward providing high quality water, without considera- 
tion of the security of the acquisition, treatment, and 
distribution of water. However, particularly since the 1990s, 
the threat of a deliberate contamination of water supplies 
has become more probable. 


Inthe wake of the September 11, 2001 terrorist attacks 
on the World Trade Center and the Pentagon in the United 
States, surface water supplies, water treatment plants, 
and distribution systems were quickly recognized as po- 
tential targets of a terrorist attack. While water facilities 
are often equipped to discourage mischief (i.e., a chain 
link fence surrounding a reservoir), virtually no water 
facilities are designed to prevent a deliberate and coordi- 
nated attack. 


Many compounds dissolve in water and microorgan- 
isms are so small that, for example, up to 6 million bacteria 
need to be present in each milliliter of water before the 
water will appear less than crystal clear. Thus, the addition 
of a lethal quantity of a potent poison or disease-causing 
microorganism to a water supply could be done without 
attracting undue notice. 


During the 1990s, and especially since the events of 
September 11, 2001, efforts to develop effective strategies 
to counter a terrorist attack on water supplies have been 
widely debated. 


The fact that major urban systems need to supply 
huge quantities of drinking water every day could already 
be a counter-terrorist strategy. Even given the ease by 
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which a reservoir could be contaminated, the large vol- 
ume of the water reservoirs of major urban centers would 
dilute the added poison to very low levels. A lethal dose of 
a poison at the consumer's tap would require the addition 
of a huge amount of the contaminant. For example, it has 
been estimated over 400,000 metric tons of hydrogen 
cyanide would have to be added to the Crystal Springs 
Reservoir—a major reservoir for the city of San Fran- 
cisco—to supply enough poison to kill or debilitate some- 
one drinking one glass of water from the reservoir. 


However, smaller reservoirs are at risk, as are smaller 
water tanks. Increased security at treatment plants would 
be an effective deterrent to sabotage. However, such 
security would be expensive and the cost would be passed 
to the consumer. 


In most municipalities, water treatment involves the 
addition of chlorine or chlorine products to kill microor- 
ganisms. The deliberate disabling of the chlorination sys- 
tem of a treatment plant would make contamination of the 
drinking water a certainty. For example, a breakdown in 
the chlorination of the drinking water of Walkerton, Ontario, 
coincident with the run-off from a cattle field that contami- 
nated the water supply with Escherichia coli O157:H7, 
sickened over 2,000 people and killed at seven people in 
the summer of 2000. 


Even a secure treatment facility supplying chlori- 
nated water is no guarantee of safe water. Recent history 
has shown that chlorinated water is susceptible to con- 
tamination by microorganisms that are resistant to the 
chemical. Specifically, the protozoa called Giardia and 
Cryptosporidium have a spore-like stage in their life cycles 
that survives exposure to chlorine. A Cryptosporidium 
contamination of the water supply of Milwaukee, Wiscon- 
sin, sickened over 200,000 people and killed almost 
100 people. 


While illness outbreaks with the protozoa have so far 
been accidental, the use of the microorganisms as a weapon 
is conceivable. In the United States, municipalities have 
been legislated to provide alternate means of dealing with 
drinking water to counter the threat posed by Giardia and 
Cryptosporidium. This legislation has been prompted by 
health concerns. Nonetheless, it will prove to be a counter- 
terrorism measure. 


The distribution system that carries water from the 
treatment plant to the consumer's taps is another poten- 
tial target of terrorism. The high pressure inside the pipes 
would make the introduction of a contaminant difficult. 
However, the lack of security along the distribution system 
could enable a dedicated group to commission the dig- 
ging equipment needed to uncover a pipe and stop water 
flow long enough to contaminate the water. 


Patrolling a distribution system is impossible. For 
now, the most effective counter-terrorism strategy is to 
make manholes and storage tanks inaccessible. 


Another microbial terrorist threat to drinking water is 
Bacillus anthracis. This bacterium, which is the cause of 
anthrax, can form avery hardy structure known as a spore. 
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Studies have determined that the spore form can survive 
in chlorinated water for at least two years. If ingested in a 
glass of drinking water, or inhaled in the humid environ- 
ment of a shower or bath, the spores can revive, and the 
growing bacteria can cause the disease. 


Other chlorine-resistant microorganisms that have 
been identified as bioterrorism agents include Clostrid- 
ium perfringens, Yersinia pestis (the cause of plague), and 
biotoxins (e.g., aflatoxin and ricin). 


Countering the deliberate use of such microorgan- 
isms will necessitate the rapid detection of even tiny 
quantities of the microorganisms or their toxic products. 
Use of rapid detection devices in an early warning system 
would be an effective counter-terrorism strategy, albeit 
one that would require dedicated personnel or hardware 
to monitor the water system. 


One promising technology is the use of an electronic 
sensor (“the electronic nose”) to detect chemicals. This 
method has been successful in detecting spoilage and 
disease causing bacteria present on fruit by virtue of the 
unique chemical compounds given off by the bacteria. 
However, the electronic nose would have to be adapted 
for use with water. 


A detection method that already successfully detects 
and identifies bacteria such as Escherichia coli in fresh 
water relies on the binding of fluorescent antibodies to the 
surface of the bacteria and the detection of the bound 
antibodies by the resulting fluorescence. A prototype of 
the device is portable and so can be taken to hydrants for 
the testing of water throughout a distribution system. 
When in production within the next several years, the 
device will offer a means of rapidly monitoring water for 
contaminants. 


Another promising technology relies on the recovery 
of genetic material (deoxyribonucleic acid; DNA) from the 
sample, and the detection of sequences of the DNA that 
are unique to the target bacteria by the use of a mirror 
image piece of DNA that will selectively bind to the target 
sequence. DNA microchips utilize this technique to detect 
bacteria from samples as complex as soil and ocean water. 


Thus, there is potential for the development of rapid 
tests to detect bacterial contamination of drinking water. 
Whether the benefits of implementing an early warning 
system of chemical and microorganism detection will 
justify the costs remain to be determined. 


In the short term, the best counter-terrorism strategy 
for many water systems will continue to involve a survey 
of the system in order to identify points where the system 
is vulnerable (i.e., unlocked hydrants) and taking action to 
secure those points (i.e., locking hydrants). As well, public 
notification of water contamination, and response of au- 
thorities (e.g., police, fire department, and medical per- 
sonnel) to a contamination should be an integral part of a 
community’s emergency response plan. 


Despite the vulnerability of water to deliberate con- 
tamination, the reality continues to be that the probability 
of such action is very low. A terrorist can deliver a lethal 
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payload by air or through routes like the postal system 
more easily and using less microorganisms than would be 
required for the contamination of a water supply. 
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Five men, known as the “White House plumbers,” broke 
into the Watergate apartment and office complex on June 
17, 1972. The well-trained burglars’ mission was to raid 
Democratic Party offices in the complex and obtain secret 
documents pertaining to the presidential election. The five 
men, Frank Sturgis, Bernard Baker, Eugenio Martinez, 
Virgilio Gonzalez, and James McCord were caught and 
arrested. Subsequent investigations revealed the involve- 
ment of E. Howard Hunt and G. Gordon Liddy in planning 
the break-in, and possible connections to the White House 
and Central Intelligence Agency (CIA). 


Three of the “White House plumbers,” Liddy, McCord, 
and Hunt were former members of the CIA. When investi- 
gations revealed that the burglars used sophisticated eaves- 
dropping and espionage equipment, the scandal grew to 
encompass the United States intelligence community. 
Eavesdropping devices, including wiretaps and tape re- 
corders, were planted in the target Watergate offices be- 
fore the break-in to monitor communications. During the 
burglary, the men used miniature cameras, complex lock 
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picks, and military issue walkie-talkies. Authorities discov- 
ered small canisters of tear gas on two of the men. Some 
of the tools were even marked with government identifica- 
tion numbers, evidence that the operation was planned or 
authorized by a member of the government. The White 
House, and President Richard Nixon himself, were soon 
implicated, elevating the Watergate incident to full-fledged 
political scandal at the highest political level. 


The men involved in the Watergate affair were mem- 
bers of the Committee to Re-elect the President some- 
times referred to colloquially as “CREEP.” Months before 
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the break-in, members of CREEP advised President Nixon 
to develop “political intelligence capabilities” to further 
his campaign. Facing public backlash from the war in 
Vietnam, Nixon’s committee sought to discredit Demo- 
cratic opponents in an attempt to gain ground in the 
election. Following the Watergate burglary, and the arrest 
of the “White House plumbers,” Federal authorities con- 
ducted a full investigation of the incident. The White 
House, and CREEP, attempted to block full disclosure of 
the scandal. 


The cover-up of the Watergate affair was itself a deft 
intelligence maneuver. Members of CREEP destroyed per- 
tinent documents and encouraged allies in the United 
States intelligence community to do the same. The Nixon 
White House destroyed tape archives of phone conversa- 
tions. FBI Acting Director Patrick Gray later resigned his 
post after admitting to destroying Watergate documents 
at the request of CREEP officials. Those in custody gave a 
series of false statements, committing perjury, in an at- 
tempt to distance the scandal from the Nixon administra- 
tion. As a result, only three of the original eight men 
arrested were indicted. For a while, the cover-up was 
successful. 


Following Nixon’s re-election, the U.S. Senate began 
a formal inquiry of the Watergate scandal. The previous 
CIA and FBI investigations failed to implicate the Office of 
the President because none of the persons questioned 
mentioned the involvement of the White House in CREEP 
operations. In March 1973, Hunt asked for a significant sun 
of “hush money” to refrain from going to the FBI or Senate 
committee with information about the scandal. He re- 
ceived $75,000. 


Most of those involved in the scandal decided to 
exercise their Fifth Amendment rights and not testify to 
the Senate committee. Nixon announced a new investiga- 
tion of the scandal on March 21, 1973, but immediately 
began to stonewall the process. A letter from McCord to 
Judge Sirica on March 23 formally implicated the White 
House plumbers, CREEP, and the president in the Water- 
gate scandal. The cover-up fell apart, and a desperate 
administration resorted to a series of “dirty tricks” to shift 
the focus of the investigation away from the Nixon 
administration. 


The “dirty tricks” focused on discrediting those who 
testified against CREEP, White House, and intelligence 
agencies. Some were accused of sexual misconduct, oth- 
ers of financial irregularities. Stink bombs were planted in 
offices. However, the most devious trick was the falsifica- 
tion of State Department cables by Hunt to implicate 
former President John Kennedy in the assassination of the 
South Vietnamese President Diem. Hunt tried to sell the 
cables to the media, in an attempt to anger and influence 
predominantly Democratic Catholic voters. The timely 
surfacing of the mysterious cables, as well as public dis- 
closure of campaign finance irregularities by the Nixon 
administration further fueled the scandal. 
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While the break-in itself was an illegal act, the Water- 
gate scandal had far greater legal consequences. The 
involvement of former CIA members raised questions 
about the prevalence of political espionage in the United 
States government. Using the resources of the intelli- 
gence for political espionage or personal gain is strictly 
illegal under American law. In addition, the involvement 
of the White House implied the Office of the President 
resorted to gross abuses of its power and authority. Sub- 
sequent Senate hearings and FBI investigations reached 
similar conclusions, and nearly 30 people in the Nixon 
administration were fined or imprisoned. 


Complex intelligence operations and sophisticated 
equipment had permitted the “White House plumbers,” 
CREEP, and Nixon to perpetrate and hide many of their 
crimes. However, the same sophistication of cloak and 
dagger operations ultimately undid the Nixon administra- 
tion and broke the mysteries of the Watergate scandal. 
Nixon recorded most conversations in his office. An in- 
tense legal battle, eventually reaching the Supreme Court, 
ensued over the tapes, their possible editing, and their 
admissibility in Senate Select Committee hearings. Facing 
impeachment after the subpoena of the tapes, Nixon 
resigned his office. Although he was later pardoned by 
President Gerald Ford, some of the people involved in the 
scandal served long prison terms, never breaking their 
cover story in relation to the scandal. 


The most important political scandal in U.S. history 
was perhaps best put in perspective by the late comedian 
Bob Hope, who said of Watergate, “It gave dirty politics a 
bad name.” 
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Weapon-Grade Plutonium and 
Uranium, Tracking 


I K. LEE LERNER/LARRY GILMAN 


Weapon-grade (or “bomb-grade”) uranium or plutonium 
is any alloy or oxide compound that contains enough of 
certain isotopes of these elements to serve as the active 
ingredient in a nuclear weapon. Some civilian weapon- 
grade materials are tracked by international organiza- 
tions, especially the United Nations’ International Atomic 
Energy Agency (IAEA) and the European Atomic Energy 
Community (EURATOM), to prevent their diversion to 
bombs. The goal is to prevent nuclear proliferation, that 
is, the possession of nuclear weapons by more and 
more groups. 


IAEA safeguards track weapon-grade materials (or, in 
the case of plutonium, dilute materials that could be 
refined to weapons grade) in non-military nuclear fuel 
cycles in states that are signatories to the Non-Prolifera- 
tion Treaty (NPT) of 1968. Those states that already had 
nuclear weapons at the time of the treaty’s creation—the 
U.S., United Kingdom, France, Russia, and China—are not 
subject to IAEA safeguards. Only four states—Cuba, India, 
Israel, and Pakistan—have not signed the NPT and are not 
part of any international safeguard system. Of these four, 
all have nuclear weapons except Cuba, which western 
intelligence agencies assert is not currently seeking nu- 
clear weapons. EURATOM safeguards civil plutonium and 
uranium in the European countries, including materials 
not covered by mandatory IAEA safeguards under the 
NPT (i.e., those in the UK and France). The IAEA and 
EURATOM cooperatively safeguard European materials 
to avoid redundancy. 


Military nuclear materials are tracked not by the IAEA 
but by the governments that own them. Because the 
tracking techniques employed internally by nuclear-weap- 
ons states vary from nation to nation and are always partly 
or wholly secret, and since EURATOM safeguards are 
essentially the same as IAEA safeguards, this article re- 
stricts itself to IAEA safeguards on nuclear materials in the 
182 non-nuclear-weapons signatories of the NPT. 


Definition of “Weapon-Grade™ 


“Weapon-grade” uranium or plutonium is sometimes de- 
fined as any alloys pure enough to be used in bombs by 
governments building light-weight nuclear weapons for 
carriage in missiles, artillery shells, or other delivery sys- 
tems. The highly-enriched uranium (HEU) preferred by 
professional weapons designers is more than 90% urani- 
um-235 (7°U), and the enriched plutonium used for such 
purposes is nearly pure metal. However, “weapon-grade” 
it is more usefully, and more commonly, defined as any 
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material pure enough to serve in a nuclear weapon, re- 
gardless of that weapon’s efficiency or elegance of design. 
Uranium enriched to only about 50% **U, and probably 
less, can be used to make a crude nuclear bomb, and it is 
possible to make a bomb from material that is only 15-25% 
plutonium (e.g., mixed-oxide fast breeder reactor fuel). A 
“crude” bomb would probably have an explosive force of 
several tens of kilotons (where one kiloton equals the 
explosive force of one thousand tons of trinitrotoluene, 
TNT), comparable to the bombs that destroyed Hiroshima 
and Nagasaki in 1945. 


Weapon-grade fissile materials are not found in na- 
ture, but must be produced. *°U is found only in dilute 
form in nature. It constitutes about .71% of the uranium in 
ore, the rest being mostly the isotope *°U, which is not 
fissile enough to be a reactor fuel or bomb material. 
Reactor-grade uranium (i.e., the fuel for civilian nuclear 
power plants, which is about 3% 7°U) and weapon-grade 
uranium are obtained by enriching the concentration of 
35U in metal extracted from ore, a complex and expensive 
industrial process. The nearly pure *°U that is left over 
from enrichment, although useless as a fuel or explosive, 
can be partly transformed into plutonium by neutron 
bombardment in a particle accelerator or nuclear reactor. 
(There are several isotopes of plutonium, not all equally 
suitable for bombs, but because all readily available iso- 
topic blends of plutonium are suitable for bomb-making, 
this article refers simply to “plutonium.”) 


These facts are important to the tracking or 
safeguarding of weapon-grade material. Since **U exists 
in nature and only needs to be concentrated to become a 
bomb material, an ideal tracking system for would station 
observers at every stage of uranium extraction and refine- 
ment, from the mine to the enrichment plant. This would 
cost too much, so the IAEA monitors selected industrial 
processes, namely enrichment plants, fuel-fabrication fa- 
cilities, and reprocessing facilities. A reprocessing facility 
is a factory where nuclear-reactor fuel that has been 
isotopically altered by irradiation in a reactor core and is 
no longer isotopically optimal for fuel purposes (“spent” 
fuel) is dissolved in acid and its *°U and plutonium 
separated out. (What is left is high-level nuclear waste.) 
Reprocessing is the sole source of weapon-grade pluto- 
nium, as plutonium occurs in nature only in trace amounts; 
therefore, IAEA safeguards track not only separated pluto- 
nium but spent nuclear fuel. 


The Safeguarding Task 


There are three basic stocks or inventories of weapon- 
grade (or pre-weapon-grade) material: military invento- 
ries, transitional inventories, and civil inventories. Military 
inventories consist of fissile materials (almost entirely 
alloys of uranium and plutonium) that are already built 
into weapons, are stockpiled for possible weapons use, or 
are stockpiled for or already used in naval reactors. (Due to 
size constraints, the reactors used to drive some submar- 
ines and military surface ships require weapon-grade 
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uranium as fuel). Transitional inventories consist of mate- 
rials that have been removed from weapons or declared 
by the states that own them to be in excess of their 
weapon-making needs. By far the largest transitional stock- 
pile in the world is that of Russia, nuclear inheritor state of 
the Soviet Union. Civil inventories consist of materials 
belonging to the nuclear-power fuel cycle, including stock- 
piled HEU and plutonium separated from spent fuel, plu- 
tonium and HEU loaded or stockpiled as fuel for special- 
ized reactors (e.g., fast breeders), and plutonium and HEU 
in spent reactor fuel of all types. The basic goal of interna- 
tional safeguards is to track materials in the transitional 
and civil inventories to prevent them from being secretly 
diverted to weapons by terrorists or governments. (Al- 
though the transitional inventories are held by nuclear- 
weapons states not required by the NPT to submit them to 
IAEA safeguards, some of them, notably Russia’s, are 
voluntarily submitted to IAEA safeguards.) 


About 3,000 tons of plutonium and HEU have been 
produced by the civil and nuclear military facilities to date, 
with hundreds of kilograms of new plutonium forming 
constantly in the fuel rods of nuclear reactors worldwide. 
About 700 of these tons are in military inventories, about 
1,300 tons in transitional inventories (mostly in the U.S. 
and Russia), and about 1,000 tons in civil inventories. 
Because the civil inventories in some of the largest nucle- 
ar-power states (i.e., the U.S., U.K., France, and Russia) are 
not subject to IAEA safeguards, only about 24 tons of 
weapon-grade plutonium and uranium—less than 1% of 
the world stock of these materials—is safeguarded. Though 
apparently small, this quantity of material could produce 
hundreds of nuclear weapons, and is exactly that fraction 
of the world’s HEU and plutonium inventory that is most 
vulnerable to diversion. The IAEA, like a border patrol, 
thus deploys its forces along a critical edge rather than 
spreading them over the domain of all weapons-grade 
materials. 


Safeguards are designed to deter—by making it diffi- 
cult to conceal—any attempt to concentrate non-weapon- 
grade nuclear material into weapon-grade material or, 
alternatively, to divert weapon-grade material from peaceful 
purposes (e.g., breeder-reactor fuel) to weapons. Safe- 
guards are thus after-the-fact measures designed to detect 
a material diversion that has already occurred, quickly 
enough to detect the diversion before a nuclear weapon 
can be assembled. 


Methods 


The two basic methods used to track weapons-grade 
nuclear material are accountancy and physical inspection. 


Accountancy. The NPT requires every signatory nation to 
“establish and maintain [its own] system of accounting for 
all nuclear material subject to safeguards,” that is, HEU 


| 256 | 


and plutonium. In other words, the IAEA seeks to build on 
national accounting controls rather than building its own 
system from scratch. (It does so not because national 
controls are intrinsically better, but to control costs.) The 
IAEA specifies, in part, what these national accounting 
procedures shall be, in order to assure that their adequacy 
and compatibility with the IAEA's own methods. 


In this context, a “system of accounting” means a 
system of inventorying, similar in principle to that used to 
run a grocery store. The IAEA defines “material balance 
areas,” specific physical zones which may be as large as 
entire facility or as small as a single room, for which 
inventories must be kept. Whenever safeguarded materi- 
als are brought in or out of a material balance area, records 
must be made of the amounts, entering, leaving, and in 
the material balance area. If the totals do not add up, a 
diversion is suspected. 


Inspection. The fact that a nation is responsible for invento- 
rying its own nuclear materials creates an obvious oppor- 
tunity for cheating: a state might simply fabricate records 
that show no diversions. To prevent this, the IAEA ana- 
lyzes each nation’s records for inconsistency or other 
signs of fraud. More importantly, it conducts on-site in- 
spections. Formerly, inspection consisted mostly of visits 
by IAEA personnel. Site visits by inspectors remain essen- 
tial, but with the development of new detection technolo- 
gies and computer systems, automatic or “unattended” 
safeguards have become more widely used. For example, 
all entry points to a material balance area might be rec- 
orded continually on sealed videotapes that are later ana- 
lyzed by the IAEA for suspicious activity. Sensors that 
detect the presence, type, and quantity of nuclear materi- 
als by measuring neutrons, alpha particles, or gamma 
rays can be located at the access gate of a reprocessing 
plant, near a fuel-storage area, or in other key locations. 
(Inspections or video monitoring would assure that tem- 
porary exits are not being cut in the perimeter fence 
elsewhere, to escape surveillance.) The efficacy of inspec- 
tion is increased by requiring that the NPT signatory state 
whose materials are being safeguarded submit informa- 
tion about the design of its nuclear facilities to the IAEA. 
The IAEA may also place special seals on containers of 
safeguarded material, then re-inspect periodically to ver- 
ify that the seal has not been broken, and require that an 
inspector be present if the seal is to be broken. The 
purpose of inspections is, in short, not to directly track all 
flows of safeguarded material, but to keep the inventory 
system honest. 


Measurement inaccuracy. All the measurement processes 
involved in tracking HEU and plutonium have built-in 
error. If, for example, a particular scale is only accurate to 
within a milligram, then there is always 1 mg of uncer- 
tainty about how much HEU or plutonium is resting on it. If 
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a sample of HEU or plutonium that is known to have a 
mass of 1.00 g is broken in two and each piece measured 
on a scale having 1-mg inaccuracy, and if these two 
measurements both read .499 g (for a total of .998 g), it is 
impossible to tell whether .002 g of controlled material has 
been diverted or the numbers merely reflect random meas- 
urement error. To combat this source of uncertainty it is 
possible to screen for “systematic” errors, that is, errors 
that trend systematically in some direction; in particular, 
errors that always show a loss of material rather than a 
gain would be more suspicious. (Truly random error should 
sometimes show too much, rather than too little, mate- 
rial.) However, clever manipulation of error margins in- 
side a complicated system could pit false gains against 
real losses, thus preventing the appearance of systematic 
error and concealing small, persistent diversions. 


In reprocessing facilities, which extract HEU and plu- 
tonium from spent fuel, this problem is particularly acute, 
as a material balance can only be performed on each batch 
of liquid material processed by the plant. Cumulative 
material-balance inaccuracies of up to 1% are probably 
unavoidable in reprocessing. In a reprocessing facility 
such as the U.K.’s Barnwell, which was originally designed 
to extract 15 tons of plutonium per year from 1500 tons of 
spent fuel, this would mean that 150 kg of plutonium could 
be diverted undetectably from the plant every year— 
enough for about 15 atomic bombs. The IAEA Safeguards 
Division seeks to track inventories in individual states to 
within 8 kg of plutonium and 25 kg of HEU annually— 
enough to easily build a single bomb. However, if a state 
was willing to wait a few years for each bomb, its diver- 
sions could remain within the intrinsic error limits. 


Strengthened safeguards. Inthe early 1990s, IAEA inspectors 
discovered that Iraq, though a signatory of the NPT and 
subject to the full range of IAEA safeguards, had for years 
been conducting a covert nuclear-weapons program in- 
volving thousands of personnel, mostly at facilities al- 
ready subject to IAEA inspection. It was the first serious 
attempt by an NPT signatory state to circumvent IAEA 
safeguards, and was partly successful. Judged by its ulti- 
mate goal, however—to produce nuclear weapons—it 
was an apparent failure; given information by U.S. and 
U.K. intelligence agencies, IAEA inspectors finally became 
suspicious and detected the fraud. IAEA inspectors as- 
serted that Iraq (prior to the 2003 American-led war to 
disarm Iraq) had not been able to reconstitute its nuclear 
weapons program. In any case, the incident proved that 
existing IAEA safeguard standards were inadequate. These 
have been replaced by what the IAEA terms the “strength- 
ened international safeguards system,” which includes 
stricter and more thorough inventorying; greater access 
to information about reactor-facility designs, uranium 
mines, and uranium concentration plants; environmental 
sampling for signs of radioactivity; more complete facility 
access; and surprise inspections. 
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E ALEXANDR IOFFE 


The concept of Weapons of Mass Destruction appeared 
during War World II after the use of atomic bombs. In the 
mass consciousness, weapons of mass destruction are 
usually associated first with atomic weapons, although 
the concept includes certain chemical and biological 
weapons. 


The atomic bomb was used only twice in World War 
ll, in bombarding the Japanese cities of Hiroshima (Au- 
gust 6, 1945) and Nagasaki (August 9, 1945) by the United 
States. The first bomb employed uranium-235 and pro- 
duced an explosion equivalent in power to approximately 
15 kilotons of TNT gunpowder. The second bomb em- 
ployed plutonium and was equivalent in power to ap- 
proximately 21 kilotons of TNT gunpowder. 


On August 7, 1945 the General Staff of Japan received 
an alarming telegram from the Hiroshima region claiming 
that the city was completely destroyed by one bomb. 
Approximately 130 thousand people were killed because 
of the bombardments of both cities, and both Hiroshima 
and Nagasaki were completely destroyed. The number of 
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injured also numbered in the hundreds of thousands, and 
the consequences of burns and radiation were apparent in 
bombardment victims for many years, often including the 
next generation. 


The process of radioactive isotope (uranium-235 or 
plutonium-239) fission is the basis of the action of atomic 
weapons. A mammoth amount of energy is generated in 
this process. The dissipation of energy in an atomic bomb 
explosion occurs in the following approximate ratio: bomb 
blast and wind - 50%; thermal rays - 35%; and (radioac- 
tive) radiation - 15%. These are the three main striking 
factors of an atomic explosion. 


An even more powerful weapon, the hydrogen fusion 
bomb, was created several years after the A-bomb, and 
was Created practically simultaneously in USA and in the 
former Soviet Union. The power of the H-bomb is hun- 
dreds of times higher than the power of an A-bomb. The 
process of hydrogen isotope fusion is the basis of the 
thermonuclear weapon action. The start of this reaction, 
however, must be initiated by a nuclear fission explosion. 


On November 1, 1952, a 10.4 megaton thermonuclear 
explosion code-named MIKE, ushered in the thermonu- 
clear age (it was an explosion of a special model of the 
device). The island of Elugelab in the Eniwetok Atoll in 
Pacific was completely vaporized. 


The first H-bomb was exploded in the USSR in August, 
1953, followed on March, 1, 1954, by the American explo- 
sion of a more powerful hydrogen bomb (approximately 
15 megatons). The Soviets responded with the most pow- 
erful H-bomb explosion yet, in the Soviet Union on Octo- 
ber 15, 1961, over the Novaya Zemlya (New Earth) island 
(in the Polar Ocean) at a height of 4000 meters (approxi- 
mately. 13,000 feet) over the Earth. Its power was almost 
50 megatons. A gigantic fireball was created by the explo- 
sion that reached to the height of about 67 km (41.5 miles), 
and its light was seen for a distance of more then 1000 km 
(621 miles). The explosion also resulted in a blast of wind 
that was felt for hundreds of kilometers. 


The creation of the atomic bomb in the USA during 
World War II was an exceptional scientific phenomenon. 
The interval between the discovery of the physical fusion 
process that is the basis of the weapon action, and the 
moment of its first test (July 16, 1945, in the New Mexico 
desert) was only several years, and up to the end of this 
test, its creators were not absolutely sure that the test 
would be successful. The United States committed an 
enormous amount of scientific and monetary resources 
towards the creation of the atom bomb, and a new branch 
of industry was formed. 


In 1949, the A-bomb was also created in the USSR. 
Later, a big concern among American intelligence authori- 
ties arose about atomic espionage, which helped the 
Russians to create the A-bomb during such a short period. 
Several people who passed to the Russians secrets about 
atomic elaboration were revealed and arrested, including 
Claus Fuchs and Julius and Ethel Rosenberg. Although 
some thought that espionage was the crucial factor in the 
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Russian’s success, the main secret was whether the nu- 
clear chain reaction of the A-bomb could be successfully 
created and controlled. As soon as the bomb exploded 
over Japan, this secret became clear. Additionally, in 1945, 
a noted report by American physicist H. D. Smith entitled 
“Atomic Energy for Military Purposes” was openly pub- 
lished, in which the principles of the bomb’s action, the 
methods of isotope separation, and even some of the 
characteristics of its construction were described in detail. 
The post-war Soviet Union of 1945 still contained highly 
qualified scientists, and the totalitarian regime dedicated 
all possible resources to the high-priority project of atomic 
bomb development. Thus, the arms race of the 1960s and 
1970s has its beginnings as far back as the early post- 
World War Il era. 


Many chemical weapons are also considered weap- 
ons of mass destruction. Various lethal poisons were 
known and successfully used in warfare as long ago as 
ancient times. The creation of such substances for weap- 
onry is much easier and cheaper than, for example, sepa- 
rating uranium isotopes as is necessary for a nuclear 
weapon. Chlorine gas, for example, one of the simplest 
poison gases, can be created in small amounts in a simple 
laboratory. The problem of delivering poison gases to 
a battlefield is also much simpler than delivering an 
atomic weapon. 


During World War |, the Germans were the first to use 
poison gases on the modern battlefield. The Germans 
bombarded their enemies with artillery shells armed with 
poison gas, or simply ejected gas from their containers. 
The names of some poison compounds are reminiscent of 
World War l; for instance, the poison gas yperite (mustard 
gas) has in its origin the name of the Belgian city Yper, 
where the gas was used the first time. In 1915, the Ger- 
mans also conducted massive attacks using chlorine. As a 
result of one chlorine gas attack, five thousand persons 
were killed and about ten thousand were injured. The 
Germans ejected chlorine from 5730 balloons containing 
about 168 tons of chlorine within the 5 to 8 minute dura- 
tion of the attack. 


Officially, the use of chemical weapons is forbidden 
by the Hague Conventions concluded in 1899 and 1907, 
and these resolutions were further clarified and strength- 
ened by the Geneva Protocol of 1925. The first interna- 
tional disarmament treaty that banned the production and 
stockpiling of biological weapons, and provided for de- 
struction of existing stores became open for signature in 
1975. Almost 30 years later, the treaty is still the subject of 
regular debate and clarification and lacks wide spread 
ratification. 


In the meantime, chemists of various governments 
have worked actively to create new chemical substances 
with various destructive factors. Additional chemical weap- 
ons have been derived from toxic industrial chemicals that 
were originally designated for useful purposes, such as 
pesticides. Chemical weapons can generally be divided 
among several groups, depending on their action on peo- 
ple, including vesicants, toxins, incapacitating agents, nerve 
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agents, and irritants. The production of vesicants is not 
technologically complicated. The production of the nerve 
agents, however, requires significantly more sophisticated 
chemical processing. Some production processes require 
strict temperature control, and containment of the toxic 
substances and gases can pose problems. Depending on 
the immediacy of use, purity of the product can add a 
difficult dimension to production. In some cases, special 
equipment or handling is required to prevent corrosion of 
equipment and/or rapid deterioration of the product. 


Chemical weapons were not used during World War 
Il, although the main participants had large reserves of 
such weapons. Production of these weapons continued 
after World War Il, and only recently the USA and Russia 
have stopped their production and agreed to begin to 
destroy existing stockpiles. Other nations and extrem- 
ist groups have recently used chemical weapons. Iraq 
used chemical weapons during the Iran-Iraq war (prob- 
ably a somewhat over-fluorinated DC, methylphosphonic 
dichloride) during the 1980s. Iraq additionally used Sarin 
gas on its own Kurdish population, killing thousands of 
citizens in the town of Halabja in 1988. Sarin gas was also 
the weapon used in an attack on the subway in Tokyo 
in 1995 by the Japanese extremist religious sect Aum 
Shinrikyo, in which 17 persons were killed and hundreds 
were injured. 


Biological weapons are also capable of mass human 
destruction. The basic action of a biological weapon in- 
volves the use of pathogenic (disease-causing) bacteria, 
viruses, fungi, or toxins produced by some bacteria. Bio- 
logical weapons contain particular dangers because they 
can provoke perilous diseases in people and animals over 
large geographic areas, as the effectiveness of the weapon 
multiplies with the spreading of communicable disease. 
The destructive period can be lengthy with the use of a 
biological weapon, and it can have latent (incubation) 
period of action. 


What makes biological weapons so dangerous are 
that the cost to produce such weapons is nominal as 
compared to the cost to make nuclear weapons. This is 
why biological weapons are often considered as the ter- 
rorist or poor nation’s weapon of mass destruction. Also, 
the production of biological weapons can be easily hid- 
den, as there are no special factories or highly specialized 
equipment needed for their production. Biological weap- 
ons can be deployed silently, through crude crop dusters, 
the mail, or even bug bombs, therefore allowing for the 
initial escape of their deployers. Unlike their counterparts 
(chemical and nuclear weaponry), biological weaponry 
products are living organisms and do not break down 
overtime, but in-fact can multiply and increase in numbers. 


There is along list of BW agents that could potentially 
be used in a war or a terrorist attack. Among those men- 
tioned have been anthrax, cryptococcosis, Yersina pestis 
(plague, the Black Death of the 14th Century), tularemia 
(rabbit fever), malaria, cholera, typhoid, smallpox, cobra 
venom, and others. Some authors have also speculated 
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about the possible terrorist use of new, genetically engi- 
neered agents designed to defeat conventional methods 
of treatment, or to attack specific peoples. 


The idea of using biological agents in war is not new. 
In the 6th century B.c., Solon of Athens used the purgative 
herb hellebore (skunk cabbage) to poison the water sup- 
ply during the siege of Krissa. In 1346, plague broke out in 
the Tartar army during its siege of Kaffa (at present day 
Feodosiys in the Crimea), after attackers hurled the corpses 
of those who died over the city walls. The plague epidemic 
that followed forced the defenders to surrender, and some 
infected people who left Kaffa may have started the Black 
Death pandemic that later spread throughout Europe. In 
1797, Napoleon attempted to infect the inhabitants of the 
besieged city of Mantua with swamp fever during his 
Italian campaign. An attempted biological attack was un- 
dertaken in 1915 by the German-American physician Dr. 
Anton Dilger (in Baltimore) who attempted to infect a 
reported 3000 head of horses, mules, and cattle destined 
for the Allied forces in Europe. Nowadays, the specter of 
annihilation by killer pathogens or toxins has, in some 
sense, replaced the Cold War nightmare of extermination 
by massive nuclear attack. 


Since 1972, the use of biological weapons is prohib- 
ited by the international treaty, as reflected in its formal 
title, the Convention on the Prohibition of the Develop- 
ment, Production, and Stockpiling of Bacteriological (Bio- 
logical) and Toxin Weapons and on Their Destruction. As 
of 2003, the agreement had 144 nation-state signatories. 
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Weapons of Mass 
Destruction, Detection 


I K. LEE LERNER/BRIAN HOYLE 


Weapons of mass destruction are weapons that cause a 
high loss of life within a short time span. Nuclear, chemi- 
cal, and biological weapons fit this definition. 
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An atomic bomb exploded over a densely populated 
city could kill hundreds of thousands of people instantane- 
ously and, as the lethal effects of radiation exposure take 
hold, causes many more deaths within days or weeks. 
Chemicals such as Ricin that disrupt nerve function are 
lethal upon exposure. Agents such as mustard gas can 
cause life-threatening burns. Chemical weapons can af- 
fect a wide geographical area because the chemicals are 
dispersed in the air. 


Biological weapons take longer than nuclear and 
chemical weapons to cause damage. Because infections 
can subsequently spread through a population far from 
the site of contamination, and because the population 
may not be protected by vaccination or natural immunity 
to the microorganism responsible for the infection, the 
eventual death toll from an organized biological attack, 
however, could reach into the millions. Relevant modern 
day examples of biological weapons of mass destruc- 
tion are anthrax (caused by Bacillus anthracis), plague 
(caused by Yersinia pestis), and smallpox (caused by the 
variola virus). 


The damage from weapons that are less powerful or 
toxic can be minimized. For example, buildings can be 
fortified to withstand assaults from conventional explo- 
sives such as grenades. Thus, for such weapons, damage 
prevention can be the priority rather than detection. How- 
ever, the damage from a weapon of mass destruction 
cannot be minimized once the weapon has been un- 
leashed. Rather, the weapons need to be detected before 
they are used. 


Detection of Chemical and Nuclear 
Weapons of Mass Destruction 


Chemical and nuclear weapons are often delivered to their 
target in missiles. Sophisticated open-air launch facilities 
and large pieces of equipment are required for launch, and 
it is difficult to conceal such facilities from aerial surveil- 
lance. Planes, unmanned drones, and even satellites posi- 
tioned over a region will all reveal the presence of a 
missile installation. Underground chemical storage facili- 
ties can also be revealed by the use of ground penetrat- 
ing radar. 


The materials that are commonly used in the con- 
struction of chemical and nuclear weapons can be de- 
tected. For example, an instrument called the Dual-Use 
Analyzer uses the phenomenon of eddy current. An elec- 
trical current is passed through a sample, and the conduc- 
tivity of the metal produces a characteristic signal. If 
another metal is present, such as those used in chemical 
and nuclear weapons, another signal is produced. The 
rogue signal can be compared to a databank of signals 
produced by metals that are typically used in weapons. 


Light Or radiation. The airborne release of chemical weap- 
ons can be detected using light. Specifically, the scatter- 
ing or absorption of a directed beam of laser light, or 
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Interior of an intercontinental ballistic missile silo. osTevE JAY CRISE/CORBIS. 


the development of fluorescence when the aerosol cloud 
contacts laser or ultraviolet light, can detect a chemical 
cloud at a distance. This sort of detection is not spe- 
cific. The identity of the compound in the aerosol cloud 
cannot be determined. But detection can provide some 
time for preparations (i.e., evacuation gathering in an air- 
tight facility). Specific detection methods, however, are 
possible. Chemical groups behave in distinctive ways 
when exposed to different kinds of light or radiation. The 
measurement of the chemical behavior is called spectros- 
copy. The machines that perform the analysis are called 
spectrometers. 


In mass spectroscopy, the mass (or molecular weight) 
of proteins is determined. The molecular weight is an 
important means of identifying a protein. In turn, the 
identification of a protein can provide a clue as to what 
chemical agent is present. Raman spectroscopy relies on 
the change in the shape and frequency of the wave of light 
(i.e., the wavelength) as it passes through a sample to 
identify the chemical groups that cause the wavelength 
change. In neutron spectroscopy, neutrons interact with 
the chemical groups of the sample. The patterns of these 
interactions can be measured and used to identify chemi- 
cal groups. Neutron spectroscopy is especially adept at 
detecting plutonium, and thus is useful in the detection of 
nuclear weapons. Finally, optical spectroscopy relies on 
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the use of ultraviolet and infrared light. The absorption of 
the light energy by sample chemical groups, and the 
giving off of light of a different wavelength by the groups, 
is used to identify compounds, particularly compounds 
present in certain explosives. 


A Geiger counter is a traditional portable radiation 
detection device. Here, a tube of gas becomes charged 
when neutrons pass through the tube. The charged parti- 
cles are converted to an electrical signal that produces a 
read-out of the intensity of the radiation. 


The U.S. Department of Energy’s Argonne National 
Laboratory has developed a portable device that can de- 
tect nuclear weapons. The heart of the device is a small 
wafer made of gallium arsenide—a material that is similar 
to silicon—that is coated with boron or lithium. The coated 
wafer can detect neutrons that are given off by radioactive 
sources like plutonium?® and uranium °”. Another port- 
able sensor detects alloys like zirconium, which are typi- 
cally used in nuclear weapons. The United Nations (U.N.) 
weapons inspectors in Iraq utilized this sensing technol- 
ogy during inspections in 2003. 


Sound. Sandi National Laboratories in Albuquerque New 
Mexico has developed a portable machine that can detect 
and identify 18 different chemicals in a vapor within a few 
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minutes. This enables an on-the-spot detection of chemi- 
cals, which is applicable to the battlefield or to the detec- 
tion of a planted chemical weapon. The compounds that 
can be detected can be present in chemical, nuclear, and 
biological weapons. 


The basis of the detection is the acoustic wave sensor. 
A quartz surface can detect an electric signal and convert it 
to an acoustic signal. The acoustic signal then radiates 
over the quartz surface as a wave. As the wave moves, it 
encounters a film of material that has been coated onto 
the quartz. The chemical nature of the coatings deter- 
mines what acoustic signal will register. The film slows 
down the speed of the acoustic wave, which can be used 
to identify the source of the wave. 


The technique of acoustic resonance can reveal 
whether the interior of a missile is solid or whether it 
houses a liquid. The distinction is based on the resonance, 
or vibration, from inside a shell as the shell is vibrated by 
sound waves. Because different chemicals resonate at 
different frequencies of sound, the technique can even be 
used to determine the type of chemical housed in the shell. 
The device was first used by U.N. inspectors in Iraq in 1997. 


Chemical reactions. Detection of chemical weapons can be 
accomplished by several methods. One means is by the 
use of detection paper. Dyes and pH indicator (an indicator 
of the concentration of hydrogen or hydronium ions in a 
solution) are incorporated into a cellulose paper. When a 
drop of liquid that contains a chemical warfare agent is 
spotted onto the paper, one of the indicators is dissolved 
(the particular indicator being dependent on the chemical 
agent present). The result is a color change. For example, 
mustard agent dissolves a red dye, and nerve agent dis- 
solves a yellow dye. Other compounds like fat, oil, and fuel 
can also dissolve the dyes, which produces a false positive 
reaction. But, with careful use of the paper, the presence of 
chemical warfare agents can be detected. 


Mustard gas can also be detected by sucking air 
through a tube containing an indicator compound. A reac- 
tion between the compounds produces a blue color when 
the tube is heated. 


Detection of Biological Weapons 
of Mass Destruction 


The identification of proteins by mass spectroscopy can 
be an efficient and rapid way to identify bacteria. An 
example is Matrix-Assisted Laser Desorption/lonization 
Mass Spectroscopy (MALDI-MS). MALDI-MS can separate 
and detect different proteins in less than one second. The 
pattern that is produced is analyzed and the areas of the 
pattern that are unique to bacteria such as Bacillus anthracis 
(the cause of anthrax) and Yersinia pestis (the cause of 
plague) are identified. 
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Genetic technologies. The genetic detection of biological 
agents has become exquisitely sensitive. Gene probe sen- 
sors can detect and identify bacteria based upon the 
presence of a stretch of genetic material that is unique to 
the microorganism. An example is the use of the gene 
probe technology of the polymerase chain reaction (PCR). 
PCR detects a pre-determined sequence of genetic mate- 
rial and then produces copies of the target region. Millions 
of copies can be produced within a hour, allowing the 
sequence to be detected and studied using other tests (i.e., 
gel electrophoresis). 


When PCR was first introduced, the equipment re- 
quired dedicated space in a lab. Now, however, the equip- 
ment has been miniaturized so that it can fit into a stand- 
ard briefcase. For example, the Lawrence Livermore 
Laboratory has developed the Handheld Advanced Nucleic 
Acid Analyzer (HANAA). The HANAA is about the size of a 
brick. The genetic probes that are used are designed to 
detect specific microorganisms. The microbes of interest 
are Bacillus anthracis and Yersinia pestis. The unit is being 
used in the 2003 inspection of Iraqi facilities by U.N. 
officials, an inspection that is designed to verify lraqi’s 
submitted list of biological weapons, and to reveal any 
expansion of the nation’s biological warfare program since 
the Gulf War of the mid 1990s. 


In contrast to the handheld detector, which operates 
periodically and under human control, the Autonomous 
Pathogen Detection System (APDS) is designed to operate 
continuously and without operator assistance. A fan pulls 
in air, and any biological material is used for PCR analysis. 
The APDS, which is about the size of a mailbox, is posi- 
tioned where round the clock monitoring is critical. The 
unit can be programmed to sound an alarm when a chemi- 
cal unique to bacterial spores (including anthrax spores) is 
present. As well another reaction causes the development 
of fluorescence. The intensity of the fluorescence is re- 
lated to the number of spores present. 


In 2002, the PCR technology was successfully adapted 
to allow the detection of the smallpox virus within a few 
minutes. As of 2003, the rapid test for smallpox is still 
being refined in the laboratory. However, it will doubtless 
not be long before the smallpox test is portable enough for 
use in the field. 


Microorganisms can also be rapidly detected using 
antibodies that have been produced to certain compo- 
nents of the organisms. The binding of the antibody to the 
corresponding antigen can identify Bacillus anthracis in 
15 minutes, for example. The same technology can be 
used with antibodies to other bacteria (e.g., Clostridium 
botulinum and viruses (e.g., smallpox), as well as to chemi- 
cals such as ricin. 


Electrophoresis and chromatography. if a sample is suspected 
of containing a biological threat, the genetic material 
(deoxyribonucleic acid; DNA) present in the sample solu- 
tion can be extracted from the other materials and ana- 
lyzed. The analysis involves cutting the DNA into a variety 
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of pieces using enzymes that recognize specific sequences 
of nucleotides (the building blocks of the DNA). When the 
pieces of DNA are electrophoresed a series of bands 
results in the electrophoretic gel. The pattern of the bands 
is compared to patterns in a database. If an exact match is 
found, then the identify of the microorganism is established. 


The various types of chromatography all distinguish 
different chemical groups from one another by the varying 
behaviors of the groups in certain environments. For 
example, one chemical group may move more slowly 
through a certain liquid than another chemical group. 
Thus, the two groups can be separated from one another. 
Furthermore, the pattern of their movements provides 
a fingerprint to identify the chemical natures of the 
compounds. 


Microorganisms can be detected by a technique called 
gas liquid chromatography. The method detects fatty ac- 
ids, which are a portion of the lipid molecules that make up 
the membrane(s) that surround microorganisms. This type 
of detection still requires a bulky machine and the use of 
specialized personnel. Nonetheless, if the need for detec- 
tion is on the order of days rather than minutes, then fatty 
acid analysis is a useful and accurate technique. 


Filters. Microorganisms like bacteria and fungi that are 
floating in the air can be detected by sucking the air 
through a filter. The filter traps the microorganisms. The 
filter is then placed in contact with a food source that 
encourages the growth and division of the bacterial or 
fungal cells. Within about 24 to 48 hours the microorgan- 
isms have grown and reproduced enough to form a visible 
clump of cells called a colony. This technology is also 
portable. 


Detection of Weapons of Mass 
Destruction in Iraq 


In November 2002, a team of 220 inspectors—with 50 
more to join within weeks—began examining a variety of 
sites throughout Iraq for the presence of chemical, nu- 
clear, and biological weapons of mass destruction. During 
the 1990s, Iraq acknowledged having such weapons and 
weapons development programs. However, Iraqi officials 
reported that these activities were ended. 


The weapons inspection occurring in Iraq in 2003 
utilized a variety of weapons detections technologies. 
Surveillance planes such as the unmanned Predator drone 
are equipped with high-resolution cameras and provided 
aerial views of the selected terrain. Detailed images from 
surveillance satellites placed in orbit over a selected part 
of the globe provided details of construction projects or 
the presence of equipment that might be used for weap- 
ons. Other cameras were utilized on the ground. Digital 
cameras can be left in place after an inspection is com- 
plete, to provide a longer-term monitoring of the site. 
Ground penetrating radar positioned on helicopters or 


unmanned drones was used to seek buried caches of 
missile components and bunkers that could house weap- 
ons. Finally, the portable sensors that have been de- 
scribed were used. 
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E ADRIENNE WILMOTH LERNER 


Windtalkers was the code name given to the Navajo Indian 
code talkers employed by United States military intelli- 
gence during World War Il. Agents developed several 
encryption methods and code systems during the war, but 
a code based on the ancient Navajo language was one of 
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A two-man team of Navajo code talkers attached to a marine regiment in 
the Pacific relay orders over the field radio using their native Navajo 
language, a particularly effective code used during World War II. ocorsis. 


the most successful codes ever used. It remained unbro- 
ken throughout the course of the war. 


The Navajo code was not the first attempt to use 
Native American languages to disguise military communi- 
cations. During World War |, the military adopted the 
Choctaw language as a code and employed Choctaw code 
talkers. Indigenous languages attracted code experts be- 
cause most had no systems of writing and were spoken 
by a small number of people. The first attempts to util- 
ize Indian languages as code simply involved using the 
spoken language and translating the messages into Eng- 
lish. The language itself functioned as the code, and no 
additional encryption methods were employed to enci- 
pher communications. 


In 1939, as World War II began in Europe, the Ameri- 
can Army Signal Corps and Naval Intelligence renewed 
their interest in developing sophisticated enciphering meth- 
ods. Both Allied and Axis forces relied on new cipher 
machines and complex mathematical encryption tables 
for encoding messages. Intelligence service cryptologists 
broke many of these, such as the German Enigma ma- 
chine. Codebooks were risky, and too easily recovered by 
enemy forces. These developments forced cryptologists 
to change codes often, requiring tedious work. Code ex- 
perts sought a code that would be simple to use, func- 
tional, and secure for the duration of the war. 
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World War | veteran and civil engineer Philip Johnston 
proposed the use of a Native American language in con- 
junction with a letter-symbol replacement encryption sys- 
tem. The son of a missionary, Johnston was raised on a 
Navajo reservation and spoke the Navajo language flu- 
ently. He thought the indigenous language a perfect can- 
didate to use as the basis for a code, largely because of its 
obscurity. The language had never developed a system of 
writing, but possessed a great flexibility in its descriptive 
word combinations. In addition, Navajo men served in 
cooperation with American forces in World War I, despite 
tensions during the era between the American govern- 
ment and Indian nations. Military intelligence accepted 
Johnston's proposal. The project was granted to the Marine 
Corps for development and supervision. In 1941, the first 
twenty-nine Navajo code talkers were recruited into serv- 
ice as Marine Corps Radio Operators. 


The first twenty-nine recruits worked with Johnston 
and Marine Corps officials to develop the Navajo lan- 
guage-based code eventually used in the Pacific theater of 
war. The initial draft of the code consisted of 211 key 
words and military terms. For the names of places and 
people, the code used Navajo words to spell out proper 
nouns by taking the first letter of the word’s English 
equivalent. Because several words could be used to repre- 
sent one letter in the Latin alphabet, the code was flexible 
for knowledgeable users, but enigmatic to code breakers. 
The Navajo code talkers also had to invent Navajo words 
to represent frequently used military terms. For example, 
because the Navajo had no word for submarine, they used 
besh-lo, literally meaning “iron fish.” Eventually, most 
radio transmissions were encoded using the word-for- 
letter replacement system. In 1943, Navajo code talker 
units experimented with overlaying the Navajo code with 
a mathematical encryption system. While this method 
was used with great success to guard classified and highly 
secret wire transmissions, and could be used in conjunc- 
tion with cipher machines, the process was too tedious for 
rapid, battlefield communication. 


After months of developing a functional code, the 
original Navajo code talkers reported for basic training at 
Camp Elliot, California, in May 1942. Three months later, 
on August 7, twenty-seven code talkers, designated the 
382nd Platoon, departed for their first assignment among 
the invasion forces at Guadalcanal. The code was used 
during the battle with great success. Commanding offi- 
cers complained that other ciphered messages took two 
hours to send and decode. The Navajo code efficiently 
transmitted communications in mere minutes. After the 
battle, the Marine Corps established a radio and wire 
transmission station for the Pacific fleet. Within weeks, 
use of the Navajo code increased, eventually encompass- 
ing a quarter of all communications sent from the station. 
The Navajo code also became the cryptological method of 
choice for urgent communications on the front lines. Real- 
izing the need for more personnel skilled in the Navajo 
language and trained for code talking, the military founded 
the Navajo Code Talkers Program at Camp Pendleton, 
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California. There, Navajo recruits memorized the complex 
code, and completed specialized equipment training. 


Over 540 Navajo served in the Marines during World 
War Il, nearly 300 served in the field as code and communi- 
cation experts. Navajo code talkers operated in all six 
Marine divisions, and served in every major Pacific battle 
between 1942 and 1945. At the battle of lwo Jima, a small 
unit of six Navajo code talkers, under the command of 5th 
Marine Division signal officer, Major Howard Connor, 
transmitted and received nearly 1,000 messages in 48 
hours. The unit garnered a reputation for working cease- 
lessly, and without error. The security of the Navajo code, 
in conjunction with the work of American cryptologists 
who broke several important Japanese codes, gave the 
Allied forces a decisive intelligence advantage in the Pacific. 


Johnston's code was as functional and unbreakable 
as he originally asserted. The code not only remained 
uncracked throughout the course of World War II, but 
also was used in the Korean and Vietnam Wars with 
similar success. Other indigenous languages, such as 
those of the Choctaw, Chippewa, Creek, Sioux, and other 
tribes, were explored as possible sources for military 
codes both before and after World War II. However, none 
were more widely used or accomplished than the Navajo 
code. The code was eventually retired from use and de- 
classified in 1968. 


On July 26, 2001, Congress awarded the Congres- 
sional Gold Medal to the original twenty-nine Navajo code 
talkers who aided in the development in the code. The 
remaining veteran Windtalkers were awarded the Con- 
gressional Silver Medal. 
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World Health 
Organization (WHO) 


IE BRIAN D. HOYLE 


The World Health Organization (WHO) is the principal 
international organization managing public health-related 
issues on a global scale. Headquartered in Geneva, the 
WHO is comprised of 191 member states (e.g., countries) 
from around the globe. The organization contributes to 
international public health in areas including disease pre- 
vention and control, promotion of good health, address- 
ing disease outbreaks, initiatives to eliminate diseases 
(e.g., vaccination programs), and development of treat- 
ment and prevention standards. 


In 2003, WHO began to coordinate global efforts to 
monitor the outbreak of the virus responsible for Severe 
Acute Respiratory Syndrome (SARS). WHO officials also 
directed aspects of research efforts to identify the specific 
virus responsible. In addition, WHO officials issued spe- 
cific recommendations with regard to isolation and quar- 
antine policy and issued alerts for travelers. 


Just after the end of World War I, the League of 
Nations was created to promote peace and security in the 
aftermath of the war. One of the mandates of the League of 
Nations was the prevention and control of disease around 
the world. The Health Organization of the League of Nations 
was established for this purpose, and was headquartered 
in Geneva. In 1945, the United Nations Conference on 
International Organization in San Francisco approved a 
motion put forth by Brazil and Chinato establish a new and 
independent international organization devoted to public 
health. The proposed organization was meant to unite the 
number of disparate health organizations that had been 
established in various countries around the world. The 
following year this resolution was formally enacted at 
the International Health Conference in New York, and 
the Constitution of the World Health organization was 
approved. 


In its constitution, WHO defines health as not merely 
the absence of disease. A definition that subsequently 
paved the way for WHO’s involvement in the preventative 
aspects of disease. 


From its inception, WHO has been involved in pub- 
lic health campaigns that focused on the improvement 
of sanitary conditions. In 1951, the Fourth World Health 
Assembly adopted a WHO document proposing new in- 
ternational sanitary regulations. Additionally, WHO 
mounted extensive vaccination campaigns against a num- 
ber of diseases of microbial origin, including poliomyeli- 
tis, measles, diphtheria, whooping cough, tetanus, tuber- 
culosis, and smallpox. The latter campaign has been 
extremely successful, with the last known natural case of 
smallpox having occurred in 1977. The elimination of 
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poliomyelitis is expected by the end of the first decade of 
the twenty-first century. 


Another noteworthy initiative of WHO has been the 
Global Program on AIDS, which was launched in 1987. 
The participation of WHO and agencies such as the Cen- 
ters for Disease Control and Prevention is necessary to 
adequately address AIDS, because the disease is preva- 
lent in under-developed countries where access to medi- 
cal care and health promotion is limited. 


Today, WHO is structured as eight divisions address- 
ing communicable diseases, noncommunicable diseases 
and mental health, family and community health, sustain- 
able development and health environments, health tech- 
nology and pharmaceuticals, and policy development. 
These divisions support the four pillars of WHO: world- 
wide guidance in health, worldwide development of im- 
proved standards of health, cooperation with govern- 
ments in strengthening national health programs, and, 
development of improved health technologies, informa- 
tion, and standards. 
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IE JUDSON KNIGHT 


The World Trade Center (WTC) bombing of 1993 has long 
since been overshadowed by the attack that brought the 
twin towers down on September 11, 2001. Yet, at the time 
it occurred, the attack loomed as large on the American 
landscape as the towers themselves once did on the 
Manhattan skyline. The attack killed six people and injured 
more than a thousand, the first casualties from foreign 
terrorists on U.S. soil. American authorities identified at 
least eight perpetrators, but questions remain as to the 
ultimate cause of the attack. 


The attack and its aftermath. At 12:18 p.m. on Friday, 
February 26, 1993, an explosion rocked the second level of 
the parking basement beneath Trade Tower One. The 
explosive material, as investigators would later deter- 
mine, was somewhere between 1,200 and 1,500 pounds 


(544-680 kg) of urea nitrate, a homemade fertilizer-based 
explosive. 


The blast ripped open a crater 150 feet (46 m) in 
diameter and five floors deep, rupturing sewer and water 
mains and cutting off electricity. Over the hours that 
followed, more than 50,000 people were evacuated from 
the Trade Center complex. A stunned nation soon grasped 
a fact larger than the incident itself: foreign-sponsored 
terrorism—which had long plagued Western Europe and 
parts of the Middle East, Africa, and Asia—had come to the 
United States. 


Investigation and cleanup begins. The first analysis team to 
arrive came from the Federal Bureau of Investigation (FBI), 
who soon brought in two examiners from the FBI Labora- 
tory Explosives Unit. Over the week that followed, a team 
of more than 300 law-enforcement officers from various 
agencies throughout the country would sift through some 
2,500 cubic yards (1,911 cubic meters) of debris weighing 
more than 6,800 tons (6,909 tonnes). 


At the same time that this forensic investigation be- 
gan, government authorities rushed to protect against 
physical, chemical, and biological hazards associated with 
the blast. The explosion had exposed raw sewage, asbes- 
tos, mineral wool, acid, and fumes from automobiles. 
Meanwhile, small electrical fires burned, and pieces of 
concrete and sharp metal hung threateningly from dis- 
tended beams. 


On Saturday, authorities installed seismographic 
equipment, cleared the area, and conducted a test run of 
an empty subway train. The results showed that with a few 
adjustments, the area could be rendered safe for the 
operation of the Port Authority Transportation system 
(PATH) on Monday, thus preventing a virtual shutdown of 
lower Manhattan. The Environmental Protection Agency 
and the Occupational Safety and Health Administration 
began taking steps to clean up biological and chemi- 
cal debris. 


Tracking the killers. Meanwhile, the forensic investigation 
expanded, with two chemists each from the FBI, ATF 
(Bureau of Alcohol, Tobacco, and Firearms), and New 
York Police Department collecting and studying residue 
from the blast area. In the course of this work, investiga- 
tors found a key piece of evidence: a 300-pound (136-kg) 
fragment of a vehicle that, based on the damage it had 
sustained, must have been at the very epicenter of the 
blast. Sewage contamination had rendered it unusable for 
residue analysis, but it bore something much better: a 
vehicle identification number (VIN). 


This was not to be the first fortunate break for investi- 
gators. Authorities traced the vehicle to a Ryder truck 
rental facility in Jersey City, New Jersey, from which it had 
been reported stolen. On Monday, while FBI special agents 
were at the Jersey City facility to speak with personnel 
there, the Ryder clerk received a call from a man identified 
as Mohamed Salemeh. The latter demanded the return of 
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FBI agents view the damage caused by the 1993 terrorist bombing of the parking garage at the World Trade Center towers in New York. oREUTERS NEWMEDIA 


INC./CORBIS. 


his $400 deposit for the van in question, and the Ryder 
clerk arranged for him to return and collect the deposit on 
March 4, 1993. When Salemeh arrived, he was arrested. 


A search of Salemeh’s belongings led investigators to 
Nidal Ayad, achemist working for the Allied Signal Corpo- 
ration in New Jersey. Toll records and receipts helped lead 
to a safe house in Jersey City, New Jersey, where authori- 
ties found traces of nitroglycerine and urea nitrate. They 
also uncovered evidence that Salemeh and Ayad had 
obtained three tanks of compressed hydrogen gas, and in 
the course of searching a storage room rented by Salemeh, 
investigators found large caches of urea, sulfuric acid, and 
other chemicals used in making a bomb. On March 3, the 
New York Times received a letter claiming responsibility 
for the bombing, and subsequent investigation of DNA 
samples matched Ayad with the saliva on the envelope flap. 


Conviction-and continuing questions. The trail of investi- 
gation would eventually lead to Ramzi Yousef, who au- 
thorities believe was in the van that delivered the explo- 
sives to the WTC. With him was Eyad Ismoil. Also implicated 
in the bombing, along with Salemeh and Ayad, were 


Ahmad Ajaj, Mahmoud Abouhalima, and Abdul Rahman 
Yasin. On March 4, 1994, a jury found Salemeh, Ajaj, 
Abouhalima, and Ayad guilty on 38 counts, including 
murder and conspiracy, and the judge handed down mul- 
tiple life sentences. 


Yousef fled the country, and engaged in other terror 
plots before he was captured and brought to the United 
States from Pakistan in February 1995. He was sentenced 
to life plus 240 years. As of 2003, Yasin had not been 
captured, and was believed to be in Iraq. In October 1995, 
Sheikh Omar Abdel Rahman, a blind Egyptian cleric who 
taught at mosques in Brooklyn and New Jersey, was 
sentenced to life imprisonment for masterminding the 
attack. But some observers wonder whether the roots of 
the 1993 WTC attack run much deeper. 


The fact that Yousef is the nephew of Khalid Sheikh 
Mohammed, a top figure in al-Qaeda, suggests a strong 
connection between the 1993 conspirators and the group 
who ultimately brought down the towers eight years later. 
After the September 2001, attack, it was the opinion of 
many investigators and analysts inside President George 
W. Bush's administration, that the perpetrators of that 
attack had a state sponsor—lIraq. A number of details, 
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including the fact that Yousef was traveling on an Iraqi 
passport, as well as the date of the 1993 attack—the 
second anniversary of the U.S. liberation of Kuwait in the 
Persian Gulf War—furthered suspicions of Iraqi involve- 
ment in the 1993 incident. Mohammed was later involved 
in masterminding the terrorist attacks on the World Trade 
Center in 2001, and was arrested in Rawalpindi, Pakistan 
on March 1, 2003. 
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IE JUDSON KNIGHT 


At 8:46 a.m. on September 11, 2001, American Airlines 
Flight 11, hijacked from Boston's Logan Airport with 92 
people on board, crashed into the upper floors of the 
World Trade Center north tower in lower Manhattan, New 
York. Seventeen minutes later, United Airlines Flight 175, 
also hijacked from Logan and with 65 people on board, 
crashed into the south tower. By this time, virtually the 
entire nation had tuned in to witness the after-effects on 
television of what at first seemed a terrible accident, but 


was quickly revealed as a terrorist attack. Over the course 
of the next 85 minutes, the south tower collapsed, fol- 
lowed by the collapse of the north tower. The incident, in 
which nearly 3,000 people died, ranks as by far the worst 
case of mass murder in U.S. history, the worst building 
disaster in human history, and the largest terrorist inci- 
dent in the history of the western world. 


The Towers and their Environment 


Designed by architect Minoru Yamasaki—who, ironically, 
had a fear of heights—and engineered by Leslie Robertson 
and John Skilling, the 110-story towers soared 1,360 feet 
(415 m) above an open plaza, which made them the 
world’s tallest buildings at the time of their completion in 
1973. Whereas the Empire State Building and other older 
skyscrapers drew support from an interior grid of steel 
girders, support for the trade towers came from the exte- 
rior and the inner core. Horizontal floor trusses joined the 
perimeter support structure to the central area, which the 
engineers envisioned as a great “tube” running through 
the building and containing not only its support structure, 
but also its utilities such as elevators. This design had two 
advantages; it made the buildings extremely stable—not 
prone to swaying in high winds as the Empire State did— 
and it left much of the interior available as rentable space. 


To support such a structure required a strong founda- 
tion, and in this regard, the location in lower Manhattan 
was not a promising one. Bedrock lay between 55 and 80 
feet (17-24 m) below street level, and to get to it, construc- 
tion crews had to deal with another engineering chal- 
lenge: flooding from the nearby Hudson River. In order to 
dig without flooding the site, they dug narrow trenches to 
the bedrock, and as they went, they pumped in a slurry of 
water and bentonite, a type of clay that expanded to 
prevent groundwater from flowing in. The slurry trench 
method made it possible to build a watertight framework 
for the excavation of the foundation structure, nicknamed 
“the bathtub.” 


Excavation began in 1966, and yielded such a quan- 
tity of fill that it was used to reclaim 28 acres (11.3 hectares) 
from the Hudson to form Battery Park City. In addition to 
supports, in the area underneath the buildings would be 
seven stories of parking decks, stores, and subway lines. 
The erection of the buildings themselves, which took more 
than five years, was a massive feat of both construction 
and logistics, involving 200,000 tons (181,437) of steel, 
each major piece of which was marked with an identifica- 
tion number. Over the years of building, many businesses 
moved in long before the towers were officially completed. 


28 years in the towers’ lives. On April 4, 1973, the World 
Trade Center officially opened for business. Though the 
towers were by far the most notable aspect of the project, 
they were just two of seven buildings in the entire com- 
plex. Built at a cost of $1 billion, the towers functioned as 
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virtual cities unto themselves, with some 500 businesses, 
including banks and their offices, law firms, brokerage 
houses, television stations, charitable organizations, air- 
lines, and government offices. Supporting these functions 
and the 50,000 employees who filled them were numer- 
ous restaurants—most notable of which was “Windows 
on the World” at the top of the North Tower—as well as 
other services, including nine chapels of different faiths. 


By the 1980s, New Yorkers had become accustomed 
to the trade towers, which punctuated the skyline as the 
ultimate symbol of American commerce. Then, in Febru- 
ary 1993, just months before the towers turned 20, the 
towers became the target for a bombing by Islamist terror- 
ists operating a van filled with explosives. In this, the first 
terrorist attack, six people were killed, but the structural 
integrity of the towers themselves was not threatened. 


September 11 and Its Aftermath 


Because of the 1993 attack, many Americans who wit- 
nessed the events of September 11, 2001, quickly realized 
that the buildings had once again become the target for 
terrorists. When Flight 11 crashed into the North Tower of 
the World Trade Center at 8:46 a.m., smoke and flames 
began to gush from the upper stories, and workers began 
to evacuate the lower floors. Some, however, chose to 
remain at their desks. For workers on the floors above the 
impact area, there was no choice but to remain in place. 


For 17 minutes, it was possible to assume that what 
had happened to the North Tower was an accident; then, 
Flight 175 smashed into the South Tower. Once again, 
smoke and flames erupted from the heights of the build- 
ing, and tenants down below began a slow, but steady 
evacuation while others—many with no choice—stayed 
where they were. 


By 9:59 a.m., millions of Americans had turned on 
their television sets to watch live reports from the site. 
Thus, there was a vast audience to experience what hap- 
pened next, an event that would be etched upon the 
consciousness of an entire nation. With little warning, the 
South Tower, succumbing to the stress caused by the fire, 
began to crash from the top down, creating a vast cloud of 
dust and ash above and filling the streets below with noise 
and heat and terror. 


By 10:28 a.m., the North Tower began to implode, 
once again crashing downward from the top, and the area 
around what had once been the World Trade Center be- 
came smoke, ash, and dust. The other five buildings in the 
former World Trade Center complex, including the Marriott 
Hotel, the Commodities Exchange, Dean Witter, the U.S. 
Customs House, and 7 World Trade Center, were de- 
stroyed as well. The last of these caught fire, and collapsed 
that night. 


Rescue, cleanup, and the death toll. in the next days and 


weeks, some 1,500 firemen, search and rescue workers, 


ironworkers, engineers, heavy equipment operators, and 
others labored at the site where the towers had stood, a 
place now known variously as “Ground Zero” or “the 
Hole.” In the shock and horror that followed the attacks, 
among the few bright spots were the many tales of hero- 
ism told by people who owed their lives to police, fire, and 
medical personnel. 


That heroism continued in the weeks of the cleanup, 
as rescue workers sifted through piles of wreckage. The 
purpose of their job was manifold. Not only were they 
cleaning the site, but they were looking for evidence, 
and—most poignantly—for any signs of the dead. 


At first, rescuers had hoped to find survivors trapped 
under the rubble and trauma centers at local hospitals 
braced to treat mass casualties, but those hopes faded 
quickly, and the cleanup work involved sifting through 
materials that included physical traces of the building’s 
former inhabitants. Not only was the cleanup work grisly, 
it was also dangerous: rather than working on solid ground, 
the rescuers had to set up their cranes and other equip- 
ment on top of debris piled several hundred feet above the 
buildings’ foundations. 


The numbers of the dead would emerge slowly, and 
had yet to be fully authenticated even two years later. 
Although the dead numbered 2801, it was estimated that 
at the early morning hour, almost 7000 of the 50,000 
people who worked in the buildings were in their offices at 
the time of the attacks. Although the span of time between 
the attacks and the collapse of the buildings was little 
more than an hour, it had been enough for those who were 
able to do so to evacuate via stairwells. 


Structural explanations. In late 2001, a team of investigators 
that included representatives of the American Society of 
Civil Engineers and the Federal Emergency Management 
Agency (FEMA) commenced a study on the structural 
collapse of the towers, the details of which they made 
public in April 2002. In August 2002, the National Institute 
of Standards and Technology (NIST) began its own study, 
scheduled to last two years. 


The first team concluded that it was not the impact, 
but the heat from the burning jet fuel, that heated the 
temperature of the buildings’ steel support structures up 
to 800°C (1472°F), causing them to buckle and the floors to 
collapse downward. (Both jets were bound for Los Ange- 
les and had almost a full complement of fuel on board.) On 
the other hand, the impact did have the effect of knocking 
out support columns in the building’s interior, which may 
have weakened the structure. The initial crash neutralized 
sprinkler systems, allowing spread of the fire, which was 
fed by caches of paper and other flammable materials in 
offices. 


Almost all sources, including government officials, 
architects, and engineers, agreed on key elements of the 
building damage. First, it would have been virtually im- 
possible to prevent the destruction of the buildings by 
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aircraft used in the way they were on September 11 as 
guided missiles. Second, the structural integrity of the 
buildings that allowed the towers to stand for over an hour 
after the impacts enabled thousands of people to evacu- 
ate. Finally, it was evident that the era of the extremely tall 
skyscraper was in question. Due to high costs, the con- 
struction of very tall buildings had been on the decline in 
the United States for many years, and the events of 9/11 
sealed the fate of some mega-skyscraper projects. 


The perpetrators. Federal authorities, using financial rec- 
ords and other materials, had long since identified the al- 
Qaeda terror network as the perpetrators of the attack. Al- 
Qaeda was not a new name: it and its leader, Osama bin 
Laden, had been linked with the August 1998 bombings at 
U.S. embassies in Africa, and with the bombing ofthe USS 
Cole in Yemen in 2000. 


Al-Qaeda had strong links to the Taliban regime in 
Afghanistan, which gave them asylum. Officials in the 
administration of President George W. Bush, as well as 
some observers outside the administration, also held that 
there were substantive links between al-Qaeda, the terror- 
ists who carried out the 1993 bombing, and the govern- 
ment of Iraq. (In fact, Ramzi Youssef, one of the ring 
leaders in 1993, was nephew to Khalid Sheikh Moham- 
med, a top al-Qaeda operative, and considerable evidence— 
including Youssef'’s Iraqi passport—linked them to Iraq.) 
The U.S. military actions against Afghanistan in 2001-2002, 
and Iraq in 2003, were a response to the 2001 terrorist 
attacks, whose most potent images revolved around the 
collapse of the World Trade Center towers. 
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World War I, which spanned a four-year period between 
1914 and 1918, erupted as a result of the complicated 
European alliance system. The assassination of Austrian 
Archduke Ferdinand, and his wife, Sophie, by Serbian 
nationalists sparked pan-European conflict when Russia, 
backed by France, declared their intent to defend Serbia, 
should Austria declare war. The Austrian government, 
with its ally Germany, declared war on Serbia three days 
later. British forces joined the French and Russians, but 
the United States, home to large immigrant populations of 
all of the fighting nations, resolved to remain out of the 
conflict. 


The United States declared its neutrality, but the 
nation harbored Allied sympathies. United States manu- 
facture and trafficking of munitions and supplies to aid 
British and French forces angered Germany and Austria. 
The German Navy attacked American ships, potentially 
loaded with contraband, in the Atlantic, and sent intelli- 
gence agents to conduct sabotage operations within the 
United States. In 1917, German hostility prompted the 
United States to enter the conflict in Europe. 


The war ended in 1918, followed by the formal surren- 
der of German and Austrian forces with the signing of the 
Treaty of Versailles. However, World War | forever changed 
modern warfare, introducing the concepts of total warfare 
and weapons of mass destruction. 


National intelligence communities. At the outbreak of the 
war, many nations had weak or fledgling national intelli- 
gence communities. The French government and military 
both maintained trained intelligence forces, but no central 
agency processed intelligence information, or facilitated 
the distribution of critical intelligence information. Russia 
had special agents of the Czar, and secret police forces, 
but its foreign intelligence infrastructure was almost non- 
existent. 
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Members of the first contingent of New Yorkers drafted into the United States Army are shown lined up in front of their barracks at Camp Upton, Long Island, 
New York, as America enters World War | in 1917. AP/wiDE WORLD PHOTOS. 


The United States developed stronger domestic intel- 
ligence and investigative services in the decade before 
World War |. However, the country’s lingering isolation- 
ism and neutral posture in the war hampered the develop- 
ment of a foreign intelligence corps until the United States 
entered the war in 1917. 


Britain had a well-developed military intelligence sys- 
tem, coordinated through the Office of Military Intelli- 
gence. British intelligence forces engaged in a range of 
specialized intelligence activities, from wiretapping to hu- 
man espionage. The vast expanse of British colonial hold- 
ings across the globe provided numerous outposts for 
intelligence operations, and facilitated espionage. British 
forces were among the first to employ a unit of agents 
devoted to the practice of industrial espionage, conducting 
wartime surveillance of German weapons manufacturing. 


Of all the warring nations in 1914, Germany pos- 
sessed the most developed, sophisticated, and extensive 
intelligence community. The civilian German intelligence 
service, the Abwehr, employed a comprehensive network 
of spies and informants across Europe, North Africa, the 
Middle East, and in the United States. German intelligence 
successfully employed wire taps, infiltrating many foreign 
government offices before the outbreak of the war. 


World War | forced most national intelligence serv- 
ices to rapidly modernize, revising espionage and intelli- 
gence tradecraft to fit changing battlefield tactics and 
technological advances. The experience of the war formed 
the first modern intelligence services, serving as forbearers 
of the intelligence communities in France, Britain, Ger- 
many, and the Untied States today. 


Sabotage. German intelligence trained special agents, most 
of whom used professional or diplomatic covers in the 
United States, to conduct acts of sabotage against United 
States industries that aided the British, French, and Rus- 
sian allied forces in the war. International rules of engage- 
ment limited the ways in which Germany and Austria- 
Hungary could provoke or attack the declaredly neutral 
United States. German high command desired to cripple 
United States aid capabilities, but not provoke the nation 
to enter the conflict. German undercover agents attacked 
railroads, warehouses, shipyards, and military instillations 
in 1914 and 1915. Agents attempted to make these attacks 
appear as accidents, but United States authorities caught 
several potential saboteurs before they destroyed prop- 
erty, unmasking the German plot. Anti-spy hysteria fueled 
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public fear and anger regarding the acts of German 
saboteurs. 


German and Austrian agents carried out more than 50 
acts of sabotage against United States targets on Ameri- 
can soil during the course of the war. Most of the attacks 
occurred in New York City and the region surrounding 
New York harbor. The most famous and devastating at- 
tack, the sabotage of Black Tom Pier, shook buildings and 
broke windows across New York City and suburban New 
Jersey. The July 29, 1916, explosion destroyed several 
ships and waterfront ammunition storage facilities. The 
attack decimated Black Tom Pier, the staging area for most 
shipments bound for the Western Front in Europe. 


German sabotage attacks in the United States, while 
successful, only managed to strike at a handful of military 
and shipping targets. The United States government con- 
tinued to aid British and French forces in Europe, but the 
attacks inflamed pro-war sentiment. 


Communications and cryptology. Advancements in commu- 
nications and transportation necessitated the develop- 
ment of new means of protecting messages from falling 
into enemy hands. Though an ancient art, cryptology 
evolved to fit modern communication needs during World 
War I. The telegraph aided long-distance communication 
between command and the battlefront, but lines were 
vulnerable to enemy tapping. All parties in the conflict 
relied heavily on codes to protect sensitive information. 
Cryptology, the science of codes, advanced considerably 
during the first year of the war. Complex mathematical 
codes took the place of any older, simple replacement and 
substitution codes. Breaking the new codes required the 
employment of cryptology experts trained in mathemat- 
ics, logic, or modern languages. As the operation of codes 
became more involved, the necessity for centralized cryp- 
tanalysis bureaus became evident. These bureaus em- 
ployed code breakers, translators, counterintelligence per- 
sonnel, and agents of espionage. 


The most common codes used during the war contin- 
ued to be substitution codes. However, most important 
messages were encrypted. Encryption further disguised 
messages by applying a second, mathematical code to the 
encoded message. Encryption and coding both required 
the use of codebooks to send and receive messages. 
These books proved to be a security liability for the mili- 
tary. During the course of the war, four separate German 
diplomatic and military corps code books fell into the 
hands of British intelligence, compromising the security of 
German communications for the rest of the war. 


Both the Germans and the British broke each other’s 
World War | codes with varying success. The German 
Abwehr broke several British diplomatic and Naval codes, 
permitting German U-boats to track and sink ships con- 
taining munitions. British cryptanalysis forces at Room 
40, the military intelligence code-breaking bureau, suc- 
cessfully deciphered numerous German codes, thanks in 
large part to the capture of German codebooks. In 1917, 


| 272 | 


British intelligence intercepted a diplomatic message be- 
tween Berlin and Mexico City, relayed through Wash- 
ington. The message, known as the Zimmerman Tele- 
gram, noted German plans to conduct unrestricted war- 
fare against American ships in the Atlantic, and offered to 
return parts of Texas and California to Mexico in exchange 
for their assistance. Discovery of the Zimmerman Tele- 
gram prompted the United States to enter World War I. 


Cryptology, once the exclusive tool of diplomats and 
military leaders, became the responsibility of the modern 
intelligence community. After World War I, many nations 
dissolved their wartime intelligence services, but kept 
their cryptanalysis bureaus, a nod to the growing impor- 
tance of communications intelligence and espionage. 


Trench warfare and the evolution of strategic espionage 
tradecraft. The advent of trench warfare necessitated the 
development of new surveillance and espionage tech- 
niques to locate enemy positions and gauge troop strength. 
Crossing “no man’s land,” the area between trench fronts, 
was dangerous, and using human scouts proved costly to 
both sides in the early months of the war. Military intelli- 
gence officers instead relied on networks of local citizens 
for information on enemy advances and supply lines. 
Finding sympathetic locals was possible for both sides in 
the trenches of Northern France, as the battlefront crossed 
the linguistically and culturally diverse German-French 
region of Alsace-Lorraine. 


The airplane was a new invention when war broke out 
in Europe. Though the device was unproven in war, Ger- 
man commanders recognized that air combat and aerial 
bombardment were the most significant war tactics of the 
future. Britain developed fighter squadrons of its own to 
combat the German air menace. Despite the fame of the 
German Red Baron and World War | aerial dogfights, 
airpower was a very small part of the war effort on both 
sides. However, low-flying airplanes proved invaluable 
surveillance and intelligence tools, permitting military com- 
mand to obtain accurate and up-to-date information on 
enemy trench locations and fortifications. British forces 
experimented with aerial surveillance photography, try- 
ing several cameras, but the medium had little success 
during the course of World War I. 


German and Austrian forces introduced the use of 
balloons to monitor weather patterns and deliver explo- 
sive charges. Sometimes, dummy balloons were sent 
across enemy lines so that scouts could monitor where 
individual balloons were shot down, thus mapping prob- 
able enemy strongholds. British and French forces soon 
reciprocated by using balloons of their own, but by the 
time they introduced the devices, balloons signaled the 
impending use of a far more sinister weapon, poison gas. 


Chemical Weapons. Although military strategists during the 
nineteenth century noted the potential use of poison gas 
on the battlefield, the development of the first, World War 
l-era chemical weapon happened by accident. Seeking to 
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conserve TNT, British and German forces substituted two 
different agents, Lyddite and Dianisdine salts respectively, 
into their explosive charges. The chemicals produced a 
tearing agent and mild respiratory irritant, sending vic- 
tims into violent fits of sneezing. 


The French first developed strong tear gas agents for 
battlefield use in June 1914. French forces first employed 
the gas in the form of tear-gas grenades, in August 1914. 
German scientists created a similar agent, and were the 
first to research various types of poison gas for extensive 
battle use. In October 1914, the Germans fired the first gas- 
filled shells. A few months later, experiments with filled 
shells were unsuccessful. Gasses failed to properly vapor- 
ize on the Eastern Front during the freezing winter. Vari- 
able winds on the Western Front made dispersal of gasses 
difficult. 


By 1915, the German, French, and British armies all 
sought to develop chemical agents that would help end 
the relentless stalemate of trench warfare. Outdated bat- 
tlefield tactics ordered soldiers to charge fortified trenches, 
across open fields strewn with barbed wire. Military com- 
manders hoped poison gas would help soften or destroy 
manned defenses, permitting successful seizure of enemy 
positions. 


The first major use of strong poison gas was an 
asphyxiant and respiratory irritant, chlorine, at the Second 
Battle of Ypres. German forces mounted a heavy bom- 
bardment of the French, British, and Algerian Ypres Salient. 
In the evening, the firing grew more intense, and Algerian 
troops noticed a peculiar yellow cloud drifting toward the 
Salient. French military commanders believed the yellow 
smoke hid an oncoming German advance, so soldiers 
were ordered to stand their ground and man machine gun 
defenses. As a result, many men died and the Salient was 
broken, forcing the Allies to retreat. 


Germany drew immediate criticism for its inhumane 
use of gas on the battlefield. German diplomats assured 
rival powers that poison gas would be used regularly 
against their forces, provoking further condemnation. Both 
sides of the conflict employed agents of espionage to spy 
on the production of new weapons. Informants told Allied 
authorities about the possible German use of chlorine gas 
at Ypres. After Ypres, intelligence personnel changed its 
tactics to obtain specific information on the gasses each 
side was producing, and how they intended to weaponize 
the chemicals. 


The British government commissioned Special Gas 
Companies to create poisons for wartime uses. On Sep- 
tember 24, 1915, Allied forces retaliated the initial German 
gas attacks. Setting some 400 chlorine gas canisters along 
the German lines at Loos, British forces began the gas 
attack at dawn. A few minutes after sunrise, the prevailing 
winds suddenly shifted, driving the cloud of gas back over 
British lines. The operation was disastrous, Britain suf- 
fered more causalities on the day than did Germany. 


After the incident at Loos and several similar gas 
reversals, both British and German forces experimented 
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with different means of delivering poison gasses to mini- 
mize friendly-fire exposure to the chemicals. The creation 
of stronger, more deadly agents, such as Phosgene (an 
asphyxiant) and later Mustard Gas (a blister agent that 
burned exposed skin and eyes), necessitated a remote 
delivery system. Gas canisters were dropped from bal- 
loons and airplanes, but the system was not always reli- 
able and targeting specific locations was difficult. Advance- 
ment in ammunition design, and the chemical agents 
themselves, finally permitted chemical agents to be placed 
in the payload of long-range artillery shells. 


Despite more efficient delivery mechanisms, chemi- 
cal warfare eventually became less effective on the battle- 
field. All armies in the conflict quickly devised protective 
gear to shield soldiers from exposure to chemical agents. 
Cotton wraps dipped in baking soda and gas masks greatly 
reduced the number of casualties from most gasses, though 
they offered no protection from the increasingly used 
Mustard Gas. Battlefield toxins became more deadly, es- 
pecially with the limited use of cyanide derivatives and 
prussic acid, a crippling nerve gas. However, protective 
clothing and gas masks limited mortality from rare gasses. 


Better intelligence also helped combat casualties in- 
curred from gas attacks. Intelligence aided troops in the 
trenches to reposition to avoid an impending attack. Iden- 
tification of the type of gasses possessed by the immedi- 
ate enemy corps further detracted from the element of 
surprise, upon which gas attacks heavily relied. Despite its 
diminished success, gas continued to be regularly deployed. 


The legacy of World War |. By the end of World War I, over 
100,000 people were killed, and one million injured, by 
poison gas attacks. Those injured often suffered debilitat- 
ing injuries, creating further public ire for chemical weap- 
ons. Civilians were inadvertently injured by contaminated 
areas, especially by the long-lingering mustard gas. After 
the war, the newly established League of Nations moved 
to amend the international rules of engagement to disal- 
low the use of poison gas. Though the motion gained 
public and diplomatic support, military leaders were hesi- 
tant to agree to a total ban on chemical warfare. In 1925, 
the Geneva Protocol outlawed the use of chemical and 
biological weapons in war against human targets. How- 
ever, the treaty did not prevent their further use, and 
chemical and biological weapons attacks by rogue nations 
or terrorist organizations have now reemerged as a glo- 
bal threat. 


The Armistice created the political map of Europe that 
sparked the powder keg of World War Il. The German 
government collapsed under the weight of reparation 
payments and hyperinflation, only to emerge from eco- 
nomic troubles under the reign of Adolf Hitler and his Nazi 
Party. In the East, small ethnic nations were combined into 
larger states, embittering nationalists that hoped the war 
would bring freedom from Austrian, Russian, or German 
domination. Russia began a tumultuous revolution in 
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1917, withdrawing from the war to concentrate on domes- 
tic affairs. 


The legacy of World War | extends beyond World War 
Il, however. Many nations participating in the conflict 
realized the necessity for some sort of permanent intelli- 
gence services, whether cryptology and surveillance units, 
or large government intelligence agencies. The nature of 
war, and the business of intelligence in wartime and 
peacetime were altered by the events of World War I. 
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World War |: Loss of the 
German Codebook 


I ADRIENNE WILMOTH LERNER 


At the outset of World War I, the science of cryptography 
assumed a distinctly modern character. New develop- 
ments, such as the international telegraph system and the 
telephone left cryptologists grappling with new ways to 
adapt encryption methods to the new technology. The 
ultimate goal of cryptologists of the era was to invent a 
means of transcribing and decoding ciphers without the 
use of cumbersome codebooks that could easily fall into 
enemy hands. Wartime experimentation proved impracti- 
cal, so for most of the war, both sides relied on older-style 
codebooks. For the Germans, this proved disastrous. 
Between 1914 and 1918, the German forces lost four 
codebooks, all of which were recovered by British intelli- 
gence services. For much of the war, German communica- 
tions were intercepted and deciphered by the British intel- 
ligence code-breaking unit known as Room Forty, giving 
Allied forces a decisive strategic advantage. 


The first copy of a German codebook to be recovered 
by British forces was stolen with the help of British-born 
Austrian spy, Alexander Szek. Szek was a telegraph opera- 
tor in Belgium. Room Forty picked up strange signals 
coming from Szek’s station, then contacted Szek, along 
with locating his relatives in London. British agents sent a 
letter to Szek, urging him to join the British war effort as a 
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spy, or face unforeseen consequences. They further threat- 
ened to incarcerate his relatives who lived in London. 


Szek agreed to help steal German codes by photo- 
graphing the German codebook. He was intensely nerv- 
ous about his espionage role for the beginning of the 
operation, but became even more unnerved as time pro- 
gressed. Fearing capture by the Germans, Szek arranged 
with intelligence officers to flee to Britain after he com- 
pleted his work photographing the codebook. When Szek 
delivered the last copies of the codebook to an agent in the 
Netherlands, however, he was returned to Brussels so as 
not to appear suspicious to German authorities. If the 
Germans suspected that Szek had stolen the code, the 
code would be replaced. His jumpy actions rendered Szek 
a security risk. 


Szek was later found shot to death in his apartment in 
Brussels. The British government claimed that German 
agents killed Szek after discovering his espionage activi- 
ties. Unaware of the theft, the Germans continued to use 
the code Szek had stolen. Some years later, British Navy 
captain and intelligence attaché Captain Stephen Roskill, 
admitted to ordering a hired hit on Szek. The British 
Admiralty was plagued by Szek’s constant nervousness 
and worried that he might confess his actions to the 
Germans in order to assuage his sense of guilt. Although 
the information gained from Szek’s work was immensely 
valuable, its price would soon seem exceedingly steep. A 
few months after incident with Szek, British divers recov- 
ered a box from a sunken German U-boat. The box con- 
tained a copy of the German Foreign Office code book, the 
same code that had been laboriously photographed and 
smuggled to British intelligence by Szek. 


1914 was a providential year for Room Forty. In August, 
a third German codebook, the naval code, was given to 
British cryptologists by Russian forces. The German cruiser 
Magdeburg sank off the coast of Finland, and a Russian 
vessel picked up survivors of the downed ship. Upon 
searching the German crew, Russian authorities discov- 
ered the codebook in the possession of one of the ship’s 
officers. After analyzing the new codebooks, British intelli- 
gence was able to decipher and monitor most German 
fleet dispatches from 1915 to 1917, after which a variant 
code was introduced. 


Room Forty cryptologists received one final gift in 
1915. As British forces closed in on Persia, German consul 
Wilhelm Wassmus hastily fled his office, leaving behind 
his copy of the German diplomatic codebook. While the 
code was less frequently used than others, the recovery of 
the fourth code book gave Room Forty the mathematical 
key to the main German encryption system. 


With a network of listening stations established in 
Europe and in the North Sea, Room Forty monitored most 
German wire traffic throughout the course of the war. The 
loss of codebooks diminished Germany’s capability for 
surprise attacks at sea, despite the advantage of a techni- 
cally superior fleet. In 1918, the German company Siemans, 
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under contract with the German government, developed a 
prototype cipher machine that encoded and decoded mes- 
sages without need of a codebook. 
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The Second World War was history's largest and most 
significant armed conflict. It served as the breeding ground 
for the modern structure of security and intelligence, and 
for the postwar balance of power that formed the frame- 
work for the Cold War. Weapons, materiel, and actual 
combat, though vital to the Allies’ victory over the Axis, 
did not alone win the war. To a great extent, victory was 
forged in the work of British and American intelligence 
services, who ultimately overcame their foes’ efforts. Under- 
lying the war of guns and planes was a war of ideas, 
images, words, and impressions—intangible artifacts of 
civilization that yielded enormous tangible impact for the 
peoples of Europe, east Asia, and other regions of the world. 


Scope and Consequences 
of the War 


The war pitted some 50 Allied nations, most notable 
among which were the United States, United Kingdom, 
Soviet Union, and China, against the Axis nations. The 
name “Axis,” a reference to the straight geographic line 
between the capital cities of Rome and Berlin, came froma 
pact signed by Germany and Italy in 1936, to which Japan 
became a signatory in 1940. Ultimately a number of other 
nations would, either willingly or unwillingly, throw in 
their lot with the Axis, but Germany and Japan remained 
the principal powers in this alliance. 


Although the roots of the conflict lay before the 1930s, 
hostilities officially began with the German invasion of 
Poland on September 1, 1939, and ended with the Japa- 
nese surrender to the United States six years and one day 


later. The war can be divided into three phases: 1939-41, 
when Axis victory seemed imminent; 1941-43, when Axis 
conquests reached their high point even as the tide turned 
with the U.S. and Soviet entry into the war; and 1943-45, 
as the Allies beat back and ultimately defeated the Axis. 


Over those six years, armies, navies, air units, guer- 
rilla forces, and clandestine units would fight across mil- 
lions of square miles of sea and land, from Norway's 
North Cape to the Solomon Islands, and from Iran to 
Alaska. The war would include more than a dozen signifi- 
cant theatres in western Europe, the north Atlantic, Italy, 
eastern and southern Europe, Russia, North Africa, China, 
southern Asia, Southeast Asia, and the Pacific islands. 
Less major, but still significant, engagements took place in 
East Africa, the Middle East, and West Africa. There were 
even extremely limited engagements—mostly at the level 
of diplomacy, espionage, or propaganda—in South Amer- 
ica and southern Africa. 


Death toll. World War Il and its attendant atrocities would 
exact an unparalleled human toll, estimated at 50 million 
military and civilian lives lost. Combat deaths alone add 
up to about 19 million, with the largest share of this 
accounted for by 10 million Soviet, 3.5 million German, 2 
million Chinese, and 1.5 million Japanese deaths. (The 
United States lost about 400,000, and the United Kingdom 
some 280,000.) 


Adolf Hitler and the Nazis killed another 15.5 million 
in a massive campaign of genocide that included the 
“Final Solution,” whereby some 6 million Jews were 
killed. Another 3 million Soviet prisoners of war, along 
with smaller numbers of Gypsies, homosexuals, handi- 
capped persons, political prisoners, and other civilians 
rounded out the total. Principal among the Nazi execution- 
ers was the SS, led by Heinrich Himmler, which operated a 
network of slave-labor and extermination camps through- 
out central and eastern Europe. 


About 14 million civilian deaths have been attributed 
to the Japanese. They imposed a system of forced labor 
on the peoples of the region they dubbed the “Greater 
East Asia Co-Prosperity Sphere,” and literally worked 
millions of civilians and prisoners of war (POWs) to death 
in their camps. The Japanese also conducted massacres 
of civilians that rivaled those undertaken by the Nazis 
in Russia. 


Soviet non-combat atrocities accounted for another 7 
million deaths. Victims included members of deported 
nationalities, sent eastward to prevent collaboration with 
the Nazis; murdered German POWs; returning Soviet POWs 
killed because of their exposure to the West; and other 
campaigns of genocide conducted by Soviet dictator 
Josef Stalin. 


World War Il served as a watershed between the 
multi-polar world of the nineteenth and early twentieth 
centuries, and the bipolar world of the Cold War. It ended 
the military dominance of European powers, but also 
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An American medical officer examines the bullet-riddled bodies of three German spies who died before a U.S. firing squad in Herbesthal, Belgium, in December 
1944. @BETTMANN/CORBIS. 


ushered in an era in which Europe, heavily aided in its 
recovery by the United States so as to avoid another 
European war, became a major economic power. 


The war transformed the United States from an isola- 
tionist giant, with little interest in affairs outside the West- 
ern Hemisphere, to a modern superpower. Symbolic of 
this transformation was the construction of the Pentagon 
building, commenced just before the United States en- 
tered the war. The war also marked the birth of the modern 
U.S. intelligence apparatus, of which the Office of Strate- 
gic Services (OSS), led by Major General William Dono- 
van, was the progenitor. OSS would cease to function 
soon after the war’s conclusion, but two years later, it 
would be replaced by a far more lasting organization, the 
Central Intelligence Agency (CIA). 


Despite the wartime alliance with the Soviet Union, 
and the creation of the United Nations in an effort to settle 
international differences peacefully, the Cold War was an 
all but inevitable result of the war, which left only two 
superpowers in its wake. Thenceforth, the world would be 
divided between the United States and its allies—among 
which would be its two wartime enemies, West Germany 
and Japan—and the Soviet Union and its affiliates. These 
would include East Germany and eastern Europe; Com- 
munist China from 1949 to the Sino-Soviet rift of the late 
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1950s; and a number of states in the gradually emerging 
developing world of the Middle East, Africa, and Asia. 


The conflict spelled an end to the European colonial 
empires, and brought independence to dozens of coun- 
tries in the Middle East, Africa, and south and east Asia. 
Among the many states that owed their existence to the 
war was Israel. The effects of the Holocaust moved West- 
ern leaders to action, and Western sympathy helped en- 
sure support for the establishment of a Jewish state. 


The Axis and the Causes 
of the War 


The victory of Benito Mussolini’s Black Shirts in Italy in 
October 1922, introduced the world to Fascism, which 
reinterpreted nationalism in totalitarian terms, i.e., as an 
all-encompassing political movement intended to sup- 
plant all other centers of influence, such as religion, in the 
life of the individual. Hitler regarded Mussolini as a men- 
tor, yet the Nazis would eclipse the Fascists in terms of 
strength, influence, and impact on world history. 


Not only was Germany's militarily more powerful 
than Italy's, but the agenda of the Nazis, who took power 
in January 1933, had a much greater sense of urgency. 
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Central to Hitler’s plans, outlined in his manifesto Mein 
Kampf (1924), was the elimination of central and eastern 
European Jews, who Hitler regarded as the principal bar- 
rier to German European dominance. Intimately tied with 
this plan was his vision of conquest and colonization in 
Russia and eastern Europe, which would—after the Jews 
and Slavs had been exterminated—constitute a German 
empire or reich that Hitler predicted would last a thou- 
sand years. 


This consciously millenarian vision drew on German 
history and national mythology, citing as the first and 
second reichs the Holy Roman Empire of the Middle Ages 
and the German Empire of 1870-1918 respectively. It 
appealed not only to longstanding strains of anti-Semitism 
in Europe, which dated back at least to the time of Cru- 
sades, but also to disaffection with what the Germans 
regarded as their betrayal and humiliation in World War | 
and with the Versailles Treaty of 1919. Ina country that had 
recently been devastated by inflation—Germany’s eco- 
nomic crisis preceded the worldwide Great Depression by 
several years, and was even more severe—Nazism seemed 
to offer a solution for strengthening a once-great nation 
that had fallen on difficult times. 


Communism and the Spanish Civil War. At a rhetorical and 
symbolic level, Hitler opposed Communism, and used the 
threat of Soviet Russia as justification for his moves to arm 
Germany in the 1930s. In reality, the Nazis and Soviets 
provided one another with mutual assistance, continuing 
a pattern begun in World War |, when imperial Germany 
had aided V. I. Lenin. After the war, German aristocrats, 
nationalists, and Communists all opposed, and helped 
bring down, the liberal democratic Weimar Republic. 
Though Hitler killed thousands of Communists after he 
gained power in January 1933, German military forces 
trained in Russia, and Germany provided Russia with 
equipment. 


This secret relationship would become public when 
the two sides signed the Non-Aggression Pact on August 
23, 1939, but until that time, Hitler and Stalin made much 
of their putative opposition to one another. The Spanish 
Civil War (1936-39) provided them with a proxy battle- 
ground, as Germany and Italy tried out new armaments in 
support of the Nationalists, led by Francisco Franco. The 
Republican side turned to Stalin for help, but he gave them 
little assistance while siphoning resources and leaders, 
some of whom went to Moscow and never returned. 


On the other hand, the romance and mythology of the 
Republican cause provided the Soviets with a propaganda 
victory that comported well with their current “Popular 
Front” strategy. In accordance with the latter, Commu- 
nists worldwide ceased calls for world revolution, and 
instead formed alliances with liberal, socialist, and anar- 
chist movements. Later, Stalin would form a “popular 
front” on a grand scale, as he aligned himself with the 
United States and Great Britain. 
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Munich and Mussolini. Hitler's rhetorical opposition to Com- 
munism won him tacit support from Britain and France, 
which in the 1930s regarded Nazism as the lesser of two 
evils. At Munich in September 1938, British and French 
complicity yielded Germany title to a portion of Czecho- 
slovakia known as the Sudetenland. In the view of many 
historians, the Munich conference and the appeasement 
efforts of British Prime Minister Neville Chamberlain ren- 
dered war all but inevitable. 


Munich also sealed the relationship between Mussolini 
and Hitler. Despite their later alliance, Mussolini, a former 
Communist, rightly perceived significant differences be- 
tween his nationalism and Hitler’s racism. If Britain and 
France perceived Hitler as a buffer against Stalin, then 
Mussolini in the early 1930s seemed like a buffer against 
Hitler. What brought Italy and Germany together was the 
same complex of factors that eventually forged a three- 
way alliance with Japan: a shared desire for greater power, 
territorial ambitions that had supposedly been frustrated 
by the democratic powers, and a string of diplomatic and 
military successes that encouraged ever bolder moves. 


Japan, militarism, and expansionism. When its troops 
marched into Manchuria in 1931, Japan launched the first 
in the series of conquests and invasions during the 1930s 
that set the stage for the war. Though nominally led by an 
emperor, Hirohito, by that time the nation had come under 
the control of military officers, who had imposed a dicta- 
torship. The Japanese lacked a single powerful leader 
until Hideki Tojo emerged at the top in 1941. 


Although certainly authoritarian and strictly controlled, 
the Japanese system was technically not totalitarian, in 
the sense that it did not have a specific, animating modern 
ideology. Instead, it relied on ancient national myths, 
combined with an abiding sense that Japan had been 
wronged in its struggle to make a place for itself as a world 
power. The Japanese belief system combined nationalis- 
tic and racial themes: like the Nazis, they regarded all other 
peoples as inferior. This would have seemingly made the 
Japanese and Nazi systems mutually exclusive, but be- 
cause they were at opposite sides of the world, it provided 
a convenient formula for dividing the planet between them. 


Each of the three future participants in the Axis Pact 
set out to test the resolve of the other powers to oppose 
them, and found such opposition all but nonexistent. The 
League of Nations, formed to put an end to wars after 
World War |, failed to act decisively when Italy conquered 
Ethiopia in 1935-36, when Germany occupied the Rhineland 
in 1936, when Japan conquered most of eastern China in 
1937-38, or when Germany annexed Austria in 1938. 


1939-41: The Axis triumphant. Over the course of the first 
nine months of 1939, Germany added the rest of Czecho- 
slovakia, while Italy occupied Albania. Having signed the 
Non-Aggression Pact with Stalin in August, Hitler invaded 
Poland on September 1. Britain and France, which on 
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March 29 had pledged to support Poland, declared war, 
but did not attack Germany. During the next few weeks, 
Germany and Russia divided Poland between themselves, 
and in November, the Soviet Union launched a separate 
war with Finland. 


Although the Soviets eventually emerged victorious 
in March 1940, the Russo-Finnish War convinced Hitler of 
Stalin’s vulnerability. Stalin had decimated his officer 
corps with his purges in the 1930s, and his collectivization 
efforts had been accompanied by the imprisonment, star- 
vation, and deaths of millions. The Soviet Union was to 
prove much stronger, however, than Hitler imagined. And 
if Hitler believed that Japan would join him in making war 
on the Soviets, he was mistaken; the Soviet performance 
against the Japanese during the little-known tank battle at 
Nomonhan in Manchuria in August, 1939, effectively con- 
vinced the Japanese of Russia’s true strength. 


From 1939 to 1941, the Axis unquestionably had the 
upper hand in the conflict. During the first part of this 
period, nicknamed “the Phony War,” hardly a shot was 
fired in western Europe. Only in the spring of 1940 did 
Hitler’s forces resume action, conquering Denmark, Nor- 
way, the Low Countries, and France. The French, who 
relied on the defenses of the Maginot Line (designed to 
fight a World War I-style conflict of limited movement), 
surrendered after a nominal resistance effort. Most of the 
country fell under direct Nazi control, which a small por- 
tion to the southeast, with the town of Vichy as its capital, 
formed a pro-Axis government. 


The speedy capitulation of the French left the British 
alone in opposition to the Nazis. In May 1940, Chamber- 
lain resigned, and was replaced by Winston Churchill. In 
this change, the British people gained an unexpected 
advantage; over the next five years, Churchill, widely 
regarded as one of history's great orators, would stir his 
people to action with a series of memorable speeches. 
Yet, the position of the British was perilous, and as the 
Nazi Luftwaffe launched an aerial campaign against them 
in August, it seemed that German victory was only a 
matter of time. 


Axis victories and blunders. At about the same time that the 
Battle of Britain began, Mussolini attacked the British in 
North and East Africa. He thus unexpectedly offered Eng- 
land a venue for fighting the Axis outside of Europe, and 
eventually German forces would be diverted into the 
Africa campaign. 


In southern Europe, Hitler managed to compel Bul- 
garia, Hungary, and Romania into joining the Axis, but this 
advantage was overshadowed by another diversion of 
forces caused by Mussolini. Mussolini invaded Greece in 
October 1940, and Greek resistance proved so fierce that 
in April 1941, German forces rolled into southern Europe. 
Churchill attempted to oppose them in Greece, but the 
Germans pushed back British forces, and in history’s first 
airborne invasion, took the isle of Crete—an important 
Mediterranean base—in May. 


By mid-1941, virtually all of Western Europe, except 
Britain and neutral Switzerland, Spain, and Sweden, be- 
longed to the Axis. But the Balkan campaign had pushed 
back Hitler’s timetable for the most important campaign of 
the war, the invasion of Russia. The purpose of all other 
fighting up to that point had been to eliminate opposition 
as Germany invaded the Soviet Union, and rather than 
conquer Britain, Hitler preferred to enlist it as an ally 
against Stalin. He called off attacks on British air bases in 
May 1941, but by then the Nazi bombardment had in- 
flamed British sentiment against Germany. 


1941-43: The Tide Turns 


On June 22, 1941, the Nazis invaded Russia. Operation 
Barbarossa, as it was called—its name a reference to 
the twelfth century Holy Roman Emperor Frederick | 
Barbarossa—was the largest land invasion in history. 
Fought according to the blitzkrieg (“lightning war”) tactics 
already demonstrated elsewhere in Europe, the invasion 
relied on mechanized infantry divisions and Panzer (tank) 
columns with heavy aerial support. 


The invasion would initially yield enormous victories 
for the Nazis, who quickly doubled the size of their terri- 
tory by annexing most of western Russia. However, the 
Germans had started the invasion relatively late in the 
year and were eventually delayed in their advances, given 
the challenges posed by the Russian winter. This delay 
was partly due to the incursion into southern Europe, but 
also resulted from arguments between Hitler and his 
general staff, which put off the invasion for several weeks. 


Not content to be Germany’s Fuhrer or supreme 
leader, Hitler also wished to be generalissimo, and even- 
tually he would push aside all military planners and take 
personal control of the war effort. Not only did Hitler, a 
corporal in World War I, lack the generals’ understanding 
of strategy, but he tended to be bold where prudence 
counseled caution, and vice versa. When he had a good 
chance of taking Britain, he demurred, but a year later, he 
swept into Russia without taking adequate stock of the 
consequences. 


German troops were not equipped with clothing for 
the winter. This was in part a consequence of the fact that 
Hitler resisted apprising his armies or his people of the 
sacrifices necessary for war. Whereas the Allies immedi- 
ately undertook rationing efforts, Hitler was slow to enact 
rationing for fear of unleashing discontent. Likewise, he 
was ill-inclined to equip his men for a long campaign, and 
thus admit that such a campaign likely awaited them. 


America enters the war. Japan launched its first major 
offensive of the war in early December 1941, when, in 
addition to attacking the United States at Pearl Harbor, it 
swept into the Philippines, Malaya, Thailand, and Burma. 
The result of these decisive attacks, combined with Ger- 
man victories in Russia, was to bring the Axis to the height 
of its powers in 1942. At that point, it seemed possible that 
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the two major Axis powers, taking advantage of anti- 
British unrest in Iran and India, might even link up, thus 
controlling a swath of land and sea from Normandy to the 
Solomon Islands. 


In actuality, events of 1941 would serve to bring an 
end to Axis hopes of world conquest. While the invasion of 
Russia would ultimately cripple the German Wehrmacht, 
or army, the introduction of the United States to the war 
would give the Allied force a seemingly bottomless supply 
of equipment with which to wage the war. It also brought 
in a vast military force that, alongside the British, would 
drive back the Germans in North Africa (despite impres- 
sive resistance by the tank commander German Erwin 
Rommel) and make two key landings on the European 
continent, in Italy and France. 


Thus, the attack on Pearl Harbor, intended as a first 
strike to eliminate American opposition, would prove a 
miscalculation on a par with Hitler’s invasion of Russia. 
Hitler welcomed the Japanese surprise attack on Pearl 
Harbor at the time, and quickly declared war on the United 
States, thus, giving him justification for sinking U.S. ships 
crossing the north Atlantic in order to deliver supplies to 
Britain. This proved a benefit to President Franklin D. 
Roosevelt, who, up to then, had been confronted by strong 
isolationist opposition to war with Germany. 


1943-45: The Allies victorious. Unlike the Axis, the Allies 
were not bound by one single formal alliance. Instead, 
there were agreements such as Lend-Lease, whereby the 
United States provided equipment to Great Britain even 
before it entered the war. Later, America would extend 
Lend-Lease to the Soviet Union, providing considerable 
assistance to its future Cold War enemy. 


There were also a number of conferences whereby 
the leaders of the Allied nations planned the postwar 
world. These included Newfoundland in August 1941, and 
Casablanca in January 1943, (United States and Britain 
only), Teheran in November 1943, Yalta in February 1945, 
and Potsdam in July 1945. (By the latter point, Roosevelt 
had died and was replaced by Vice-President Harry S. 
Truman, while Churchill had been voted out in favor of 
Clement Atlee and the Labour Party.) 


As with the Axis alliance of Germany and Italy, there 
was an alliance within this alliance—that of the United 
States and Britain. Between Roosevelt and Churchill was a 
strong personal bond that reflected the ultimate common- 
ality of aims between their two nations. More strained was 
the relation of these leaders with Stalin. The alliance with 
Soviet Russia was a marriage of convenience, as all three 
powers faced a common enemy in Nazi Germany, but 
Churchill in particular never let down his guard where 
Stalin was concerned. (And he was right to do so, as 
Stalin’s intelligence services were busy gathering secrets 
in England.) 


To a much smaller extent, the United States and 
United Kingdom made common cause with the Chinese 
Nationalists, led by Chiang Kai-shek, and the Free French 
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under General Charles de Gaulle. In neither case did these 
leaders speak for their entire nations. Chiang’s National- 
ists expended greater resources on fighting the Commu- 
nists, led by Mao Tse-tung, than they did against the 
Japanese invaders. The Communists, who enjoyed wide- 
spread peasant support, proved able defenders, and though 
they would become enemies of the United States, at the 
time America regarded them as a useful ally against the 
Japanese. As for de Gaulle, who operated from London, 
he represented only a tiny portion of France, most of 
which made little effort to resist Nazi and Vichy rule. 


Driving back the Axis in Europe. in Russia, the Germans got 
as far as the suburbs of Moscow before the winter—along 
with the resurgent Red Army and a defiant populace— 
caught up with them. Lengthy sieges at Stalingrad and 
Leningrad (the latter lasting more than 800 days) would 
spell an end to German hopes of conquest. Led by Georgi 
Zhukov, the Red Army gradually drove back the Germans 
and began the long, steady push into central Europe. 


After defeating the Germans in North Africa in late 
1942, the Allies invaded Sicily in July 1943, and Italy itself 
on September 9. This forced Mussolini to retreat to north- 
ern Italy, where he would serve as puppet ruler of a Nazi- 
controlled state for the remaining two years of his life. On 
June 6, 1944, an Allied force of some 2,700 ships and 
176,000 U.S., British, Canadian, and other troops landed at 
Normandy, in the largest amphibious invasion in history. 


By the end of 1944, Allied victory in Europe began to 
seem all but imminent, but a number of obstacles still 
stood in the way. Hitler’s scientists had developed the V2 
rocket, precursor of modern missiles, and Germany fired 
several of them against England. The Allies, meanwhile, 
relentlessly bombed German cities, bringing the Reich to 
its knees. The Battle of the Bulge in the Ardennes forest 
in December 1944 was the later major Axis offensive 
in Europe. 


With the Soviets surrounding Berlin, Hitler on April 
30, 1945, committed suicide in his bunker with his mis- 
tress, Eva Braun, along with propaganda minister Josef 
Goebbels and Goebbels’s family. Two days earlier, 
Mussolini and his mistress, captured by Italian resistance 
fighters, had been shot. The Germans surrendered to the 
Allies on May 7. Only after the surrender did the full 
magnitude of the Holocaust become apparent, and for this 
and other crimes, those German military and political 
leaders who did not commit suicide would be tried before 
the World Court. 


The defeat of Japan. In the carrier-dominated Battle of the 
Coral Sea in May 1942, the first naval battle in which 
opposing ships never caught sight of one another, neither 
side gained a clear victory, but the Allies won the upper 
hand at the Battle of Midway the following month. Later 
that summer, the U.S. Marines fought the Japanese at 
Guadalcanal in the Solomon Islands, one of the bloodiest 
battles of the war. Late in 1943, the Marines began a series 
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of assaults on Pacific islands, including the Gilbert, Mar- 
shall, Caroline, and Mariana chains. Allied forces under 
General Douglas MacArthur liberated the Philippines in 
the fall of 1944. 


Early in 1945, Allied forces under Major General Cur- 
tis LeMay began dropping incendiary bombs on Japanese 
cities, while the Marines took the nearby islands of lwo 
Jima and Okinawa. Still, the Japanese resisted, and Allied 
leaders contemplated a land invasion, to begin in Novem- 
ber. The invasion, they calculated, would cost as many as 
1 million American lives, with untold casualties on the 
among the Japanese. 


Instead of invading Japan, the United States un- 
leashed the results of the Manhattan Project, which it had 
begun secretly 1942. Before dropping the atomic bomb, 
the Allies issued one more plea for the Japanese to surren- 
der, and when they did not, the American B-29 bomber 
Enola Gay dropped a bomb on the city of Hiroshima. 
Despite the devastation wrought by this, the first use of a 
nuclear weapon in warfare, the Japanese still refused to 
surrender. On August 9, the United States dropped a 
second bomb, this one on Nagasaki. At this point, Hirohito 
urged the nation’s leaders to surrender. Tojo and several 
others committed suicide, and on September 2, 1945, 
Japanese representatives formally surrendered. 


A War of Information, Images, 
and Ideas 


The Manhattan Project was the most dramatic expression 
of a theme that ran through the entire conflict, that ideas 
and information often contribute as much to a successful 
military effort as do troops and weapons. Though the First 
World War brought airplanes into widespread use, along 
with tanks, and resulted in the popularization of radio 
soon afterward, the Second World War saw the first true 
marriage of science and defense to yield the military- 
industrial complex familiar today. Its legacy is evident in 
the many technological innovations that were either intro- 
duced during its course, or very soon after the fighting 
ended. In addition to nuclear power and the missile, these 
include radar, computers, jet engines, and television. 


The war also introduced modern concepts of covert 
and special operations, on the part of the OSS, the British 
Special Operations Executive (SOE), military intelligence 
units, and special warfare units that included the Rangers 
and the precursors to the Navy SEALS of today. The 
Germans had their spies as well, some of whom even 
managed to infiltrate the United States, but their efforts in 
this regard were never as successful as those of the Allies. 


Cryptology. In the cryptologic war, the Allies were the 
unquestioned victors. Perhaps the single greatest intelli- 
gence success of the war was the British deciphering of 
the Germans’ secret system of communications. Early in 
the war, British and Polish intelligence officers obtained a 


German Enigma cipher machine, to which a team of 
mathematicians at Bletchley Park applied their expertise. 
The result was Ultra, the British system for reading the 
German ciphers. 


Thanks to Ultra, the British knew many of the targets 
in advance during the Battle of Britain. In north Africa in 
1942, Ultra helped Field Marshal Bernard Montgomery 
predict Rommel’s actions. So vital was the Ultra secret 
that the British used it with the utmost of caution, careful 
not to act to often or too quickly on information it revealed 
for fear that this might tip off the Germans. Only in the 
1970s did the world learn of the Ultra secret. 


American successes included the breaking of the 
Japanese RED cipher by the U.S. Navy, and the PURPLE 
cipher by the U.S. Army Signal Intelligence Service prior 
to the war. During the war, the navy proved more success- 
ful at breaking the ciphers of its counterpart than did the 
army. Also notable was the American use of codetalkers 
transmitting enciphered messages in the Navajo Indian 
language, which made their transmissions indecipherable 
to the Japanese. Neither the Japanese nor the Germans 
scored any major cryptologic victory against the Allies. 


Deception, secrets, and covert operations. The Allied inva- 
sion of Italy was accompanied by a number of behind-the- 
scenes moves. Just before the invasion of Sicily, British 
naval intelligence obtained the body of a man who had 
recently died, and arranged for his body—clad in the 
uniform of a major in the Royal Marines—to wash up ona 
shore in Spain. On his person were documents laying out 
a British plan for an imminent invasion of the Balkans, 
information the British knew the Germans (who had nu- 
merous agents in Spain) would acquire. The ruse, known 
as Operation Mincemeat (subject of the 1953 film The Man 
Who Never Was) left the Germans unprepared for the 
subsequent invasion. 


The surrender of most of Italy by Marshal Pietro 
Badoglio appears to have been the result of behind-the- 
scenes talks with the Allies. During the moments of tur- 
moil in the capital as Mussolini’s government was over- 
thrown, a British intelligence officer provided Badoglio 
with a safe haven. In 1945, Allen Dulles—future director of 
the ClA—secretly negotiated with SS General Karl Wolff 
for the surrender of all German forces in Italy. 


Another deception campaign, known as Bodyguard, 
preceded the Normandy invasion of June 1944. Using 
German agents in England who had been turned by British 
intelligence, the Allies conducted an elaborate campaign 
designed to convince the Germans that they were attack- 
ing anywhere but Normandy. Radio transmission from 
Scotland seemed to indicate a thrust toward Norway, 
while the appearance of Montgomery near Gibraltar sug- 
gested an invasion through Spain. (In fact “Montgomery” 
was actually a British actor who resembled the general.) 


The Normandy deception included the creation an 
entire unit, the First U.S. Army Group (FUSAG), from thin 
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air. FUSAG, which was supposed to be landing at Calais 
rather than Normandy, had a putative commander in 
General George S. Patton, fresh from victories in North 
Africa and Italy. Large tent encampments created the 
illusion of massive troop strength, while fake tanks, land- 
ing craft, and other equipment gave indications that the 
Allies were gearing up for a major operation. So, too, did 
radio communications from Patton’s headquarters, as 
well as a heavy Allied bombing campaign over Calais in 
the days leading up to June 6. The ploy succeed in divert- 
ing 19 German divisions from Normandy. 


The race to develop an atomic bomb involved several 
covert operations, including British sabotage directed 
against Nazi weapons materials in Norway, as well as an 
intelligence-gathering operation known as Alsos. The name 
was chosen by Major General Leslie Groves, who oversaw 
the Manhattan Project, because a/sos is Greek for “grove.” 
Members of the Alsos team, which included both U.S. 
Army and Navy personnel, scoured research laboratories 
in Germany, Italy, France, and Belgium for information on 
Axis bomb-making efforts. 


Propaganda. At the simplest level of ideas, propaganda— 
though a feature of wars since the beginning of history— 
played a particularly significant role in the Second World 
War. Its importance to the Nazis is symbolized by the fact 
that in his final hours, Hitler had Goebbels beside him. 
Goebbels, who like Mussolini was a former Communist, 
had powerful instincts for making appeals to the popu- 
lace, using all available media, including print, radio, and 
film. (The Nazis even conducted early experiments with 
television.) 


Films by Leni Riefenstahl in the 1930s romanticized 
the myth of Aryan superiority, while cruder propaganda 
from Goebbels’ office excited hatred toward Jews. During 
the war, Axis powers on both sides of the world made 
considerable use of radio through broadcasters such as 
Lord Haw Haw (a.k.a. William Joyce), Axis Sally (Mildred 
Gillars, an American), and a number of Asian females 
collectively dubbed “Tokyo Rose” by U.S. forces. The 
Allies conducted a propaganda war of their own, through 
radio broadcasts and the efforts of the U.S. Office of War 
Information and the Voice of America. 
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World War Il; Allied Invasion 
of Sicily and “The Nan Who 
Never Was” 


IE ADRIENNE WILMOTH LERNER 


As the World War II Allied campaign in North Africa drew 
to aclose, Allied command turned its attention to its next 
major objective, an invasion of Europe. From their posi- 
tion in North Africa, with the aid of their fleet in the Atlantic 
and Mediterranean, the next logical targets for the Allies 
were German defenses on the Italian island of Sicily. 
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However, rough terrain and solid German land and air 
defenses would make a direct assault on the island costly, 
and potentially disastrous. As the German command ex- 
pected the Allies to attack Sicily, Allied intelligence was 
charged with devising a plan to feed misinformation to the 
Germans, causing them to believe that Allied forces were 
massing to invade Europe via Greece or the Balkans. The 
plot became known as “Operation Mincemeat,” or “the 
man who never was.” 


Two British intelligence agents, Ewen Montagu and 
Sir Archibald Cholmondley, members of the XX “double 
cross” intelligence committee, proposed to use a dead 
body, dressed as a military courier, to slip false informa- 
tion about Allied battle plans to the German intelligence 
service, the Abwehr. The two men convinced Allied com- 
mand that, with enough attention to the ruse courier’s 
body, uniform, placement, and personal effects, Abwehr 
agents were sure to believe the validity of any information 
the courier carried. The team was given less than three 
months to carry out the “man who never was” operation. 


Montague first located a suitable body, that of man in 
his 30s who had died of pneumonia. Since the team 
planned to deliver the body by sea, making it look as 
though the victim washed ashore after a plane crash, the 
similarity of the pathology of pneumonia and drowning 
was highly convenient. After gaining the consent of the 
dead man’s family, the body was kept in cold storage 
while a the XX intelligence team went to work on “Opera- 
tion Mincemeat,” creating a false identity and personal 
effects for their mystery soldier. 


The XX team dressed the body in a Royal Marine 
uniform, and stuffed his pockets with typical soldier 
accoutrements. Because the corpse’s false identity would 
have to appear in public casualty noticed printed in the 
newspapers, the corpse was given the most common 
name on British military rolls, (acting Capt.) William Martin. 
Montague and Cholmondley convinced their secretary to 
write letters to Martin, posing as his fiancée. They in- 
cluded her picture in “Mincemeat’s” pockets. 


After producing the false documents and private com- 
munications between field generals that were added to 
Martin’s attaché case, the body was ready to transport, via 
submarine, to the Spanish coast. The team chose the 
location because of the plethora of German agents work- 
ing in the region. In addition, it gave the illusion that the 
courier was trying to avoid travel over hostile territory. 
The body was released into the water off the coast of Spain 
on April 19, 1943. A fishing boat retrieved the remains of 
the “man who never was,” and reported the find to Ger- 
man agents. 


Immediately, British intelligence published William 
Martin’s name on public casualty lists, with the explana- 
tion of missing, presumed dead in air accident. Intelli- 
gence officers knew that Abwehr agents would check 
public records to confirm the man’s identity. To further the 
deception, the XX team held a mock funeral for Martin 
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back in England, complete with flowers and a grieving 
fiancée. 


British military intelligence cryptanalysis staff at Bletch- 
ley Park monitored German Enigma encoded messages 
almost in real time. Intercepts indicated that Martin had 
been found and that the Abwehr had located the misinfor- 
mation planted on the corpse. Remarkably, within weeks, 
intercepts reveled that the German High Command had 
distributed the information to Generals in the Mediterra- 
nean. On May 12, 1943, the Germans moved thousands of 
troops, airplanes, and weaponry from Sicily to fortify 
defenses in Sardinia and Greece, where they presumed 
Allied forces were going to invade. 


Allied forces invaded Sicily on the morning of July 9. 
Operation Mincemeat succeeded in weakening German 
outposts on the island, and allowed the Allies to sweep 
ashore with astonishing surprise. Though fighting per- 
sisted on the island for a month, the clever deception of 
the “man who never was,” whose true identity has never 
been revealed, greatly reduced the human cost of the 
invasion for Allied forces. Sicily fell to Allied control on 
August 17, 1943. 
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of the Italian Army 


E JUDSON KNIGHT 


The Allied victory in Italy, beginning with the surrender of 
the Italian government in 1943 and continuing through the 
conclusion of the war in Europe two years later, was as 
much a triumph of intelligence, psychological warfare, 
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and special operations as it was a victory of military might. 
Among the players in this undertaking were the British 
Special Operations Executive (SOE), the American Office 
of Strategic Services (OSS), various units engaged in 
psychological warfare, and the Italian partisans who fought 
to regain control of their country. 


Badoglio’s capitulation. By 1943, popular sentiment had 
long since turned against the Fascist government of Benito 
Mussolini, but the heavy presence of German troops made 
the Italians virtual prisoners to the Axis. Faced with this 
quandary, Prime Minister Pietro Badoglio established clan- 
destine communications with the Allies by diplomatic 
channels. He thus paved the way for the overthrow of 
Mussolini on July 25, after which the dictator was ar- 
rested. The Allies landed at the beginning of September. 


The fact that the fighting in Italy would last until the 
conclusion of the war—the longest single campaign waged 
by British and American forces—serves to indicate that 
matters did not go smoothly even after Badoglio’s surren- 
der. A major factor in this was the Germans’ resolve to 
hold on to the northern portion of the country. There, 
Mussolini (rescued in a daring German airborne raid on 
September 12) ruled a puppet government, but the real 
power lay in the hands of the Nazis. 


The Allied effort. To counter the Nazis’ hold on northern 
Italy, the Allies undertook a number of operations to 
support the military forces. The latter consisted of the 15th 
Army Group, commanded by Britain’s General Sir Harold 
R. L. G. Alexander, which included General Bernard Mont- 
gomery’s British 8th Army, General George S. Patton’s 
U.S. 7th Army, and Lieutenant General Mark C. Clark’s 5th 
U.S. Army. Patton and Montgomery led Operation Husky, 
the invasion of Sicily in June 1943, while Clark and Mont- 
gomery made the first assault on the Italian peninsula 
three months later. 


Assisting this military effort were psychological war- 
fare units of the U.S. 5th Army and the British 8th Army. 
Klaus Mann, a German American with the 5th Army, 
designed leaflets intended for the German soldiers. At the 
same time, OSS was heavily involved behind the scenes. 
Leading OSS operations was Max Corvo, a Sicilian Ameri- 
can who, as a young army private in 1942, had taken a 
three-day pass to Washington, D.C., and presented a plan 
for the subversion in Sicily. He soon received a transfer to 
OSS, and from 1943 to early 1945, Corvo, still in his mid- 
twenties, ran OSS Italian operations. 


At the same time, the Office of Naval Intelligence 
undertook its own efforts, including one of the most fa- 
mous (or infamous) aspects of the covert war in Italy: the 
release of Mafia chieftain “Lucky” Luciano from a Stateside 
prison to conduct advance work in Sicily. This effectively 
shut out Corvo who, knowing the Mafia well from his 
childhood, refused to work with gangsters. Corvo would 


later be replaced by James Jesus Angleton, destined to 
become a major figure in the postwar Central Intelligence 
Agency. Angleton, a hardline anti-Communist even then, 
wished to avoid dealing with the Left—a difficult task in a 
country that had the largest Communist Party of any non- 
Communist country in Europe. Instead, Angleton ended 
up working with Masons, syndicalists (non-Communist 
leftists associated with anarchism), and disaffected Fascists. 


The partisans. In the shadow war against the Germans, few 
elements did as much to undermine Nazi power as the 
Italian partisans, who worked closely with the OSS and the 
SOE. These Italian irregulars tied up seven German divi- 
sions, and forced two of these to surrender, sapping 
German strength in Italy. With the help of OSS, partisans 
infiltrated German lines via submarine. Partisan agents 
such as Mino Farneti set up secret radio communications 
and arranged parachute drops of weapons to enable a 
counterattack by partisan forces in the north. 


Another partisan aided the escape of five Allied gen- 
erals who had been captured by the Nazis. In September 
1944, a team led by this same operative intercepted and 
shot a German major traveling by sidecar. In his briefcase 
they found detailed plans of the Germans’ defenses for the 
eastern half of the Gothic Line. Another partisan smuggled 
a set of plans for the western half in the sole of his boots, 
and delivered these to OSS operatives in Siena. Thanks to 
these plans, the Allied force broke through the Gothic Line 
on September 17. 
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On December 7, 1941, Japanese military forces attacked 
the United States naval fleet anchored at Pearl Harbor on 
the Hawaiian island of Oahu. The surprise attack was 
devastating to the U.S. Navy. Nearly every American 
plane on Oahu was destroyed; three cruisers, three de- 
stroyers, and eight battleships were severely damaged, 
and two battleships, the Oklahoma and the Arizona were 
destroyed; over 2,300 U.S. servicemen lost their lives. In 
the weeks and months that followed, fears ran deep among 
shocked Americans that Japan had the ability to launch an 
invasion on the West Coast of the United States. At the 
very least, it was feared that the Japanese Navy, facing 
only the remnants of a tattered American fleet, could 
effectively control the Pacific Ocean, cutting the United 
States off from vital resources and shipping lanes. 


Over the next three and a half years, in a series 
of fierce sea and island battles, American forces man- 
aged to push the Japanese empire back to its own shores. 
They were able to do so not only through courage and 
resolve, but also through the efforts of hundreds of men 
and women who labored in secrecy, many of them twelve 
hours a day, seven days a week, cracking the codes that 
Japanese forces used to transmit messages. Without the 
information revealed by breaking these codes, the U.S. 
military could never have countered Japanese offensives 
throughout the vast expanse of the Pacific, for they would 
never have known where the Japanese intended to 
strike next. 


Early code-breaking efforts. Even before World War I, the 
United States had been regularly deciphering coded mes- 
sages sent by foreign diplomats. On the basis of decoded 
diplomatic messages, for example, the United States and 
Great Britain knew what arms limitations the Japanese 
would accept in the peace talks following the war, and 
negotiators bargained accordingly. The effort to break 
Japanese diplomatic codes continued into the 1920s and 
1930s under the direction of William Friedman, a Russian 
immigrant who was appointed chief cryptanalyst of the 
Army Signal Intelligence Service (SIS) in 1922. In the late 
1930s, SIS cryptanalysts succeeding in breaking the Pur- 
ple code, also designated AN-1, which was the principal 
cipher Japan used to send diplomatic messages. (While 
the terms code and cipher are often used interchangeably, 
a code is a substitution of one character or string of 
characters for another; reading a cipher, however, usually 
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requires application of some kind of mathematical opera- 
tion specified by a cipher key; a simple cipher, for exam- 
ple, might require the decoder to subtract a designated 
value from a string of numbers to arrive at the true string 
of numbers that encodes a letter, word, or phrase.) 


JH-25. On June 1, 1939, the Japanese introduced what 
American cryptanalysts called JN- 25. JN means simply 
Japanese Navy, and JN-25, consisting eventually of about 
33,000 words, phrases, and letters, was the primary code 
the Japanese used to send military, as opposed to diplo- 
matic, messages. After Pearl Harbor, U.S. intelligence 
efforts focused on cracking JN-25. Leading the effort, 
code-named Magic, was the U.S. Navy’s Combat Intelli- 
gence Unit, called OP-20-G and consisting of 738 naval 
personnel. The unit, housed in the basement of the 14th 
Naval District Administration at Pearl Harbor, was under 
the command of Commodore John Rochefort, who com- 
bined fluency in Japanese with single-minded dedication 
to the task. Using complex mathematical analysis, IBM 
punch-card tabulating machines, and a cipher machine, 
Friedman had developed the ECM Mark Ill, the unit was 
able to crack most of the code by January 1942. The 
blanket name given to any information gained by deci- 
phering JN-25 was Ultra, a word borrowed from British 
codebreaking efforts and stamped at the top of all deci- 
phered messages. 


The Combat Intelligence Unit worked tirelessly, but 
the unit had some help from the Japanese themselves. For 
example, messages, primarily radio transmissions, often 
began with such stylized phrases as “| have the honor to 
inform your excellency” and with the names of ships, 
locations, commanders, the time and date, and similar 
repeated information that could be easily verified; many 
referred to military and other officials by formal, stylized 
titles. These weaknesses, combined with the fact that the 
Japanese introduced changes to the code only every three 
to six months, gave American cryptanalysts a toehold into 
the code. Soon they were able to read the code, which 
consisted of strings of five digits. Thus, for example, the 
string 97850 meant submarine, although because JN-25 
was really a cipher, the cryptanalyst had to subtract a 
value from the string of digits to arrive at the correct 
meaning. Making this task somewhat easier for Ameri- 
cans, the Japanese changed their cipher key infrequently. 


Putting the code to use. Armed with the ability to read 
Japanese operational messages, the U.S. Navy was able 
turn back the Japanese advance in the Pacific in mid-1942. 
In April of that year, decrypted messages revealed that 
Japanese forces were preparing for an assault on Port 
Moresby, an Australian base in New Guinea, on May 7. In 
response, U.S. Admiral Chester Nimitz moved his fleet 
into the Coral Sea between New Guinea and Australia. 
While the ensuing two-day Battle of Coral Sea was consid- 
ered a draw, U.S. forces inflicted enough damage on the 
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Japanese navy to force it to withdraw, giving the United 
States and Australia time to reinforce Allied defenses in 
New Guinea. 


Perhaps the most dramatic success that resulted from 
breaking the Japanese naval code was the Battle of Mid- 
way in June 1942. The plan of Japanese commander 
Admiral Isoroku Yamamoto was to assemble an aircraft 
carrier task force, launch a diversionary raid off the Aleu- 
tian Islands, and lure the U.S. Navy to Midway Island and 
into a decisive battle that would destroy what remained of 
the American fleet after Pearl Harbor. From decrypted 
messages, U.S. naval commanders knew the general out- 
lines of the plan, even the timetable. The messages, how- 
ever, did not say where the Japanese intended to strike; 
the target was simply designated “AF.” It was Rochefort 
who proposed a ruse to determine what AF stood for. 
Suspecting that it was Midway Island, he arranged for 
American forces on the island to send out a radio message 
saying that they were running short of fresh water. 
Rochefort and his group waited anxiously to see if Japan 
would take the bait. Finally, codebreakers intercepted a 
Japanese message: AF was running short of fresh water. 
Knowing that the assault was to come at Midway, the U.S. 
Navy was ready. On June 4, 1942, after a fierce three-day 
battle, U.S. pilots sank all four Japanese aircraft carriers in 
Yamamoto’s task force, effectively turning the tide in the 
Pacific. Later, in an unintended breach of wartime security, 
the Chicago Tribune published a story revealing that the 
navy had known about Japanese intentions in advance, in 
effect revealing that JN-25 had been broken. The Japa- 
nese never found out about the article. 


In a postscript to the Battle of Midway, Admiral 
Yamamoto lost his life as a result of a decrypted message. 
Codebreakers learned that the admiral was scheduled to 
inspect a naval base on Bougainville in the Solomon 
Islands on April 18, 1943. Some U.S. policy makers were 
hesitant to use this information for fear that doing so 
would tip off the Japanese that their codes had been 
broken. Nevertheless, the decision was made to assassi- 
nate Yamamoto. That morning, eighteen P-38 fighters left 
their base at Guadalcanal at the other end of the Solomon 
chain and arrived at Bougainville just as Yamamoto’s 
plane was making its approach. The admiral was killed in 
the attack, depriving Japan of its most experienced and 
accomplished admiral and sapping Japanese morale. To 
maintain the fiction that the fighters had arrived by chance, 
the air force flew other patrols in the area, both before and 
after the attack. The Japanese did not change JN-25, and 
for the remainder of the war, U.S. intelligence intercepted 
and read thousands of Japanese messages. 
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I BRIAN HOYLE 


Zoonoses are diseases of microbiological origin that can 
be transmitted from animals to people. The causes of the 
diseases can be bacteria, viruses, parasites, and fungi. 


Some zoonotic diseases are identified as potential 
diseases (e.g., Tularemia) could be exploited by bioterrorists 
to cause death—including death or contamination of 
livestock—and widespread economic damage. As of May 
2003, the best scientific evidence available suggested that 
the cornonavirus responsible for Severe Acute Respira- 
tory Syndrome (SARS) was originally transmitted from 
animal hosts. 


Zoonoses are relevant for humans because of their 
species-jumping ability. Because many of the causative 
microbial agents are resident in domestic animals and 
birds, agricultural workers and those in food processing 
plants are at risk. From a research standpoint, zoonotic 
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diseases are interesting as they result from organisms 
that can live in a host innocuously while producing dis- 
ease upon entry into a different host environment. 


Humans can develop zoonotic diseases in different 
ways, depending upon the microorganism. Entry through 
acutin the skin can occur with some bacteria. Inhalation of 
bacteria, viruses, and fungi is also a common method of 
transmission. As well, the ingestion of improperly cooked 
food or inadequately treated water that has been contami- 
nated with the fecal material from animals or birds present 
another route of disease transmission. 


A classic historical example of a zoonotic disease is 
yellow fever. The construction of the Panama Canal took 
humans into the previously unexplored regions of the 
Central American jungle. 


A number of bacterial zoonotic diseases are known. A 
few examples are Tularemia, which is caused by Francisella 
tulerensis, Leptospirosis (Leptospiras spp.), Lyme disease 
(Borrelia burgdorferi), Chlaydiosis (Chlamydia psittaci), 
Salmonellosis (Salmonella spp.), Brucellosis (Brucella 
melitensis, suis, and abortus), Q-fever (Coxiella burnetti), 
and Campylobacteriosis (Campylobacter jejuni). 


Zoonoses produced by fungi, and the organism re- 
sponsible, include Aspergillosis (Aspergillus fumigatus). 
Well-known viral zoonoses include rabies and encephali- 
tis. The microorganisms called Chlamydia cause a pneu- 
monia-like disease called psittacosis. 


Within the past two decades two protozoan zoonoses 
have definitely emerged. These are Giardia (also com- 
monly known as “beaver fever”), which is caused by 
Giardia lamblia, and Cryptosporidium, which is caused by 
Cryptosporidium parvum. These protozoans reside in many 
vertebrates, particularly those associated with wilderness 
areas. The increasing encroachment of human habita- 
tions with wilderness is bringing the animals, and their 
resident microbial flora, into closer contact with people. 


Zoonoses 


Similarly, human encroachment is thought to be the 
cause for the emergence of devastatingly fatal viral 
hemorrhagic fevers, such as Ebola and Rift Valley fever. 
While the origin of these agents is not definitively known, 
zoonotic transmission is virtually assumed. 


Outbreaks of hoof and mouth disease among cattle 
and sheep in the United Kingdom (the latest being in 2001) 
has established an as yet unproven, but compelling, 
zoonotic link between these animals and humans, involv- 
ing the disease causing entities known as prions. While 
the story is not fully resolved, the current evidence sup- 
ports the transmission of the prion agent of mad cow 
disease to humans, where the similar brain degeneration 
disease is known as Creutzfeld-Jacob disease. 


The increasing incidence of these and other zoonotic 
diseases has been linked to the increased ease of global 
travel. Microorganisms are more globally portable than 
ever before. This, combined with the innate ability of 
microbes to adapt to new environments, has created new 
combinations of microorganism and susceptible human 
populations. 


B FURTHER READING: 
BOOKS: 


Chin, J. “Tularemia.” Control of Communicable Diseases 
Manual. Washington, DC: American Public Health Asso- 
ciation, 2000. 


ELECTRONIC: 


World Health Organization. WHO Fact Sheets (May, 2003) 
<http://www.who.int/health-topics/zoonoses.htm> 
(May 12, 2003). 


SEE ALSO 


Bioterrorism, Protective Measures 
Infectious Disease, Threats to Security 


| 287 | 


Encyclopedia of Espionage, Intelligence, and Security 


This page intentionally left blank 


Glossary 


A Compendium of Common 
Acronyms and Terms 


17 November Organization Revolutionary Organization 17 
November (17 November). 


AAIA Aden-Abyan Islamic Army. 


AAMVA American Association for Motor Vehicle Administra- 
tion. 


ABB Alex Boncayao Brigade. 
ABI Airborne Broadcast Intelligence. 


ABM Treaty The Antiballistic Missile (ABM) Treaty was signed 
by the United States and the Soviet Union (U.S.S.R.) in 
1972. The treaty was one of two treaties produced by the 
first series of Strategic Arms Limitation Talks (SALT 1) 
between the two countries; the other was an interim agree- 
ment limiting offensive nuclear weapons. 


ABMDA Army Ballistic Missile Defense Agency. 


ABMT The focus of the Advanced Biomedical Technologies 
Program (ABMT) is to apply techniques in robotics, vir- 
tual reality, three-dimensional visualization, telesurgery, 
microelectromechanical systems (MEMS), informatics and 
multi-media simulation to producing products for the care 
of wounded personnel on the front lines of war. 


Abwehr The German military intelligence organization from 
1866 to 1944. 


ACCES Advance Cryptologic Carry-on Exploitation System. 


Accommodation Address An address used by intermediates 
to transfer messages. 


ACDBU Automated Counterdrug Database Update. 
ACIPS Acoustic Intelligence Processing System. 


Acoustic bullets Scalable low-frequency (10-Hz) sound pulses 
sent over distances of hundreds of yards, scalable in inten- 
sity from painful to lethal. 


Acoustic intelligence Information derived from audio sources. 


Acoustics The study of the creation and propagation of me- 
chanical vibration causing sound. 
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Active SONAR Mode of echo location by sending a signal 
and detecting the returning echo. 


ADARS Airborne Digital Audio Recording System. 
ADC Analog to digital conversion. 
ADF Allied Democratic Forces. 


ADFGX cipher A code that applies the Polybius square in 
such a way that the letters A, D, F, G, and Xtake the place of 
numbers for the rows and columns. Some versions, known 
as the ADFGVX cipher, use the letter Vto provide additional 
rows and columns, thus making possible the inclusion of 
the ten numerals along with the letters of the alphabet. 


ADIO Australian Defense Intelligence Organization. 
ADSD Australian Defense Signals Directorate. 


Advanced Encrytion Standard A cipher algorithm standard- 
ized for use by U.S. government agencies and depart- 
ments. 


AEC Atomic Energy Commission. 
AEOS Advanced Electro-Optical System. 


Aerostat An unmanned, aerodynamically shaped blimp teth- 
ered to the ground by a single cable. 


AES The CryptoAPI! algorithm name for the Advanced 
Encryption Standard algorithm. 


AFI Air Force Intelligence. 

AFINTNET Air Force Intelligence Network. 

AFIP Armed Forces Institute of Pathology. 

AFIS Automated fingerprint identification systems. 


Aflatoxin Aflatoxins belong to a group of toxins called 
mycotoxins, which are derived from fungi. 


AFOSI The Air Force Office of Special Investigations is the 
principal investigative service of the United States Air Force. 


AFSA Armed Forces Security Agency, a forerunner of the 
National Security Agency. 


Agent A person hired or recruited by an intelligence agency 
to do its bidding. Compare with operative. 
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Agent H blister agent Mustard bis-(2-chloroethyl)sulfide. 
Agent L Lewisite: dichloro(2-chlorovinyl) arsine. 


Agent of influence A person who does not directly work for 
an intelligence agency, but willingly acts on its behalf to 
influence public or political opinion. 


Agent orange A defoliant; that is, a chemical that kills plants 
and causes the leaves to fall off the dying plants. 


Agent provocateur An operative or agent who infiltrates a 
group or organization with the purpose of inciting its mem- 
bers to self-destructive acts. 


Agent Q Sesquimustard, 1,2-bis-(2-chloroethylthio)ethane. 


Agent T Agent T bis-(2-chloroethylthio ethyl)ether (potential 
mustard agent additive). 


Agent-in-place An employee of one intelligence agency who, 
of his or her own initiative, offers services to a rival or 
enemy agency. The agent-in-place continues to work for 
the first agency, and feed information to the second one. 


AHFEWS Army HF Electronic Warfare System AN/TLO-33. 
Al Army Intelligence. 

AIAI Al-Ittihad al-Islami. 

AIIB Anti-Imperialist International Brigade. 


Air Force Office of Special Investigations (AFOSI) The princi- 
pal investigative service of thee United States Air Force. 


Air marshal United States air marshals are the first police 
force of the federal government created solely to protect 
against air terrorism. 


Air plume A layer of warm air that immediately surrounds a 
person's body. It has also been referred to as a human 
thermal plume. 


AIRES Advanced Imagery Reqs & Exploitation System. 


AIRTAPS Aerial Imagery Reconnaissance Tracking and Plot- 
ting System. 


Aleph Aum Supreme Truth (Aum) Aum Shinrikyo, Aleph. 


ALG class key exchange The CryptoAPI algorithm class for 
key exchange algorithms. 


Algorithm A method for solving a mathematical problem by 
using a finite number of computations, usually involving 
repetition of certain operations or steps. Frequently used in 
computer science. 


ALIR Army for the Liberation of Rwanda. 


Al-Qaeda Responsible for the September 11, 2001, terrorist 
attacks upon the United States, Al-Qaeda (also known as Al- 
Qaida) was established by Osama bin Ladin (also spelled 
Usama Bin Ladin or Osama bin Laden) in the late 1980s to 
bring together Arabs who fought in Afghanistan against the 
Soviet Union. Al-Qaeda helped finance, recruit, transport, 
and train Sunni Islamic extremists for the Afghan resist- 
ance. Al-Qaeda's current goal is to establish a pan-Islamic 
caliphate throughout the world and has declared the United 
States to be an enemy to be attacked by terrorist actions. 


AM-band Amplitude Modulated (AM) radio carrier frequen- 
cies 535-1605 kHz assigned by the FCC in 10 kHz intervals. 
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AM-band (maritime and aircraft navigation frequencies) Am- 
plitude Modulated (AM) radio carrier frequencies 30 to 535 
kHz. 


AMU Atomic mass units. 

ANNULET Cryptologic maintenance system. 
ANO Abu Nidal Organization. 

ANSI American National Standards Institute. 


ANSIR FBI Awareness of National Security Issues and 
Response Program. 


Anthrax A disease that is caused by the bacterium Bacillus 
anthracis. The bacterium can enter the body via a wound in 
the skin (cutaneous anthrax), via contaminated food or 
liquid (gastrointestinal anthrax), or can be inhaled (inhala- 
tion anthrax). 


Antibiotics Agents that kill bacteria. Antibiotics act only on 
bacteria and are not effective against viruses. 


Antivirals Compounds that are used to prevent or treat viral 
infections via the disruption of an infectious mechanism 
used by the virus. 


Anvil Automated Target Recognition on Multi-Spectral 
Imagery. 


APF Alliance of Palestinian Forces. 


APIS The Advance Passenger Information System (APIS) is 
an electronic database system that stores information about 
airline travelers. The system, operated by the United States 
Customs Service, the Immigration and Naturalization Serv- 
ice (INS), and the Federal Aviation Administration (FAA), 
provides searchable biographical and security information 
on air travelers entering the United States from a foreign 
destination. 


Apogee An orbital position were a satellite is farthest from 
Earth. 


Apogee Kick Motor (AKM) Satellite rockets that boost a satel- 
lite from a temporary orbit to a geostationary (GEO) orbit. 


APS Advanced Photon Source. 


ARAC The Atmospheric Release Advisory Capability (ARAC) 
is an effort through which the United States Department of 
Energy (DOE) monitors and predicts the release of hazard- 
ous materials into the atmosphere. 


Area 51 The popular name of a secret military facility at 
Groom Lake, Nevada, approximately ninety miles north of 
Las Vegas. The six-by-ten mile rectangular air base lies 
within the Switzerland-sized boundaries of Nellis Air Force 
Base, and has served as a testing ground for “black budget” 
(top-secret) military prototype aircraft since the mid-1950s. 
Area 51 is also a well-known folk symbol of an alleged, but 
scientifically improbable, government conspiracy to cover 
up information on UFOs and extraterrestrial life. 


AREAS Airborne Reconnaissance Evaluation and Analysis 
System. 


ARGUS Army intelligence database. 


ARPANet Early DARPA program that led to the development 
of the Internet. 


Array A large group of hydrophones, usually regularly spaced, 
forming a SONAR net. 
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ASA The Army Security Agency (ASA) provided the United 
States Army with signal intelligence and security informa- 
tion from 1945 to 1976. 


ASARS Advanced Synthetic Aperture Radar System. 
ASAS All Source Analysis System. 

ASCI Accelerated Strategic Computing Initiative. 
ASG Abu Sayyaf Group. 

ASIO Australian Security Intelligence Organization. 
ASIS Australian Secret Intelligence Service. 


Assassination A sudden, usually unexpected act of murder 
committed for impersonal reasons, typically with a political 
or military leader as its target. 


Assay A determination of an amount of a particular com- 
pound in a sample. 


Assessment Evaluating the potential value of an agent or 
source. 


Asset Agents, sympathizers, or supporters that intelligence 
agencies can exploit to complete mission objectives. 


ASTECS Advanced Submarine Tactical ESM Combat Sys- 
tem. 


Asymmetric warfare In contrast to traditional warfare or “lin- 
ear warfare,” asymmetric warfare refers to operations that 
do not rely on masses of troops or munitions to destroy 
and/or control an enemy. Asymmetric warfare most com- 
monly refers to warfare between opponents not evenly 
matched where the smaller or weaker force must exploit 
geography, timing, surprise, or specific vulnerabilities of 
the larger and stronger enemy force to achieve victory. 


ATARS Advanced Tactical Reconnaissance Airborne System. 


ATF In accordance with the Homeland Security Act of 2002, 
on January 24, 2003, the Bureau of Alcohol, Tobacco, and 
Firearms (ATF or BATF) was transferred from the Depart- 
ment of the Treasury to the Department of Justice. There it 
became the Bureau of Alcohol, Tobacco, Firearms, and 
Explosives, but retained the initials ATF. 


ATI Air technical intelligence, or the gathering of intelligence 
regarding aircraft—as opposed to aerial surveillance or 
reconnaissance, which is intelligence gathered using air- 
craft. In some cases, aerial operations may be used to 
gather ATI. 


ATR Automatic/Aided Target Recognition. 
AUC United Self-Defense Forces/Group of Colombia (AUC). 


Audio amplifier Electronic devices that increase the power of 
an electrical signal whose vibrations are confined to the 
audio frequency range—the range that can be perceived by 
the human ear. 


Aum Shinrikyo, Aleph Aum Supreme Truth (Aum) Aum 
Shinrikyo, Aleph. 


AUV An autonomous underwater vehicle, or small, submar- 
ine-like robot. 


AVA Anthrax vaccine adsorbed. 
AVS Airborne Video Surveillance. 


B-2 The United States Air Force B-2 stealth technology low- 
observable, strategic, long-range bomber. 
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Bacillus anthracis The bacterium that causes anthrax. 


Back door An unadvertised portal or route into a secure 
system. 


Background Investigation Investigation of individuals who 
require a security clearance in working with classified docu- 
ments. 


Bagman An agent who acts as a paymaster to spies or makes 
bribes. 


Ballistic fingerprint The unique pattern of markings left by a 
specific firearm on ammunition as it is discharged. 


Ballistic missiles Any missile that lofts an explosive payload, 
which descends to its target as a ballistic projectile—that is, 
solely under the influence of gravity and air resistance—is a 
ballistic missile. Missiles that do not deliver a free-falling 
payload, such as engine powered cruise missiles (which fly 
to their targets as robotic airplanes), are not “ballistic.” 


Ballistic transport Movement of a carrier through a semicon- 
ductor without collisions, resulting in extraordinary electri- 
cal properties. 


Ballistics The study of projectile motion, or the motion of 
objects that have been thrown, shot, or launched. In the 
context of forensic science, the term usually involves the 
study of ammunition and firearms. 


Bandwidth Transponder frequency rangecapacity (generally 
given in MHz). 


Barbiturate A class of drugs with sedative and hypnotic ac- 
tivities. 

Barnacle The codename for a specific program within the 
Special Naval Collection Program (SNCP). 


Barrel (of oil) The traditional unit of measure by which crude 
oil is bought and sold on the world market. One barrel of oil 
is equivalent to 159 liters (42 U.S. gallons). 


Baseline In triangulation, the measured and known side of a 
triangle. 


Bathymetric map Maps that depict the ocean (sea) depth 
depending on geographical coordinates, just as topographic 
maps represent the altitude of Earth’s surface in different 
geographic points. 


BCIS U.S. Department of Homeland Security, Bureau of Citi- 
zenship and Immigration Services. 


BDA Bomb damage assessment. 
BEADS Biodetection Enabling Analyte Delivery System. 
BEARTRAP Acoustic data collection and processing. 


Belly buster hand drill The “belly buster” hand-crank drill 
served as an aid to audio surveillance efforts by the United 
States Central Intelligence Agency (CIA) during the 1950s 
and 1960s. Designed to drill holes into masonry, the device 
made it possible to implant audio devices for covert listen- 
ing. 

BEP United States Bureau of Engraving & Printing. 

Berlin Tunnel The Berlin Tunnel involved an attempt by Ameri- 
can and British intelligence to adjust to the late 1940s Soviet 
shift from wireless transmissions to landlines by tapping 


Soviet and East German communication cables via a tunnel 
dug below the communist sector of the German city. 
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Binary weapon A chemical weapon in which two harmless 
agents are stored in separate containers and only mix to 
form toxic substance on contact with the target. 


BINOCULAR NSA signals intelligence product. 
BioAPI Biometric Application Programming Interface. 


Biocontainment laboratories A laboratory that has been de- 
signed to lessen or completely prevent the escape of micro- 
organisms. 


Biodetectors Analytical devices that combine the precision 
and selectivity of biological systems with the processing 
power of microelectronics. 


Bioflips Specialized microprocessors that can be implanted 
in the body and that are capable of configuring and calibrat- 
ing themselves internally via biological feedback (e.g., a 
response to a set of biological conditions or parameters). 


Biological warfare As defined by The United Nations, the use 
of any living organism (e.g. bacterium, virus) or an infective 
component (e.g., toxin), to cause disease or death in hu- 
mans, animals, or plants. In contrast to bioterrorism, bio- 
logical warfare is defined as the “state-sanctioned” use of 
biological weapons on an opposing military force or civil- 
ian population. Biological weapons include pathogenic 
viruses, bacteria, and biological toxins. 


Biological weaponization Putting a pathogen in a form or 
suspension to make it an effective military weapon. 


BioMagnetlCs Bio-Magnetics Interfacing Concepts. 


Biometrics An automated technique measuring physical char- 
acteristics (such as fingerprints, hand geometry, iris, retina, 
or facial features) of an individual for the purpose of identi- 
fication or authentication of that individual. 


BIOS Biological Input/Output Systems program. 


BioShield project A joint effort between the Department of 
Homeland Security and the Department of Health and Human 
Services, Project BioShield is tasked to improve treatment 
of diseases caused by biological, chemical and radiological 
weapons. 


Bioterrorism The use of a biological weapon against a civil- 
ian or military population by a government, organization, 
or individual. As with any form of terrorism, its purposes 
include the undermining of morale, creating chaos, or 
achieving political goals. Biological weapons use micro- 
organisms and toxins to produce disease and death in 
humans, livestock, and crops. 


BIS (Bezpecnostni Informacni Sluzba) Czech Security Infor- 
mation Service. 


Bitstream embedding The insertion of message data in dig- 
ital documents or data streams that contain enough redun- 
dancy that some of their information can be altered without 
obvious effect. For instance, one might conceal a message 
bitstream inside a digital audio file by replacing the least- 
significant bit of every waveform sample (or every nth 
waveform sample). 


Black chamber The term “black chamber” has come to repre- 
sent any code-breaking organization, but was originally 
applied to groups of code-breakers associated with a na- 
tion’s Post Office that intercepted, read, copied and de- 
coded diplomatic mail. 


Black ops Shorthand for “black operations,” covert or clan- 
destine activities that cannot be linked to the organization 
that undertakes them. 


Black September aka/see: Abu Nidal Organization (ANO). 


Black Tom explosion The peak act of German sabotage on 
American soil during the First World War. On July 29, 1916, 
German agents set fire to a complex of warehouses and 
ships in the New York harbor that held munitions, fuel, and 
explosives bound to aid the Allies in their fight. 


BLACKER NSA end-to-end encryption system. 


Blackmail The threat to expose an individual's illegal or im- 
moral acts if the individual does not comply with specific 
demands. 


Bletchley Park The headquarters of the British Military Intelli- 
gence Government Code and Cipher School during World 
War Il. 


Block cipher A cipher that transforms fixed-length blocks of 
plaintext into ciphertext and vice-versa. 


Bludgeon A general term for any weapon that consists of a 
short stick with one end weighted. Examples are the black- 
jack or cosh. 


BMDO The Ballistic Missile Defense Organization (BMDO), 
the successor to the Strategic Defense Initiative Organiza- 
tion in the United States Department of Defense, develops 
systems to detect, track, and destroy ballistic missiles. 


BND German Bundesnachrichtendienst. 


Bombe A mechanical device used for the rapid decryption 
and transcription of complex ciphers. Developed during 
World War Il, the multiple bombes employed by British and 
United States military intelligence code breakers aided the 
allied war effort by providing access to German and Japa- 
nese military secrets. 


Bomb-grade nuclear materials Bomb-grade uranium or plu- 
tonium is defined as any alloy of uranium or plutonium that 
is pure enough to be used in bombs. 


Bona fides An individual's verified qualifications, creden- 
tials, or background history. 


Boost phase That part of a ballistic weapon’s flight path 
during which it is being accelerated (boosted) by its rockets. 


BOSS Bio-Optic Synthetic Systems. 


Botulinum toxin Botulinum toxin is among the most poison- 
ous substances known. The toxin, which can be ingested or 
inhaled, and which disrupts transmission of nerve im- 
pulses to muscles, is naturally produced by the bacterium 
Clostridium botulinum. Certain strains of C. baratii and C. 
butyricum can also be capable of producing the toxin. 


Brainwashing An attempt to tear down an individual’s for- 
mer beliefs and replace them with new ones through an 
intense psychological and sometimes physical process. 


Brain-wave scanner In conjunction with MRI, brain-wave scan- 
ners research is devoted to developing electronic equip- 
ment able to predict whether an individual is lying or 
concealing the truth in statements. 


Brute force A method of decryption in which a cryptanalyst, 
lacking a key, solves a cipher by testing all possible keys. 
This tends to be impractical for most ciphers without the 
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use of a computer, and for the most sophisticated modern 
ciphers, brute force is all but impossible. 


BTS Directorate of Border and Transportation Security (BTS), 
Department of Homeland Security. 


Bucket dropper A spy satellite that takes pictures on film and 
returns the film to Earth for analysis. 


Bug Intelligence and security slang for an electronic device 
consisting of a microphone and a radio transmitter. 


C3 AU.S. Department of Defense abbreviation for command, 
control, and communications. 


C4 AU.S. Department of Defense abbreviation for command, 
control, communications, and computers. 


CAM Chemical Agent Monitoring device. 


Camouflage Derived from the French camoufleur (“to dis- 
guise”), the term “camouflage” entered the English lan- 
guage during World War I, when the development of mili- 
tary aircraft exposed troop positions to enemy 
reconnaissance planes. Camouflage seeks to obscure or 
“hide in place.” 


Candestine information Information obtained without either 
the knowledge or consent (e.g. classified or secret informa- 
tion obtained from foreign governments). 


CAP Continuous assisted performance. 
CAPPS Computer Assisted Passenger Pre-Screening System. 
CAPS Computer Assisted Passenger Screening System. 


Carrier battle group A force of a half-dozen or more ships, 
with an aircraft carrier as its centerpiece, that includes 
destroyers, frigates, cruisers, submarines, and supply ves- 
sels. 


Carrier current Transmission of low-frequency radio signals 
on power or telephone lines. 


Carrier to Noise ratio (C/N) A ratio used to measure and 
denote signal quality. The greater the ratio the better the 
signal. 


Carriers Charge-carrying particles in semiconductors, elec- 
trons, and holes. 


Case An entire intelligence operation. 


Case officer An intelligence officer whose job it is to super- 
vise agents working on a case. 


Catalog number A unique number issued by NASA that 
identifies a satellite. 


CATIS/IESS Computer Aided Tactical Information System/ 
Imagery Exploitation Support System. 


CB Chemical and biological. 


C-band Multiple channels with horizontal and vertical uplinks 
and downlinks. Downlinks: 3.720-4.180 GHz; Uplinks: 
5.945-6.405 GHz. 


CBEFF Common Biometric Exchange File Format. 


CBIAC The Chemical and Biological Defense Information 
Analysis Center (CBIAC) is a civilian-operated institution 
that contracts with the United States Department of Defense 
(DOD) to provide information on chemical and biological 
warfare technology. 
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CBIRF The Chemical and Biological Incident Response Force 
(CBIRF) is a unit of the United States Marines devoted to 
countering chemical or biological threats at home and 
abroad. 


CBNP Chemical and Biological National Security Program 
(CBNP), United States Department of Energy (DOE). 


CCCP Central Committee, Communist Party, Soviet Union 
(USSR). 


CCDB Common Cryptologic Database. 

CCOP Cryptologic Carry-On Program. 

CCSE Canadian Communications Security Establishment. 
CCSEW Canadian Communications Security Establishment. 


CCTV Closed-circuit television (CCTV) involves the use of 
video cameras to produce images for display on a limited 
number of screens connected directly to a non-broadcast 
transmission system (e.g., a network of cables). 


CDC Centers for Disease Control and Prevention. The center, 
which is headquartered in Atlanta, Georgia, is one of the 
predominant public health institutions in the United States 
and in the world. The CDC serves United States national 
security by monitoring the incidence of infectious disease 
in the United States (and around the world), and through 
the development and implementation of disease control 
procedures. 


CDIS Counter Drug Intelligence System. 
CE Counter-espionage. 


Cell Most fundamental or basic unit of a network (e.g. terror- 
ist network). 


Cells Biology: The smallest living units of the body which 
together form tissues. 


CERN Located along the French-Swiss border near the Swiss 
capital Geneva, CERN is the world’s largest particle-physics 
laboratory. (The acronym stands for Conseil Européenne 
pour la Recherche Nucléaire, French for CERN’s original 
name, the European Council for Nuclear Research; since 
October 56, 1954, despite retention of the old acronym, 
CERN’s name has actually been Organization Européenne 
pour la Recherche Nucléaire.) 


CES Collection Evaluation System. 


CESG United Kingdom Communications-Electronics Secu- 
rity Group. 


CFF Cambodian Freedom Fighters. 
CGNRC Coast Guard National Response Center. 


Chemical warfare The aggressive use of bulk chemicals that 
cause death or grave injury. These chemicals are different 
from the lethal chemical compounds that are part of infec- 
tious bacteria or viruses. 


Chernobyl On April 26, 1986, a nuclear reactor in the town of 
Chernobyl (in the Ukraine, then a member state of the 
Soviet Union) exploded, collapsing the building in which it 
was located and releasing a radioactive plume that depos- 
ited material over much of Europe and Scandinavia. 


Chief of mission The leading representative of the U.S. presi- 
dent in a host nation—usually an ambassador. 
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China syndrome A hypothetical nuclear power plant accident 
in which the molten uranium of the ruined core will coa- 
lesce into a single superheated mass and melt its way down 
to the groundwater below the plant, causing a violent 
steam explosion and dispersing even larger quantities of 
radioactive material. 


Chlorine gas Lung irritant generally mixed with phosgene. 


Chromatography Techniques for separating molecules or 
compounds based on differential absorption and elution. 


CIA United States Central Intelligence Agency. 

CIAO Critical Infrastructure Assurance Office. 

CIAP Command Intelligence Architecture Planning Program. 
CIB Controlled Image Base. 

CIBS-M Common Integrated Broadcast Service Modules. 
CIC United States Counterintelligence Center. 

CIG Central Intelligence Group. 

CIGSS Common Imagery Ground/Surface System. 
CIl/HUMINT Counterintelligence/Human Intelligence. 


CIPA The Classified Information Act, passed by Congress in 
1980. CIPA presents guidelines for the use of classified 
information by both government and defendant in a legal 
case. 


Cipher A cipher uses a system of fixed rules (an algorithm) to 
transform a legible message (plaintext) into an apparently 
random string of characters (ciphertext). 


Cipher disk A handheld coding device for generating a lim- 
ited number of substitution ciphers, that is, ciphers in which 
each letter of the regular alphabet is enciphered as a single 
character from a cipher alphabet. 


Cipher key A sequence of symbols that a user of a given 
cipher system must possess in order to use the system. 
Without a key, a user cannot encipher messages (turn them 
from plaintext to ciphertext) or decipher messages (turn 
them from ciphertext to plaintext). 


Cipher machine A mechanical device that assists in the pro- 
duction of ciphertext from plaintext and vice versa. In 
this broad sense, any mechanical aid from a cipher wheel 
to a supercomputer can qualify as a cipher machine; how- 
ever, the term is usually reserved for devices that are 
fairly complex and that operate on mechanical or 
electromechanical rather than on electronic principles. 


Cipher pad A printed list of cipher keys, each intended to be 
used for the encipherment and decipherment of a single 
message. Cipher pads (also termed one-time pads) are 
closely related to one-time tapes and stream ciphers. 


Cipher text Series of symbols produced by acipher to convey 
a message; intended to be unreadable by unauthorized 
persons. 


Ciphony The scrambling through technology of the spoken 
word. 


CIRA Continuity Irish Republican Army. 
CITA DOE Counterintelligence Training Academy. 


Clam dead drop A tiny metal chamber used for concealing 
materials to be transferred at a dead drop. Attached to the 


| 294 | 


chamber is a magnet, such that it can be attached to an 
inconspicuous place on a car or any other large object with 
metallic parts. 


Clandestine operation A covert or secret operation. 


Clarke belt A geostationary orbit named for author Arthur C. 
Clarke, an early proponent of the orbit. 


CLASS Consular Lookout and Support System. 


Classified information Materials or data belonging to, con- 
trolled by, and/or produced by the federal government, 
pertaining to intelligence sources or methods of collecting 
information; cryptology or codes; and the vulnerabilities, 
capabilities, or planning of systems, installations, or pro- 
jects that relate to national security. 


Clipper chip Devices that permit secure encrypted voice com- 
munications, but also allow United States law enforcement 
and intelligence agencies to monitor those communica- 
tions by obtaining the algorithm keys to decrypt the trans- 
missions. 


CNC Crime and Narcotics Center. 


Cobbler A forger of false documents, including identification 
papers (e.g. passports, visas, birth certificates, etc.). 


Code A system for concealing a message by replacing words 
or phrases with symbols. It is distinguished from a cipher in 
that the latter replaces each letter of a plain-text message, 
whereas a code replaces entire words or phrases in sucha 
way that there is no one-to-one correspondence. 


Code name A word or phrase used to refer secretly to a 
specific person, group, project, or plan of action. Individual 
spies and large-scale military operations are often referred 
to by code names to protect their identity. 


Code word A word or phrase that is used to convey a 
predefined message that differs from its own literal mean- 


ing. 


Codes and ciphers Forms of cryptography, a term from the 
Greek kryptos, hidden, and graphia, writing. Both trans- 
form legible messages into series of symbols that are 
intelligible only to specific recipients. Codes do so by sub- 
stituting arbitrary symbols for meanings listed in a codebook; 
ciphers do so by performing rule-directed operations di- 
rectly on original message text. 


Cognitive computers Computing systems designed to learn 
and adapt their programming. 


Coin knife A small, blunt knife—more effective for the pur- 
poses of escape than for inflicting bodily harm—attached to 
the back of a large coin by a hinge. 


COINS Community On-line Intelligence System. 


COINTELPRO (Conter Inteligence Program). A set of pro- 
grams commenced by the United States Federal Bureau of 
Investigation (FBI) in 1956 and officially terminated in 1971. 
COINTELPRO included programs variously named Espio- 
nage COINTELPRO; New Left COINTELPRO; Disruption of 
White Hate Groups (targeting the Ku Klux Klan); Commu- 
nist Party, USA COINTELPRO; Black Extremists COINTEL- 
PRO; and the Socialist Workers Party. 


Cold war An ideological, political, economic, and military 
conflict primarily between the United States, United King- 
dom and Western allies against the Union of Soviet Social- 
ist Republics (U.S.S.R.) and Soviet dominated Eastern bloc 
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nations that began in the aftermath of World War II and 
ended in 1989. From the outset, the cold war was inextrica- 
bly linked with the development of the atomic bomb and its 
use as a military deterrent. 


Collection Obtaining, assembling and organizing informa- 
tion for further intelligence use. 


Colossus | The world’s first programmable computer. Colos- 
sus | was created during World War II by the British to speed 
up the decryption of German messages encoded by the 
Lorenz Schlisselzusatz (SZ) 40 and 42 machines. 


COMINT Communications intelligence, or intelligence gained 
through the interception of foreign communications, ex- 
cluding open radio and television broadcasts. COMINT is, 
along with ELINT or electronic intelligence, one of two 
subsets of signals intelligence (SIGINT). 


Company, The The nickname for the CIA (United States Cen- 
tral Intelligence Agency). 


Compartment A group of individuals with a “need to know,” 
and thus with specialized security access, for a specific 
topic. 


Comprehensive Test Ban Treaty An international agreement 
designed to end the testing of nuclear explosives. As of 
March 2003, the United States is one of the 166 states that 
have signed the treaty, but the CTBT will only “enter into 
force” (i.e., take on the force of law for all ratifying states) 
when forty-four “nuclear-capable” countries specifically 
listed in the treaty have all ratified the treaty. 


Compute modeling Modeling, in the technical use of the 
term, refers to the translation of objects or phenomena 
from the real world into mathematical equations. 


Computer Fraud and Abuse Act of 1986 The Computer Fraud 
and Abuse act served to define criminal fraud and abuse for 
computer crimes on the federal level. 


Computer keystroke recorder A program that runs in the 
background as a computer operates, sequentially record- 
ing all keystrokes. Also called a keystroke logger, key log- 
ger, or keylogger. 


Computer Security Act of 1987 The first major U.S. govern- 
ment effort to legislate protection and defense for unclassi- 
fied information in government-related computer systems. 


Computer virus A program or segment of executable com- 
puter code that is designed to reproduce itself in computer 
memory and, sometimes, to damage data. 


Confidential The lowest U.S. general security classification. 
A term referring both to information whose disclosure to 
unauthorized personnel could reasonably be expected to 
cause damage to national security, and to the security 
clearance necessary to access such information. 


Contact An agent who serves as a liaison. 


Continuous assisted performance (CAP) Programs that are 
designed to allow an increase in operation tempo by allow- 
ing soldiers to operate without sleep, or limited amounts of 
sleep. 


Control The supervising officer or agent. 
CONUS Continental United States. 


Co-option The taking over and controlling of a spy from one 
intelligence service to another. 
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Copyright laws Laws that protect the rights of authors and 
artists by assuring them the exclusive legal right to repro- 
duce, distribute, perform, display, or license work, as well 
as derivatives of the work. 


Counterintelligence The use of intelligence resources to iden- 
tify, circumvent, and neutralize the intelligence activities of 
a foreign power. 


Countermeasures Techniques designed to defeat a defen- 
sive system. 


Courier An agent who retrieves and delivers messages. 
Cousins A name for the CIA used by British intelligence. 


Cover A business/trade front which conceals espionage op- 
erations. 


Coverage In electronics use: An area where a signal can be 
received. 


Covert operations Activities that are carried out by an intelli- 
gence or security agency, usually in a foreign country, in 
such a way that it is difficult to connect that agency with its 
action. 


CPNB Chemical and Biological National Security Program. 
CPSC Consumer Product Safety Commission. 


Crib A section of an encoded or enciphered message that can 
easily be rendered into plain text, thus providing a tool 
whereby a skilled cryptanalyst can crack the entire code or 
message. 


Critical infrastructure A general term for physical and com- 
puter-based systems essential to the functions of the gov- 
ernment and economy. Among these are telecommunica- 
tions, energy, banking and finance, transportation, water 
systems, and emergency services. 


CRS Comprehensive radiation sensors. 


Cruise phase Portion of a ballistic missile’s flight during 
which the payload has separated from the booster but has 
not yet begun to descend toward its target. 


Cryptography The use of messages concealed by codes or 
ciphers. 


Cryptology The study of both cryptography and cryptanaly- 
sis. 


Cryptonym Cryptonyms, or code names, are words, sym- 
bols, or numbers used in place of the actual name of a 
person, item, or planned event. 


Crytanalysis The breaking of coded messages without prior 
possession of the key. 


CSE United States Center for Security Evaluation. 


CSI The Center for the Study of Intelligence (CSI) of the 
United States Central Intelligence Agency (CIA) is a refer- 
ence and resource center for scholars and others studying 
the history and practice of intelligence disciplines. 


CSIC Canadian Security and Intelligence Community. 
CSIL Commercial Satellite Imagery Library. 

CSIS Canadian Security Intelligence Service. 

CSIS Center for Strategic and International Studies. 


CT CT scanners. 
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CT product Mathematical product of concentration (mg/m*) 
multiplied by time of exposure in minutes. 


CTBT Comprehensive Test Ban Treaty. 
CURV Cable-Controlled Undersea Recovery Vehicle. 


Customs Service United States Customs Service (previously 
part of the Department of Treasury). On March 1, 2003, 
agents were transferred to the Department of Homeland 
Security (DHS), directorate of Border and Transportation 
Security (BTS). 


Cut and cover A type of underground construction in which a 
structure is built within an excavated area and then covered 
with soil or rock. 


Cutout An agent who serves as a liaison. 
CX Phosgene oxime or dichloroform oxime. 


Cyber security Measures taken to protect computers and 
computer networks from accidental or malicious harm. 


Cyberattack An assault onthe security of acomputer system, 
usually by a hacker or other cybercriminal. 


Cybercrime Criminal activity involving the use of acomputer. 


Cyclosarin nerve agent GF; Cyclohexyl methylphosphono- 
fluoridate. 


D notice (defense notice). An alert given by British intelli- 
gence services or the armed forces to the media, alerting 
them of sensitive content that could damage national secu- 
rity or defense if reported in part or in whole. 


DACS Deportable Alien Control System. 


Dagger A short knife, made for the purpose of stabbing 
rather than cutting. 


DAIRS DIA Advanced Imagery Reproduction System. 
DARPA Defense Advanced Research Projects Agency. 
DARTS Design and Analysis of Reference Threat Signature. 
DASC Deportable Alien Control System. 


Data mining Statistical analysis techniques used to search 
through large amounts of data to discover trends or pat- 
terns. 


DAWS Defense Automated Warning System. 

DBS Direct Broadcast Satellite. 

dBW The ratio of the power to one Watt in decibels. 
DC power Direct current power. 

DCI Director of the Central Intelligence Agency. 


DCIIS Defense Counterintelligence Integrated Information Sys- 
tem. 


DCP Data Collection Platform. 

DCS Defense Communications System. 
DDN Defense Data Network. 

DDS Defense Dissemination System. 
DE DDS Dissemination Element. 


DEA Drug Enforcement Administration. 
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Dead drop A prearranged spot at which one party passes 
information to another without actually meeting; or, the act 
of making such a transfer, as in “making a dead drop.” 
Often a dead drop also involves the transfer of money, as 
when a double agent leaves information for a handler, and 
the handler returns the favor with a cash payment. 


Dead-drop spike A device, resembling a large, fat pencil, 
used for making dead drops. The blunt end has a cap that 
can unscrew, so that materials can be inserted into the air- 
and watertight chamber, while the pointed end makes it 
easy to hide the spike in the ground. 


Dead-letter box A covert location where messages or other 
items are deposited for retrieval by other intelligence 
operatives. Also called a dead drop, they are most often 
used as a means of transferring documents and messages, 
but can also be used to funnel equipment and money to 
agents in the field. 


Debriefing The process of interrogation, often planned and 
voluntary, designed to elicit information after a specific 
mission, event, or term of service. 


Declassification The removal of restrictions on access to 
information. In some cases, declassification of a document 
is automatic after a certain period of time; in others, secu- 
rity considerations dictate a continuation of the classified 
status. 


Decontamination The efforts to safeguard property and peo- 
ple that have been exposed to chemical, nuclear, or biologi- 
cal agents. 


Decryption The reverse of encryption, the process by which 
ordinary data, or plain text, is converted into a cipher. To 
decipher a message requires a key, an algorithm that pro- 
vides the method by which the message was encrypted. 


Deep cover An agent who operates under many layers of 
legends or false backgrounds. 


Defector A spy who voluntarily changes sides or leaves serv- 
ice to aid an “enemy” country or organization. 


Defector-in-place Any agent who defects to the opposing 
side but who remains in his prior position with the intent to 
act as a double agent. 


DELTA force Elite counter-terrorism group of the U.S. Army's 
1st Special Forces Operational Detachment-Delta. 


DES Digital Encryption Standard. In the late 1970s, the U.S. 
government defined a cipher algorithm for standard use by 
all government departments, available also to the public. 
This early algorithm, the Digital Encryption Standard, is 
today in the process of being replaced by a new algorithm, 
the Advanced Encryption Standard. 


Descent (or terminal) phase The final part of a ballistic 
weapons flight path, during which the warhead falls through 
the atmosphere toward its target. 


DEST Domestic Emergency Support Team. 


Detonator A device that activates an explosion by subjecting 
a charge of explosive to a high-pressure shock wave. 


DHKP Revolutionary People’s Liberation Party/Front (DHKP/C). 
DI Domestic Intelligence. 


DIA Defense Intelligence Agency. 
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Dial tone decoder Telephone conversations are sometimes 
surreptitiously taped using microphones or other bugging 
devices. These devices run the risk of being detected. In 
some intelligence-gathering tapings, however, the contact 
telephone number may yield information that is as valuable 
as the actual conversation. If the content of a conversation 
is not essential, the contact telephone number can be 
obtained with a device called a dial tone recorder. 


Dictionary In cyber intelligence: A computer programmed to 
scan intelligence data for specific terms and keywords. 


DIEPS Digital Imagery Exploitation and Production System. 


Digital stenanography The hiding of message data in a dig- 
ital medium. 


Digital watermarking Information indicating ownership or 
embedded in a digital file. 


Diplomatic cover Any agent secretly working for the diplo- 
matic corps of a foreign country. 


Direction finder An electronic device—typically a radio of 
some kind—used to locate a source of electronic emissions 
such as a ship or aircraft. 


Dirty bomb A conventional bomb usually packed with low- 
level radioactive debris that can be spread over a wide area 
when the explosive detonates. 


Dirty tricks Clandestine activities carried out by a covert- 
action group to discredit, destabilize, or eliminate an op- 
posing regime, one of its agencies or departments, or an 
individual. A type of covert operation, dirty tricks include 
everything from the spreading of false rumors to sabotage, 
overthrow, and assassination. 


Disinformation Secret information altered or provided in such 
a way as to make that information appear to be genuine. 


DISN Defense Information Systems Network. 
DITDS Defense Intelligence Threat Data System. 
DL/ID Driver's license and identification. 


DMFE Defense Automated Warning System Message Front 
End. 


DMS Defense Message System. 


DNA Deoxyribonucleic acid. The molecular composition of 
genetic material that is, in part, made up of nitrogenous 
bases that form a genetic code. 


DNA fingerprinting The term applied to a range of tech- 
niques that are used to show similarities and dissimilarities 
between the DNA present in different individuals. 


DNA profile Evaluation of an individual’s DNA to establish a 
unique pattern of markers that can be used for identifica- 
tion purposes. 


DoD United States Department of Defense. 
DODIIMS DoD Intelligence Management System. 
DOE United States Department of Energy. 


Domestic intelligence Efforts by a government to obtain in- 
formation about activities that pose an actual or putative 
threat to internal security. 


Dootransmitter A radio transmission device camouflaged as 
a pile of animal droppings or, in its most common form, a 
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large single fecal dropping from an animal indigenous to 
the area of intended use. 


Doppler radar Radar that detects the frequency shifts in ech- 
oes from moving reflectors, and so can determine speed as 
well as range of a target. 


Double agent Someone who seems to serve one intelligence 
agency, but actually works on behalf of another. 


Downlink A satellite to Earth connection or electronic signal 
path. 


DPO Domestic Preparedness Office. 


Drop Intelligence parlance for the location at which an agent 
passes information to another, or the act of passing that 
information—as in “making a drop.” 


DS United States Bureau of Diplomatic Security. 
DS&T CIA Directorate of Science and Technology. 
DSB Defense Science Board. 

DSNET Defense Secure Network. 

DSS Defense Security Service. 

DTIC Defense Technical Information Center. 


Dual use technology Tools or techniques, developed origi- 
nally for military or related purposes, which are commer- 
cially viable enough to support adaptation and production 
for industrial or consumer uses. 


Dynamic address A temporary Internet protocol (IP) address, 
assigned to a computer only during the time it is connected 
to the Internet. 


EA Electronic Attack. 


E-beam An irradiation method that can be used to decon- 
taminate mail. 


Ebola virus The species of Ebola virus are among a number 
of viruses that cause a disease, hemorrhagic fever, that is 
typified by copious internal bleeding and bleeding from 
various orifices of the body, including the eyes. The disease 
can result in death in over 90 percent of cases. 


E-bomb An e-bomb, or electronic bomb, is a non-explosive 
artillery shell or missile that sends out an electromagnetic 
pulse (EMP) of enormous power, capable of permanently 
disabling mechanical and electronic systems. 


ECCM Electronic Counter Counter Measures. 


Echelon The name for a global surveillance network consist- 
ing of ground stations, satellites, and other listening posts, 
which collectively intercept and analyze worldwide elec- 
tronic communications. 


ECM Electronic Counter Measures. 


Economic espionage Spying conducted for the benefit of a 
commercial or industrial enterprise, typically to gain infor- 
mation not available through open channels. Sometimes 
known as industrial espionage. 


Edge weapons Knives and other devices with a sharp edge 
that can be used for murder or self-defense. 


EEG Electroencephalogram. 


EES Escrowed Encryption Standard program. 
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EIRP Effective Isotropic Radiated Power (a measurement of 
signal strength). 


EIS Enhanced Imagery System. 
EKMS Electronic Key Management System [NSA COMSEC]. 
ELA Revolutionary People’s Struggle (ELA). 


Electromagnetic pulse (EMP) Any nuclear explosion 25 miles 
(40 km) or higher above the ground produces a high- 
altitude electromagnetic pulse (HEMP), a short-lived, over- 
lapping series of intense radio waves that blanket a large 
swath of ground. These radio waves can induce electrical 
currents in metallic objects and so cause damage to electri- 
cal and electronic equipment, including electrical power 
grids, telephone networks, radios, and computers. 


Electromagnetic spectrum The complete range of electro- 
magnetic waves on a continuous distribution from a very 
low range of frequencies and energy levels, with a corre- 
spondingly long wavelength, to a very high range of fre- 
quencies and energy levels, with a correspondingly short 
wavelength. Radio waves, visible light, and x rays are 
examples of electromagnetic waves at different frequen- 
cies. Every part of the electromagnetic spectrum is ex- 
ploited for some form of military, security, or espionage 
activity; the entire spectrum is also key to science and 
industry. 


Electronic countermeasures (ECM) An ECM, also known as 
an electronic attack, is a component of electronic warfare 
(EW), the use or control of electromagnetic energy either in 
defense, or for the purposes of a military attack on an 
enemy. Its counterpart is electronic protection or electronic 
counter-countermeasures (ECCM)—efforts or equipment 
directed toward the protection of persons or material from 
the effects of electronic warfare. 


Electronic warfare (EW) The use or control of electromag- 
netic energy either in defense, or for the purposes of a 
military attack on an enemy. There are three components of 
electronic warfare: electronic countermeasures or electronic 
attack, electronic counter-countermeasures or electronic 
protection, and electronic warfare support. 


Electro-optical intelligence The acquisition of data from the 
portion of the electromagnetic spectrum of wavelengths 
that contains ultraviolet radiation, visible light, and infrared 
radiation. 


ELINT Electronics intelligence, or intelligence derived from 
the interception of non-communication electromagnetic 
signals, most notably radar. Subsets of ELINT include FISINT, 
or foreign instrumentation signals intelligence, and TELINT, 
or telemetry intelligence. ELINT is in turn a subset of signals 
intelligence (SIGINT). 


ELISA Enzyme-linked immunoadsorbent assay. 
ELN National Liberation Army (ELN)-Colombia. 
EM Electromagnetic. 

EML Environmental Measurements Laboratory. 


EMP Electromagnetic pulse—an energy surge from a me- 
chanical, electrical, chemical, or nuclear system, which can 
be used as a weapon. 


Encryption The conversion of a message from plain text into 
cipher or code. 


Encryption of data Data is any useful information and 
encryption is any form of coding, ciphering, or secret writ- 
ing. Encryption of data, therefore, includes any and all 
attempts to conceal, scramble, encode, or encipher any 
information. 


Energy directed weapons Weapons that use energy to dis- 
able or destroy equipment or people are referred to as 
energy directed weapons. Examples include lasers, high- 
power microwave weapons, and charged particle beam 
weapons. 


Energy harvesting The gathering of energy from ambient 
sources, including sunlight, wind, wave action, water cur- 
rents, geothermal components such as volcanoes, chemi- 
cal and thermal gradients, barometric fluctuations, electro- 
magnetic radiation, and human and other biological systems. 


ENIAC American Electronic Numerical Integrator and Com- 
puter. 


Enigma A ciphering (code communication) system used by 
the German military from 1926 until the end of World War Il, 
and by several other nations for some years after. Enigma 
was the first mechanized message-encryption system to 
see wide use. 


Enrollment The initial collection of the biometric data for 
setting up templates. 


Environmental security (DEM) Aspects of national security 
that are driven by or that address environmental issues, 
either domestically or globally. 


Enzyme A type of protein that affects the rate of chemical 
reactions in the body. 


EO United States presidential executive orders. 


EOL As a technical abbreviation, most commonly used to 
denote “End of Life” the point at which a system becomes 
inoperational. 


EPA Environmental Protection Agency. 


EPCRA Emergency Planning and Community Right-to-Know 
Act, legislation passed by Congress in 1986 to help commu- 
nities respond to chemical hazards. 


EPDS Electronic Processing & Dissemination System. 


Epitaxy The growth of crystalline layers of semiconducting 
materials in a layered structure. 


EPR Directorate of Emergency Preparedness and Response, 
Department of Homeland Security. 


Espionage The use of spies, or the practice of spying, for the 
purpose of obtaining information about the plans, activi- 
ties, capabilities, or resources of a competitor or enemy. It 
is closely related to intelligence, but is often distinguished 
from it by virtue of the clandestine, aggressive, and danger- 
ous nature of activities. 


ETA Basque Fatherland and Liberty (ETA). 

ETEP Emanated transient electromagnetic pulses. 
Etiological Involving disease and the causes thereof. 
EU European Union. 

EURATOM European Atomic Energy Community. 


EW Electronic warfare and techniques that utilize and exploit 
properties of the electromagnetic spectrum. 
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Executive order A guideline issued by the President of the 
United States, directed toward a particular issue, and pos- 
sessing the status of a de facto law. Unlike presidential 
directives, executive orders are unclassified. 


Executive Order 12863 Regarding: President's Foreign Intelli- 
gence Advisory Board. 


Executive Order 12958 Regarding: Classified National Secu- 
rity Information. 


Executive Order 12968 Regarding: Access to Classified Infor- 
mation. 


Executive Order 12977 Regarding: Interagency Security Com- 
mittee. 


Executive Order 13224 Regarding: Freezing of terrorist or- 
ganization assets. 


Exhaustion Searching for a key or other secret quantity in 
code breaking by systematically checking all possibilities. 


Exposure dose The quantity of a chemical that an organism 
receives from the environment through inhalation, inges- 
tion, and/or contact with the skin. 


Extradite To surrender an alleged criminal to another U.S. 
state or nation that has jurisdiction. 


FAA United States Federal Aviation Administration. 


Facility security The protection, and the measures taken to- 
ward the protection of a building or other physical location. 


FAISS FORSCOM Automated Intelligence Support System. 
FAM Federal air marshal. 
FARC Revolutionary Armed Forces of Colombia (FARC). 


Farm, The The nickname for the training school for CIA re- 
cruits in Virginia. 


Fatwa A legal opinion or ruling issued by an Islamic scholar. 
FBI United States Federal Bureau of Investigation. 
FBIS CIA, Foreign Broadcast Information Service. 

FCA Future Communications Architecture. 

FCC Federal Communications Commission. 

FDA United States Food and Drug Administration. 
FDMA Frequency Division Multiple Access. 

FDS Fixed Distributed System. 

FEMA Federal Emergency Management Agency. 

FEST United States Foreign Emergency Support Team. 
FIA Future Imagery Architecture. 


FIC Fleet Intelligence Center, which provided operational in- 
telligence for the U.S. Navy from the 1960s until absorption 
of the FICs into the National Military Joint Intelligence 
Center (NMJIC) in 1991. 


FINCEN Financial Crimes Enforcement. 


Fingerprints The patterns on the inside and the tips of fin- 
gers. The ridges of skin, also known as friction ridges, 
together with the valleys between them form unique pat- 
terns on the fingers. Fingerprint analysis is a biometric 
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technique comparing scanned image of prints with a data- 
base of fingerprints. 


Firewall A system to prevent unauthorized access of com- 
puter hardware or software to or from a private network. 


FISA The Foreign Intelligence Surveillance Act, which was 
passed by the United States Congress in 1978. 


FISH German Geheimschreiber cipher machine. 


FISINT Foreign instrumentation signals intelligence. Exam- 
ples of FISINT include signals sent by foreign entities when 
testing and deploying aerospace, surface, and sub-surface 
systems. FISINT is a subset of ELINT, or electronic intelli- 
gence. 


Fission A process in which the nucleus of an atom splits, 
usually into two daughter nuclei, with the transformation of 
tremendous levels of nuclear energy into heat and light. 


FISTA Flying Infrared Signature Technology Aircraft. 


Flame analysis A form of atomic emission analysis. The 
colors produced by the flame test are compared to known 
standards, and then the presence of certain elements in the 
sample can be confirmed. The color of the flame and its 
spectrum (component colors) is unique for each element. 


FLETC Federal Law Enforcement Training Center (previously 
part of the Department of Treasury). On March 1, 2003, 
agents were transferred to the Department of Homeland 
Security (DHS), directorate of Border and Transportation 
Security (BTS). 


Flight Data Recorders Hardened mechanical devices, designed 
to survive a crash, that record measurements of an air- 
craft’s performance, navigation and flight configuration. 


Foggy Bottom Nickname for headquarters of the United States 
Department of State. 


FOIA Freedom of Information Act. Sometimes known as the 
Freedom of Information-Privacy Acts, a term referring to 
1967 (FOIA) and 1974 (Privacy Act) statutes and their amend- 
ments, which greatly restrict government agencies’ author- 
ity to collect information on individuals, and to withhold 
that information. 


Footprint A geographically related map of signal strengths. 


Force projection The ability to project or move an aggrega- 
tion of military personnel from the continental United States 
(or another theatre) in response to military requirements. 


Foreign Broadcast Information Service (FBIS) The pre-emi- 
nent collector of open source information for the United 
States government; it collects, translates, and disseminates 
foreign open source material for U.S. government use. It 
started as the Foreign Broadcast Monitoring Service (FBMS). 


Foreign Intelligence Surveillance Act Public Law 95-511, For- 
eign Intelligence Surveillance Act (FISA). 


Forensic geology The use of geologic principles and tech- 
niques to establish facts or provide evidence used in a court 
of law. The gathering and interpretation of geologic data for 
intelligence, espionage, and national security purposes can 
fall under the second definition of forensic geology. 


Forensic science A multidisciplinary subject used for exam- 
ining crime scenes and gathering evidence to be used in 
prosecution of offenders in a court of law. Forensic science 
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techniques are also used to examine compliance with inter- 
national agreements regarding weapons of mass destruc- 
tion. 


FORMMS Foreign Materiel Management System. 


FORTEZZA NSA Crypto component of MISSI [formerly 
Tessera]. 


FPS Federal Protective Service (previously part of the Gen- 
eral Services Administration). On March 1, 2003, agents 
were transferred to the Department of Homeland Security 
(DHS), directorate of Border and Transportation Security 
(BTS). 


FRVT Face Recognition Vendor Test. 


FSB The Federal Security Service (a Russian intelligence 
organization formerly known as the FSK). 


FSK The Federal Counterintelligence Service was a Russian 
intelligence organization that was later reorganized and 
renamed the FSB. 


Fuselage The central portion of an aircraft, which usually 
holds passengers or cargo. 


Fusion The process by which two light atomic nuclei com- 
bine to form one heavier atomic nucleus. As an example, a 
proton (the nucleus of a hydrogen atom) and a neutron will, 
under the proper circumstances, combine to form a deuteron 
(the nucleus of an atom of “heavy” hydrogen). In general, 
the mass of the heavier product nucleus is less than the 
total mass of the two lighter nuclei. Fusion is the initial 
driving process of nucelosynthesis. 


G-2 The intelligence staff of a unit in the U.S. Army. It is 
contrasted with G-1 (personnel), G-3 (operations), and G-4 
(supply). In the navy, these sections have their counter- 
parts, each with an N-designation, while at the level of the 
Joint Staff, the sections use the prefix J-. 


GA nerve agent Tabun, O-ethyl N,N-dimethylphosphoroami- 
docyanidate. 


GAO United States General Accounting Office. 


Gas chromatograph-mass spectrography (GC/MS) An instru- 
ment used to analyze the molecular and ionic composition 
of chemical compounds. GC/MS technology combines two 
widely used laboratory techniques: gas chromatography 
(GC), which separates and identifies compounds in com- 
plex mixtures, and mass spectrometry (MS), which deter- 
mines the molecular weight and ionic components of indi- 
vidual compounds. 


GB nerve agent Sarin; O-isopropyl methylphosphonofluori- 
date. 


GBCS Ground-based common sensor. 
GBS Global Broadcast Service. 


GCHO United Kingdom Government Communications Head- 
quarters. 


GD nerve agent Soman; O-pinacolyl methylphosphonofluori- 
date. 


Genes Made up of DNA, a gene is found in the cell nucleus 
and carries in its sequence all the instructions for the 
development of an organism and all its traits. 


Genetic information The total accumulation of known ge- 
netic data on all organisms. The term may also be applied 
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to individuals or families, i.e., the total known genetic data 
for a given person or family group. 


Genetic testing Any clinical or research assay that evaluates 
the genes, DNA sequence, or mutations in a specimen. This 
may include analysis of chromosomes, cells, enzymes, or 
molecular testing. 


GENIE Genetic Imagery Exploitation. 


Genome The entire DNA sequence containing an organism's 
genes. 


GEO Geostationary earth orbit. 


GEODSS Ground-based electro-optical deep space surveil- 
lance. 


Geostationary orbit (GEO) A circular orbit at 35.780 km above 
Earth’s equator that allows satellites to maintain a steady 
position relative to the terrain below as expressed in de- 
grees meridian (i.e., east or west of the prime meridian). 


Geosynchronous A satellite orbit that keeps the satellite at a 
fixed point relative to the rotating surface of the Earth. 


Gestapo The Geheime Staatspolizei, or Gestapo, a German 
secret police force, was created in 1933 after Adolf Hitler 
became chancellor of Germany. The Gestapo was created 
to help solidify Nazi control by identifying and arresting 
anti-Nazi agents in Germany. The agency was restructured 
several times during its twelve-year history and was instru- 
mental in perpetrating the Nazi deportation and destruction 
of European Jews during the Holocaust. 


GF nerve agent Cyclosarin cyclohexyl methylphosphonofluori- 
date nerve agent. 


GIA Armed Islamic Group (GIA). 


GIS The common abbreviation for Geographic Information 
Systems, a powerful and widely used computer database 
and software program that allows scientists to link geo- 
graphically referenced information related to any number 
of variables to a map of a geographical area. 


Global Positioning System (GPS) A constellation of twenty- 
four navigational satellites orbiting Earth, launched and 
maintained by the U.S. military. GPS receivers can decode 
signals from the satellites to calculate location and exact 
time. 


Globalization The integration of economies and markets 
worldwide. 


Go pills Dexamphetamine pills used by soldiers to fight fa- 
tigue. 


GPALS Global protection against limited strikes. 

GPS Global positioning system. 

GPU USSR State Political Directorate. 

GRAPO First of October Antifascist Resistance Group. 


Great Game In intelligence history, the “Great Game” de- 
scribed a complex rivalry—characterized by wars, assassi- 
nations, and espionage conspiracies—between Britain and 
Russia for control of Central Asia and the Near East. 


GRIS Global Reconnaissance Information System. 
GRU USSR Military Intelligence. 


GSA General Services Administration. 
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GSD Graphical situation display. 


GSM encryption GSM stands for either “group special mo- 
bile” or “general system for mobile communications,” a 
protocol or standard for digital cellular communications. 
GSM encryption is the means by which phone conversa- 
tions on networks using GSM are scrambled, such that they 
cannot be descrambled and intercepted by others. 


GSPC Salafist Group for Call and Combat. 
GSR Ground surveillance radars. 
GSS Israeli General Security Service. 


G/T Unit of measurement for an antenna derived from the 
gain and noise temperature. Generally, the higher the G/T 
ratio the stronger the antenna. 


GTO Geostationary transfer orbit. Generally used to refer to 
the temporary orbit of a geostationary satellite destined for 
GEO orbit. 


Guerilla warfare In the modern era, guerilla warfare refers to 
armed resistance by paramilitary or irregular groups to- 
ward an occupying force. Guerilla warfare also describes a 
set of tactics employed by smaller forces against larger, 
better equipped, and better supplied forces. 


HAARP ELF/VLF radio detection of underground structures. 


Habeas Corpus U.S. constitutional right to avoid unlawful 
detention or imprisonment. Taken from the Latin phrase 
“You have the body.” 


Hacker A person who gains illegal access to, and sometimes 
tampers with, computer systems and the information they 
contain. 


Hacktivism The use of computer hacking in the service of 
political activism. 


HAHO A high altitude-high opening parachute jump. 
HALO A high altitude-low opening parachute jump. 
HAMAS Islamic Resistance Movement (HAMAS). 


HAMMER Hazardous materials management and emergency 
response. 


HANAA Nucleic acid analyzer. 


Handler Acase officer who works on a one-on-one basis with 
an agent. 


Hardening In a general sense, hardening is the process of 
securing a computer. More specifically, hardening is the 
removal or disabling of all components in a computer 
system that are not necessary to its principal function or 
functions. 


Hemorrhagic fevers and diseases Hemorrhagic diseases are 
caused by infection with viruses or bacteria. As the name 
implies, a hallmark of a hemorrhagic disease is copious 
bleeding. 


Hertz (Hz) Unit of frequency; 1 Hz equals one cycle per 
second. 


HEU Highly-enriched uranium. 
HF-band 1.8-30 MHz. 


HHS Health and Human Services Department. 


Glossary 


High-power microwave (HPM) weaponry High-power micro- 
wave weaponry sends out a short, extremely high-voltage 
burst of electromagnetic energy capable of disrupting com- 
puter systems for a fraction of a second. 


HIMS Human information management system. 


HPSC High Performance Scientific Computing Research Sys- 
tem. 


HSMN Homeland Security Monitoring Network. 

HT A mixture of distilled mustard gas compound and Agent T. 
HUAC U.S. House Un-American Activities Committee. 

HUJI Harakat ul-Jihad-l-lslami. 

HUJI-B Harakat ul-Jihad-l-lslami/Bangladesh. 

HUM Harakat ul-Mujahidin (Movement of Holy Warriors). 


HUMINT Human intelligence, the gathering of information 
through human contact. HUMINT is, along with signals 
intelligence and imagery intelligence (SIGINT and IMINT 
respectively), one of the three traditional means of intelli- 
gence-gathering. 


Hydrophone An underwater microphone sensitive to acous- 
tic disturbances. 


Hypersonic aircraft A plane capable of flying at Mach 5, or 
five times the speed of sound. At sea-level atmospheric 
pressure, with air temperatures of 59°F (15°C), the speed of 
sound is about 760 miles per hour (1,225 k.p.h.). 


IAA Islamic Army of Aden. 
IAEA International Atomic Energy Agency. 


IAFIS Integrated automated fingerprint identification system 
(FBI system). 


IAIP Information Analysis and Infrastructure Protection, 
Department of Homeland Security. 


IAS Intelligence Analysis System. 


IBIS The Interagency Border Inspection System (IBIS) is a 
database of names and other identifying information used 
to deter and append suspects—including suspected 
terrorists—as they attempt to pass through international 
border crossing checkpoints. 


IBS Integrated Broadcast Service. 


IC4I Integration for Command, Control, Communications, 
Computers and Intelligence. 


ICARIS Intelligence Communications and Requirements Infor- 
mation System. 


ICBM Intercontinental ballistic missile. 
IDC International Data Centre. 


IDENT The Automated Biometric Identification System (IDENT) 
is a database system using automated fingerprint identifi- 
cation systems (AFIS) technology as part of programs su- 
pervised by the U.S. Department of Homeland Security that 
intend to thwart illegal entry into the United States by 
criminal aliens. 


Identification In biometrics, a one-to-many comparison against 
the entire enrolled population. 
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Identity theft An identity thief typically obtains access to a 
victim’s social security number, driver's license informa- 
tion, bank account numbers, credit card numbers, etc. with 
the intent to open accounts in the victim’s name and make 
purchases or perform other transactions. 


IDHS Intelligence data handling system. 
IESA International Environmental Sample Archive. 


IFF Identification friend or foe (IFF) systems are a means of 
identifying aircraft, ships, and vehicles using electronic 
means. Applied by both military and civilian entities, IFF— 
which in its civilian form is more properly known as the air 
traffic control radar beacon system, or ATCRBS—uses ra- 
dar to identify aircraft, which are assigned unique identifier 
codes. There are various modes of operation for IFF, de- 
pending on the level of security desired. 


IFSARE Interferometric synthetic aperture radar—elevation. 
IG Al-Gama’a al-Islamiyya (Islamic Group, IG). 


Image intensification Amplification of dim patterns of re- 
flected light to make a visible image; used in night-vision 
scopes. 


IMETS Integrated Meteorological System. 
IMF International Monetary Fund. 


IMINT Imagery intelligence, or intelligence derived from pho- 
tography, infrared sensors, synthetic aperture radar, and 
by other forms of imaging technology. Once known as 
PHOTINT or photographic intelligence, IMINT is one of the 
four major branches of intelligence, along with HUMINT, 
MASINT, and SIGINT (human, measurement and signa- 
tures, and signals intelligence respectively). 


IMS International Monitoring System. 
IMU Islamic Movement of Uzbekistan. 


Inclined orbit A satellite with a figure “8” like orbit that 
travels across Earth’s equator. 


Indications and warnings (IW) Intelligence that relates to 
time-sensitive information involving potential threats. 


INF United States Bureau of Intelligence & Research. 


Infectious diseases Diseases that are caused by micro-organ- 
isms such as bacteria and viruses, many of which are 
spread from person to person. An intermittent host, or 
vector, aids the spread of some infectious diseases. 


Information security Information security, often compressed 
to “infosec,” is the preservation of secrecy and integrity in 
the storage and transmission of information. 


Information warfare A general term encompassing a va- 
riety of tools and techniques, including psychological 
warfare, jamming of broadcasts, computer hacking, and 
cyberwarfare. 


Infrared detection devices Sensors that detect radiation in 
the infrared portion of the electromagnetic spectrum (>10” 
to 5 x 10" Hz). 


Infrared imaging Detection of infrared radiation emitted by 
objects in a scene followed by creation of a visible-light 
image. 


INL International Narcotics and Law Enforcement Affairs, 
United States Bureau for. 


INM Bureau of International Narcotics Matters. 


INS As of March 1, 2003, the newly created United States 
Department of Homeland Security (DHS) absorbed the 
former Immigration and Naturalization Service (INS). All 
INS border patrol agents and investigators—along with 
agents from the U.S. Customs Service and Transportation 
Security Administration—were placed under the direction 
of the DHS Directorate of Border and Transportation Secu- 
rity (BTS). Responsibility for U.S. border security and the 
enforcement of immigration laws was transferred to BTS. 
Former INS immigration service functions are scheduled to 
be placed under the direction of the DHS Bureau of Citizen- 
ship and Immigration Services. Under the DHS reorganiza- 
tion plan, the INS formally ceases to exist on the date the 
last of its functions are transferred. 


INSC International Nuclear Safety Center. 
INSCOM U.S. Army Intelligence and Security Command. 


INSPASS Immigration and Naturalization Service Passenger 
Accelerated Service System. 


Integrated circuits Complex electronic circuits fabricated us- 
ing multiple growth and lithography/pattern transfer stages 
to produce many miniature electronic elements on a mono- 
lithic device. 


Intelligence Information concerning a foreign entity, usually 
(although not always) an adversary, as well as agencies 
concerned with collection of such information. It is inti- 
mately tied with the intelligence cycle, a process whereby 
raw information is acquired, converted into intelligence, 
and disseminated to the appropriate consumers. 


Intelligence agent In general terms, an agent is one author- 
ized to act in place of, or on behalf of, another. An intelli- 
gence agent, however, is not simply an agent of or for an 
intelligence agency. Whereas members of the agency are 
called intelligence officers, operatives, or special agents, an 
agent is someone hired or recruited from outside. There are 
numerous other variations in the informal taxonomy of 
agents, including secret or undercover agents, agents 
provocateur, agents-in-place, double agents, etc. 


Intelligence Authorization Act The 1981 congressional act 
that established the process whereby the CIA notifies the 
leadership of the House and Senate Intelligence Commit- 
tees of covert actions. 


Intelligence officer A professional employed by an intelli- 
gence service. Members of the intelligence community 
make sharp distinctions between intelligence officers and 
intelligence agents, who are outsiders employed by the 
intelligence agency. Intelligence officers, on the other hand, 
are operatives of the agency itself, but their professional 
role—and the fact that many are military officers and/or 
intelligence specialists—gives them particular distinction. 


Intercept Intelligence gathered through electronic eavesdrop- 
ping. 


Internet A vast worldwide conglomeration of linked com- 
puter networks. The most significant component of the 
Internet is the World Wide Web. 


Internet dynamic and static addresses Every computer oper- 
ating on the Internet has a unique IP, or Internet protocol, 
address. Because the Internet’s original design did not take 
into account the vast size it would assume from the mid- 
1990s onward, as more and more people went online, the 
architecture did not account for an infinite number of IP 
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addresses. To conserve these, an Internet service provider 
(ISP) has a limited number of permanent IP addresses, and 
issues temporary IP addresses for customers to use while 
online. 


Internet Spider A program designed to “crawl” over the 
World Wide Web, the portion of the Internet most familiar 
to general users, and retrieve locations of, and information 
from Web pages. 


Internet surveillance The monitoring of Internet data traffic 
for information useful to government authorities. 


Internet tracking and tracing Electronic passage through the 
Internet leaves atrail that can be traced. Tracing is a process 
that follows the Internet activity backwards, from the recipi- 
ent to the user. 


INTERPOL International Criminal Police Organization. 


Interrogation A conversational process of information gath- 
ering. The intent of interrogation is to control an individual 
so that he or she will either willingly supply the requested 
information or, if someone is an unwilling participant in the 
process, to make the person submit to the demands for 
information. The latter can involve techniques of humilia- 
tion, intimidation, and fear. In more extreme cases, in some 
countries, physical pain is inflicted. 


Intifada Literally, “shaking off,” a term applied to the Pales- 
tinian uprising against Israel’s occupation of the West Bank 
and Gaza. 


IOL Inter-orbit link. 

IOM Institute of Medicine. 

IOSA Integrated Overhead SIGINT Architecture. 
IPDS Imagery Processing & Dissemination System. 
IPL Imagery Product Library. 

IRA Irish Republican Army. 


Irradiation Using radiation, primarily for sanitization pur- 
poses, such as in use for irradiating mail by the United 
States Postal Service. 


IRS Internal Revenue Service. 

ISAR Inverse Synthetic Aperture Radar. 

ISFAR Interferometric Synthetic Aperture Radar. 
ISMC Intel Link Systems Management Center. 
ISMS Integrated Security Management System. 


Isotope A form of a chemical element distinguished by the 
number of neutrons in its nucleus. E.g., U and **U are 
two isotopes of uranium; both have 92 protons, but U 
has 141 neutrons and *°U has 143 neutrons. 


IT Information technology, a term that encompasses com- 
puters and related materials, machines, and processes. 


IUSS Integrated Undersea Surveillance System. 


IW Indications and warnings. Intelligence that relates to time- 
sensitive information involving potential threats. 


J-2 Joint intelligence, the office supporting the intelligence 
needs of a joint or unified command. For the Joint Chiefs of 
Staff, the Defense Intelligence Agency serves the J-2 func- 
tion. 
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Jamming Blocking of electronic signals. 


JDAM Joint Direct Attack Monition (JDAM) is a satellite- 
guided “smart” bomb capable of accurate and high preci- 
sion strikes in any weather. 


JDISS Joint Deployable Intelligence Support System. 
JEM Jaish-e-Mohammed (Army of Mohammed). 
JI Jemaah Islamiya. 


JIC Joint intelligence center, or the intelligence center of a 
command headquarters. For the Joint Chiefs of Staff, the 
National Military Joint Intelligence Center serves this func- 
tion. 


Jihad In Islam: A holy struggle or war. 
JIRONET Joint Intelligence Research Office Network. 


JMIP The Joint Military Intelligence Program, an annual bud- 
get request for military intelligence presented by the Secre- 
tary of Defense to the President of the United States. 


JN-25 Japanese Navy-25, the name given to the Japanese 
military operational code during World War Il. 


JRA Japanese Red Army. 

JSTARS Joint Surveillance Target Attack Radar System. 
JSTARS-CGS JSTARS Common Ground Station. 
JSTARS-GSM JSTARS Ground Station Module. 

JTT Joint Tactical Terminal. 

JUI-F Jamiat Ulema-l-lslam Fazlur Rehman faction. 


JWICS Joint Worldwide Intelligence Communications Sys- 
tem. 


Ka-band Generally between 18 to 31 GHz. 


Key An algorithm that provides the method by which a mes- 
sage was encrypted. 


Keyhole Since 1962, code name for US photoreconnaissance 
satellites. 


KGB USSR Komitet Gosudarstvennoi Bezopasnosti (Com- 
mittee of State Security). The USSR equivalent of the Ameri- 
can CIA. 


KH Cameras, KH series. 


Kiloton A measure of energy used to quantify the size of large 
explosions, especially nuclear explosions. One kiloton is 
equivalent to the energy produced by the explosion of 1000 
tons of TNT. 


KMM Kumpulan Mujahidin Malaysia. 

LANL Los Alamos National Laboratory. 
L-band 1.530-2.700 GHz. 

LBNL Lawrence Berkeley National Laboratory. 


LC50 The chemical concentration required to kill 50 percent 
of test subjects. 


LCLO The minimal chemical concentration found to be lethal. 


LD50 Lethal dose for 50 percent of those exposed to a toxic 
agent. 


LDLO The minimal dose strength found to be lethal. 
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L-Gel decontamination reagent A coating that was devel- 
oped at Lawrence Livermore National Laboratory (LLNL) in 
Berkeley, California. The coating is effective at decontami- 
nating areas exposed to both chemical and biological agents. 


Legend A false background or biography. 
LEO Low earth orbit. 
LEPC Local Emergency Planning Committee. 


Less lethal weapons Tools and techniques designed for riot 
control and other security functions with the intention of 
neutralizing hostile activity without killing or causing per- 
manent bodily harm. 


Lewisite blistering agent Chlorovinyldichloroarsine. 


Light detection and ranging (LIDAR) An active remote sens- 
ing system that allows exceptionally accurate and rapid 
determination of terrain and structural features (e.g. height). 
LIDAR produces highly accurate three dimensional data 
measurements that can then be utilized by mapping, guid- 
ance, and navigation systems. 


LLNL Lawrence Livermore National Laboratory. 
LNA Low-noise amplifier. 
LOCE Linked Operations/Intelligence Centers Europe. 


Lock-picking An ability to open locks without the key specific 
for the lock. 


Looking Glass The nickname for the Airborne Command 
Post, a mission operated continuously by U.S. Strategic Air 
Command (SAC) between 1961 and 1990. For almost three 
decades, SAC had an aircraft aloft 24 hours a day, seven 
days a week. 


Lord Haw-Haw The nickname of Nazi propagandist and broad- 
caster, William Joyce. During World War Il, Joyce broad- 
cast a well-known English-language propaganda show from 
Berlin, often taunting Allied forces. Though never calling 
himself Lord Haw-Haw on air, he became infamous among 
Allied combat troops and British citizens. 


LRA Lord's Resistance Army. 

LT Lashkar-e-Tayyiba (Army of the Righteous). 
LTBT Limited (Nuclear) Test Ban Treaty. 

LTTE Liberation Tigers of Tamil Eelam. 

LVF Loyalist Volunteer Force. 


Mach The speed of sound in air (under certain temperature 
conditions) is called Mach 1. Mach 2 is twice that speed and 
so on. 


MAD Mutually assured destruction (Cold War security and 
defense policy). 


MAE UAV Predator medium altitude endurance unmanned 
aerial vehicle. 


Magic The codename given to the U.S. Navy Combat Intelli- 
gence Unit's effort to break the JN-25 Japanese code dur- 
ing World War Il. 


Magic chips Micro array of gel-immobilized compounds. 
MAGIS Marine Air-Ground Intelligence System. 


Magnitude The size of an earthquake, typically reported us- 
ing the Richter scale. As originally defined by Richter, the 
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magnitude of an earthquake is the logarithm of the ampli- 
tude of the largest seismic wave recorded on a particular 
kind of seismometer located 100 km from the earthquake 
epicenter. Seismologists today use a variety of magnitude 
scales that produce similar, but not identical, estimates of 
earthquake size. 


Mail sanitization The process in which mail is decontami- 
nated. The process of mail sanitization can be applied as a 
precautionary measure to kill micro-organisms that may be 
contained in the mail or to sterilize mail that is known to be 
contaminated with dangerous microorganisms. 


MALDI-MS Matrix-assisted laser desorption/ionization mass 
spectrometry. 


Malicious data Data that, when introduced to a computer— 
usually by an operator unaware that he or she is doing so— 
will cause the computer to perform actions undesirable to 
the computer's owner. It often takes the form of input to a 
computer application such as a word-processing or data 
spreadsheet program. It is thus, distinguished from a mali- 
cious program such as a computer virus, compared to 
which malicious data is perhaps even more stealthy. 


Manhattan Project The Manhattan Project (officially the Man- 
hattan Engineer District) was a secret, World War Il effort by 
the United States to design and build the world’s first 
nuclear weapon. Commanding the efforts of the world’s 
greatest physicists and mathematicians during World War 
Il, the $20 billion project resulted in the production of the 
first uranium and plutonium bombs. The American quest 
for nuclear explosives was driven by the fear that Hitler’s 
Germany would invent them first and thereby gain a deci- 
sive military advantage. 


Mapping Technology A broad term that describes the equip- 
ment and techniques used to prepare, analyze, and distrib- 
ute maps of all kinds. 


Marshall Plan American economic aid program designed to 
facilitate the reconstruction of Western Europe after World 
War Il. 


MARV Miniature autonomous robotic vehicle. 


MASINT Measurement and signature intelligence. The term 
refers to forms of information gathered by means other 
than through the traditional ones, which include analysis of 
signals (SIGINT), imagery (IMINT), or data acquired through 
human contact (HUMINT). MASINT includes acoustic intel- 
ligence (ACINT), infrared intelligence (IRINT), laser intelli- 
gence (LASINT), nuclear intelligence (NUCINT), optical in- 
telligence (OPINT), and unintentional radiation intelligence 
(RINT). 


Mass spectrometry Separation of ions in a magnetic field 
according to their masses. 


MAV Micro-air vehicle. 
MAXI Modular Architecture for eXchange of Intelligence. 


McCarthyism Period of anti-communist fervor in American 
politics in late 1940s and early 1950s; taken from the name 
of its chief proponent, U.S. Senator Joseph McCarthy of 
Wisconsin. 


MCGPS Mapping, Chart, and Graphics Production System. 


MCI United States Marine Corps Intelligence. 
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Measurement and signatures intelligence (MASINT) Infor- 
mation gathered by analysis of signals (SIGINT), imagery 
(IMINT), or data acquired through human contact (HUMINT). 


MEK Mujahedin-e Khalq Organization (MEK of MKO). 


Meltdown A nuclear power plant accident in which the mol- 
ten uranium of the ruined core will coalesce into a single 
superheated mass and melt its way down to the groundwater 
below the plant, causing a violent steam explosion and 
dispersing even larger quantities of radioactive material. 
Also known as the China Syndrome. 


MEMS Microelectromechanical systems. 


MERIT Military exploitation of reconnaissance and intelli- 
gence technology. 


MGB USSR Ministry of State Security. 


MI5 (British Security Service) Best known by its designation 
as MI5, the Security Service is the leading counterespio- 
nage agency working in the United Kingdom. Its functions 
are somewhat akin to those of the United States Federal 
Bureau of Investigation, but MI5 places a much greater 
emphasis on intelligence, and its operatives have no arrest 
powers. 


MI6 (British Secret Intelligence Service) Officially known as 
the Secret Intelligence Service (SIS), MI6 is the chief British 
foreign intelligence organization, analogous to the United 
States Central Intelligence Agency. 


MIC Maritime Intelligence Center. 


Microchannel In an light amplification device, a narrow cylin- 
der of biased semiconductor that amplifies electron flow. 


Microchip Microchips, also termed “integrated circuits” or 
“chips,” are small, thin rectangles of a crystalline semicon- 
ductor, usually silicon, that have been inlaid and overlaid 
with microscopically patterned substances so as to pro- 
duce transistors and other electronic components on its 
surface. 


Microdot A miniature photograph less than 1mm in diame- 
ter. 


Microfilm Miniature films used for photographing objects 
and documents. The images on these films cannot be seen 
without an optical aid, either in a form of a magnifying glass 
or a projector. 


Microphones A transducer converting the sound waves into 
electrical signals proportional to the strength of the sound. 
The microphone output can be recorded or transmitted. 


Microsat Generally defined as a satellite weighing between 
22.2 Ibs to 222 Ibs (10 to 100 kg). 


MIGS Multi-Source Intelligence Ground System. 
MIIDS Military Intelligence Integrated Data System. 


Minisat Generally defined as a satellite weighing between 
220 Ibs to 2200 Ibs (100 to 1000 kg). 


MINS Multisource Integrated Notification System. 
MINT Multi-Source Intelligence Tools. 

MKO Mujahedin-e Khalg Organization. 

MMWR CDC's Morbidity and Mortality Weekly Report. 


Glossary 


MOAB In addition to its raw destructive power, the Massive 
Ordinance Air Burst bomb (MOAB) has became part of a 
military and intelligence effort to discourage and demoral- 
ize enemy forces. Upon detonation, MOAB produces a 
mushroom cloud similar to a nuclear blast. The MOAB 
bomb is the most powerful non-nuclear weapon in the U.S. 
arsenal. 


Moderator Substance that separates fuel elements in a nu- 
clear reactor, slowing down neutrons to increase the likeli- 
hood that they will cause further fission events. 


Mole An agent who has infiltrated an enemy's intelligence 
organization. 


Money laundering Hiding the profits earned from criminal 
activities by converting them into a different type of cur- 
rency or asset, or by moving them to a secretive place. 


Mossad Israeli Institute for Intelligence and Special Tasks. 
MP Military police. 

MPAS Measurement and signature intelligence analysis. 
MPC&A Materials Protection, Control, and Accounting, NNSA. 
MRTA Tupac Amaru Revolutionary Movement. 

MT Machine translation. 


Multisensory grenades Grenades emitting disorienting light 
flashes, painfully loud sounds, and possibly disagreeable 
odors. 


Multispectral An adjective describing a sensor that is able to 
record signals in more than one band of electromagnetic 
wavelengths, or an image produced using such a sensor. 


MUSIC Multi-User Special Intelligence Communications Sys- 
tem [NAVSECGRU]. 


Mustard gas A substance used in chemical warfare. It is the 
popular name for the compound with the chemical desig- 
nation 1,1-thiobis(2-chloroethane) (chemical formula: Cl- 
CH2-CH2-S-CH2-CH2-Cl). Mustard gas has a number of 
other names by which it has been known over the years, 
including H, yprite, sulfur mustard and Kampstoff Lost. 


MW Molecular weight. 
NACDF National Area Coverage Data Files. 
NACIC National Counter Intelligence Center. 


NAILS The National Automated Immigration Lookout Sys- 
tem (NAILS) is a centralized database and computing sys- 
tem used by entry inspectors to identify aliens not eligible 
for admission. 


NALU National Army for the Liberation of Uganda. 


Nanosat Generally defined as a satellite weighing between 
2.2 Ibs. and 22 Ibs. (1 to 10 kg). 


Nanotechnology Device components ranging in size between 
1/10,000,000 (one ten millionth of a millimeter) and 1/ 
10,0000 millimeter. 


NAPP National Aerial Photography Program. 
NARA National Archives and Records Administration. 


NARAC United States National Atmospheric Release Advi- 
sory Center. 
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Narcoanalysis A psychotherapeutic method which uses a 
sedative or hypnotic drug as an aid to compel patients to 
speak without inhibition. 


Narcoterrorism Terrorism undertaken by groups directly or 
indirectly involved in producing, transporting, or distribut- 
ing illegal drugs. 


NAS National Academy of Science. 
NASA National Aeronautics and Space Administration. 


National command authorities Within a national govern- 
ment, the national command authorities are the persons or 
officeholders (or their duly deputized alternates or succes- 
sors) who have the legal power to direct military activities. 


National Intelligence Estimate(NIEs) Reports by the National 
Intelligence Council (NIC), drawing on estimative views 
from across the Intelligence Community. 


NATO North Atlantic Treaty Organization. 
NCA National Command Authority. 

NCIC National Crime Information Center. 

NCIS Navy Criminal Investigative Service. 


NCIX National Counterintelligence Center (NACIC), the U.S. 
Office of the National Counterintelligence Executive (NCIX) 
was created early in the twenty-first century. It educates 
members of government organizations and the private 
sector on the need to maintain vigilance against espionage, 
both political/national and economic/industrial. NCIX con- 
ducts regional seminars, issues publications, and produces 
other materials. 


NCLIS United States National Commission on Libraries and 
Information Science. 


NCR National Council of Resistance. 
NCS National Communications System. 


NDIC Department of Justice National Drug Intelligence Cen- 
ter. 


NDPO Domestic Preparedness Office, United States National. 
NDTA National Drug Threat Assessment. 


Need to know A demonstrable and recognized purpose for 
accessing specific information. 


NERSC National Energy Research Scientific Computing Cen- 
ter. 


Nerve gas Nerve gases, or nerve agents, are mostly odorless 
compounds belonging to the organophosphate family of 
chemicals that inhibit the enzyme acetylcholinesterase and 
disrupt the transmission of nerve impulses in the body. 


NES NIMA/National Exploitation System. 
NEST team Nuclear Emergency Support Team. 


Network A group of computers linked by communication 
lines. 


Network A group of individuals or cells (subgroups) en- 
gaged in specific operations (e.g., espionage or terrorist 
operations). 


Neurotranmitter A chemical that functions to pass a nervous 
impulse chemically through the synapse (gap) separating 
neurons (nerve cells). 
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NFIB The National Foreign Intelligence Board (NFIB) was 
created by the National Security Act of 1947. The NFIB acts 
as a communications channel among various national in- 
telligence agencies and facilitates interagency exchange of 
information. The board also develops policy regarding the 
protection of intelligence information. 


NFIP The National Foreign Intelligence Program, an annual 
budget request for the Intelligence Community, presented 
to the President of the United States by the Director of 
Central Intelligence. 


NGP Non-governmental organization. 

NHAP National High Altitude Photography Program. 
NI Naval Intelligence. 

NIC National Intelligence Council. 

NIF National Ignition Facility. 


Night scopes Infra-red scopes. Night vision scopes are de- 
vices that enable machines or people to “see in the dark,” 
that is, to form images when illumination in the visible band 
of the electromagnetic spectrum is inadequate. 


NIH National Institutes of Health. 

NIJ National Institute of Justice. 

NIM United Kingdom National Intelligence Machinery. 
NIMA National Imagery and Mapping Agency. 

NIPC National Infrastructure Protection Center. 

NIPR Revolutionary Proletarian Initiative Nuclei. 

NIPRNET Non-Classified Internet Protocol Router Network. 
NIS Navy Criminal Investigative Service. 


NISAC National Infrastructure Simulation and Analysis Cen- 
ter. 


NIST The National Institute of Standards and Technology 
(NIST) is anon-regulatory federal agency under the aegis of 
the Undersecretary for Technology in the U.S. Department 
of Commerce. It is concerned with maintaining measure- 
ment and calibration standards, including those related to a 
number of Homeland Security projects and agencies. 


NITFS National Imagery Transmission Format. 

NIWA Naval Information Warfare Activity. 

NKVD USSR People’s Commissariat of Internal Affairs. 
NLA The National Liberation Army of Iran. 

NMD National Missile Defense. 


NMIC The National Maritime Intelligence Center (NMIC) brings 
together intelligence operations for the United States: Navy, 
Marine Corps, and Coast Guard. 


NMJIC United States National Military Joint Intelligence Cen- 
ter. 


NMR Nuclear magnetic resonance. 
NNSA National Nuclear Security Administration. 


Nonpersistent chemical warfare agent Chemical warfare 
agents that maintain toxicity for a brief time (or until dis- 
persed by weather). 
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NORAD The North American Air Defense Agreement, signed 
on May 12, 1958, by the United States and Canada, created 
a continental air defense warning and surveillance system 
in response to Cold War fears of an airborne attack by the 
Soviet Union. The resulting North American Air/Aerospace 
Defense Command (NORAD) has since shifted strategies 
from guarding against long-range bombers to warning of 
ballistic missile attacks and maintaining space surveillance. 


NPA New People’s Army. 

NPIC National Photographic Interpretation Center. 
NPT Non-Proliferation Treaty (nuclear weapons). 

NOR Nuclear quadrupole resonance. 

NRC Nuclear Regulatory Commission. 

NRIIS National Radar Imagery Interpretation Standard. 
NRO National Reconnaissance Office. 

NRT National Response Team. 

NRTD Near real time dissemination. 

NS/EP National security and emergency preparedness. 


NSA The National Security Agency (NSA) is the leading 
cryptologic organization in the United States intelligence 
community. Focused on cryptologic and cryptanalytic mis- 
sions, it is the nation’s leading employer of mathemati- 
cians. 


NSC National Security Council, the U.S. president's Intelli- 
gence Advisory Council. 


NSD National Signal Databases. 

NSF National Science Foundation. 

NSOC National SIGINT Operations Center. 
NTA Anti-lmperialist Territorial Nuclei. 
NTSB National Transportation Safety Board. 


NTTC National Technology Transfer Center (Emergency Re- 
sponse Technology Program). 


Nuclear Emergency Support Team (NEST) An emergency 
response asset of the National Nuclear Security Adminis- 
tration (NNSA). 


Nuclear reactors Complex devices in which fissionable ele- 
ments such as uranium, thorium, or plutonium are made to 
undergo a sustainable nuclear chain reaction. This chain 
reaction releases energy in the form of radiation that (a) 
sustains the chain reaction; (b) transmutes (i.e., alters the 
nuclear characteristics of) nearby atoms, including the nu- 
clear fuel itself; and (c) may be harvested as heat. 


Nuclear spectroscopy A powerful tool in the arsenal of scien- 
tists and forensic investigators because it allows detailed 
study of the structure of matter based upon the reactions 
that take place in excited atomic nuclei. 


Nuclear weapons Explosive devices that utilize the proc- 
esses of fission and fusion to release nuclear energy. 


Nucleic acid analyzer (HANAA) HANAA is an acronym for the 
hand-held advanced nucleic acid analyzer. HANAA is a real 
time polymerase chain reaction (PCR) based system for 
detecting pathogens (disease-causing organisms). 
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Nuclide A type of atom having a specific number of protons 
and neutrons in its nucleus. 


OAR Office of Air and Radiation. 
OARS Outlying Area Reporting Station. 


OASIS Over-the-Horizon (OTH) Airborne Sensor Information 
System (OASIS). 


Observable Any form of energy radiated by an object, such 
as an aircraft, that might be observed by an opponent. 


OEM Office of Emergency Management. 


OER Office of Emergency Response, United States Depart- 
ment of Energy (DOE). 


OERR Office of Emergency and Remedial Response. An ad- 
ministrative office of the Environmental Protection Agency 
(EPA) in charge of administering the Superfund Program 
and initial responses to environmental crises. 


OFAC United States Office of Foreign Asset Control. 


Official Secrets Act, United Kingdom The Official Secrets Act 
of the United Kingdom prohibits the transfer of information 
deemed sensitive to national security interests. 


OGC United States Offices of Global Communications. 
OGPU USSR Unified State Political Directorate. 

OIG United States Office of the Inspector General. 
OILSTOCK NSA Geographic Information System. 

OIPR United States Office of Intelligence Policy and Review. 
OIS United States Office of Information Security. 

OIW Ops/Intel Workstation. 


Oligonucleotide A chemically synthesized short single- 
stranded DNA molecule. 


One-time pad A cipher pad intended to be used for the 
encipherment and decipherment of a single message. 


ONI Office of Naval Intelligence. 
ONR Office of Naval Research. 


OPEC Organization of Petroleum Exporting Countries, a car- 
tel controlling much of the world’s petroleum production. 


Open code Communicating openly, but with the use of refer- 
ences with significant meaning to the recipient. 


Open sources Non-classified sources that include such sources 
as official statistical publications, newspapers, radio broad- 
casts, and trade publications. 


Operational intelligence Intelligence involved in military plan- 
ning for a particular theatre or area of operations. 


Operative An employee of an intelligence agency. Compare 
with agent and intelligence officer. 


ORNL Oak Ridge National Laboratory. 

OSIS Open Source Information System. 

OSIS Ocean Surveillance Information System. 

OSS Office of Strategic Services, forerunner of the CIA. 


OV Orange Volunteers. 
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Overflight A mission by a spy plane over an enemy country 
to collect intelligence using electronic or photographic equip- 
ment. 


Overt information Information gathered from published 
sources. 


P-3 P-3 Orion anti-submarine maritime reconnaissance air- 
craft. 


PAGAD People Against Gangersterism and Drugs. 
PAM Payload assist module. 


Parabolic microphone A microphone inside a dish, able to 
pick up sounds from a distance. 


Parallel processing The use of two or more computers work- 
ing in tandem to solve a problem. 


Paroles Key words or signals used to establish mutual identi- 
fication. 


PARSEC SIGINT Analysis and Reporting software. 


Passive SONAR A sensitive listening-only SONAR mode to 
detect presence of objects making noise. 


Pathogen Genomic Sequencing The Pathogen Genomic 
Sequencing program focuses on characterizing the ge- 
netic components of pathogens in order to develop novel 
diagnostics, treatments and therapies for the diseases they 
cause. 


Pathogens Organisms, frequently microorganisms, or com- 
ponents of these organisms, that cause disease. Many 
diseases caused by microbial pathogens, and the frequency 
of these diseases, are a national security issue. 


Patroit act The Patriot Act, or Uniting and Strengthening 
America by Providing Appropriate Tools Required to Inter- 
cept and Obstruct Terrorism Act (Public Law 107-56), was 
signed into law on October 26, 2001, in the wake of terrorist 
attacks on the World Trade Center and Pentagon. The law 
grants law enforcement and intelligence agencies more 
power to detain and question suspects for longer periods of 
time, and increases their ability to conduct surveillance 
operations. 


Patriot missile system An advanced ground-based air de- 
fense system. 


Payload An object that is delivered by a missile or other 
rocket. 


P-band 0.230-1.000 GHz. 


PCR The polymerase chain reaction (PCR), refers to a widely 
used technique in molecular biology involving the amplifi- 
cation of specific sequences of genomic DNA, the genetic 
material found in virtually all living cells. 


Penetrability The ease with which soil, rock, concrete, or 
other material can be penetrated by projectiles or other 
earth penetrating weapons. 


Penicillin The first antibiotic. Discovered by Sir Alexander 
Fleming, it is produced by a species of a mold microorgan- 
ism. 


Perigee An orbital position were a satellite is closest to Earth. 


Persistent chemical warfare agent Chemical warfare agents 
that maintain toxicity for a prolonged period (usually sev- 
eral days). 
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PET Positron emission tomography. 


PFIAB The President’s Foreign Intelligence Advisory Board 
(PFIAB) provides unbiased monitoring of the overall intelli- 
gence effort of the United States by continually reviewing 
the activities of agencies and departments engaged in 
intelligence work. 


PFLP Popular Front for the Liberation of Palestine. 


PFLP-GC Popular Front for the Liberation of Palestine-Gen- 
eral Command. 


PGP Pretty Good Privacy, an encryption program. 


Photographic Interpretation Center The Central Intelligence 
Agency (CIA) established the National Photographic Inter- 
pretation Center (NPIC) in the 1950s to provide skilled 
interpretation of photographic images obtained by low- 
and high-flying aircraft, and later by satellites. In 1973 the 
NPIC, originally a unit of the CIA Directorate of Intelligence, 
transferred to the Directorate of Science and Technology 
(DS&T). In 1996, it was moved to the newly formed National 
Imagery and Mapping Agency (NIMA). 


Photographic resolution The term resolution, in the context 
of photography, refers to the degree to which adjacent 
objects can be distinguished from one another in a photo- 
graphic image. 


PHS Public Health Service. 
PIADC Plum Island Animal Disease Center. 
PIC Pressurized ionization chamber. 


Picosat Generally defined as a satellite weighing less than 2.2 
Ibs (1 kg). 


PIDS Perimeter Intrusion Detection System. 
PIJ Palestine Islamic Jihad. 


PINES Pacific Air Forces Interim National Exploitation Sys- 
tem. 


PIRA Provisional Irish Republican Army. 
PKK Kurdistan Workers’ Party (PKK). 


Plaintext A message in ordinary language that is to be enci- 
phered. 


Playfair cipher The Playfair cipher is a method of cryptogra- 
phy invented in 1854 by English physicist Sir Charles 
Wheatstone (1802-1875). 


PLF Palestine Liberation Front. 
PLO Palestine Liberation Organization. 


Plum Island Animal Disease Center (PIADC) The PIADC, lo- 
cated on a 180 acre site off the northeastern tip of Long 
Island, New York, is part of the Department of Homeland 
Security's efforts to protect the United States’s food supply. 
PIADC efforts work to protect U.S. consumers and safe- 
guard the integrity of U.S. animal product exports against 
catastrophic economic losses caused by biologic agents 
accidentally or deliberately introduced by terrorists. 


PMOI People’s Mujahidin of Iran. 
PNG Pseudorandom number generator. 


P-note A counterfeit banknote produced with a computer 
printer. 


Encyclopedia of Espionage, Intelligence, and Security 


POG Hizballah (Party of God). 


Polarization Plane of vibration of an electrical signal (the 
orientation of a signal's electrical field). 


Politburo The central policy-making and governing body of 
the USSR Communist Party. 


Polybius square A grid in which letters of the alphabet are 
arranged in a square such that each letter has a unique 
position identifiable by the numbers of its row and column. 


PORTPASS The Port Passenger Accelerated Service System 
(PORTPASS) is a generic term for programs developed to 
expedite passage through U.S. national entry systems. 
PORTPASS components include the INSPASS (Immigra- 
tion and Naturalization Service Passenger Accelerated Serv- 
ice System), SENTRI (Secure Electronic Network for Travel- 
ers’ Rapid Inspection), OARS (Outlying Area Reporting 
Station), and RVIS (Remote Video Inspection System) sys- 
tems. 


POTUS President of the United States. 


Power For many electronic devices this term denotes power 
required or consumed by operation. Often, however, the 
term “power” denotes a specialized contextual or applica- 
tion-related meaning (e.g., with regard to a signal transpon- 
der it commonly refers to signal amplification power). 


PRC People’s Republic of China. 


Presidential directive A classified set of guidelines or rules 
issued by the President of the United States, usually in 
reference to some sensitive issue such as security or intelli- 
gence. 


Primary RADAR RADAR systems that receive reflections of 
their own transmitted signals as returned signals from the 
target. 


Principal agent An agent who performs the role of surrogate 
handler, working over other agents and reporting to an 
intelligence officer. 


Profiling The process of developing descriptions of the traits 
and characteristics of unknown offenders in specific crimi- 
nal cases. 


Propaganda A form of communication that attempts to influ- 
ence the behavior of people by affecting their perceptions, 
attitudes and opinions. 


Propagation Traveling or penetration of waves through a 
medium. 


Prophylaxis Pre-exposure treatments (e.g., immunization) that 
prevents or reduces severity of disease or symptoms upon 
exposure to the causative agent. 


Protein Macromolecules made up of long sequences of amino 
acids. 


Pseudoscience (false science) Arguments or ideas, often laced 
with scientific terminology or bizarre calculations, based on 
theories developed outside of the scientific method and 
thus not subject to scientific validation. 


PSI Personnel security investigation. 


Psychological warfare The use of tools and techniques de- 
signed to influence the views of allies, enemies, and neutrals. 
Propaganda is a major component of psychological war- 
fare, which includes other facets such as displays of force, 
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and contrasting positive and negative treatment of 
detainees—known colloquially as “good cop/bad cop.” 


Psychotropic drugs A loosely defined grouping of agents 
that have effects on psychological function and include 
antidepressants, hallucinogens, and tranquilizers. They are 
all compounds that affect the functioning of the mind 
through pharmacological action on the central nervous 
system. 


Public Health Service, United States A federal government 
agency that promotes the health of the people of the United 
States and the world. It is a principle component of the 
Department of Health and Human Services (HHS) and is 
composed of eight agencies. Among other duties, the Pub- 
lic Health Service is charged with, through its agencies, 
preparing for and leading the nation’s medical response to 
a threat or disaster, whether naturally occurring or an act of 
terrorism. 


Public key cipher Cipher system which allows the exchange 
of enciphered messages without prior distribution of secret 
keys to all users. Each user calculates their own secret key 
and uses it in combination with a public key to send and 
receive messages. 


Purple Machine An Allied codename for one of several Japa- 
nese cipher machines used during World War Il. 


Puzzle Palace Nickname for the NSA (United States National 
Security Agency). 


QuIST Quantum Information Science and Technology. 


Radar Radar—an acronym for RAdio Detection And Ranging— 
is the use of electromagnetic waves at sub-optical frequen- 
cies (i.e., less than about 10’ Hz) to sense objects at a 
distance. 


RADAR, synthetic ap Synthetic aperture RADAR (SAR) is 
used for high-resolution mapping of the ground from mov- 
ing aircraft or spacecraft. 


RADINT Radar intelligence from nonimaging radar. Unlike 
ELINT, RADINT does not involve the interception of radar 
signals; instead, intelligence regarding flight path and other 
specifics is derived from the deflection of enemy radar 
signals. RADINT is a subcategory of MASINT, or measure- 
ment and signatures intelligence. 


Radio frequency (RF) weapons RF weapons, also known as 
directed-energy weapons, use electromagnetic energy on 
specific frequencies to disable electronic systems. The prin- 
ciple is similar to that of high-power microwave (HPM) 
weapons, only HPM systems tend to be much more sophis- 
ticated, and are thus, more likely to be in the control of 
superpowers or near-superpowers. RF weapons, by con- 
trast, are simple and low-voltage enough that they could be 
deployed by smaller, less technologically enhanced forces. 


Radiological Having to do with nuclear radiation. 


Radiomimetic An agent or exposure protocol that simulates 
radioactive exposure. 


RAID Real-time Analytical Intelligence Database. 
RASCAL Responsive Access, Small Cargo, Affordable Launch. 
RCS Radar Cross Section. 


RDD Radiological dispersal device, often called a “dirty bomb.” 
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Recombinant DNA DNA that is cut using specific enzymes so 
that a gene or DNA sequence can be inserted. 


Reconnaissance A term for efforts to gain information about 
an enemy, usually conducted before, or in service to, a 
larger operation. 


Red code A Japanese naval code created during World War | 
and used until the outbreak of World War II. The Red code 
used the additive encryption method. 


Red Scare Period of anticommunist hysteria in United States 
from 1918-1920, culminating in the Palmer Raids; also 
invoked to describe the resumption of anticommunist ac- 
tivities in the late 1940s and early 1950s. 


Redoubled agent A double agent whose activities have been 
discovered by the agency against which he or she is spying, 
and who is then used—either wittingly or unwittingly, will- 
ingly or unwillingly—in that agency's service against the 
other. 


Refractive index (characteristic of a medium) Degree to which a 
wave is refracted, or bent. 


Remote sensing The acquisition of information about an 
object or phenomenon by a device located a considerable 
distance from the object or phenomenon. 


Resolution The ability of a sensor to detect objects of a 
specified size. The resolution of a satellite sensor or the 
images that it produces refers to the smallest object that 
can be detected. 


Retina and iris scans Scans that detect and map the neural 
part of the eye responsible for vision. The pattern of blood 
vessels serving the retina is as unique as fingerprints. 


RF Radio frequency. 


RF detection RF, or radio frequency systems are directed- 
energy weapons that use electromagnetic energy on spe- 
cific frequencies to disable electronic systems. 


RF weapons Radio frequency weapons, also known as direct- 
ed-energy weapons, which use electromagnetic energy on 
specific frequencies to disable electronic systems. 


RHD Red Hand Defenders. 


Richter scale Scale used to measure the intensity of seismic 
events, or earthquakes. 


Ricin A highly toxic protein that is derived from the bean of 
the castor plant (Ricinus communis). The toxin causes cell 
death by inactivating ribosomes, which are responsible for 
protein synthesis. Ricin can be produced in a liquid, crystal 
or powdered forms and it can be inhaled, ingested, or 
injected. It causes fever, cough, weakness, abdominal pain, 
vomiting, diarrhea, dehydration, and death. There is no 
cure for ricin poisoning. 


Ring A group or network. 

RIRA Real IRA. 

RJO Revolutionary Justice Organization. 
RN group (Greece) Revolutionary Nuclei. 
RNA Ribonucleic acid. 


Rogue state A nation that harbors terrorists and poses a 
serious security threat to its neighbors. 


RPA Revolutionary Proletarian Army. 
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RTH Radioactive thermoelectric generators. 
RUF Revolutionary United Front. 
RVIS Remote Video Inspection System. 


S&T Directorate of Science and Technology (S & T), Depart- 
ment of Homeland Security. 


Sabotage A deliberate act of destruction or work stoppage 
intended to undermine the activities of a larger entity, 
whether it is a business, government, or some other organi- 
zation. The practice of sabotage, which has roots in the 
labor movements of the late nineteenth and early twentieth 
centuries, gained military and political application during 
the world wars and thereafter. It has also been a part of 
covert operations, often undertaken by agents provocateur. 


Safe house Any precleared or secret building where agents 
can meet or operate without detection. 


SAIP Semi-Automatic IMINT Processing Systems. 
SANDKEY NSA Analysis and Reporting software. 


Sanitize To delete sensitive or classified information prior to 
release. 


SAR Search and rescue. 
SAR Synthetic Aperture Radar. 


Sarin gas Sarin gas (O-lsopropyl methylphosphonofluori- 
date), also called GB, is a dangerous and toxic chemical. It 
belongs to a class of chemical weapons known as nerve 
agents, all of which are organophosphates. The G nerve 
agents, including tabun, sarin and soman, are all extremely 
toxic, but not very persistent in the environment. Pure sarin 
is a colorless and odorless gas, and since it is extremely 
volatile, can spread quickly through the air. 


SARS Severe Acute Respiratory Syndrome. 
S-band 2.700-3.500 GHz. 


SBCCOM United States Army Soldier and Biological Chemi- 
cal Command. 


SB-WASS Space Based Wide Area Surveillance. 


Scalable The degree to which an algorithm is capable of 
implementing additional computational resources in such 
a way as to solve increasingly more complex problems. To 
be truly scalable, the work required to solve an algorithm 
should grow at a rate smaller than the rate at which the 
amount of input grows. 


Scientific intelligence Intelligence on the development of 
new weapons or techniques by an enemy. Closely related 
to TECHINT, or technical intelligence. 


SDI Strategic Defense Initiative. 
SDNS Secure Data Network System [NSA]. 
SDS Surveillance Direction System. 


SEAL teams U.S. Navy Sea-Air-Land (SEAL) Teams (special 
forces). 


SEASAT Ocean surveillance satellite. 


Secret The second highest U.S. general security classifica- 
tion. Aterm referring both to information whose disclosure 
to unauthorized personnel could reasonably be expected to 
cause serious damage to national security, and to the 
security clearance necessary to access such information. 
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Secret agent An agent who works in a clandestine capacity, 
such that the relationship with the intelligence agency is 
not obvious to those around him or her. Also known as an 
undercover agent. 


Secret writing Any means of written communication whereby 
a spy conceals the actual written text, whether it be enci- 
phered/encoded or not. Codes and ciphers are sometimes 
mistakenly placed under the heading of “secret writing,” 
but this is accurate only if that expression is taken in its 
most general sense, as writings that are concealed in any 
way. Whereas codes and ciphers conceal the meaning of a 
message, secret writing conceals the actual message. 


Security clearance A limited license or initial general permis- 
sion to access classified information—that is, any data or 
material belonging to the federal government that relates 
to sensitive topics such as military plans or vulnerabilities 
of security systems. 


Sedret Spoke An Echelon security compartment equivalent 
to the general security level designation “Confidential.” 


Seismogram The visual record of earthquake vibrations or 
waves produced by a seismograph, which is an instrument 
capable of sensing and recording the waves. 


Seismograph An instrument that measures and records elas- 
tic ground vibrations called seismic waves that are gener- 
ated by earthquakes and man-made explosions. Seismol- 
ogy has been an important tool for the remote detection of 
large explosions, especially underground nuclear tests, for 
many years and is expected to play an important role in 
Comprehensive Test Ban Treaty verification. 


Sendero Luminoso Shining Path, or SL. 


Sensitive Compartment Information (SCI) Data concerning 
sophisticated technical systems for collecting intelligence, 
as well as information collected by those systems, access to 
which requires a special security clearance. 


SENTRI Secure Electronic Network for Travelers’ Rapid In- 
spection. 


SF 86 Standard Form 86, a “Questionnaire for National Secu- 
rity Positions” that federal employees, military personnel, 
and contractors must complete in order to gain a security 
clearance. 


SFAI Swept Frequency Acoustic Interferometer. 

Shin Bet The Israeli intelligence agency. 

Shin Beth The Israeli counterintelligence service. 
Shining Path Sendero Luminoso (Shining Path, or SL). 


Short wave Radio frequencies ranging from the upper limit 
of the AM band to the lower limit of the VHF (television) 
band (1605 kHz to 54 MHz). 


Short-wave transmissions Radio transmissions in the range 
somewhere between 2 and 30 MHz (megahertz, or million 
cycles per second). Because these signals are capable or 
propagating over a greater distance than either AM or FM 
radio, shortwave is the preferred medium for radio broad- 
casting to remote locations. 


SIDR Secure Intelligence Data Repository. 


SIGINT Signals intelligence, or intelligence derived from the 
interception of signals, including communications signals, 
electronic emissions, and telemetry. The two major subsets 
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of SIGINT are COMINT or communications intelligence, 
and ELINT or electronics intelligence. SIGINT, is one of 
the four major forms of intelligence, along with human, 
imagery, and measurement and signatures intelligence 
(HUMINT, IMINT, and MASINT respectively). 


Signature Inthe MASINT context, signature refers to charac- 
teristic markings, such as the auditory signature of a sub- 
marine detected on sonar. 


Silencer A device contrived to suppress sound by means of 
an attachment to a firearm. 


SIPRNET Secret Internet Protocol Router Network. 


SIS Signal Intelligence Service, the U.S. Army group respon- 
sible for deciphering Japanese diplomatic codes during 
World War Il. 


Skunk Works The nickname for the headquarters of advanced 
development programs for Lockheed Martin Aeronautics 
Company at Palmdale, California, some 80 miles (128 km) 
north of Los Angeles in the Antelope Valley. Established in 
1943 by what was then known as the Lockheed Aircraft 
Corporation, the Skunk Works has been the birthplace of 
numerous extraordinary aircraft, including the U-2 and SR- 
71 reconnaissance planes, and the F-117A stealth fighter. 


SL Sendero Luminoso (Shining Path, or SL). 
SLBM Submarine-launched ballistic missile. 


Sleeper agent An agent placed in an undercover situation 
and told to await further instructions before beginning to 
actively engage in espionage activities. A sleeper may 
remain inactive for months or years, or even the rest of his 
or her life. 


Smallpox An infection caused by the variola virus, a member 
of the poxvirus family. The disease is highly infectious. 
Passage from person to person via contaminated aerosol- 
ized droplets (from sneezing, for example) occurs easily, 
and so the spread of smallpox through a population can 
occur quickly. 


Smart card Acard with biometric and other data contained in 
an embedded microchip or other form of integrated cir- 
cuitry. 


SMERSH A KGB assassination team (SMERrt SHpionam or 
“Death to Spies”). 


SMPAS Space Mission Payload Assessment System. 
SOE Special Operations Executive. 
SOF-IV Special Operations Forces—intelligence Vehicle. 


Solid phase microextraction techniques (SPME) A chemical 
technique designed to detect chemical compounds. In its 
forensic application, it is used to find chemical warfare 
agents, high explosives, or illegal drugs. 


Soman Soman (or “GD”") is a synthetic (human-made) com- 
pound that affects the functioning of nerves. As such, 
soman is one of a group of chemicals (e.g., tabun) that are 
known as nerve agents. 


SONAR Sound Navigation and Ranging (SONAR) is a remote 
sensing system with important military, scientific and com- 
mercial applications. Active SONAR transmits acoustic (i.e., 
sound) waves. Passive SONAR is a listening mode to detect 
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noise generated from targets. SONAR allows the determi- 
nation of important properties and attributes of the target 
(i.e., shape, size, speed, distance, etc.). 


SOSUS Sound Surveillance System. 


Special agent A term for operatives of the Federal Bureau of 
Investigation (FBI) during the leadership of J. Edgar Hoover 
and thereafter. By this designation, Hoover meant to distin- 
guish FBI agents from ordinary police officers. 


Special Operations Executive (SOE) The British Special Opera- 
tions Executive, created in 1940, was given the mission to 
“set Europe ablaze.” The SOE supplied and organized 
resistance cells in Nazi-occupied Europe, carrying out mis- 
sions of intelligence gathering, sabotage, and other covert 
activities. 


Special relationship During World War Il, the intelligence 
services of the United States and the United Kingdom 
worked together in their efforts against the Axis powers, 
particularly in Europe, and formalized the collaboration 
with agreements in 1943 and 1946. 


Spectra Low-frequency collection system used by the Navy. 


Spectroscopy The measurement of the absorption, scatter- 
ing or emission of electromagnetic radiation by atoms or 
molecules. 


Spook An American term for an intelligence officer or agent. 


Spore A hard casing that contains the genetic material of 
those bacteria and other microorganisms that are able to 
form the structure. This physically and chemically resilient 
package protects the genetic material during periods when 
the environmental conditions are so harsh that the growing 
form of the microbe would be killed. 


SPOT AFrench satellite, System Probetoire d’Observation de 
la Terre. 


SPR Strategic Petroleum Reserve. 


Spread spectrum A radio signal spread out across a range of 
frequencies to evade detection and decoding. 


SR-71 A SR-71 spy plane is a black-colored, high-altitude 
airborne reconnaissance platform. 


SSA Signal Security Agency. 

SSCI United States Senate Select Committee on Intelligence. 
SST Space Surveillance Telescope. 

START Strategic Arms Reduction Treaty. 


Stasi The Ministerium für Staatssicherheit, Ministry of State 
Security, was the primary intelligence and security agency 
of the German Democratic Republic (GDR), or East Ger- 
many, during the cold war. 


Static address A permanent Internet protocol (IP) address 
that uniquely identifies a computer connected to the Inter- 
net. 


StB (Statni Bezpecnost) The “secret police” of Czechoslova- 
kia before 1990. 


Stealth technology Stealth technology, also termed “low- 
observable” technology, is a set of techniques that render 
military vehicles, mostly aircraft, hard to observe. Because 
RADAR—an acronym for RAdio Detection And Ranging—is 
the primary detection technology for aircraft, most stealth 
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technologies are directed at suppressing RADAR returns 
from and infrared observation of aircraft. 


Steganography (from the Greek for “covered writing”). The 
secret transmission of a message. It is distinct from 
encryption, because the goal of encryption is to make a 
message difficult to read while the goal of steganography is 
to make a message altogether invisible. 


STICS Scalable Transportable Intelligence Communications 
System [NSA]. 


Stinger A nickname for two very different weapons. The first, 
a 22-caliber pistol that could be hidden in a toothpaste tube, 
was used by the CIA after World War Il. The second, devel- 
oped by General Dynamics in the 1970s, was a surface-to- 
air missile used most notably by Afghan mujahideen against 
the Soviets in the 1980s. 


Strategic Arms Limitation Treaty (SALT) A series of treaties 
begun in 1972 that limited the number of long-range offen- 
sive missiles held by the United States and the Soviet 
Union. 


Strategic geologic intelligence The geologic or geotechnical 
information necessary to evaluate the vulnerability of an 
underground facility to attack. 


Strategic metal A metal that is essential for industry and 
national security, but for which a nation has little or no 
domestic supply. The ores of strategic metals are often 
referred to as strategic minerals. 


Strategic Petroleum Reserve (SPR) The SPR, located in the 
United States and operated by the Department of Energy 
(DOE), is the largest emergency supply system of oil in the 
world. 


Stream cipher Stream ciphers operate upon a series of bi- 
nary digits (“bits,” usually symbolized as 1s and Os), enci- 
phering them one by one rather than in blocks of fixed 
length. 


Stringer A freelance agent who works periodically or occa- 
sionally for an intelligence agency. 


Strong encryption A method of encryption in which a cipher 
is unbreakable, or virtually unbreakable, without knowl- 
edge of the key. 


Suitcase bomb A small, portable nuclear weapon, usually 
weighing less than 100 pounds, that can be transported and 
hidden in a suitcase or other small container. 


Superfund Program Established by the United States Con- 
gress in 1980 to locate, investigate, and clean up the worst 
toxic waste sites nationwide. 


Supreme Truth Aum Supreme Truth (Aum) Aum Shinrikyo, 
Aleph. 


Surveillance Intelligence-gathering observations made regu- 
larly or continuously in order to monitor an area of interest 
for changes. 


SVR Russian foreign intelligence. 


SZ42 cipher machine A cipher machine used by Germany in 
WWII. The German military did not replace Enigma with the 
SZ42 for general use because the SZ42’s complexity made 
it too heavy for the field. 


Tabun Tabun (or “GA”,O-ethyl N,N-dimethylphosphoroami- 
docyanidate) is one of a group of synthetic chemicals that 
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were developed in Germany during the 1930s and 1940s 
(tabun was developed in 1936). The original intent of these 
compounds, including tabun, was to control insects. How- 
ever, tabun and the other human-made nerve agents proved 
to be much more potent than the organophosphates, and 
so quickly became attractive as chemical weapons. 


Tapping The clandestine physical interception of electronic 
messages, especially telephone conversations and mes- 
sages. 


Targeting The prioritization of certain target areas or facili- 
ties for possible military or intelligence action. 


TECHINT Technical intelligence, or intelligence relating to 
the technical abilities of an enemy. TECHINT does not fall 
under just one of the four major branches of intelligence; 
rather, it includes elements of imagery, measurement and 
signatures, and signals intelligence (IMINT, MASINT, and 
SIGINT respectively). 


TECS Treasury Enforcement Communication System. 


Telemetry The process of making measurements from a 
remote location and transmitting those measurements to 
receiving equipment. 


TELINT Telemetry intelligence, an example of which is the 
use of signals to relay information on the performance of a 
guided missile system. TELINT is a subset of FISINT (for- 
eign instrumentation signals intelligence), which is in turn a 
subcategory of ELINT, or electronic intelligence. 


TERPES Tactical Electronic Reconnaissance Processing and 
Evaluation System. 


Terrorism The systematic belief in the political, religious, or 
ideological efficacy of producing fear by attacking—or threat- 
ening to attack—unsuspecting or defenseless populations, 
usually civilians, and usually by surprise. 


THAAD Theater High Altitude Area Defense. 


Thin layer chromatography Thin layer chromatography, which 
is typically abbreviated as TLC, is a type of liquid chroma- 
tography that can separate chemical compounds of differ- 
ing structure based on the rate at which they move through 
a support under defined conditions. 


TIA Total Information Awareness. 


TIARA Tactical Intelligence and Related Areas, an annual 
budget request for specific tactical intelligence require- 
ments of the military services, presented by the Secretary 
of Defense to the President of the United States. 


TIFG Tunisian Islamic Fighting Group. 
TMD-GBR Theater Missile Defense-Ground Based Radar. 
TNT The explosive, trinitrotoluene. 


Top Secret The highest general U.S. security classification. 
Other restrictions include “need to know access.” Top 
secret refers to information whose disclosure to unauthor- 
ized personnel could reasonably be expected to cause 
exceptionally grave damage to national security, and to the 
security clearance necessary to access such information. 


Top Secret Umbra An Echelon security compartment equiva- 
lent to the general security level designation “Top Secret.” 


Topographic map A map reflecting the shape, or topogra- 
phy, of Earth’s surface. Topography can be depicted using 


Glossary 


contour lines of equal elevation or by using shading tech- 
niques to simulate a three dimensional surface. 


Toxicity The degree to which a chemical, in sufficient expo- 
sure, can poison humans or other organisms. 


Toxicology The science of toxicology is concerned with the 
adverse effects of chemicals on biological systems and 
includes the study of poisons, their detection, action and 
counteractions. Toxicologists today generally use the tech- 
niques of analytical chemistry to detect and identify foreign 
chemicals in the body, with a particular emphasis on toxic 
or hazardous substances. 


Toxin weapons A poison produced by a living organism, or 
its derivative. 


Tradecraft Techniques of the espionage trade, or the meth- 
ods by which an agency involved in espionage conducts its 
business. 


Transducer An instrument that that converts one type of 
energy into another. 


Transmutation The conversion of one nuclide into another, 
as by neutron bombardment in a nuclear reactor. 


Transponder Integrated operation of receivers, frequency con- 
verters, and transmitter devices. 


Triangulation A means of navigation and direction finding 
based on the trigonometric principle that, for any triangle, 
when one side and two angles are known, the other two 
sides and triangles can be calculated. 


Trojan horse A security-breaking program, disguised as a 
benign product, that is designed for the purpose of clandes- 
tinely introducing itself into a remote user’s computer, and 
then wreaking havoc in one way or another. 


Truth drugs Anesthetics employed in interrogation that are 
intended to act as truth serums. 


Truth serum A term given to any of a number of different 
sedative or hypnotic drugs that are used to induce a person 
to tell the truth. Truth serums cause a person to become 
uninhibited and talkative, but they do not guarantee the 
veracity of the subject. 


TSA Transportation Security Administration (previously part 
of the Department of Transportation). On March 1, 2003, 
agents were transferred to the Department of Homeland 
Security (DHS), directorate of Border and Transportation 
Security (BTS). 


Tularemia A plague-like disease caused by the bacterium 
Francisella tularensis. 


Typex The name for the principal encryption device, or ci- 
pher machine, used by the military, intelligence, and diplo- 
matic services of the British Empire during World War Il. 


UDA/UVF Ulster Defense Association/Ulster Freedom Fight- 
ers (UDA/UVF). 


UFO (Unidentified Flying Object) A flying object of unknown 
origin, popularly but unscientifically assumed to be associ- 
ated with extraterrestrial beings or paranormal phenom- 
ena. Most often, UFOs are explained by weather phenom- 
ena or military aircraft. 


UHF-band 0.430-1.300 GHz. 


Ultra Operation Ultra was the codename for the British cryp- 
tologists efforts at Bletchley Park to intercept and break 
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German coded messages. While Ultra initially was the 
cryptonym for the project to break the German Enigma 
machine, the code name came to represent all British 
efforts to break high-level German radio codes during World 
War Il. 


Umbra Gamma An Echelon security compartment equiva- 
lent to the general security level designation “Secret.” 


UN United Nations. 


Undercover agent An agent who works in a clandestine ca- 
pacity, such that the relationship with the intelligence agency 
is not obvious to those around him or her. Also known as a 
secret agent. 


Unified command principle The idea, which emerged in U.S. 
military circles during the late 1980s and began to prevail in 
the early 1990s, that unified or area commanders in chief 
should direct all U.S. military operations in a given geo- 
graphic area. 


UNMOVIC United Nations Monitoring, Verification and Inspec- 
tion Commission. 


Uplink An Earth to satellite connection or electronic signal 
path. 


Uranium depletion weapons Depleted uranium (DU) muni- 
tions are armor-piercing or general-purpose ammunition 
rounds that are composed, in part, of depleted uranium. 
Depleted uranium is uranium that has had most of its 7**U 
and #°U removed for use in nuclear power or nuclear 
weapons, leaving metal that is almost entirely 7*°U. 


Uriticant A compound that produces excessive skin irritation 
and itching. 


USA United States Army. 
USAF United States Air Force. 


USAMRICD Army Medical Research Institute of Chemical 
Defense, United States. 


USAMRIID United States Army Medical Research Institute of 
Infectious Diseases. The facility is operated by the Depart- 
ment of Defense and serves as the country’s principle 
laboratory for research into the medical aspects of biologi- 
cal warfare. 


USCG United States Coast Guard. 


USCSB United States Chemical Safety and Hazard Investiga- 
tions Board. 


USIGS United States Imagery and Geospatial Information 
Systems Architecture. 


USIS United States Imagery System Architecture. 
USMC United States Marine Corps. 

USN United States Navy. 

USOGE United States Office of Government Ethics. 
USPS United States Postal Service. 

USSR Union of Soviet Socialist Republics. 

USSS United States SIGINT System. 
USSTRATCOM United States Strategic Command. 


UUV Unmanned undersea vehicles. 
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UVF Ulster Freedom Fighters. 


V-agents A group of alkyl esters of S-dialkylamino 
ethylmethylphosphonothiolic acids that are nerve agents. 


Venona The Venona Project was the United States Army’s 
Signal Intelligence Service, and later the National Security 
Agency’s, operation to intercept and decrypt high-level 
Soviet diplomatic communications. 


VERS The Vaccine Event Reporting System is a U.S. vaccine 
safety surveillance program that is under the direction of 
the Food and Drug Administration and the Centers for 
Disease Control and Prevention. 


Viruses Nonliving repositories of nucleic acid that require the 
presence of a living prokaryotic or eukaryotic cell for the 
replication of the nucleic acid. There are a number of 
different viruses that challenge the human immune system 
and that may produce disease in humans. In common, a 
virus is a small, infectious agent that consists of a core of 
genetic material (either deoxyribonucleic acid [DNA] or 
ribonucleic acid [RNA]) surrounded by a shell of protein. 


VOA Voice of America. 


Vozrozhdeniye Island A Russian island located in the Aral 
Sea approximately 1,300 miles to the east of Moscow that 
was used as a bioweapons test facility for the former Soviet 
Union. 


VR Virtual reality. 


Vulnerability assessment A test of a system to locate, diag- 
nose, and correct areas of weakness that might make it 
susceptible in times of crisis, attack, or destabilization. 


VX agent VX nerve agent (O-ethyl S-[2-diisoproylaminoethyl] 
methylphsophonothioate) is an organophosphate. Although 
it is often called a nerve gas, VX is usually a clear, odorless, 
tasteless liquid. A tiny amount of VX, about 10 mg, ab- 
sorbed through the skin, eyes, or ingested is fatal, and 
death usually occurs within an hour of exposure. 


WAN Wide Area Network. 


Watchers Specialized intelligence personnel who maintain 
surveillance on targeted individuals. 


Watermarking The impression of a subtle pattern on paper 
using water. A watermark is only visible when the paper is 
held up to a light. 


Watershed The area contributing water to a river, stream, 
lake, or ocean. Watersheds can be defined on several scales 
ranging from hundreds of square meters to millions of 
square kilometers. 


Weapons of mass destruction Weapons that cause a high 
loss of life within a short time span. Nuclear, chemical, and 
biological weapons are classified as weapons of mass 
destruction. 


Weapons-grade material Weapon-grade (or “bomb-grade”) 
uranium or plutonium is any alloy or oxide compound that 
contains enough of certain isotopes of these elements to 
serve as the active ingredient in a nuclear weapon. 


Whistle-blower A person inside an organization such as a 
corporation or government agency who comes forward 
with evidence of wrongdoing by the organization. 


WHO World Health Organization. 
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Windtalkers The code name given to the Navajo Indian code 
talkers employed by United States military intelligence 
during World War II. Agents developed several encryption 
methods and code systems during the war, but a code 
based on the ancient Navajo language was one of the most 
successful codes ever used. It remained unbroken through- 
out the course of the war. 


Wiretapping The act or instance of breaking into a telephone 
line to monitor a conversation or conversations. Wiretapping 


Glossary 


is usually illegal, though it may be applied by law-enforce- 
ment organizations with a search warrant. 


WMD Weapons of mass destruction. 


World Islamic Front for Jihad A group absorbed by Al-Qaeda 
(also known as Al-Qaida). 


Yperite Mustard agent or gas. 


Zoonoses Diseases transmitted from animals. 
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c.6000 B.E. The rise of the great ancient civilizations, 
beginning 6,000 years ago in Mesopotamia, begat 
institutions and persons devoted to the security and 
preservation of their ruling regimes and founded the 
need for espionage, intelligence, and security opera- 
tions. 


c.3500 b.c. Underground passages first used as hiding 
places and escape routes during times of war. 


c.1980 b.c. Egyptian pharaoh Amenemhet | is targeted as 
one of the first recorded victims of political assassina- 
tion. 


c.1500 8.c. Between 1500 s.c. and 1200 s.c., Greece's many 
wars with its regional rivals lead to the development 
of new military and intelligence strategies. The early 
Greeks relied on deception as a primary means of 
achieving surprise attacks on their enemies. 


c.1000 8.c. From 1,000 s.c. onwards, Egyptian espionage 
operations focused on foreign intelligence about the 
political and military strength of rivals Greece and 
Rome. Egyptian spies were the first to develop the 
extensive use of poisons, including toxins derived 
from plants and snakes, to carry out assassinations or 
acts of sabotage. 


c.500 b.t. Chinese military logician Sun-tzu stresses the 
importance of intelligence gathering and deception 
in his treatise The Art of War. In this work, added to by 
later philosophers, Sun-tzu detailed methods of es- 
pionage that included the use of defectors, double 
agents, and organized spy rings. 


c.480 b.t. Demaratus of Sparta uses an early form of 
secret writing, concealing a message on a wooden 
tablet covered with wax to warn his countrymen of 
invasion by the Persian empire. 


c.4008.c. The Spartans use a cryptographic system called 
a scytale on papyrus wrapped around wooden scrolls. 


c.400 .c. Tunneling first used in warfare. 


c.300 bc. Arthasastra, an ancient Indian manual on poli- 
tics, discusses mining, metallurgy, medicine, pyro- 
technics, poisons, and fermented liquors. 


c.300 B.C. During the Etruscan wars, Roman consul Fabius 
Maximus sends his brother to spy on Umbrians. 
Romans develop use of intelligence to gain treaties 
and scout military forces. 


44 Bt. Assassination of Julius Caesar; records have es- 
tablished that the Roman intelligence community 
knew of the plot and even provided information to 
Caesar or his assistants providing the names of sev- 
eral conspirators. In a pattern to be repeated through- 
out the ages, the information from the intelligence 
community was ignored. 


c.100 8.0. Roman records dating to the first century men- 
tion the presence of a secret police force, the 
frumentarii. 


c.900 A.D. Lack of records conceals facts of espionage 
during the Middle Ages, but the birth of large nation- 
states, such as France and England, in the ninth and 
tenth centuries facilitated the need for intelligence in 
a diplomatic setting. 


1095 Pope Urban Il calls for the first Crusade, a military 
campaign to recapture Jerusalem and the Holy Lands 
from Muslim and Byzantine rule. Over the next four 
centuries, the Catholic Church masses several large 
armies, and employs spies to report on defenses 
surrounding Constantinople and Jerusalem. Special 
intelligence agents also infiltrate prisons to free cap- 
tured crusaders, and sabotage rival palaces, mosques, 
and military defenses. 


c.1200 Thirteenth-century Church councils establish laws 
regarding the prosecution of heretics and anti-cleri- 
cal political leaders. The ensuing movement became 
known as the Inquisition. Espionage was an essential 
component of the Inquisition. The Church relied on 
vast networks of informants to find and denounce 
suspected heretics and political dissidents. 


1245 A Franciscan monk, Carpini, is used by Pope Inno- 
cent IV to gather intelligence about Mongols. 


1520 Niccolo Machiavelli, a Florentine political philoso- 
pher, publishes a series of book detailing the qualities 
and actions of effective rulers. In his works, The 
Prince, and The Art of War, Machiavelli advocates 
that rulers routinely employ espionage tradecraft, 
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engaging in deception and spying to insure protec- 
tion of their power and interests. His advice, much of 
which was culled from rediscovered works of Aris- 
totle and Cicero, was intended for the ruling Medici 
princes of Florence. However, the works gained popu- 
larity several centuries after their 1520 publication. 


¢.1550 Henry VIII and his daughter Elizabeth | nurture a 
spy network to locate and infiltrate Catholic loyalist 
cells that threaten the English monarchy. The Eliza- 
bethan intelligence community employs linguists, 
scholars, authors, engineers, and scientists, relying 
on professional experts to seek and analyze intelli- 
gence information. 


1574 Francis Walsingham, joint secretary of state under 
Queen Elizabeth | of Britain, mounts an elaborate and 
effective spy network that uncovers a plot against 
Elizabeth by the imprisoned Mary, Queen of Scots, 
who was then executed. Later, in 1587, the spy net- 
work provides Elizabeth with information warning of 
the impending attack of the Spanish Armada. 


1593 Christopher Marlowe, English dramatist/playwright/ 
poet, is murdered in a Deptford tavern after being 
accused of being a spy. 


c.1600 Chemists invent invisible inks, and the rebirth of 
complex mathematics revives long-dormant 
encryption and code methods. Later, in the Scientific 
Revolution and the Enlightenment, the development 
of telescopes, magnifying glasses, the camera obscura, 
and clocks facilitates remote surveillance and the 
effective use of “dead drops” to pass information 
between agents. 


1670 Secret treaty between Charles II and Louis XIV. 


c.1700 The Age of Empires: espionage further develops in 
the numerous conflicts and wars that occur in Europe 
and between rival colonial powers in Europe and 
abroad. Industrialization, economic and territorial ex- 
pansion, the diversification of political philosophies 
and regimes, and immigration all transform the 
world’s intelligence communities. 


1703 Although concepts of disease are primitive, in an act 
of biological warfare, Sir Jeffrey Amherst, command- 
er-in-chief of British forces in North America, sug- 
gests grinding the scabs of smallpox pustules into 
blankets intended for Native American tribes known 
to trade with the French. 


1776 Benjamin Thompson (Count Rumford), an English 
physicist whose work contributed to the formulation 
of the second law of thermodynamics, acts as Tory 
spy during the American Revolution. 


1776 Nathan Hale hanged by the British as a spy during the 
American Revolution. His last words are reputed to 
have been, “I only regret that | have but one life to 
give for my country.” 


1780 General Benedict Arnold betrays the colonial revolu- 
tion when he promises secretly to surrender the fort 
at West Point to the British army. Arnold flees to 
England; his co-conspirator, British spy Major John 
Andre, is hanged. 


1789 Congress passes the Judiciary Act, which establishes 
the federal justice system and creates the Office of 
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the Attorney General, as well as the U.S. Marshal 
Service. 


1789 U.S. Customs Service begins operation on July 31. 


1789 Congress establishes the Department of State on 
September 15. 


1789 French spy Richeborg (a dwarf) is disguised as a 
baby in diapers, and carried in girl’s arms, so he can 
eavesdrop on conversations and carry secret letters 
through Paris during the French Revolution. 


1789 During the French Revolution, Robespierre’s inform- 
ant networks denounce traitors to the new republic 
and track down refugee aristocrats and clergy for trial 
and execution. The wide application of treason charges 
marks one of the greatest abuses of intelligence 
powers in the modern era. 


1790 France introduces the metric system. 


1794 First army air corps established when revolutionary 
France creates a military balloon contingent. 


1795 Martin Heinrich Klaproth, German chemist, isolates a 
new metal and names it titanium, after the Titans of 
Greek mythology. He gives full credit to English min- 
eralogist William Gregor, who first discovered it in 
1791. 


1798 Government legislation is passed to establish hospi- 
tals in the United States devoted to the care of ill 
mariners. This initiative leads to the establishment of 
a hygenic laboratory, which eventually grows to be- 
come the National Institutes of Health. 


1798 Geologists accompany Napoleon’s expeditionary 
force to Egypt. 


1798 u.s. Congress establishes the Department of the 
Navy, which also includes the Marine Corps. 


1799 Chinese emperor Kia King’s ban on opium fails to 
stop the lucrative British opium trade. 


1800 Records indicate use of chloral hydrate in the “Mickey 
Finn,” an anesthetic cocktail used to abduct or lure 
sailors to serve on ships bound for sea. 


1800 Alessandro Giuseppe Antonio Anastasio Volta, Ital- 
ian physicist, announces his invention of the voltaic 
pile, which is the first battery. His work duplicating 
Galvani’s 1791 “animal electricity” experiment leads 
him to discover that it is the contact of dissimilar 
metals that causes the electricity. He arranges suit- 
able pairs of metallic plates in a certain order, sepa- 
rates them by pieces of leather soaked in brine, and 
creates a pile, or battery, that produces a continuous 
and controllable electric current. 


c.1800 Colonial rulers and powers employ secret police 
and agents of espionage throughout their territorial 
holdings, hoping to quell anti-colonial rebellions and 
separatist movements. 


1802 John Dalton introduces modern atomic theory into 
the science of chemistry. 


1804 Joseph Fouché, a French revolutionary and minister 
of police, sets up the first modern police state, and 
uses his spy network to uncover and foil a plot by 
George Cadoudal against Napoleon Bonaparte. 
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1805 Joseph-Louis Gay-Lussac, French chemist, estab- 
lishes that precisely two volumes of hydrogen com- 
bine with one volume of oxygen to form water. 


1812 Second U.S. war with Great Britain, commonly called 
the War of 1812. 


181? German pharmacist Frederick Serturner announces 
the extraction of morphine from opium. 


1818 Augustin-Jean Fresnel, French physicist, publishes 
his Mémoire sur la diffraction de la lumiére in which 
he demonstrates the ability of a transverse wave 
theory of light to account for such phenomena as 
reflection, refraction, polarization, interference, and 
diffraction patterns. 


1820 André Marie Ampère, French mathematician and 
physicist, extends M@rsted’s work and formulates one 
of the basic laws of electromagnetism. 


1823 Monroe Doctrine declares Western Hemisphere a 
U.S. “sphere of influence.” 


1827 Georg Simon Ohm, German physicist, experiments 
with electricity using wires of different length and 
diameter and discovers that a long, thick wire passes 
less current than a short, thin wire. He states what 
becomes Ohm's law. 


1828 Friedrich Wöhler synthesizes urea. This is generally 
regarded as the first organic chemical produced in 
the laboratory, and an important step in disproving 
the idea that only living organisms can produce or- 
ganic compounds. Work by Wöhler and others estab- 
lish the foundations of organic chemistry and bio- 
chemistry. 


1828 Luigi Rolando, Italian anatomist, achieves the first 
synthetic electrical stimulation of the brain. 


1831 Michael Faraday, English physicist and chemist, dis- 
covers electromagnetic induction. After laboring for 
ten years to achieve the opposite of what Ørsted had 
done—to convert magnetism into electricity—he fi- 
nally produces for the first time an induction current 
using a magnet. This is the first electric generator. 
With such a device, mechanical energy can be con- 
verted into electrical energy. 


1837 Invention of the Daguerreotype, the first practical 
form of photography. When widely incorporated into 
intelligence practices in the 1860s, the photograph 
permitted agents of espionage to portray targets, 
documents, and other interests. 


1839 First Opium War begins between Britain and China. 
The conflict lasts until 1842. Imperial Chinese com- 
missioner Lin Tse-hsu seizes or destroys vast amounts 
of opium, including stocks owned by British traders. 
The result was a Chinese payment of an indemnity of 
more than 21 million silver dollars and Hong Kong 
being ceded to Britain under the Treaty of Nanking. 


1839 Theodore Schwann extends the theory of cells to 
include animals and helps establish the basic unity of 
the two great kingdoms of life. He publishes Micro- 
scopical Researches into the Accordance in the Struc- 
ture and Growth of Animals and Plants, in which he 
asserts that all living things are made up of cells, and 
that each cell contains certain essential components. 
He also coins the term “metabolism” to describe the 
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overall chemical changes that take place in living 
tissues. 


1839 Invention of microfilm by John Dancer. 


1840 Friedrich Gustav Jacob Henle publishes the first his- 
tology textbook, General Anatomy. This work in- 
cludes the first modern discussion of the germ theory 
of communicable diseases. 


1841 Eugene-Melchoir Peligot isolates the element ura- 
nium. 


1843 Charles-Frédéric Gerhardt, French chemist, simpli- 
fies chemical formula-writing, so that water becomes 
H,0 instead of the previous H,0,. 


1843 Howard Aiken develops first mechanical program- 
mable calculator. 


1844 Samuel Morse sends the first message via telegraph. 
His code (Morse code) and telegraph were able to 
send messages over lines in a matter of minutes, 
requiring only knowledge of the operational code. As 
soon as governments began to use telegraphs to 
send vital communications, rival intelligence serv- 
ices learned to tap the line, gaining access to secret 
communications and conducting detailed surveillance 
from a comfortable distance. Use of the telegraph 
necessitated the development of complex codes and 
the creation of specialized cryptology departments. 
By the turn of the twentieth century, most national 
intelligence operations in Europe and the United 
States were involved communications surveillance 
and the tapping of both wired and wireless tele- 
graphs. 


1845 Christian Friedrich Schénbein, German-Swiss chem- 
ist, prepares guncotton. He discovers that a certain 
acid mixture combines with the cellulose in cotton to 
produce an explosive that burns without smoke or 
residue. 


1846 Ascanio Sobrero, Italian chemist, slowly adds glyc- 
erin to a mixture of nitric and sulfuric acids and first 
produces nitroglycerine. He is so impressed by the 
explosive potential of a single drop in a heated test 
tube and so fearful of its use in war that he makes no 
attempt to exploit it. It is another 20 years before 
Alfred Nobel learns the proper formula and puts it to 
use. 


1846 U.S. forces victorious in Mexican War, which results 
in annexation of what is today the southwestern 
United States. 


1848 u.s. Congress passes Drug Importation Act that al- 
lows U.S. Customs Service inspection to stop entry of 
foreign drugs. 


1849 First aerial bombardment campaign, by Austrians 
against Venetians, using 200 unpiloted hot-air bal- 
loons containing bombs set on timers. 


1852 Jean Foucault invents gyroscope, an important in- 
strument still used in modern navigation and guid- 
ance systems. 


1855 Henri-Etienne Sainte-Claire Deville, French chemist, 
first produces aluminum in a pure state. He produces 
the metal in quantity by heating aluminum chloride 
with metallic sodium. 
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1856 Second Opium War begins between Britain and China. 
The conflict lasts until 1860. Also known as the Arrow 
War, or the Anglo-French War in China, the war 
broke out after a British-flagged ship, the Arrow, is 
impounded by China. France joins Britain in the war 
after the murder of a French missionary. China is 
again defeated, resulting in another large indemnity 
and the legalization of opium under the Treaty of 
Tientsin. 


1857 Louis Pasteur demonstrates that lactic acid fermen- 
tation is caused by a living organism. Between 1857 
and 1880, he performs a series of experiments that 
refute the doctrine of spontaneous generation. He 
also introduces vaccines for fowl cholera, anthrax, 
and rabies, based on attenuated strains of viruses 
and bacteria. 


1858 Charles Darwin and Alfred Russell Wallace agreetoa 
joint presentation of their theory of evolution by 
natural selection. 


1858 Rudolf Ludwig Carl Virchow publishes his landmark 
paper “Cellular Pathology” and establishes the field 
of cellular pathology. Virchow asserts that all cells 
arise from preexisting cells (Omnis cellula e cellula). 
He argues that the cell is the ultimate locus of all 
disease. 


1858 A group of the Irish Republican Brotherhood (IRB) 
forms another revolutionary group, the Fenian Broth- 
erhood, with the goal of freeing Ireland from British 
rule. 


1861 U.S. Civil War (1861-1865). Morphine gains wide 
medical use during the conflict. 


1861 President-elect Abraham Lincoln arrives secretly in 
Washington to foil assassination plot brewing in Bal- 
timore. 


1861 Balloonist and Ohioan Thaddeus Lowe is accused by 
irate South Carolina citizens of being a Yankee spy 
after his balloon lands following a 500 mile aerial 
flight. Lowe eventually volunteers his services to 
Union forces and becomes director of the Union’s 
balloon corps. His resignation two years later brings 
the corps to an end. 


1861 Rose O’Neal Greenhow is arrested as Confederate 
spy after warning General P.G.T. Beauregard of a 
planned Union attack on Manassas in July 1861. She 
is released in 1862 but dies in a shipwreck. 


1862 Department of Agriculture establishes the Bureau of 
Chemistry, the organizational forerunner of the Food 
and Drug Administration. 


1862 Legal Tender Act authorizes the U.S. government to 
issue currency notes through the Treasury Depart- 
ment. These notes, which Treasury continues to is- 
sue until 1971, are known as U.S. notes. 


1862 In September, President Lincoln suspends the right 
of habeas corpus in order to allow federal authorities 
to arrest and detain suspected Confederate sympa- 
thizers and draft resisters without arrest warrants or 
speedy trials. The following year, Congress reaffirms 
the suspension in the Habeas Corpus Act of 1863. 


1863 Ferdinand Reich, German mineralogist, and his as- 
sistant Hieronymus Theodor Richter examine zinc 
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ore spectroscopically and discover the new, indigo-col- 
ored element iridium. It is used in the next century in 
the making of transistors. 


1863 Geology plays decisive role in the Battle of Gettys- 
burg as Union troops hold key high-ground posi- 
tions. 


1863 Belle Boyd, a Confederate spy, is released from prison 
in Washington. 


1864 James Clerk Maxwell develops equations of electro- 
magnetic wave propagation. 


1864 First Geneva Convention addresses “the ameliora- 
tion of the condition of the wounded on the field of 
battle,” resulting in principles for protecting noncom- 
batant personnel caring for the wounded. The con- 
vention also establishes the International Red Cross. 


1865 An epidemic of rinderpest kills 500,000 cattle in Great 
Britain. Government inquiries into the outbreak pave 
the way for the development of contemporary theo- 
ries of epidemiology and the germ theory of disease. 


1865 Gregor Mendel presents his work on hybridization of 
peas to the Natural History Society of Brno, Moravia. 
The paper is published in the 1866 issue of the soci- 
ety’s Proceedings. Mendel presents statistical evi- 
dence that hereditary factors are inherited from both 
parents in a series of papers on “Experiments on 
Plant Hybridization” published between 1866 and 
1869. His experiments provide evidence of domi- 
nance, the laws of segregation, and independent 
assortment, although the work is generally ignored 
until 1900. 


1865 U.S. Secret Service established to interdict counter- 
feit currency and its manufacturers. 


1865 President Lincoln is shot in Washington, D.C., by 
John Wilkes Booth. Lincoln dies the next day; Andrew 
Johnson assumes the presidency. 


1865 The Molly McGuires, a secret society of Irish miners, 
attacks coal-mine operators and owners for mistreat- 
ment of workers. 


1867 Alfred Nobel, Swedish inventor, invents dynamite, a 
safer and more controllable version of nitroglycerine. 
He combines nitroglycerine with “kieselguhr,” or 
earth containing silica, and discovers that it cannot be 
exploded without a detonating cap. 


1867 Secret Service responsibilities broadened to include 
“detecting persons perpetrating frauds against the 
government.” 


1869 Dimitri Ivanovich Mendeleev, Russian chemist, and 
Julius Lothar Meyer, German chemist, independently 
put forth the Periodic Table of Elements, which ar- 
ranges the elements in order of atomic weights. 
However, Meyer does not publish until 1870, nor 
does he predict the existence of undiscovered ele- 
ments as Mendeleev does. 


1870 Lambert Adolphe Jacques Quetelet showes the im- 
portance of statistical analysis for biologists and pro- 
vides the foundations of biometry. 


1870 Congress creates the Department of Justice. 


1871 u.s. president Ulysses S. Grant establishes Office of 
the Surgeon General. 
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1872 Ferdinand Julius Cohn publishes the first of four 
papers entitled “Research on Bacteria,” which estab- 
lishes the foundation of bacteriology as a distinct 
field. He systematically divides bacteria into genera 
and species. 


1873 James Clerk Maxwell, Scottish mathematician and 
physicist, publishes Treatise on Electricity and Mag- 
netism in which he identifies light as an electromag- 
netic phenomenon. He determines this when he finds 
his mathematical calculations for the transmission 
speed of both electromagnetic and electrostatic waves 
are the same as the known speed of light. This land- 
mark work brings together the three main fields of 
physics—electricity, magnetism, and light. 


1876 German bacteriologist Robert Koch publishes a pa- 
per on anthrax that implicates a bacterium as the 
cause of the disease, validating the germ theory of 
disease. 


1876 Alexander Graham Bell patents the telephone. 
1876 The first microphone is invented by Emile Berliner. 


1877 Congress passes legislation prohibiting the counter- 
feiting of any coin, gold, or silver bar. 


1878 Charles-Emanuel Sedillot introduces the term “mi- 
crobe.” The term becomes widely used as a term for a 
pathogenic bacterium. 


1878 In a backlash against 12 years of martial law in the 
southern United States, Congress passes the Posse 
Comitatus Act, which forbids the military from en- 
forcing domestic law. 


1880 First attempt at passage of a nationwide food and 
drug law. Although defeated in Congress, U.S. Depart- 
ment of Agriculture’s findings of widespread food 
adulteration spur continued interest in food and drug 
legislation. 


1880 Louis Pasteur develops a method of weakening a 
microbial pathogen of chicken, and uses the term 
“attenuated” to describe the weakened microbe. 


1881 President James A. Garfield is shot on July 2, 1881, in 
Washington, D.C., by anarchist Charles J. Guiteau. 
Garfield dies on September 19; Chester A. Arthur 
assumes the presidency. 


1882 Robert Koch discovers the tubercle bacillus and enun- 
ciates “Koch’s postulates,” which define the classic 
method of preserving, documenting, and studying 
bacteria. 


1882 Establishment of the Office of Naval Intelligence, 
which by the early twenty-first century will be the 
oldest continually operating intelligence agency in 
the United States. 


1883 George Francis Fitzgerald, Irish physicist, first sug- 
gests a method of producing radio waves. From his 
studies of radiation, he concludes that an oscillating 
current will produce electromagnetic waves. This is 
later verified experimentally by Hertz in 1888 and 
used in the development of wireless telegraphy. 


1883 U.S. Secret Service is officially embodied as a dis- 
tinct organization within the Treasury Department. 


Chronology 


1883 British inventor Hiram Stevens Maxim invents the 
machine gun. 


1884 Louis Pasteur and coworkers publish a paper titled 
“A New Communication on Rabies.” Pasteur proves 
that the causal agent of rabies can be attenuated and 
the weakened virus can be used as a vaccine to 
prevent the disease. This work serves as the basis of 
future work on virus attenuation, vaccine develop- 
ment, and the concept that variation is an inherent 
characteristic of viruses. 


1885 u.s. Army establishes its Division of Military Infor- 
mation, its formal military intelligence organization. 


1887 Ernst Mach, Austrian physicist, is the first to note the 
sudden change in the nature of the airflow over a 
moving object that occurs as it approaches the speed 
of sound. Because of this, the speed of sound in air is 
called Mach 1. Mach 2 is twice that speed, and so on. 


1888 Heinrich Rudolf Hertz, German physicist, for the first 
time generates electromagnetic (radio) waves and 
devises a detector that can measure their wavelength. 
From this he is able to prove experimentally James 
Clerk Maxwell’s hypothesis that light is an electro- 
magnetic phenomenon. Hertz’s work not only discov- 
ers radio waves, but experimentally unites the three 
main fields of physics—electricity, magnetism, and 
light. 


1889 Frederick Augustus Abel, English chemist, and James 
Dewar, Scottish chemist and physicist, invent cordite 
and pioneer the production of smokeless powder. 
Their new mixture borrows from previous discover- 
ies but proves safer to handle. 


1889 Johann Philipp Ludwig Julius Elster and Hans 
Friedrich Geitel, both German physicists, study the 
photoelectric effect (when an electric current is cre- 
ated upon the exposure of certain metals to light) and 
produce the first practical photoelectric cells that can 
measure the intensity of light. 


1890 Oliver Joseph Lodge, English physicist, invents the 
coherer, a detector of radio waves that, although 
replaced, makes him one of the pioneers of early 
radio communication. He also suggests correctly that 
the sun emits radio waves. 


1892 George M. Sternberg publishes his Practical Results 
of Bacteriological Researches. Sternberg’s realiza- 
tion that a specific antibody was produced after infec- 
tion with vaccinia virus and that immune serum could 
neutralize the virus becomes the basis of virus 
serology. The neutralization test provides a tech- 
nique for diagnosing viral infections, measuring the 
immune response, distinguishing antigenic similari- 
ties and differences among viruses, and conducting 
retrospective epidemiological surveys. 


1892 u.s. Congress awards Harriet Tubman a pension for 
her work as a Union nurse, spy and scout during the 
Civil War. 


1894 U.S. Secret Service begins part-time protection of 
U.S. president Grover Cleveland. 


1895 Wilhelm Conrad Rontgen, German physicist, discov- 
ers x rays. While working on cathode ray tubes and 
experimenting with luminescence, he notices that a 
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nearby sheet of paper that is coated with a lumines- 
cent substance glows whenever the tube is turned 
on. For seven weeks he continues to experiment, and 
near the end of the year is able to report the basic 
properties of the unknown rays he names “x rays.” 


1896 Antoine-Henri Becquerel, French physicist, discov- 
ers radioactivity in uranium ore. 


1896 Guglielmo Marconi, Italian electrical engineer, trav- 
els to England to apply for and obtain the first patent 
in the history of radio. By this time, he has sent and 
received a radio signal over nine miles. 


1896 Johann Elster and Hans Friedrich Geitel study the 
newly discovered radioactivity and demonstrate that 
external effects do not influence the intensity of ra- 
diation. They are also the first to characterize radioac- 
tivity as being caused by changes that occur within 
the atom. 


1897 Joseph John Thomson, English physicist, discovers 
the electron. He conducts cathode ray experiments 
and concludes that the rays consist of negatively 
charged “electrons” that are smaller in mass than 
atoms. 


1898 Marie Sklodowska Curie and Pierre Curie discover 
the radioactive element radium. They spend the next 
four years refining eight tons of pitchblende to obtain 
a full gram of radium. 


1898 Spanish-American War. 


1899 First Hague Conference establishes international laws 
of conduct in warfare. 


1900 Carl Correns, Hugo de Vries, and Erich von Tschermak 
independently rediscover Mendel's laws of 
inheritance. Their publications mark the beginning of 
modern genetics. Using several plant species, de 
Vries and Correns perform breeding experiments 
that parallel Mendel’s earlier studies and indepen- 
dently arrive at similar interpretations of their results. 
Therefore, upon reading Mendel’s publication, they 
immediately recognized its significance. William 
Bateson describes the importance of Mendel’s contri- 
bution in an address to the Royal Society of London. 


1900 Ernest Rutherford, British physicist, first determines 
radioactive half-life. 


1900 Friedrich Ernst Dorn, German physicist, demonstrates 
that radium emits a gas as it produces radioactivity. 
This proves to be the first evidence that in the radio- 
active process one element is actually transmuted 
into another. 


1900 Karl Landsteiner discovers the blood-agglutination 
phenomenon and the four major blood types in hu- 
mans. 


1901 President William McKinley is assassinated by anar- 
chist Leon Czolgosz. 


1901 United States acquires rights from Cuba to use 
Guantanamo Bay indefinitely as a naval base. 


1901 Antoine Henri Becquerel, French physicist, studies 


the rays emitted by the natural substance uranium 
and concludes that the only place they could be 


| 322 | 


coming from is within the atoms of uranium. This 
marks the first clear understanding of the atom as 
something more than a featureless sphere. Becquerel’s 
discovery of radioactivity and his focus on the ura- 
nium atom make him the father of modern atomic 
and nuclear physics. 


1901 After the assassination of President William McKinley, 
Congress formally places the U.S. Secret Service— 
which first began guarding presidents during the 
second Grover Cleveland administration seven years 
before—in charge of protecting the president. 


1901 Henry Classification System devised for fingerprint 
analysis by Sir Edward Henry. 


1902 The Secret Service assumes full-time responsibility 
for protection of the president. Two operatives are 
assigned full time to the White House detail. 


1902 u.s. Congress passes Spooner Act, which authorizes 
the United States to purchase the assets of a French 
company that had attempted to build a canal through 
Panama, and to begin a U.S. effort toward building a 
canal. 


1902 Oliver Heaviside, English physicist and electrical en- 
gineer, and Arthur Edwin Kennelly, British-American 
electrical engineer, independently and almost simul- 
taneously make the first prediction of the existence of 
the ionosphere, an electrically conductive layer in the 
upper atmosphere that reflects radio waves. They 
theorize correctly that wireless telegraphy works over 
long distances because a conducting layer of atmos- 
phere exists that allows radio waves to follow Earth’s 
curvature instead of traveling off into space. 


1903 For their work in the physics of radioactivity, Antoine 
Becquerel, Pierre Curie, and Marie Curie are awarded 
the Nobel Prize for physics. 


1903 Panama secedes from Colombia. The new govern- 
ment will cooperate in the building of the Panama 
Canal. 


1903 u.s. Army implements the concept of a permanent 
general staff, and with it the idea, pioneered in Europe, 
of the four sections of a military command. The 
Division of Military Information thus becomes G- 
2.E170. 


1903 Orville and Wilbur Wright make the first powered 
flight. 


1904 Roosevelt Corollary to the Monroe Doctrine asserts 
that the United States has the right to assume the 
defacto role of an international police power. 


1904 Congress creates Panama Canal Zone, and in the 
summer construction on the Panama Canal begins. 


1905 Bloody Sunday incident in Russia. Tsarist troops fire 
on marchers in St. Petersburg. 


1905 Sinn Fein political movement for Irish independence 
is founded. 


1905 Albert Einstein, German-Swiss physicist, publishes 
his second paper on relativity including his famous 
equation stating the relationship between mass and 
energy: E = mc’. In this equation, E is energy, m is 
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mass, and c is the velocity of light. This contains the 
revolutionary concept that mass and energy are sim- 
ply different aspects of the same phenomenon. 


1906 Congress passes Sundry Civil Expenses Act, which 
provides funds for presidential protection by the Secret 
Service. 


1906 Secret Service operatives began to investigate the 
western land frauds. The investigations return mil- 
lions of acres of land to the government. Operative 
Joseph A. Walker is murdered on November 3, 1907, 
while working on one of these cases, becoming the 
first operative killed in the line of duty. 


1907 Triple Entente formed as Great Britain formally joins 
the defense pact between France and Russia. 


190? Bertram Borden Boltwood, American chemist and 
physicist, discovers what he believes is a new ele- 
ment which he calls ionium. It is later determined to 
be a radioactive isotope of thorium. Boltwood also 
invents a radioactive dating procedure. 


190? Second Hague Conference establishes further inter- 
national laws of conduct in warfare, with a focus on 
war in a maritime environment. 


190? Establishment of Aeronautical Section of the U.S. 
Army Signal Corps—first incarnation of the U.S. Air 
Force. This becomes the Aviation Section in 1914. 


1908 Large deposits of petroleum are discovered in the 
Middle East. 


1908 Ernest Rutherford and Hans Wilhelm Geiger develop 
an electrical alpha-particle counter. Over the next few 
years, Geiger continues to improve this device which 
becomes known as the Geiger counter. 


1908 Secret Service begins protecting the president-elect. 


1908 A Sundry Civil Service Bill declares that Secret Serv- 
ice employees accepting assignments by any depart- 
ment other than Treasury (except in counterfeiting 
cases) would be suspended for two years. The provi- 
sion became effective July 1, and prevented the prac- 
tice of agencies like the Department of Justice (DOJ) 
borrowing investigators for specific cases. 


1908 Formal beginning of the Bureau of Investigation 
(BOI), which became the FBI in 1935. 


1909 u.s. Congress passes Copyright Law. 


1909 Alfred Stock, German chemist, first synthesizes bo- 
ron hydrides (compounds of boron and hydrogen). 
Forty year later, boron hydrides prove useful to space 
exploration as additives to rocket fuel. 


1909 An intelligence report in the British Parliament leads 
to the establishment of the Secret Service Bureau, 
precursor to both MI5 and MI6. 


1910 The United States sends military forces to Mexico 
during Mexican revolution. 


1910 Britain signs an agreement with China to dismantle 
the opium trade. However, the profits made from its 
cultivation, manufacture, and sale were so enormous 
that no serious interruption would be effected until 
World War II closed supply routes throughout Asia. 


Chronology 


1910 Congress passes the White Slave Traffic Act on June 
25. Also known as the Mann Act, this new law signifi- 
cantly increases BOI jurisdiction over interstate crime. 


1911 At 11:01 am. on January 18, the U.S. Navy’s Eugene 
Ely lands a Curtiss pusher aircraft on a specially built 
platform aboard the USS Pennsylvania. Thus is born 
the concept of the aircraft carrier. 


1911 Fritz Pregl, Austrian chemist, first introduces organic 
microanalysis. He invents analytic methods that make 
it possible to determine the empirical formula of an 
organic compound from just a few milligrams of the 
substance. 


1911 Heike Kamerlingh-Onnes, Dutch physicist, first dis- 
covers the phenomenon of superconductivity when 
he studies the properties of certain metals subjected 
to the low temperatures of liquid helium. He finds 
that some metals, like mercury and lead, undergo a 
total loss of electrical resistance. He also discovers 
that a form of liquid helium is produced which has 
properties unlike any other substances. 


1911 Marie Curie receives the Nobel Prize in chemistry for 
the discovery of the elements radium and polonium, 
for the isolation of radium, and for investigating its 
compounds. It is Curie’s second Nobel Prize. 


1911 Georg von Hevesy conceives the idea of using radio- 
active tracers. Von Hevesy later wins the Nobel Prize 
in 1943. 


1911 Italians make first use of aircraft in combat during 
1911-12 war against Turkey. On October 23, Italians 
conduct first reconnaissance in an airplane, against 
Turkish troops near Tripoli in what is now Libya. On 
November 1, the Italians again make aviation history 
when they conduct the first aerial bombing raid against 
an enemy. 


1912 U.S. Marines invade Honduras, Cuba, and Nicaragua 
to protect American interests. U.S. troops will remain 
in Nicaragua until 1930s. 


1912 The U.S. Public Health Service is established. 


1912 Joseph Thomson develops a forerunner of mass 
spectrometry and separation of isotopes. 


1912 Max von Laue, German physicist, obtains diffraction 
pattern for x rays through a crystal and offers evi- 
dence that x rays are a form of electromagnetic 
radiation and are waves. This marks the beginning of 
studies on the physics of solids as an analysis of the 
periodic and regular disposition of atoms in a crystal. 


1912 Paul Ehrlich discovers a chemical cure for syphilis. 
This is the first chemotherapeutic agent for a bacte- 
rial disease. 


1912 Theodore Roosevelt survives assassination attempt 
on October 14 in Milwaukee while campaigning for a 
second term as president. 


1913 U.s. troops assist in pursuit of Mexican rebel leader 
Francisco Pancho Villa in northern Mexico. 


1913 Congress authorizes permanent protection of the 
president and the statutory authorization for presi- 
dent-elect protection. 
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1913 Harry Brearly, English metallurgist, accidentally dis- 
covers a nickel-chromium alloy that is corrosion re- 
sistant. It becomes stainless steel. 


1913 Max Bodenstein, German physical chemist, devel- 
ops the concept of a chain reaction in which one 
molecular change triggers another, and so on. 


1913 u.s. Congress passes Federal Reserve Act, creating 
Federal Reserve System. 


1913 Ratification of Sixteenth Amendment to the Constitu- 
tion, which gives Congress power to levy taxes. 


1914 The assassination of Austrian Archduke Francis 
Ferdinand precipitates World War I. 


1914 World War | places additional responsibilities on the 
BOI. On April 6, 1917, Congress declares war on 
Germany and President Woodrow Wilson authorizes 
the BOI to detain enemy aliens. 


1914 Panama Canal opens on August 15. 
1915 Germany uses poison gas at the Battle of Ypres. 


1915 A U-boat sinks the British ship Lusitania, a passenger 
ship also carrying military supplies from the United 
States to Britain. 


1915 Frederick William Twort publishes the landmark pa- 
per An Investigation of the Nature of Ultra-Micro- 
scopic Viruses. Twort notes the degeneration of bac- 
terial colonies and suggests that the causative agent 
is an ultra-microscopic-filterable virus that multiplies 
true to type. 


1915 President Wilson directs the secretary of the treasury 
to have the Secret Service investigate espionage in 
the United States. 


1915 U.S. Coast Guard founded. 


1915 British nurse Edith Cavell is shot as a spy by a Ger- 
man firing squad for assisting British soldiers seek- 
ing to escape the Germans. 


1915 After denouncing them as spies, the United States 
expels German attaches. 


1916 German use of zeppelins, important both as surveil- 
lance craft and bombers during the first two years of 
World War I, begins to decline in September, after 
Allies develop special explosive bullets capable of 
downing airships. 


1916 The Black Tom explosion. On July 29, German agents 
set fire to a complex of warehouses and ships in the 
New York harbor that hold munitions, fuel, and ex- 
plosives bound to aid the Allies in their fight. Though 
the United States is technically a neutral nation at the 
time of the attack, their general policies greatly favor 
the Allies. The attack persuades many that the United 
States should join the Allies and intervene in the war 
in Europe. 


1916 The Home Section of the British Secret Service Bureau 
becomes MI5, or the Security Service. 


1916 Mexican guerrilla leader Pancho Villa conducts a raid 
on Columbus, New Mexico, killing 17 Americans. 


191? The British issue a declaration calling for a Jewish 
homeland in Palestine. 
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1917 Congress authorizes permanent protection of the 
president's immediate family and “threats” directed 
toward the president become a federal violation. 


191? Tsarist Russia's February Revolution begins with ri- 
oting and strikes in St. Petersburg. Alexander Kerensky 
ultimately assumes control of democratic socialist 
provisional government, exposes undercover agents 
of the Okhrana. 


1917 British signal intelligence, having cracked the Ger- 
man cipher, intercepts a message from German for- 
eign minister Arthur Zimmermann to the Mexican 
president, promising to return territories Mexico had 
lost to the United States in the Mexican War if Mexico 
will enter the war on Germany's side. 


1917 Mata Hari (the pseudonym of Dutch dancer Margaretha 
Geertruida Zelle), who joined the German secret serv- 
ice in 1907, is executed by French firing squad. Mata 
Hari betrayed many military secrets that were gained 
from Allied officers who were on intimate terms with 
her. 


191? United States declares war on Germany. 


191? The U.S. Army creates the Cipher Bureau within the 
Military Intelligence Division. 


1917 American engineer Gilbert S. Vernam develops the 
first significant automated encryption and decryption 
device when he brings together an electromagnetic 
ciphering machine with a teletypewriter. 


191? u.s. Congress passes the Espionage Act, criminalizing 
the disclosure of military, industrial, or government 
secrets related to national security. The act also pro- 
hibits antiwar activism and refusal of conscription, 
sparking controversy. 


1917 V.I. Lenin returns from exile to Russia following 
Romanov abdication of the Russian throne. Lenin 
leads a Bolshevik revolution in November. 


1918 German radio officer Fritz Nebel develops the ADFGX 
cipher. 


1918 Russia signs the Brest-Litovsk treaty, ending Russian 
participation in World War l. 


1918 Bolsheviks execute Tsar Nicholas Il and his family. 


1918 Major Joseph O. Mauborgne of the U.S. Army de- 
vises the one-time pad, whereby sender and receiver 
possess identical pads of cipher sheets that are used 
once and then destroyed—a virtually unbreakable 
system. 


1918 German engineer Arthur Scherbius invents a three- 
rotor cipher machine, the Enigma. 


1918 Germany’s Kaiser Wilhelm Il abdicates and World 
War | ends in Europe after 20 million casualties and 
six million deaths. 


1918 u.s. president Wilson's fourteen-point peace pro- 
posal introduced. 


1918 Sedition Act of 1918 amends Espionage and Sedition 
Acts to broaden the arrest powers granted to federal 
agents in apprehending and detaining individuals 
suspected of treason or antiwar activity. 
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1918 Socialist Party leader Eugene V. Debs is convicted 
and sentenced to a ten-year prison term under the 
Espionage Act for an antiwar speech he delivers in 
Canton, Ohio. Debs is later pardoned by President 
Warren G. Harding in December 1921. 


1918 Hungary overthrows the Austro-Hungarian monar- 
chy. 


1918 An influenza epidemic spreads across Asia and war- 
ravaged Europe to the Americas. The epidemic even- 
tually kills 20 million people, including 500,000 Ameri- 
cans. 


1919 The Treaty of Versailles requires Germany, now un- 
der the Weimar Republic, to cede territory to France, 
Belgium, and Poland; relinquish its colonies; and pay 
extensive war reparations that will eventually cripple 
the German economy. The U.S. Senate refuses to 
ratify the treaty. 


1919 U.S. House of Representatives refuses to seat social- 
ist Victor Berger, a congressman elected from Wis- 
consin. 


1919 U.S. fears increase after anarchist groups target gov- 
ernment and business leaders with bombs in April 
and May; the terrorist wave culminates in a series of 
bombings in eight U.S. cities on June 2. Under the 
orders of Attorney General A. Mitchell Palmer, fed- 
eral agents begin round-up of suspected communists 
and anarchists in November. The Palmer Raids, as 
they became known, last until March 1920 and result 
in the arrest of 6,000 suspects. 


1919 Anarchists Emma Goldman and Alexander Berkman 
are deported by the United States to Russia. 


1919 Establishment of British Government Code and Cypher 
School (GC&CS) in November. 


1919 Congress passes the National Motor Vehicle Theft 
Act, also known as the Dyer Act, on October 28. This 
act authorizes the Bureau of Investigation to investi- 
gate auto thefts that cross state lines. 


1920 The League of Nations first meets in Geneva. 


1920 Bolshevist or anarchist terrorists accused of Septem- 
ber 16 bombing on Wall St. in New York City which 
kills 35 people and injures hundreds more. 


1920 Iraq is placed under British mandate. 


1921 Except for six counties in Protestant Northern Ire- 
land, the British Parliament grants Ireland dominion 
status. 


1921 William Marston develops first modern polygraph. 


1921 Twenty-six-year-old J. Edgar Hoover is named assist- 
ant director of BOI. 


1922 Militants in the Irish Sinn Fein party form the Irish 
Republican Army (IRA). 


1922 White House police force created at request of Presi- 
dent Warren G. Harding. Ultimately this will become 
the uniformed division of the U.S. Secret Service. 


1922 On March 20, U.S. Navy commissions the Langley, 
its first aircraft carrier. Later that year, the United 
States and other powers sign the Washington Naval 


Chronology 


Limitation Treaty, which controls battleship invento- 
ries, thus spurring carrier production. Congress au- 
thorizes the conversion of the unfinished battleships 
Lexington and Saratoga to become the navy’s sec- 
ond and third carriers. 


1922 Benito Mussolini becomes Italian dictator and forms 
a Fascist government. 


1923 Union of Soviet Socialist Republics (U.S.S.R.) formed. 


1923 Adolf Hitler, leader of the German Nazi party, at- 
tempts to seize power. He is arrested and sentenced 
to prison. 


1923 Works published before 1923 are now in the public 
domain, meaning that they no longer hold a copy- 
right, though a particular translation, made more 
recently, may be copyrighted. For works published 
after 1923, there are specific provisions as to when 
the item becomes part of the public domain. Some of 
these provisions, and other aspects of U.S. copyright 
law, are governed by the Berne Convention for the 
Protection of Literary and Artistic Works, which the 
United States signed in 1989. 


1924 Lenin dies, to be succeeded by a triumvirate of lead- 
ers headed by Joseph Stalin. 


1924 The U.S. Navy creates its first cryptanalytic group 
within the Code and Signal Section of the Office of 
Naval Communications. 


1924 From prison, Adolf Hitler publishes Mein Kampf, in 
which he outlines the plan for the conquest of eastern 
Europe and the extermination of the Jews, which he 
will undertake as German leader less than a decade 
later. 


1924 J. Edgar Hoover designated director of the BOI. 


1924 BOI establishes an identification division after Con- 
gress authorizes “the exchange of identification rec- 
ords with officers of the cities, counties, and states.” 


1925 France begins construction of defensive Maginot 
Line against future German aggression. The line even- 
tually proves useless as Hitler’s troops bypass the 
line during their 1940 conquest of France. 


1925 Johannes Hans Berger, German neurologist, records 
the first human electroencephalogram (EEG). 


1925 Patrick Blackett, English physicist, takes the first pho- 
tographs of a nuclear reaction in progress. To achieve 
this he uses a Wilson cloud chamber and takes over 
20,000 photographs of more than 400,000 alpha parti- 
cle tracks and observes eight actual collisions of an 
alpha particle and a nitrogen molecule. 


1925 Special Agent Edwin C. Shanahan becomes the first 
BOI agent killed in the line of duty. 


1926 Jiang Jie-shi (Chiang Kai-shek) assumes control of 
the Chinese government. 


1926 The passage of the Air Commerce Act creates the 
earliest predecessor of the FAA, called the Aeronau- 
tics Branch. 


1926 u.s. Army Air Service becomes Army Air Corps. 


1926 Emperor Showa Tenno Hirohito assumes power in 
Japan. 
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1926 U.S. forces intervene in Nicaragua against leftist 
nationalist insurgency led by Augusto Cesar Sandino. 


1927 Jiang Jie-shi defeats Communist Mao Zedong’s (Mao 
Tse-tung) “Autumn Harvest” rebellion. 


192? Charles Lindbergh makes first nonstop solo transat- 
lantic flight. 


192? German physicist Werner Heisenberg publishes un- 
certainty principle. 


1928 George Gamow, Russian-American physicist, devel- 
ops the quantum theory of radioactivity which is the 
first theory to successfully explain the behavior of 
radioactive elements, some of which decay in sec- 
onds and others after thousands of years. 


1928 Hermann Weyl, German mathematician, publishes 
his Gruppen theorie und Quatenmechanik in which 
he shows that most of the regularities of quantum 
phenomena on the atomic level can be most simply 
understood using group theory. His book helps mold 
modern quantum theory. 


1928 Sixty-two nations sign the Kellogg-Briand Pact (in- 
cluding the United States, Great Britain, Japan, and 
Italy) and renounce war as a means to solve interna- 
tional disputes. 


1929 Kingdom of Serbs, Croats, and Slovenes becomes 
Yugoslavia. 


1929 Scottish biochemist Alexander Fleming discovers 
penicillin. He observes that the mold Penicillium 
notatum inhibits the growth of some bacteria. This is 
the first antibiotic, and it opens a new era of “wonder 
drugs” to combat infection and disease. 


1929 John Douglas Cockcroft, English physicist, and Irish 
physicist Ernest Thomas Sinton Walton devise the 
first particle accelerator, which produces proton beam 
energies up to 600,000 volts. Three years later, they 
will use the accelerator to bombard lithium and pro- 
duce two alpha particles (having combined lithium 
and hydrogen to produce helium). This is the first 
nuclear reaction that has been brought about through 
the use of artificially accelerated particles and with- 
out the use of any form of natural radioactivity; it will 
prove highly significant to the creation of an atomic 
bomb. 


1929 Julius Arthur Nieuwland, Belgian-American chemist, 
develops neoprene, the first successful synthetic rub- 
ber. 


1929 U.S. stock market crash in October ushers in Great 
Depression. 


1930 U.S. Food, Drug, and Insecticide Administration is 
renamed Food and Drug Administration (FDA). 


1930 Nils Edlefsen constructs the first cyclotron under the 
direction of the American physicist Ernest Orlando 
Lawrence. This first instrument is a small machine 
that is used to produce directed beams of charged 
particles. Over the next few years, Lawrence contin- 
ues to build larger instruments, which eventually 
contribute to the discovery of new elements. 


1930 u.s. Treasury Department creates Bureau of Narcot- 
ics, which will remain the principal anti-drug agency 
of the federal government until the late 1960s. 
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1930 Establishment of U.S. Army Signal Intelligence Serv- 
ice (SIS) to consolidate all military operations in 
cryptography and cryptanalysis. 


1930 Primitive anthrax vaccine developed. 
1931 Japanese invade Manchuria. 


1932 James Chadwick, English physicist, proves the exist- 
ence of the neutral particle of the atom’s nucleus, 
called the neutron. It proves to be by far the most 
useful particle for initiating nuclear reactions. 


1932 Werner Heisenberg wins the Nobel Prize in physics 
for the creation of quantum mechanics, which has led 
to the discovery of the allotropic forms of hydrogen. 


1932 Aldous Huxley publishes the novel Brave New World, 
which presents a dystopian view of genetic manipu- 
lations of human beings. 


1932 The BOI starts the international exchange of finger- 
print data with friendly foreign governments. Later 
halted as war approached, the program was not 
reinstituted until after World War Il. 


1932 In response to the Lindbergh kidnapping case and 
other high-profile cases, the Federal Kidnapping Act 
is passed to authorize BOI to investigate kidnappings 
perpetrated across state borders. 


1932 Iraq declared an independent state. 
1932 BOI establishes technical laboratory. 


1933 In January, Adolf Hitler and Nazi Party take power in 
Germany. By the end of the year, Hitler proclaims 
Third Reich. 


1933 u.s. president-elect Franklin D. Roosevelt escapes 
assassination attempt in Miami. 


1933 Gilbert Newton Lewis, American chemist, is the first 
to prepare a sample of water in which all the hydro- 
gen atoms consist of deuterium (the heavy hydrogen 
isotope). Called “heavy water,” this will later play an 
important role in the production of the atomic bomb. 


1934 Frédéric Joliot-Curie and Irène Joliot-Curie, a hus- 
band-and-wife team of French physicists, discover 
what they call artificial radioactivity. They bombard 
aluminum to produce a radioactive form of phospho- 
rus. They soon learn that radioactivity is not confined 
only to heavy elements like uranium, but that any 
element can become radioactive if the proper isotope 
is prepared. For producing the first artificial radioac- 
tive element they win the Nobel Prize in chemistry the 
next year. 


1934 John Marrack begins a series of studies that leads to 
the formation of the hypothesis governing the asso- 
ciation between an antigen and the corresponding 
antibody. 


1934 In an attempt to reduce organized crime violence, the 
U.S. Congress passes the National Firearms Act, which 
places restrictions on the sale of certain weapons 
favored by gang members. 


1935 German Nazi party formalizes anti-Semitism with 
passage of Nuremberg laws. 
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1935 In violation of the Versailles Treaty, Germany begins 
to rearm and reconstitutes the German Air Force 
(Luftwaffe). 


1935 Federal Bureau of Narcotics, forerunner of the mod- 
ern Drug Enforcement Administration (DEA), begins 
a campaign portraying marijuana as a drug that leads 
to addiction, violence, and insanity. The government 
produces films such as Marihuana (1935), Reefer 
Madness (1936), and Assassin of Youth (1937). 


1935 Irish Protestants in Belfast riot against Catholics, 
provoking Catholic retaliation. 


1935. Patrick Maynard Stuart Blackett, English physicist, 
demonstrates that when gamma rays pass through 
lead, they sometimes disappear and give rise to a 
positron and an electron. This is the first demonstra- 
ble case of the conversion of energy into matter and 
as such, is a confirmation of Einstein’s famous E=mc? 
equation. 


1935 Robert Watson-Watt develops design for RADAR. 


1935 Italian forces invade Ethiopia. The League of Nations, 
formed after World War I as an international body to 
ensure stability, fails to act. 


1935 The BOI officially becomes the Federal Bureau of 
Investigation (FBI) on July 1. 


1936 Spanish Civil War begins and becomes an interna- 
tional battleground pitting Francisco Franco’s Fascist 
right against Marxist republican forces. Germany 
and Italy support Franco, while Soviet Union backs 
republicans. War will end with Franco’s victory in 
1939. 


1936 Joseph Stalin begins a “great purge.” Lysenkoism, a 
repressive pseudoscientific set of beliefs, also begins 
to gain strength in Soviet politics. 


1936 Sulphonamides, a class of antibiotics, introduced. 


1936 Adolf Hitler includes synthetic fuel production as a 
priority in his Four-Year Plan. 


1936 Eugene Paul Wigner, Hungarian-American physicist, 
proposes the theory of neutron absorption which 
comes into play when nuclear reactors are built. 


1936 Germany reoccupies the Rhine River area, a key 
move toward later expansion in Europe. 


1936 Italy and Germany sign Axis Pact, to which Japan will 
become a signatory in 1940. 


1936 President Roosevelt asks FBI to report on the activi- 
ties of Nazi and communist groups. 


1937 Italy withdraws from the League of Nations to join a 
Germany-Japan pact. 


1937 Emilio Segre, Italian-American physicist, and Carlo 
Perrier bombard molybdenum with deuterons and 
neutrons to produce element 43, technetium. This is 
the first element to be prepared artificially that does 
not exist in nature. 


1937 William Thomas Astbury, English physicist, first ob- 
tains information about the structure of nucleic acids 
by means of x-ray diffraction. 


Chronology 


1937 Japan invades eastern China. 


1938 German Nazis attack Jews and Jewish businesses 
during night of violence termed Kristallnacht. 


1938 Hitler annexes Austria. 


1938 At Munich conference in September, Germany, backed 
by Italy, gains title to the Sudetenland in western 
Czechoslovakia. Britain, led by Prime Minister Neville 
Chamberlain, and France, comply in this act of diplo- 
matic conquest. After appeasing Hitler, Chamberlain 
returns to Britain and proclaims, “Peace in our time!“ 


1938 Otto Frisch and Lise Meitner advance theory of 
uranium fission. 


1938 Swiss chemist Albert Hofmann at Sandoz Laborato- 
ries synthesizes LSD. After initial testing on animals, 
Hoffman’s subsequent accidental ingestion of the 
drug in 1943 reveals LSD’s hallucinogenic properties. 


1938 German scientists develop sarin while researching 
pesticides. 


1938 The House Un-American Activities Committee (HUAC; 
sometimes called the Dies Committee) is initially 
charged with ferreting out Nazi activity in the United 
States but also begins to attempt to investigate Com- 
munist activity. 


1938 Orson Welles’ radio drama based on H.G. Wells’ 
novel War of the Worlds causes panic among listen- 
ers who believe Martians have invaded Earth. 


1938 Debut of the Minox camera, designed by Walter Zapp 
of Latvia, which was destined to become one of the 
most widely used miniature cameras by intelligence 
services on both sides of the iron curtain. 


1939 In Vietnam, Ho Chi Minh creates the Viet Minh party 
to oppose French colonialism. 


1939 Ernest Chain and H.W. Florey refine the purification 
of penicillin, allowing the mass production of the 
antibiotic. 


1939 President Roosevelt assigns responsibility for inves- 
tigating espionage, sabotage and other subversive 
activities jointly to the FBI, the Military Intelligence 
Service of the War Department (MID), and the Office 
of Naval Intelligence (ONI). 


1939 Leo Szilard, Hungarian-American physicist, and Cana- 
dian-American physicist Walter Henry Zinn confirm 
that fission reactions (nuclear chain reactions) can be 
self-sustaining using uranium. 


1939 Marguerite Perey, French chemist, first isolates ele- 
ment number 87 from among the breakdown prod- 
ucts of uranium. She names it francium, after her 
country. 


1939 Niels Bohr, Danish physicist, proposes liquid-drop 
model of the atomic nucleus and offers his theory of 
the mechanism of fission. His prediction that it is the 
uranium-235 isotope that undergoes fission is proved 
correct when work on an atomic bomb begins in the 
United States. 


1939 Otto Hahn and Fritz Strassman publish results in 
which they observe that fission reactions can be self- 
sustaining because of the chain reaction that occurs. 
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This discovery eventually makes the construction of 
an atomic bomb feasible. 


1939 Paul Hermann Miller, Swiss chemist, discovers the 
insect-killing properties of DDT (dichlorodiphenyltri- 
chloroethane). It is used during WW Il to kill dis- 
ease-carrying lice, fleas, and mosquitoes, and after 
the war to kill agricultural pests. It is later proved to be 
a harmful environmental pollutant and its use in the 
United States is banned in 1972. 


1939 Richard Brooke Roberts, American biophysicist, dis- 
covers that uranium fission does not release all the 
neutrons it produces at one time. This phenomenon 
of delayed neutrons eventually proves to be an im- 
portant element in the safety of nuclear reactors. 


1939 u.s. Geological Survey strategic mineral program 
started. 


1939 The little-known tank battle at Nomonhan in August 
discourages Japanese hopes of easy victory against 
Soviets—a major factor motivating the Japanese re- 
fusal to join Germans in attacking Soviet Union two 
years later. 


1939 Nazi Germany and Soviet Union sign Non-Aggres- 
sion Pact on August 23. 


1939 Albert Einstein sends a letter to President Roosevelt 
informing him of German atomic research and the 
potential for the development of an atomic bomb. 


1939 World War II begins with the German invasion of 
Poland on September 1. Britain and France declare 
war on Germany. 


1940 Germany launches a full-scale air war against Eng- 
land and extends persecution of the Jews into Po- 
land, Romania, and the Netherlands. 


1940 Winston Churchill succeeds Neville Chamberlain as 
Britain’s prime minister. 


1940 Ernest Chain and E.P. Abraham detail the inacti- 
vation of penicillin by a substance produced by 
Escherichia coli. This is the first bacterial compound 
known to produce resistance to an antibacterial agent. 


1940 Leon Trotsky is assassinated in Mexico City by agents 
of SMERSH (SMERrt SHpionam or “Death to Spies”). 


1940 The British begin to intercept German non-Morse 
teleprinter text that used the Baudot Code, an interna- 
tional standard where each letter is represented by 
five binary elements. 


1940 The FBI participates in the growing Red Scare by 
conducting additional arrests of suspected Commu- 
nist agents under powers granted by the 1940 Smith 
Act, which permits the arrest of any individual incit- 
ing the overthrow of the government. 


1940 The FBI establishes a Special Intelligence Service 
(SIS). 


1941 The Lend-Lease Act allows the United States to send 
military supplies to Britian and other allies. 


1941 Arnold O. Beckman, American physicist and inven- 
tor, invents the spectrophotometer. This instrument 
measures light at the electron level and can be used 
for many kinds of chemical analysis. 
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1941 Glenn Theodore Seaborg, American physicist, and 
his colleagues prepare the transuranium element 94, 
plutonium. 


1941 Fairbairn-Sykes fighting knife first produced and used 
by Allies in World War Il. 


1941 u.s. Army Air Corps becomes Army Air Force. Six 
years later, the National Security Act of 1947 will 
transform this group into a full military service, the 
U.S. Air Force. 


1941 On June 22, Germany launches largest land invasion 
in history against Soviet Union. Initial German efforts 
will meet with success, but three Russian winters, 
combined with Russian resistance, will result in Ger- 
man defeat by early 1944. 


1941 u.s. president Roosevelt appoints William J. (Wild 
Bill) Donovan as Coordinator of Information, a proto 
intelligence service. 


1941 On December 7, the Japanese attack the U.S. naval 
base at Pearl Harbor, Hawaii. In response, the United 
States enters World War Il. The FBI is authorized to 
act against dangerous enemy aliens and to seize 
enemy aliens and contraband (e.g. short-wave ra- 
dios, dynamite, weapons, and ammunition). 


1942 German Nazi party makes Jewish extermination a 
systematic state policy, termed the “Final Solution.” 


1942 Inthe United States, economic depression is relieved 
by war production of planes, tanks, and other military 
supplies. 


1942 The largest detainment of American citizens in the 
name of national security (ultimately resulting in the 
internment of 110,000 Japanese-Americans during 
World War Il) begins two months after the Japanese 
attack on Pearl Harbor. The U.S. Department of Jus- 
tice orders the detention of about 2,200 Japanese, 
1,400 German, and 269 Italian nationals. More than 
47,000 lIssei (Japanese-born residents) are barred 
under federal law from gaining American citizenship, 
and 80,000 of their American-born family members, 
called Nissei, are subject to internment under Execu- 
tive Order 9066, signed by President Roosevelt in 
February. 


1942 Despite early losses in the war, Allied forces rally, 
defeating German Field Marshal Erwin Rommel in 
North Africa. 


1942 Office of Strategic Services formed by President Roo- 
sevelt and led by William J. Donovan. 


1942 Alcohol Tax Unit (ATU) formed and given responsi- 
bility for enforcing the Firearms Act. 


1942 The U.S. military creates the Army-Navy Communi- 
cations Intelligence Board (ANCIB). 


1942 The Manhattan Project is formed to secretly build the 
atomic bomb before the Germans. 


1942 Enrico Fermi, Italian-American physicist, heads a 
Manhattan Project team at the University of Chicago 
that produces the first controlled chain reaction in an 
atomic pile of uranium and graphite. With this first 
self-sustaining chain reaction, the atomic age begins. 
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1942 Frank Harold Spedding, American physicist, devel- 
ops the necessary methods to produce pure uranium 
in very large quantities for the U.S. atomic bomb 
effort. Spedding’s laboratory produces two tons in 
November, to be used for the first “atomic pile.” 


1942 The Clinton Engineer Works is built in Oak Ridge, 
Tennessee (later renamed the Oak Ridge National 
Laboratory). The Clinton Pile, the first true plutonium 
production reactor, begins operation in November 
1943. 


1942 Harvard University chemist Louis F. Fieser invents 
napalm. 


1942 u.s. Geological Survey establishes military geology 
branch. 


1942 Selman Waksman suggests that the word "antibiot- 
ics” be used to identify antimicrobial compounds 
that are made by bacteria. 


1942 British Government Code and Cypher School (GC&CS) 
renamed the Government Communications Head- 
quarters (GCHQ) to conceal its cryptologic mission. 


1942 U.S. Naval intelligence breaks the Japanese navy’s 
JN-25 code, providing valuable intelligence from the 
Battle of Midway to the end of World War Il. 


1942 U.S. naval victories against Japan in the naval battles 
of the Coral Sea in May and Midway in June. Fought 
primarily with carriers and aircraft, the first of these 
marks history's first naval battle in which opposing 
fleets’ ships never came in sight of one another. 


1942 Four German saboteurs come ashore from a U-boat 
on the beach near Amagansett, Long Island. Within 
the week, a second team of German saboteurs lands 
in Florida. Some saboteurs surrender and within two 
weeks the FBI captures the others. 


1943 Mussolini overthrown and arrested on July 25; Prime 
Minister Pietro Badoglio, who has secretly been in 
contact with Allies, becomes Italian leader. Italy sur- 
renders to the Allies. Mussolini is later rescued in a 
daring German airborne raid on September 12. He 
will spend the remainder of the war (and his life) as 
head of a puppet government based in the northern 
Italian town of Salo. 


1943 The Soviet army defeats German troops at Stalingrad. 


1943 Stalin abolishes the Soviet Comintern and the KGB 
and GRU (Soviet Army Intelligence) assume all es- 
pionage activities. 


1943 J. Robert Oppenheimer, American physicist, is placed 
in charge of U.S. atomic bomb production at Los 
Alamos, New Mexico. He supervises the work of 
4,500 scientists and oversees the successful design 
construction and explosion of the bomb. 


1943 Lars Onsager, Norwegian-American chemist, works 
out the theoretical basis for the gaseous-diffusion 
method of separating uranium-235 from the more 
common uranium-238. This is essential for produc- 
ing a nuclear bomb or nuclear power. 


1943 First operational nuclear reactor is activated at the 
Oak Ridge National Laboratory in Oak Ridge, Tennes- 
see. 


Chronology 


1943 Construction starts (completed 1945) at the Hanford 
Site in Richland, Washington, where plutonium is to 
be produced. 


1943 Colossus Mark |, the world’s first programmable 
computing machine, built. 


1943 Lockheed establishes its advanced development pro- 
grams headquarters at Palmdale, California. Over the 
years that follow, this facility, known as the “Skunk 
Works,” will be the birthplace of extraordinary air- 
craft such as the U-2, the SR-71, and the F-117A. 


1943 u.s. Army renames SIS as the Signal Security Agency, 
or SSA. 


1943 The sz43 cipher machine is first used by Germany in 
WWII. The German military did not replace Enigma 
with the SZ42 for general use because the SZ42’s 
complexity made it too heavy for the field. 


1943 On January 15, just 16 months after the September 
11, 1941, groundbreaking, the new Pentagon build- 
ing is dedicated in Washington, D.C. 


1943 u.s. Army's Signal Intelligence Service, a forerun- 
ner of NSA, formally begins program codenamed 
VENONA to break encrypted Soviet diplomatic com- 
munications. 


1943 Amy Elizabeth Thorpe, a U.S. born British spy known 
as “Cynthia” acts as World War II's “Mata Hari.” 


1944 To combat battle fatigue during World War II, nearly 
200 million amphetamine tablets are issued to U.S. 
soldiers stationed in Great Britain during the war. 


1944 Massive Allied invasion of European continent at 
Normandy in France on June 6 (D Day). Invasion, 
under the command of General Dwight D. Eisen- 
hower, is preceded by deception effort designed to 
convince Germans that the action will occur else- 
where. 


1944 Allies liberate France, allow French troops under de 
Gaulle to ceremonially enter Paris first. Nazi puppet 
government at Vichy, France, collapses. 


1944 Assassination attempt on Hitler and several other 
high-ranking officials. Himmler suspects that the plot 
was the work of agents inside of the government, 
most especially the Abwehr. 


1944 Colossus II computer becomes operational. 


1944 Otto Hahn receives the Nobel Prize in chemistry for 
his discovery of nuclear fission. 


1944 Soviet Viktor Kravchenko defects to United States. 


1944 Stalin orders creation of Department S, which will 
use American scientists as Russian spies. 


1944 Britain's MI6 establishes a section devoted to Soviet 
espionage and subversion. Unfortunately, its direc- 
tor is Harold (Kim) Philby, a Soviet agent. 


1945 Yalta Summit sets forth terms of a divided postwar 
Europe. 


1945 u.s. troops liberate Nazi concentration camp at Buch- 
enwald. 


1945 Italian dictator Benito Mussolini killed by partisans 
on April 28, Adolf Hitler commits suicide April 30, and 
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Germany surrenders to the Allies on May 7. Germany 
is divided and occupied by the United States, the 
Soviet Union, Great Britain, and France. 


1945 First atomic bomb is detonated by the United States 
at Trinity test site near Almagordo, New Mexico. The 
experimental bomb generates an explosive power 
equivalent to 15-20 thousand tons of TNT. The United 
States then destroys the Japanese city of Hiroshima 
with a nuclear fission bomb based on uranium-235 
on August 6. Three days later a plutonium-based 
bomb destroys the city of Nagasaki. Japan surren- 
ders on August 14 and World War II ends. This is the 
first use of nuclear power as a weapon. 


1945 u.s. Department of State intelligence experts join 
Army-Navy Communications Intelligence Board 
(ANCIB) to form combined State-Army-Navy Com- 
munications Intelligence Board (STANCIB). 


1945 United States develops a radar-absorbent paint con- 
taining iron. 


1945 Army Security Agency (ASA) begins to provide the 
U.S. Army with signal intelligence and security infor- 
mation (ASA operates until 1976). 


1945 OSS is abolished; operations transfer to its succes- 
sor, Central Intelligence Group (CIG). 


1945 League of Arab States formed; United Nations (UN) 
is created on October 24. 


1946 Ina January 22 presidential directive, President Harry 
S. Truman first uses the term “Director of Central 
Intelligence” (DCI) which he designates as the lead 
position in the CIG within the National Intelligence 
Authority (NIA). NIA will be abolished, and the DCI 
will eventually lead the Central Intelligence Agency 
(CIA). 


1946 U.s. diplomat George Kennan’s “Long Telegram” 
provides the ideological foundation for postwar pol- 
icy toward the Soviet Union. Referring to the repres- 
sive Soviet domination of the Eastern Bloc states, 
British former prime minister Winston Churchill states 
that an “iron curtain” has come down across Europe. 


1946 The organizational structure of the Royal Canadian 
Mounted Police is changed in response to the in- 
creased need for national security in Canada. Person- 
nel are assigned to the Special Branch, which deals 
specifically with issues of national security. 


1946 State-Army-Navy Communications Intelligence Board 
(STANCIB) becomes the U.S. Communications Intel- 
ligence Board (USCIB). FBI intelligence officers join 
the working group. 


1946 Ina postwar reorganization of the U.S. Army, the 
Military Intelligence Division is placed over the Army 
Security Agency and the Counter Intelligence Corps. 


1946 U.S. Air Force Strategic Air Command (SAC) estab- 
lished at Offutt Air Force Base in Nebraska. It eventu- 
ally becomes the command center for the defense 
“triad”: the strategic bombers and ICBMs (interconti- 
nental ballistic missiles) of the Air Force, and the U.S. 
Navy's submarine-launched ballistic missiles. 


1946 On March 5, United States and United Kingdom sign 
UKUSA agreement, which brings together signals 


intelligence efforts of U.S., British, Canadian, Austra- 
lian, and New Zealand agencies. 


1946 American Electronic Numerical Integrator and Com- 
puter (ENIAC), is completed by the U.S. Army. ENIAC 
is considered the world’s first computer until infor- 
mation on Colossus was finally declassified in the 
1970s. 


1946 Establishment of Bureau of Intelligence & Research, 
intelligence arm of U.S. State Department. 


1946 U.s. Army School of the Americas established in 
Panama. 


1946 Baruch Plan for international control of atomic weap- 
ons presented to the UN. 


1946 The United States tests a nuclear bomb on Bikini 
Atoll, an island in the Pacific. 


1946 In August, Congress passes the Atomic Energy Act, 
creating Atomic Energy Commission, and makes FBI 
responsible for investigating persons having access 
to restricted nuclear data. The FBI will also be respon- 
sible for investigation of criminal violations of this 
act. 


1946 First Vietnam war, between Viet Minh and France, 
begins December 19. 


194? Voice of America begins regular radio broadcasts to 
Russia from transmitters in Munich, Manila, and Hono- 
lulu in February. 


1947 William Shockley, John Bardeen, and Walter Brattain 
invent the transistor. 


194? Vice-President Richard Nixon speaks in Congress, 
attacking Gerhart Eisler, who had been revealed as a 
German communist spy and who was then being 
detained on Ellis Island for passport fraud and refus- 
ing to testify before HUAC. The House agrees with 
Nixon and votes a contempt charge, but Gerhart 
escapes to East Germany as a stowaway. 


1947 The Taft-Hartley Act of 1947 bans members of the 
Communist Party from holding leadership positions 
in American labor unions. 


194? Three “pillars” of the containment policy are in place: 
Truman Doctrine (March 12), Marshall Plan (June 5), 
National Security Act (July 28). Supporting instru- 
ments include DOD, CIA, SAC, advance bases in 
Turkey and Libya. Stalin creates the Cominform, or 
Information Bureau of Communist parties, in August, 
at the meeting in Poland of the Soviet, East European, 
French and Italian communist parties. Andrei Zhadov 
reports to the conference that America and Russia are 
locked in a two-camp struggle for world domination. 


1947 Major Charles E. “Chuck” Yeager breaks the sound 
barrier in a Bell XS-1 rocket-powered research plane 
in October. 


1947 HUAC subpoenas 41 witnesses in an investigation of 
communism in Hollywood films. Ten witnesses who 
refuse to testify are jailed for contempt; supporters 
sign an amici curiae Supreme Court brief and many 
are subsequently refused work in the film industry. 


1947 The UN proposes a division of what is now Israel 
almost equally between Israelis and Arabs. Arab coun- 
tries reject this proposal. 
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1947 On December 19, the National Security Council gives 
the CIA orders to conduct its first covert operation, 
influencing the general elections in Italy to prevent a 
Communist victory. The operation is successful, re- 
sulting in victory for the Christian Democrat party in 
1948. 


1948 Soon after Israel becomes a state in May, it is at- 
tacked by Egypt, Iraq, Jordan, and Syria. Though 
outnumbered, the Israelis defeat the Arab nations, 
and Israeli territory expands to encompass an area 
larger than that allotted in the original UN partition. 


1948 NSC directive creates Office of Policy Coordination 
to conduct covert operations for the CIA. Former 
Wehrmacht officer Reinhard Gehlen is recruited to 
carry out espionage against Russia in Eastern Europe. 
Gehlen warns the CIA about the coming blockade of 
Berlin but is ignored. 


1948 The United States organizes the Berlin airlift to break 
the blockade of Berlin (entirely within the Soviet 
sector of Germany) imposed by Soviets. 


1948 czech Foreign Minister Jan Masaryk is killed in a 
“fall” from his office window following a communist 
coup on February 25. 


1948 Yugoslavia expelled from the Cominform. 
1948 DPRK (North Korea) established. 


1948 Executive Order 9835 establishes Federal Employee 
Loyalty Program. FBI begins background investiga- 
tions and refers questionable cases to loyalty boards. 
Federal employees are subject to dismissal for spe- 
cific acts including disclosure of confidential informa- 
tion and association with subversive organizations. 


1948 Congress creates the Air Force Office of Special 
Investigations. 


1948 Nuclear tests in the South Pacific (Operation Sand- 
stone) pave the way for mass production of weapons 
that previously had to be assembled by hand. By late 
1948, the United States has 50 nuclear bombs. 


1948 Indictments issued against leaders of the U.S. Com- 
munist Party for violation of Smith Act (advocating 
violent overthrow of the government). 


1948 Germanium crystals are used by the Bell Telephone 
Company in the United States to build the first tran- 
sistors. 


1948 World Health Organization (WHO) formed. The WHO 
subsequently becomes the principal international or- 
ganization managing public health related issues on 
a global scale. Headquartered in Geneva, the WHO 
will eventually become an organization of more than 
190 member countries, contributing to international 
public health in areas including disease prevention 
and control, promotion of good health, vaccination 
programs, and development of treatment and pre- 
vention standards. 


1948 Alger Hiss testifies that he has never been a commu- 
nist, never participated in espionage, and does not 
know Whittaker Chambers. Chambers, a former com- 
munist and editor for Time magazine previously tes- 
tified to the HUAC that Hiss had once supplied him 
with stolen documents. Chambers then produced 
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microfilm of secret documents hidden inside a pump- 
kin on his Maryland farm. Hiss is indicted on charges 
of perjury. Eventually he is convicted and serves a 
prison sentence. 


1949 Victory of Mao Zedong in China forces Nationalist 
government to flee to Formosa, where it establishes 
the Republic of China. Meanwhile, the world’s largest 
population falls under communist rule as the Peo- 
ple’s Republic of China. 


1949 FDA publishes “black book” guide to toxicity of chemi- 
cals in food. 


1949 Armed Forces Security Agency established to coor- 
dinate military communications intelligence and se- 
curity activities. 


1949 Federal Republic of Germany (West Germany) and 
German Democratic Republic (East Germany) are 
established. 


1949 In April, ten countries (Belgium, Canada, Denmark, 
France, Iceland, Italy, Luxembourg, the Netherlands, 
Norway, Portugal) join the United States and the 
United Kingdom to form the North Atlantic Treaty 
Organization (NATO). 


1949 Judith Coplon becomes the first U.S. citizen con- 
victed as a spy, a conviction that was later reversed 
because of illegal FBI wiretaps. 


1949 May 12, the Soviets finally lift the blockade on Berlin. 
Train and auto transport resumes into the city. Allied 
Airlift operations continue through September until 
supplies regularly reach Berlin via train and truck. 


1949 The Central Intelligence Agency Act of 1949 provides 
special administrative authorities and responsibili- 
ties for the agency and the director. 


1949 Russia announces that its first A-bomb was success- 
fully tested July 14. 


1949 The ClA-sponsored Radio Free Europe begins broad- 
casting to Soviet-controlled Eastern Europe. 


1950 Puerto Rican nationalists attempt to assassinate Presi- 
dent Truman. As a result of this incident, in which a 
Secret Service agent is killed, Congress greatly ex- 
pands the duties of the Secret Service. 


1950 President Truman orders the Atomic Energy Com- 
mission to begin work to develop the hydrogen bomb 
(H-bomb). 


1950 Wisconsin senator Joseph McCarthy launches an 
effort to identify and eliminate communism in Amer- 
ica. “McCarthyism” is used to describe McCarthy's 
tactics of public denunciation without proof and forc- 
ing testimony through intimidation. 


1950 British security agents in February arrest Los Alamos 
physicist Klaus Fuchs after an investigation based on 
an FBI tip derived from Soviet telegrams decrypted 
and decoded by the Army Signals Agency with FBI 
investigative assistance. 


1950 East German government, with the assistance of the 
Soviet intelligence community, establishes the Stasi. 


1950 The FBI initiates the Ten Most Wanted Fugitives 
Program in May in order to draw national attention to 
dangerous criminals who have avoided capture. 
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1950 McCarran Internal Security Act enacted, mandating 
that all communist organizations must register with 
the attorney general. The act also prohibits commu- 
nists from working in national defense and prevents 
those who are members of “totalitarian” organiza- 
tions from entering the United States. 


1950 North Korea invades South Korea, igniting the Korean 
War. U.S. military troops sent to expel North Korean 
forces as part of a UN coalition. 


1950 Determined to create a framework and mechanism 
for the production of reliable intelligence estimates, 
General Walter Bedell Smith, when he becomes Direc- 
tor of Central Intelligence in October, institutes the 
concept and practice of developing national intelli- 
gence estimates. 


1950 Arrest of Julius and Ethel Rosenberg, who are tried, 
convicted, and later executed for espionage against 
the United States. 


1950 MacArthur crosses the 38th parallel in an attempt to 
liberate North Korea. 


1950 President Truman escapes assassination attempt un- 
hurt as two Puerto Rican nationalists shoot their way 
into Blair House in Washington, D.C. Officer Leslie 
Coffelt, of the White House police, is shot and killed. 
In response, Congress enacts legislation the follow- 
ing year that permanently authorizes Secret Service 
protection of the president, his immediate family, the 
president-elect, and the vice president. 


1950 North Korean troops gain easy victories against UN 
forces, but when MacArthur launches a bold offen- 
sive at Inchon, he cuts the North Korean army in half. 
By Thanksgiving, he promises that U.S. troops will be 
home by Christmas, but on November 25, China 
enters the war, and drives the UN forces back to the 
38th parallel. Allied bombing ensures that this line 
remains the boundary between North and South 
Korea. 


1951 In Dennis v. U.S., the Supreme Court upholds deci- 
sions declaring U.S. Communist Party illegal because 
the party constitutes a "clear and present danger.” 
The Court reverses itself in 1957. 


1951 The United States forms a special committee to ana- 
lyze the nation’s intelligence and cryptographic ef- 
forts. The committee is, in part, composed of the 
secretaries of state, defense, and the DCI (CIA direc- 
tor). Later in the year, President Truman issues a top- 
secret directive creating the National Security Agency 
(NSA). 


1951 Mossad, Israel’s chief intelligence collection, counter- 
terrorism, and covert action agency, established on 
April 1. 


1951 CIA is given responsibility to determine the overall 
requirements of foreign economic intelligence. 


1951 General MacArthur, eager for victory against the 
Chinese in Korea, attempts to defy President Tru- 
man’s orders to stand down, and calls for American 
citizens’ support of his plan to invade China. For this 
act of insubordination, Truman relieves him of duty 
on April 11, and replaces him with General Matthew 
B. Ridgway. 
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1951 The first usable electricity from nuclear fission is 
produced. 


1952 British scientists develop VX nerve agent while study- 
ing insecticides. 


1952 First thermo-nuclear device is exploded successfully 
by the United States at the Eniwetok Atoll in the 
South Pacific. This hydrogen-fusion bomb (H bomb) 
is the first such bomb to work by nuclear fusion and is 
considerably more powerful than the atomic bomb 
exploded over Hiroshima on August 6, 1945. 


1952 First use of isotopes in medicine. 


1952 The Treasury Department's Bureau of Internal Reve- 
nue (BIR) becomes the Internal Revenue Service (IRS). 
BIR’s Alcohol Tax Unit—latest in a series of offices 
through which Treasury has enforced federal alco- 
hol, tobacco, and firearms policy over the years— 
becomes the IRS Alcohol and Tobacco Tax Division. 


1952 Greece and Turkey join NATO. 


1952 First U.S. overflights of Soviet airspace, using B-47 
Stratojets. 


1952 In National Security Council Intelligence Directive 
(NSCID) No. 9, a secret memorandum issued on 
October 24, President Truman establishes the U.S. 
National Security Agency (NSA). 


1952 McCarran-Walter Act is revised. The new immigra- 
tion quota laws allow more Asians but exclude ”sub- 
versives” and give the attorney general the right to 
deport immigrants found to be communists even 
after they acquired U.S. citizenship. 


1952 Great Britain explodes its first nuclear device. 


1953 Joseph Stalin dies and a political power struggle 
starts in the U.S.S.R. 


1953 James D. Watson and Francis H. C. Crick publish two 
landmark papers in the journal Nature. The papers 
are titled “Molecular Structure of Nucleic Acids: A 
Structure for Deoxyribose Nucleic Acid” and “Ge- 
netic Implications of the Structure of Deoxyribonu- 
cleic Acid.” Watson and Crick propose a double heli- 
cal model for DNA and call attention to the genetic 
implications of their model. Their model is based, in 
part, on the x-ray crystallographic work of Rosalind 
Franklin and the biochemical work of Erwin Chargaff. 
Their model explains how the genetic material is 
transmitted. 


1953 U.S. Federal Security Agency becomes the Depart- 
ment of Health, Education, and Welfare (HEW). 


1953 United States receives information on VX nerve agent 
production from United Kingdom and sets up lab in 
Edgemont, Maryland to study it. 


1953 u.s. president Dwight D. Eisenhower delivers ”At- 
oms for Peace” speech to the UN, calling for the 
creation of an organization to control and develop the 
use of atomic energy. He later publicly predicts the 
potential for a nuclear arms race between the United 
States and the Soviet Union. 


1953 An armistice on July 27 brings an end to the Korean 
War. 
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1953 In August, Operation AJAX, conducted by British and 
American intelligence, deposes Iraqi prime minister 
Mohammad Mossadegh, and restores Shah Moham- 
mad Reza Pahlavi to the throne. 


1954 ClA-supported coup in Guatemala overthrows Presi- 
dent Jacobo Arbenz. 


1954 u.s. policy of massive retaliation to any Communist 
aggression (forerunner of MAD—Mutually Assured 
Destruction—policy). 


1954 French garrison at Dien Bien Phu falls to Viet Minh on 
May 7, and in July, French agree to leave Vietnam. 


1954 Site-R, an underground government communications 
and operations facility in Pennsylvania, is completed. 


1954 u.s. Navy commissions its first nuclear sub, Nauti- 
lus, on September 30. 


1954 Televised Army-McCarthy hearings. Senator McCar- 
thy focuses his hunt for communists on the highest 
echelons of the military, is finally denounced for his 
unscrupulous tactics, and is ultimately censured by 
the Senate. 


1954 Manhattan Project physicist Robert Oppenheimer is 
stripped of his security clearance and is dismissed 
from government service, suspected of being a com- 
munist sympathizer. 


1954 Atomic Energy Act is passed. 


1954 Communist Control Act is passed, briefly outlawing 
the Communist Party in the United States. 


1955 West Germany joins NATO. The Soviet Union and 
eight Eastern European states respond by forming 
the Warsaw Pact. 


1955 National Institutes of Health organizes a Division of 
Biologics Control within FDA, following a death caused 
by a faulty polio vaccine. 


1955 Cesium atomic clock developed. 
1955 Boeing B-52 Stratofortress introduced. 


1955 uss. Navy Fleet Intelligence Center Pacific (FICPAC) 
established. 


1955 ASA expands its mission to include electronic intelli- 
gence and electronic warfare functions that had for- 
merly been the responsibility of the signal corps. 
Because its role now encompasses more than intelli- 
gence and security, it is reassigned from G-2 (military 
intelligence) to the U.S. Army Chief of Staff. 


1955 The Berlin tunnel (operational from March 1955 until 
its discovery by Soviet troops in April 1956) allowed 
Western intelligence agencies to tap Soviet and East 
German communications. 


1955 President Eisenhower signs a bill authorizing $46 
million for construction of a CIA Headquarters Build- 
ing. 


1955 A United Airlines DC-6B explodes near Longmont, 
Colorado, on October 1, killing all 39 passengers and 
5 crewmembers. The FBI provides assistance from its 
Disaster Squad in identifying the deceased. 


1955 In December, U.S. Air Force launches Project 
GENETRIX, a surveillance operation using balloons 
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over communist countries. The unsuccessful effort 
comes to an end three months later. 


1955 President Eisenhower sends first U.S. military and 
civilian advisers into Vietnam, which in 1955 is di- 
vided into northern and southern portions. 


1956 President Eisenhower establishes the President's 
Board of Consultants on Foreign Intelligence Activi- 
ties, predecessor to the President’s Foreign Intelli- 
gence Advisory Board. 


1956 First U-2 overflight of Soviet Union on July 5. 
1956 Hungarian revolution is crushed by Soviet military. 


1956 Suez Crisis when Western powers, worried over Egyp- 
tian president Gamal Abdel Nasser’s close ties with 
the Soviet bloc, refuse assistance in building Aswan 
High Dam. In response, Nasser seizes the Suez Canal. 
Britain and France form an alliance with Israel, which 
invades on October 26. 


1956 Fidel Castro launches Cuban revolution against the 
Batista regime. 


1956 Soviet First Secretary Nikita Khrushchev, speaking 
about the West, states “History is on our side. We will 
bury you.” The following year, he becomes premier 
of the Soviet Union. 


1956 Pakistan officially becomes an Islamic state. 


1957 International Atomic Energy Agency (IAEA) is formed 
as an autonomous UN body to verify that nuclear 
materials are not used in a prohibited manner. 


1957 In March, President Eisenhower proclaims the Eisen- 
hower Doctrine, whereby “the United States regards 
as vital to the national interest and world peace the 
preservation of the independence and integrity of the 
nations of the Middle East.” 


195? The Soviet Union launches Sputnik. 


1957 Civil Rights Act of 1957 establishes U.S. Commission 
on Civil Rights. 


1957 The sodium reactor experiment at Santa Susana, 
California, provides the first power generated from a 
civilian nuclear reactor. 


195? June 21, the FBI arrests Colonel Rudolf Ivanovich 
Abel, a Soviet espionage agent. 


1957 United States conducts first underground nuclear 
test in a tunnel 100 miles from Las Vegas. 


1958 U.S. National Defense Education Act dedicates re- 
sources to math, science, and language education. 


1958 United States establishes NASA (the National Aero- 
nautics and Space Administration). 


1958 Explorer 1, the first U.S. satellite, launched with a 
cosmic ray detector onboard. 


1958 u.s. Department of Defense establishes Advanced 
Research Projects Agency (ARPA). 


1958 The Federal Aviation Act passes, creating the Federal 
Aviation Agency. 


1958 Congress passes Defense Reorganization Act, which 
creates unified military commands within the U.S. 
Department of Defense. 
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1958 United States conducts nuclear tests high above the 
Pacific Ocean. The explosions send out an extremely 
high-frequency electromagnetic pulse that turns off 
street lights in Hawaii and disrupts radio navigation 
as far away as Australia for up to 18 hours. 


1958 Iraqi monarchy is overthrown in a military coup. 


1958 Following the Geneva Conference on the Discontinu- 
ance of Nuclear Weapons Tests, the United States, 
Great Britain, and Soviet Union declare temporary 
testing moratoriums. 


1959 The microchip, forerunner of the microprocessor, is 
invented. 


1959 Fidel Castro takes power in Cuba on January 1. 


1959 Launch of the Forrestal, the first of many large carri- 
ers deployed by the U.S. Navy. The Forrestal includes 
rectangular extensions on the rear part of the flight 
deck, which greatly expand the deck area. 


1959 Us. Navy’s Marine Mammal Program established 
near Los Angeles, CA. 


1959 Discoverer XIV, the first successful mission of the 
Corona satellite program, which was developed the 
previous year to photograph sites in the Soviet Un- 
ion. The returning capsule, containing 20 pounds of 
film and suspended from a parachute, is snatched 
from midair by a U.S. C-119 aircraft. 


1959 President Eisenhower approves a secret program, 
proposed by the CIA, to depose communist Cuban 
leader Fidel Castro. 


1960 Chinese criticisms of the Soviet Union cause a splitin 
Sino-Soviet relations. 


1960 Vietcong seek to overthrow South Vietnamese presi- 
dent Ngo Dinh Diem. 


1960 First U.S. KeyHole intelligence satellite launched. 


1960 Theodore Harold Maiman, American physicist, de- 
velops the first laser. He uses a ruby cylinder that 
emits a light that is coherent (all in a single direction) 
and monochromatic (a single wavelength). He finds 
that it can travel thousands of miles as a beam with- 
out dispersing, and that it can be concentrated into a 
small, super-hot spot. Laser is an acronym for Light 
Amplification by Stimulated Emission of Radiation. 


1960 France explodes its first nuclear device. 


1960 Premier Nikita Khrushchev vows the Soviet Union 
will support “wars of national liberation.” 


1960 The NSA begins intercepting messages and commu- 
nications revealing the Soviet military buildup in 
Cuba, including the installation of air defense sys- 
tems and missile capabilities. 


1960 u.s. Navy Fleet Intelligence Center Europe (FICEUR) 
established. 


1960 Defense Information Systems Agency (DISA) estab- 
lished as Defense Communications Agency. 


1960 In September, NSA cryptographers William H. Martin 
and Bernon F. Mitchell defect to the Soviet Union and 
issue the first public revelations as to NSA’s mission. 
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1960 A Soviet missile shoots down an American U-2 spy 
plane near Sverdlovsk. The pilot Francis Gary Powers 
is detained and tried by the Soviet Union as a spy. 
After nearly two years, Powers is exchanged for a 
captured Soviet spy. Soviet outrage over the incident 
leads to the collapse of the Paris summit of the 
Conference on Discontinuance of Nuclear Weapons 
Trials. 


1961 In his inauguration speech, President John F. Ken- 
nedy sets the tone for modern U.S. foreign policy 
when he states, “Let every nation know, whether it 
wishes us well or ill, that we shall pay any price, bear 
any burden, meet any hardship, support any friend, 
oppose any foe to assure the survival and success of 
liberty.” 


1961 National Photographic Interpretation Center (NPIC) 
formed. 


1961 u.s. Strategic Air Command activates its Airborne 
Command Post on February 3. Known as Looking 
Glass for the fact that equipment aboard its planes 
mirrors control systems on the ground, Looking Glass 
will remain in continuous operation for the next 29 
years. 


1961 Soviet Union launches first cosmonaut, Yuri Gagarin, 
into space. 


1961 Cuba establishes what will become its largest intelli- 
gence agency, the Dirección General de Inteligencia 
(DGI; General Intelligence Directorate), within the 
Ministry of the Interior. 


1961 Cuban exiles organized and armed by the CIA invade 
Cuba on April 17, in a failed attempt to overthrow the 
leftist leader Fidel Castro. The event became known 
as the “Bay of Pigs,” in reference to the small bay on 
the southern coast of Cuba where the invasion com- 
menced. 


1961 Congress creates the U.S. Arms Control and Disar- 
mament Agency (ACDA), devoted to policy making 
for conventional and nuclear armament. 


1961 United States introduces the first nuclear-powered 
aircraft carrier, the Enterprise. 


1961 First U.S. aircraft hijacking on May 1. The hijacker 
takes over the plane at gunpoint and forces pilots to 
fly to Havana, Cuba, where he is granted asylum. 


1961 In August, the Soviet Union and East Germany erect 
the Berlin Wall to divide West and East Berlin. 


1961 In a letter published in the September issue of Life 
magazine, President Kennedy advises Americans to 
build fallout shelters to reduce American vulnerabil- 
ity to Soviet nuclear attack. “Shelter-mania” ensues 
as Americans prepare for potential nuclear attack. 


1961 Defense Intelligence Agency established. 


1961 Soviet Union resumes nuclear weapons testing after 
dispute on verification provisions of test ban agree- 
ments. Two weeks later the United States resumes 
testing. 


1962 Commissioning of the first Navy SEAL (sea, air, land) 
teams. 
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1962 Cuban missile crisis, triggered by the Soviet deploy- 
ment to Cuba of medium-range, nuclear-armed bal- 
listic missiles, brings the world to the brink of nuclear 
war. The United States blockades Cuba for 13 days 
until the Soviet Union agrees to remove its missiles. 
The United States also agrees to remove its missiles 
from Turkey. The crisis marks the first time the NSA 
creates an around-the-clock command center. 


1962 During the Cuban Missile Crisis in October, President 
Kennedy becomes concerned with faulty communi- 
cations technology in the national security communi- 
cations apparatus. After the crisis ends, he calls for a 
study to improve communications coordination and 
technology, ultimately leading to the formation of the 
National Communication System. 


1963 A nuclear submarine, the USS Thresher, sinks off the 
coast of Cape Cod in 8,400 feet of water, killing all 129 
sailors aboard. 


1963 Development of Canada Geographic Information Sys- 
tem, the first modern geographic information sys- 
tem, begins. 


1963 Coup in Iraq led by the Arab Socialist Ba’th Party 
(ASBP). 


1963 Directorate of Science and Technology, the arm of 
the CIA responsible for technological development, 
is formed. 


1963 Britain’s war minister, Lord John Dennis Profumo, is 
discovered to be sleeping with Christine Keeler, who 
is also having an affair with a Soviet spy. The scandal 
becomes known as the Profumo affair. 


1963 Israel’s Mossad assists in the defection of an Iraqi 
airman, who delivers to Israel a Soviet MiG-21 fighter 
jet. 


1963 The United States and Soviet Union set up a hotline 
(teletype) between the White House and the Kremlin. 


1963 The United States and Soviet Union sign the Limited 
Test Ban Treaty, which prohibits underwater, atmos- 
pheric, and outer space nuclear tests. More than 100 
countries have ratified the treaty since 1963. 


1963 Assassination of South Vietnamese President Ngo 
Dinh Diem on November 1. 


1963 November 22, Lee Harvey Oswald assassinates Presi- 
dent Kennedy in Dallas, Texas. Lyndon B. Johnson 
becomes president. 


1964 American refusal to fly the Panamanian flag over a 
high school in the Panama Canal Zone sparks riots 
that leave 23 Panamanians and four U.S. Marines 
dead. Afterward, Panama calls for new treaty discus- 
sions with the United States. 


1964 u.s. Navy introduces E-2 Hawkeye airborne early 
warning and command and control aircraft. 


1964 North Vietnamese gunboats open fire on U.S. de- 
stroyer Maddox in the Gulf of Tonkin on August 2. 
This results in the Gulf of Tonkin resolution, passed 
by U.S. Senate, which gives President Johnson power 
to vastly escalate U.S. commitment in Vietnam. 


1964 China conducts its first nuclear test. 
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1965 American troops sent to the Dominican Republic to 
prevent a communist takeover. 


1965 Congress passes Drug Abuse Control Amendments— 
legislation that forms the FDA Bureau of Drug Abuse 
Control and gives the FDA tighter regulatory control 
over amphetamines, barbiturates, and other prescrip- 
tion drugs with high abuse potential. 


1965 Congress authorizes protection of former presidents 
and their spouses during their lifetime and minor 
children until age 16. 


1965 In June, first U.S. ground troops arrive in Vietnam. 


1965 Anthrax vaccine adsorbed (AVA), is approved for use 
in the United States. 


1965 First bombings against Israel by the Palestine Libera- 
tion Organization (PLO). 


1966 France withdraws its troops from the North Atlantic 
Treaty Organization (NATO). French President de 
Gaulle argues for a Europe free from both American 
and Soviet intervention. 


1966 Marshall Nirenberg and Har Gobind Khorana lead 
teams that decipher the genetic code. All of the 64 
possible triplet combinations of the four bases (the 
codons) and their associated amino acids are deter- 
mined and described. 


1966 NORAD Combat Operations Center in Cheyenne 
Mountain becomes fully operational. 


1966 Naval Investigative Service, predecessor of the Naval 
Criminal Investigative Service, formed as an office 
within the Office of Naval Intelligence. 


1967 FBI’s National Crime Information Center (NCIC) be- 
comes operational. 


1967 Congress passes Freedom of Information Act, which 
limits the ability of U.S. federal government agencies 
to withhold information from the public by classify- 
ing that information as secret. 


1967 In the Six-Day War, fought in the first week of June, 
Israel defeats a much larger Arab force, and gains 
control of the west bank of the Jordan River, which 
was previously Jordanian territory. 


1967 CIA launches Phoenix program to fight Vietcong 
infrastructure in South Vietnam. 


1967 Acosmic gamma ray burst leads to the discovery of a 
new phenomenon for astronomers to study. The 
burst is detected while U.S. Vela spy satellites remain 
alert for potential Soviet nuclear testing in space. Part 
of an unclassified research and development pro- 
gram, the Vela program was designed to develop 
nuclear monitoring technology. Vela satellites car- 
ried x-ray, gamma-ray, neutron detectors, EMP de- 
tectors and other instruments. 


1968 An overwhelming North Vietnamese attack on South 
Vietnamese cities, called the Tet Offensive, ultimately 
proves to be a crucial psychological turning point in 
the Vietnam War. 


1968 FDA administratively moves to Public Health Serv- 
ice. 
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1968 During testing exercise of VX nerve agent, 6,400 
sheep are killed near Dugway, Utah. 


1968 Following passage of the Gun Control Act, the Alco- 
hol and Tobacco Tax Division of IRS becomes the 
Alcohol, Tobacco, and Firearms (ATF) Division. 


1968 us. Navy Fleet Intelligence Center Atlantic (FICLANT) 
established. 


1968 u.s. anti-drug agencies in the Treasury and Health, 
Education, and Welfare departments merged to form 
the Bureau of Narcotics and Dangerous Drugs under 
the Justice Department. 


1968 National Institute of Justice established under the 
authority of the Omnibus Crime Control and Safe 
Streets Act to provide independent, evidence-based 
tools to assist state and local law enforcement. 


1968 Creation of first national contingency plan to deal 
with oil spills in the United States. 


1968 Israel’s Mossad successfully captures eight missile 
boats that Israel had ordered from France, but which 
President Charles de Gaulle had placed under em- 
bargo. Mossad also captures and brings to trial nu- 
clear technician Mordechai Vanunu, who had revealed 
Israeli nuclear secrets to the British press. 


1968 Prague Spring reforms in Czechoslovakia ended by 
Soviet invasion. 


1968 James Earl Ray assassinates Dr. Martin Luther King 
Jr. in Memphis, Tennessee, on April 4. The FBI opens 
a special investigation based on the violation of Dr. 
King’s civil rights so that federal jurisdiction in the 
matter can be established. 


1968 Asa result of Senator Robert F. Kennedy’s assassina- 
tion on June 5, Congress authorizes protection of 
major presidential and vice-presidential candidates 
and nominees. 


1968 Nuclear Nonproliferation Treaty (NPT)—calling for 
halting the spread of nuclear weapons capabilities— 
is signed. 


1968 Final flight of X-15 hypersonic aircraft on October 24. 


1969 President Richard Nixon begins troop withdrawal 
from Vietnam. 


1969 On July 20, U.S. astronaut Neil Armstrong becomes 
the first man to walk on the moon. 


1969 Strategic Arms Limitation Talks (SALT) begin be- 
tween the United States and the Soviet Union. 


1969 United States and Soviet Union begin period of dip- 
lomatic détente. 


1969 By Executive Order, the United States renounces 
first-use of biological weapons and restricts future 
weapons research programs to issues concerning 
defensive responses (e.g., immunization, detection, 
etc.). 


1969 Microprocessor developed. 


1969 Defense Department’s Advanced Research Projects 
Agency (ARPA) establishes ARPANET, a forerunner 
to the Internet. 
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1969 Muammar Qaddafi seizes power from King Idris in 
Libya on September 1. 


1970 The National Environmental Policy Act of 1969 is 
signed, requiring the federal government to review 
the environmental impact of any action—such as 
construction of a building—that might significantly 
affect the environment. 


1970 United States Congress passes Controlled Substance 
Act (CSA), delineating a hierarchy of commonly 
abused drugs and establishing corresponding penal- 
ties for misuse. 


1970 United States Environmental Protection Agency es- 
tablished. 


1970 White House Police Force renamed the Executive 
Protective Service. 


1970 The UN assigns the International Atomic Energy 
Agency (IAEA ) the task of NPT monitoring and for 
developing nuclear safeguards. 


1970 The Consolidated Federal Law Enforcement Training 
Center, a bureau of the Department of the Treasury, is 
established as an organization to provide training for 
all federal law-enforcement personnel. Today known 
as the Federal Law Enforcement Training Center, it is 
now part of the Department for Homeland Security. 


1970 In October, a group advocating the separation of 
Quebec from Canada kidnaps two government offi- 
cials and murders one of them. The crisis causes the 
temporary imposition of martial law in the country 
and renews calls for a dedicated security agency. 


1970 Congress approves the Organized Crime Control Act 
in October. This law contains a section known as the 
Racketeer Influenced and Corrupt Organization Act or 
RICO. RICO becomes an effective tool in convicting 
members of organized criminal enterprises. 


1971 cia activity in Laos, termed by critics a “secret war,” 
is exposed. 


1971 Chinese defense minister Lin Biao attempts a coup 
against Mao Zedong but is killed in a plane crash. 
China is officially seated in the UN and launches its 
first space satellite. 


1971 Stolen by Defense Department official Daniel Ellsberg, 
a classified set of papers detailing compromising 
U.S. involvement in Vietnam, “The Pentagon Papers,” 
is published by the New York Times and the Wash- 
ington Post. 


1971 United Kingdom passes the Misuse of Drugs Act. 


1971 Canada Geographic Information System becomes 
operational. 


1971 Congress authorizes Secret Service protection for 
visiting heads of a foreign state or government, or 
other official guests, as directed. 


1971 The NSA receives operation control over the 
cryptologic agencies of the air force, army and navy. 
The three agencies are reorganized into the newly 
created Central Security Service (CSS) headed by the 
NSA director. The move centralizes the government's 
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signals intelligence (SIGINT) and communications 
security (COMSEC) programs under the NSA. 


1971 Spy satellite called Hexagon is launched carrying a 
KH-9 camera. 


1972 u.s. president Nixon meets with Mao Zedong in 
Beijing. The meeting eases U.S.-China animosities. 


1972 President Nixon visits Soviet Union. 


1972 United States and Soviet Union under Premier Leonid 
Brezhnev) negotiate reductions in nuclear arsenals. 


1972 Defense Investigative Service (changed in 1997 to 
Defense Security Service) established on January 1. 


1972 Recombinant technology emerges as one of the most 
powerful techniques of molecular biology. Scientists 
are able to splice together pieces of DNA to form 
recombinant genes. As the potential uses, therapeu- 
tic and industrial, become increasingly clear, scien- 
tists and venture capitalists establish biotechnology 
companies. 


1972 Landsat I satellite launched, providing the first pub- 
licly available satellite imagery. 


1972 Congress passes the Consumer Product Safety Act, 
creating the Consumer Product Safety Commission, 
which is charged with protecting the public from risk 
or injury involved with defective or unsafe products. 


1972 The ATF Division of IRS becomes a separate Treas- 
ury bureau, the Bureau of Alcohol, Tobacco, and 
Firearms. 


1972 Computer axial tomography, commonly known as 
CAT scanning, is introduced. A CAT scan combines 
many high-definition, cross-sectional x-rays to pro- 
duce a two-dimensional image of a patient’s anat- 
omy. 


1972 President Nixon issues Executive Order 11652, which 
stipulates that virtually all national security records 
should be declassified after 30 years. 


1972 Five men ultimately discovered to have ties to an- 
ti-Castro forces, the American CIA, and the White 
House are arrested inside the Democratic National 
Headquarters at the Watergate Hotel in Washington, 
D.C. Known as a “plumbers” team, the intelligence 
operatives carried electronic surveillance equipment 
and cameras. A subsequent cover-up of the break-in, 
destruction of taped conversations related to the 
cover-up, and revelations of a history political dirty 
tricks form the core of the Watergate scandal that 
ultimately leads to criminal prosecutions of top offi- 
cials and President Nixon’s resignation in August 
1974. 


1972 The Antiballistic Missile (ABM) Treaty is signed by 
the United States and the Soviet Union. The treaty is 
one of two treaties produced by the first series of 
Strategic Arms Limitation Talks (SALT |) between the 
two countries; the other is an interim agreement 
limiting offensive nuclear weapons. 


1972 u.s. Department of Defense directs Advanced 
Research Projects Agency (ARPA) name change to 
the Defense Advanced Research Projects Agency 


Chronology 


(DARPA) in March. DARPA is established as a sepa- 
rate defense agency under the Office of the Secretary 
of Defense. 


1972 The FBI Academy opens a new training facility on the 
Marine Corps Base at Quantico, Virginia in May. 


1972 Biological and Toxin Weapons Convention first signed. 
BWC prohibits the offensive weaponization of bio- 
logical agents (e.g., anthrax spores). The BWC also 
prohibits the transformation of biological agents with 
established legitimate and sanctioned purposes into 
agents of a nature and quality that could be used to 
effectively induce illness or death. 


1972 “Bloody Friday”: on July 21, an IRA bomb attack kills 
11 people and injures 130 in Belfast, Northern Ireland. 
Ten days later, three additional IRA attacks in the 
village of Claudy leave six dead. 


1972 Establishment of U.S. Air Force Intelligence Service 
in June. 


1972 After 11 Israeli athletes are murdered by Palestinian 
terrorists with the Black September organization at 
the Munich Olympics in September, Israel's Mossad 
establishes an action team, Wrath of God. Over the 
next two years, the team tracks down and kills a 
dozen members of Black September. 


1972 Iraq and Soviet Union sign 15-year Treaty of Friend- 
ship and Cooperation. 


1973 The peace treaty ending the Vietnam War, the Paris 
Peace Accords, is signed. South Vietnam collapses 
two years later after the last U.S. troops are with- 
drawn. 


1973 Atmospheric Release Advisory Capability (ARAC) con- 
cept has its origins when the Department of Energy 
(DOE) seeks assistance from scientists at California’s 
Lawrence Livermore National Laboratory in assess- 
ing potential and ongoing atmospheric hazards. 


1973 Concerns about the possible hazards posed by 
recombinant DNA technologies, especially work with 
tumor viruses, leads to the establishment of a meet- 
ing at Asilomar, California. The proceedings of this 
meeting are subsequently published by the Cold 
Spring Harbor Laboratory as a book entitled 
Biohazards in Biological Research. 


1973 Drug Enforcement Administration (DEA) created on 
July 1. 


1973 Libya claims the Gulf of Sidra in defiance of interna- 
tional protocol. 


1973 General Augusto Pinochet, with the support of the 
CIA, overthrows Marxist president Salvador Allende 
in Chile in September. Allende dies—either by sui- 
cide (according to Pinochet) or by murder (according 
to Allende’s supporters). 


1973 Arab-Israeli Yom Kippur War. Fourth Arab-Israeli war 
begins with a combined Egyptian and Syrian attack 
against Israel in October. When military efforts fail, 
the Organization of Petroleum-Exporting Countries 
(OPEC) announces a cutback in oil production, rais- 
ing gasoline prices and precipitating an energy crisis 
in the United States. 
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1974 Congress passes the Energy Reorganization Act, which 
abolishes the Atomic Energy Commission (AEC) and 
replaces it with two other agencies: the Nuclear Regula- 
tory Commission (NRC) and the Energy Research and 
Development Administration. 


1974 Members of the Symbionese Liberation Army (SLA) 
kidnap heiress Patricia Hearst on February 5. Hearst, 
allegedly brainwashed by the group, adopts the name 
“Tania” and participates in bank robberies. Most 
members, including leader Donald DeFreeze, are killed 
in a May 1974 shootout with authorities, and Hearst is 
captured by the FBI in September 1975. In January 
2001, outgoing president William J. Clinton pardons 
her. 


1974 Treaty on Underground Nuclear Weapons Tests (also 
known as the Threshold Test Ban Treaty) is signed by 
the United States and Soviet Union, prohibiting un- 
derground nuclear weapons tests using weapons 
that produce yields greater than 150 kilotons. 


1974 u.s. Navy Fleet Intelligence Center (FIC) Europe 
(FICEUR) and FIC Atlantic (FICLANT) merge to form 
FIC Europe-Atlantic (FICEURLANT). 


1974 Cuba's National Liberation Directorate (DLN), which 
is responsible for fomenting communist revolutions 
worldwide, becomes the America Department (DA) 
of the Communist Party of Cuba Central Committee. 
During the years that follow, DA will provide support 
to communist insurgents and terrorists in numerous 
locales. 


1974 Congress passes Privacy Act of 1974, greatly restrict- 
ing the authority of agencies to collect information on 
individuals, or to disclose that information to persons 
other than the individual. The Privacy Act also re- 
quires agencies to furnish individuals with any infor- 
mation on them that the agency has in its files. 


1974 New era of congressional oversight in intelligence 
begins with passage of Hughes-Ryan Act amending 
the Foreign Service Act. Written in the wake of covert 
activities that helped bring down the Marxist regime 
of Salvador Allende in Chile, Hughes-Ryan requires 
the president to submit plans for covert actions to the 
relevant congressional committees. 


1974 The New York Times publishes a report concerning a 
CIA domestic intelligence campaign involving inter- 
ception of private mail. 


1974 India conducts its first nuclear test—an explosion in 
the Rajasthan Desert. 


1974 British Prevention of Terrorism Act permits the arrest 
of suspected terrorists without a warrant and al- 
lows authorities to detain them for a week without 
bringing charges. While being interned, detainees 
are subject to a range of harsh practices that include 
“hooding”—being isolated and forced to wear a hood 
over their heads—noise bombardment, and sleep 
and food deprivation. 


1974 Bar-coded products arrive in American stores, along 
with the laser scanners used at checkout stations to 
read the codes. 


1975 American Apollo 18 and Soviet Soyuz 19 join in an 
orbital linkup. 
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1975 Puerto Rican nationalists bomb a Wall Street bar, 
killing four and injuring 60; two days later, the Weather 
Underground claims responsibility for an explosion 
in a bathroom at the U.S. Department of State in 
Washington. 


1975 The duties of Executive Protective Service are ex- 
panded to include protection of foreign diplomatic 
missions located throughout the United States and 
its territories. 


1975 U.S. Nuclear Emergency Support Team established 
to analyze and respond to cases involving nuclear 
threats. 


1975 On April 30, Saigon falls to North Vietnamese. In the 
following year, Vietnam is united under a communist 
government. 


1975 Commissioning, in May, of the Nimitz, first in a 
super-class of large modern aircraft carriers deployed 
by the U.S. navy. 


1975 President Gerald R. Ford signs Executive Order 11828, 
creating the Commission on CIA Activities within the 
United States. 


1975 Investigations by congressional committees headed 
by Idaho senator Frank Church and New York repre- 
sentative Otis Pike reveal that government agencies, 
including the NSA, performed clandestine surveil- 
lance on U.S. citizens who participated in the civil 
rights and anti-Vietnam War movements. 


1975 FBI special agents Jack R. Coler and Ronald A. Wil- 
liams are murdered while conducting an investiga- 
tion on an Indian reservation in South Dakota. Ameri- 
can Indian Movement leader Leonard Peltier is 
convicted of committing the murders. 


1975 President Ford escapes an assassination attempt in 
Sacramento, California, by Lynette Alice (Squeaky) 
Fromme, who pointed a gun at him but did not fire. A 
few weeks later, Ford escaped another assassination 
attempt in San Francisco, California, when Sara Jane 
Moore was prevented from firing at him by a by- 
stander. 


1976 Chinese Premier Zhou Enlai and Central Committee 
Chairman Mao Zedong die. 


1976 Church Committee submits its final report on April 
26. Meanwhile, on January 29, just two days before 
the Pike Committee was to complete its investigation, 
the House votes not to make its findings public. (The 
report was later leaked to journalist Daniel Schorr, 
who passed it on to the Village Voice.) 


1976 On May 19, the Senate establishes its permanent 
Select Committee on Intelligence. On July 14, 1977, 
the House puts in place its own such committee. 


1976 Onthe night of July 3-4, members of Israel's Mossad 
conduct a raid on a French airliner, hijacked by Pales- 
tinian terrorists, in the Uganda city of Entebbe. The 
Israelis rescue all but four of the plane’s 97 passen- 
gers, losing a single officer, along with 20 Ugandan 
soldiers, in the process. 


1976 A military junta overthrows the government of Argen- 
tina. 
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197? The United States vetoes a UN Security Council 
resolution calling for total Israeli withdrawal from 
Arab areas. 


1977 U.S. ambassador Francis E. Melroy is killed in Beirut. 


1977 u.s. president James E. Carter and Panamanian mili- 
tary dictator Omar Torrijos sign the Panama Canal 
Treaty on September 7, which abolishes the Canal 
Zone, terminates all prior treaties regarding the ca- 
nal, and provides for the full transfer of the canal to 
Panama on December 31, 1999. A separate Neutrality 
Treaty guarantees the neutrality of the canal in perpe- 
tuity. Congress ratifies both treaties the following 
year. 


1977 Introduction of E-3 Sentry AWACS (airborne warning 
and control system). Packed with electronics, the 
aircraft—based on the Boeing 707—serves purposes 
that include identifying enemy aircraft, jamming en- 
emy radar, guiding bombers to their targets, and 
managing the flow of friendly aircraft. 


1977 The last reported smallpox case recorded. Ultimately, 
the WHO declares the disease eradicated. 


1977 Office of Intelligence Support (OIS) established as 
the intelligence office of the U.S. Department of the 
Treasury. OIS thus replaces Office of National Secu- 
rity, established in 1961. 


1977 us. Army Intelligence and Security Command 
(INSCOM) goes into operation on January 1. 


1977 In November, Delta Force is activated. Established by 
Colonel Charles Beckwith at Fort Bragg, North Caro- 
lina, Delta Force becomes one of the leading U.S. 
counterterrorist units. 


1977 Anew security and intelligence command known as 
Headquarters, U.S. Army Intelligence and Security 
Command, replaces ASA. 


1977 Department of Energy Organization Act signed into 
law by President Carter on October 1. The U.S. Depart- 
ment of Energy (DOE) replaces the Energy Research 
and Development Administration and consolidates 
Federal energy programs and activities. 


1978 The United States recognizes the People’s Republic 
of China (PRC). 


1978 On January 24, President Carter signs Executive Order 
12036, “United States Foreign Intelligence Activities,” 
which restructures the U.S. Intelligence Community 
and provides explicit guidance on all facets of intelli- 
gence activities. 


1978 A bomb disguised as a package goes off at North- 
western University. This is the first of 16 attacks, over 
the course of 17 years, by an individual dubbed the 
“Unabomber” for his principal targets, universities 
and airlines. 


1978 Camp David meetings between U.S. president Carter, 
Egyptian president Anwar Sadat, and Israeli prime 
minister Menachem Begin, offer hope for peace in 
Middle East. 


1978 Dissident Georgi Markov is assassinated by an um- 
brella tip laced with ricin in London by the Bulgarian 
secret service. 


Chronology 


1978 Congress passes the Foreign Intelligence Surveil- 
lance Act to regulate electronic intelligence gather- 
ing. The act includes the creation of a special court to 
handle requests by the NSA to perform electronic 
surveillance on targeted U.S. persons. 


1978 Executive Order 12046 establishes National Tele- 
communications Information Administration to serve 
as president's advisory on matters involving the ra- 
dio frequency spectrum. 


1978 President Carter, in Executive Order 12065, calls for a 
review of national security records after 20 years with 
an eye toward declassification. 


1978 DOE initiates its Nuclear Threat Assessment Pro- 
gram at Lawrence Livermore National Laboratory in 
September. 


1978 The U.S. government defines a cipher algorithm for 
standard use by all government departments, the 
Digital Encryption Standard. 


1978 Kidnapping of Italian former prime minister Aldo 
Moro; he was seized by the Red Brigade and assassi- 
nated 55 days later. 


1978 The United States cancels development of the neu- 
tron bomb, which would theoretically destroy life but 
cause minimal physical destruction. The bomb was 
initially developed, in part, to ensure the maximal 
survival of European cultural treasures in the advent 
of nuclear war and thus enhance the credibility of 
U.S. threats to use the bomb against possible Soviet 
aggression in western Europe. 


1978 The FBI Laboratory Division begins use of laser tech- 
nology to detect latent crime scene fingerprints. 


1979 Egyptian president Sadat and Israeli prime minister 
Begin sign a peace treaty; other Arab nations protest 
the treaty. 


1979 Congress passes Panama Canal Act. Among its many 
provisions, the act creates the Panama Canal Com- 
mission, which will act as custodian over the canal for 
the next 20 years. 


1979 Sandinistas gain control of Nicaragua. 


1979 As a result of a March 28 accident at the Three Mile 
Island plant outside Harrisburg, Pennsylvania, por- 
tions of the reactor’s core melts, potentially threaten- 
ing the health and perhaps even the lives of nearby 
residents. For several weeks, the nation is gripped by 
terror as government agencies, including the Nuclear 
Regulatory Commission, respond to the disaster. No 
deaths occur as a result of the Three Mile Island 
accident, but construction of new commercial reac- 
tors will be delayed for more than two decades. 
ARAC and the National Atmospheric Release Advi- 
sory Center (NARAC) at Livermore first prove their 
capabilities by providing DOE and other federal agen- 
cies with assessment of the incident. 


1979 Use of illegal drugs in the United States reaches its 
peak, as three out of 10 youth, and one in five adults, 
reports having used an illegal substance. 


1979 President Carter issues an executive order creating 
the Federal Emergency Management Agency (FEMA). 


| 339 | 


Encyclopedia of Espionage, Intelligence, and Security 


Chronology 


1979 Saddam Hussein becomes president of Iraq. 


1979 The Iranian shah flees Iran, and Shiite Muslim leader 
Ayatollah Khomeini assumes control of the funda- 
mentalist Islamist revolution. The shah, suffering from 
cancer, seeks treatment and asylum in the United 
States. Islamist revolutionaries (mostly Iranian stu- 
dents) seize the American embassy and take 66 Ameri- 
cans hostage. Thirteen hostages are soon released, 
but the remaining 53 are held until January 20, 1981. 
The hostage crisis consumes the remainder of U.S. 
president Carter’s term and critics claim that his 
failure to act decisively to secure the release of the 
hostages ultimately emboldens a generation of 
Islamist fundamentalists to commit acts of terrorism 
against the United States. 


1979 Less than a month after the seizure of the U.S. em- 
bassy in Tehran, the U.S. embassies in Tripoli, Libya, 
and Islamabad, Pakistan, are attacked. 


1979 Soviets invade Afghanistan on December 24. 


1980 CNN, the first 24-hour-a-day cable television news 
channel, is launched, inspired in part by intense pub- 
lic interest in the Iranian hostage crisis. 


1980 After Lech Walesa leads a strike by shipyard workers, 
Poland’s Solidarity Party becomes an independent 
labor union, the first in the sphere of Soviet influence. 


1980 More than five months after the seizure of the U.S. 
embassy in Tehran, Iran, the United States mounts an 
attempt to rescue the hostages, but fails when heli- 
copters collide in the desert. The crash forces leaders 
to abort the mission. Eight Americans die and five are 
injured in the attempt. 


1980 The U.S. Supreme Court rules that a living organism 
developed by General Electric (a microbe used to 
clean up an oil spill) can be patented. 


1980 Congress passes the Classified Information Proce- 
dures Act, which presents guidelines for the use of 
classified information by both the government and 
defendants in legal cases. 


1980 The United States and 57 other countries boycott the 
summer Olympics in Moscow to protest Soviet occu- 
pation of Afghanistan. 


1980 Intelligence Oversight Act replaces the armed serv- 
ices committees with intelligence committees as the 
principal arm of legislative oversight over the CIA in 
both houses of Congress. 


1980 Iran shells Iraqi border installations at the start of the 
lran/lraq war. Two weeks later, Iraq attacks Iranian air 
bases. 


1980 The Comprehensive Environmental Response, Com- 
pensation, and Liability Act (also known as Superfund) 
is passed in response to the discovery in the late 
1970s of a large number of abandoned, leaking haz- 
ardous waste dumps. Under Superfund, the Environ- 
mental Protection Agency identifies hazardous sites, 
takes appropriate action, and sees that the responsi- 
ble party pays for the cleanup. 


1980 The Low-Level Radioactive Waste Policy Act is passed, 
making states responsible for the disposal of their 
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own low-level nuclear waste, such as from hospitals 
and industry. 


1981 Alps (Acquired Immune Deficiency Syndrome) is 
recognized and tracked as an epidemic. 


1981 Ronald Reagan inaugurated as president of the United 
States. Fearing Reagan’s promise to renew and use 
American military strength to protect U.S. citizens 
and interests, Islamist militant revolutionaries in Iran 
release U.S. hostages held for 444 days. 


1981 President Ronald Reagan signs Intelligence Authori- 
zation Act of 1981, mandating congressional over- 
sight of covert actions. As part of its oversight of the 
intelligence community, Congress has passed intelli- 
gence authorization acts in every fiscal year since. 


1981 President Reagan wounded in assassination attempt 
by John W. Hinckley, Jr.; three others also wounded. 


1981 Israel launches air attacks to destroy an Iraqi nu- 
clear research center at Tuwaythah, Iraq, a city near 
Baghdad. 


1981 In August, two U.S. F-14 Tomcat fighters dispatched 
by the U.S. Sixth Fleet shoot down two Libyan Su-22 
fighter-bombers over the Gulf of Sidra. 


1981 Egyptian president Anwar Sadat assassinated by 
Islamic militants on October 6. 


1981 President Reagan reconstitutes the President's For- 
eign Intelligence Advisory Board and names 19 dis- 
tinguished citizens outside of government to serve 
on the Board. 


1981 President Reagan signs Executive Order 12333 on 
December 4, which clarifies ambiguities of previous 
orders and sets clear goals for the Intelligence Com- 
munity in accordance with law and regard for the 
rights of Americans. 


1981 Murder of missionaries, December 4: three American 
nuns and one lay missionary are found murdered 
outside San Salvador, El Salvador. They are assumed 
to have been assassinated by a right-wing death 
squad. 


1981 In order to avoid mid-air collisions of increasingly 
traveled skies, the FAA adopts the aircraft Traffic 
Alert and Collision Avoidance Systems | and II (TCAS 
| and Il). The system combines radio transmitters and 
receivers, directional antennas, and computer and 
cockpit displays to transmit signals called interroga- 
tions. Other airplanes in the area receive these sig- 
nals and transmit replies. Finally, computers calcu- 
late the distance between the planes based on time 
between the interrogation and the reply. 


1982 Israel invades Lebanon and ousts PLO forces. In 
consolidating its occupation of southern Lebanon, 
which it first invaded in 1978, Israel becomes the first 
nation to make significant use of unmanned recon- 
naissance drones in combat. 


1982 American journalist James Bamford publishes The 
Puzzle Palace, an expose on the work of the U.S. 
National Security Agency. 


1982 In January, federal law enforcement reorganization 
gives DEA and FBI concurrent jurisdiction in drug- 
related criminal matters. 
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1982 The FDA issues regulations for tamper-resistant pack- 
aging after seven people die in Chicago from ingest- 
ing Tylenol capsules laced with cyanide. The follow- 
ing year, the federal Anti-Tampering Act is passed, 
making it a crime to tamper with packaged consumer 
products. 


1982 Spain joins NATO. 


1982 With Executive Order 12356, President Reagan bucks 
the trend of earlier administrations with regard to 
declassification of national security materials. Reagan 
tightens the standards with the order, which favors 
continued classification and even provides condi- 
tions for the reclassification of previously declassi- 
fied documents. 


1982 United States withdraws from comprehensive test 
ban negotiations indefinitely. 


1982 President Reagan signs Executive Order 12382, which 
establishes the National Security Telecommunica- 
tions Advisory Committee (NSTAC), a presidential 
advisory board composed of leaders in the telecom- 
munications, finance, and aerospace industries. 


1982 U.S. authorities convict four Castro aides of smug- 
gling drugs into the United States, and subsequently 
uncover a vast Cuban drug-smuggling ring that oper- 
ates in cooperation with Panamanian leader General 
Manuel Noriega, as well as with Colombian drug 
lords. 


1982 On June 23, President Reagan signs into law the 
Intelligence Identities Protection Act, making it a fel- 
ony to reveal the names of covert intelligence person- 
nel. 


1982 In December, Congress passes Boland Amendment 
to War Powers Act of 1973, forbidding CIA or Depart- 
ment of Defense to support anti-Sandinista forces in 
Nicaragua. 


1983 On January 1, U.S. Defense Department and all par- 
ticipants in its ARPANET officially adopt TCP/IP, a 
revolutionary new system for network connectivity. 
Some regard this event as the birth of the Internet. 


1983 The Nuclear Waste Policy Act of 1982 is signed, 
authorizing the development of a high-level nuclear 
waste repository. 


1983 February 13 attack on law enforcement officers in 
Medina, North Dakota, by the Sheriff's Posse 
Comitatus is the first significant incident involving an 
anti-government right-wing terrorist group in the 
United States. 


1983 Bombing of U.S. embassy in Beirut, Lebanon, April 
18: sixty-three people, including the CIA’s Middle 
East director, are killed and 120 injured in a 400- 
pound suicide truck-bomb attack on the U.S. em- 
bassy. Islamic Jihad claims responsibility. 


1983 Democratic rule is restored in Argentina. 


1983 u.s. president Reagan terms the Soviet Union the 
“evil empire” and announces the Strategic Defense 
Initiative (Star Wars), a satellite-based defense sys- 
tem that can destroy incoming missiles and warheads 
in space. 


Chronology 


1983 The FBI Hostage Rescue Team becomes fully opera- 
tional. 


1983 In October, President Reagan launches Operation 
Urgent Fury, the first significant U.S. military action 
since Vietnam, to overturn a coup on the Caribbean 
island of Grenada. 


1983 Simultaneous suicide truck-bomb attacks on U.S. 
and French compounds in Beirut, Lebanon. A 12,000- 
pound bomb destroys the U.S. compound, killing 242 
Americans, while 58 French troops are killed when a 
400-pound device destroys a French base. Islamic 
Jihad claims responsibility. 


1984 Crime-fighting efforts bolstered by the Sentencing 
Reform Act, which stiffens prison sentences, requir- 
ing mandatory terms for certain crimes and abolish- 
ing federal parole; and by the Victims of Crime Act. 
Throughout the 1980s, numerous national and com- 
munity-based organizations are formed to provide 
support to victims of rape, spousal abuse, drunk 
driving, and other crimes. 


1984 Congress enacts legislation making the fraudulent 
use of credit and debit cards a federal violation. 


1984 The Canadian Security and Intelligence Service Act is 
approved, creating Canadian Security and Intelligence 
Service. 


1984 The DOE, Office of Health and Environmental 
Research, U.S. Department of Energy (OHER, now 
Office of Biological and Environmental Research), 
and the International Commission for Protection 
Against Environmental Mutagens and Carcinogens 
(ICPEMC) cosponsor the Alta, Utah, conference high- 
lighting the growing role of recombinant DNA tech- 
nologies. OTA incorporates the proceedings of the 
meeting into a report acknowledging the value of 
deciphering the human genome. 


1984 President Reagan issues a directive giving the NSA 
responsibility of maintaining security of government 
computers. 


1984 DOE Office of Security establishes Central Train- 
ing Academy. Now known as Nonproliferation and 
National Security Institute, this facility provides train- 
ing in counterintelligence and other areas to more 
than 100 government departments and agencies. 


1984 Islamic Jihad kidnaps and later murders CIA station 
chief William Buckley in Beirut, Lebanon. Other U.S. 
citizens not connected to the U.S. government are 
subsequently seized over a two-year period. 


1984 With Executive Order 12472, signed on April 3, Presi- 
dent Reagan expands the mission of the National 
Communications System. 


1984 Strategic Defense Initiative Organization (SDIO) chart- 
ered in April by secretary of defense Caspar 
Weinberger. 


1984 CIA Information Act, signed by President Reagan on 
October 15, exempts the agency from the search and 
review requirements of the Freedom of Information 
Act. 


1984 Eighteen U.S. servicemen are killed and 83 people 
are injured in a bomb attack on a restaurant near a 
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U.S. air force base in Spain. Hezbollah claims respon- 
sibility. 
1984 Sikh terrorists seize the Golden Temple in Amritsar, 


India. One hundred people die as Indian security 
forces retake the Sikh holy shrine. 


1984 Assassination of Indian prime minister Indira Gan- 
dhi, October 31; she is shot to death by members of 
her security force. 


1985 Mikhail Gorbachev becomes general secretary of the 
Communist Party in the Soviet Union. Gorbachev 
institutes economic reforms and policies such as 
“glasnost” (openness) to ease Cold War tensions. 


1985 Called “the year of the spy,” 1985 features a series of 
high-profile espionage cases and arrests. In May, the 
John Walker Spy Ring is arrested. Former navy per- 
sonnel John Walker, Jerry Whitworth, Arthur Walker, 
and Michael Walker are convicted of or plead guilty to 
passing classified material to the Soviet Union. On 
November 21, Jonathan Jay Pollard, a navy intelli- 
gence analyst, is arrested for spying for Israel. On 
November 23, Larry Wu Tai Chin, a former CIA ana- 
lyst, is arrested on charges of spying for the People’s 
Republic of China since 1952. On November 25, a 
third major spy, former National Security Agency 
employee William Pelton, is arrested and charged 
with selling military secrets to the Soviets. 


1985 Alec Jeffreys develops “genetic fingerprinting,” a 
method of using DNA polymorphisms (unique se- 
quences of DNA) to identify individuals. The method, 
which is subsequently used in paternity, immigra- 
tion, and murder cases, is generally referred to as 
“DNA fingerprinting.” 


1985 David Deutsch advances theory of quantum comput- 
ing. 


1985 Kary Mullis, working at Cetus Corporation, develops 
the polymerase chain reaction (PCR), a new method 
of amplifying DNA. This technique quickly becomes 
one of the most powerful tools of molecular biology. 
Cetus patents PCR and sells the patent to Hoffman- 
LaRoche, Inc. in 1991. 


1985 The Global Positioning System (GPS) becomes op- 
erational. 


1985 U.S. air force and army join forces to develop the J- 
STARS (Joint Surveillance and Target Acquisition 
Radar System) aircraft. 


1985 Federal Radiological Preparedness Coordinating Com- 
mittee, appointed by the Federal Emergency Man- 
agement Agency (FEMA), completes the U.S. Federal 
Radiological Emergency Response Plan, a blueprint 
for the federal response to a hazard involving nuclear 
radiation. 


1985 TWA hijacking, June 14: A Trans-World Airlines flight is 
hijacked en route to Rome from Athens by two Leban- 
ese Hezbollah terrorists and forced to fly to Beirut. 
The eight crew members and 145 passengers are 
held for 17 days, during which one American hos- 
tage, a U.S. sailor, is murdered. After being flown 
twice to Algiers, the aircraft is returned to Beirut after 
Israel released 435 Lebanese and Palestinian prison- 
ers. 


1985 Achille Lauro hijacking, October 7: Four Palestinian 
Liberation Front terrorists seize an Italian cruise ship 
in the eastern Mediterranean Sea, taking more than 
700 hostages. One elderly U.S. passenger is mur- 
dered. 


1985 The Soviet Union announces a nuclear testing mora- 
torium. 


1986 The space shuttle Challenger explodes shortly after 
lift-off. Gaskets weakened by unusually cold weather 
are blamed for the accident, which leads to intense 
scrutiny of NASA safety procedures. 


1986 Explosion at the Chernobyl nuclear plant in the Ukraine 
causes severe radiation leakage and an estimated 
8,000 near-term deaths. 


1986 U.S. sales of arms to Iran during its war with Iraq and 
the use of profits to fund anti-government, or Contra, 
forces in Nicaragua fuels the Iran-Contra scandal. 


1986 DNA analysis conducted by the Scientific Intelligence 
Unit of England’s Scotland Yard leads to the first 
conviction of a criminal—Colin Pitchfork, accused of 
rape and murder—on the basis of DNA evidence. 


1986 Tension escalates between the United States and 
Libya in the Gulf of Sidra, off the coast of Libya, as 
U.S. and Libyan forces skirmish. The conflict culmi- 
nates on April 15 in devastating U.S. air strikes on 
targets within Libya. 


1986 Congress passes Anti-Drug Abuse Act. This federal 
law includes mandatory minimum sentences for first 
time offenders with harsher penalties for possession 
of crack cocaine than powder cocaine. 


1986 Computer Fraud and Abuse Act is enacted, defining 
federal computer crimes. 


1986 u.s. intelligence community establishes Intelligence 
Community Staff Committee on MASINT (measure- 
ment and signatures intelligence) to oversee all rele- 
vant activities. 


1986 Congress passes Emergency Planning and Commu- 
nity Right-to-Know Act (EPCRA), which establishes 
guidelines whereby federal agencies assist local com- 
munities in the event of a toxic chemical spill or 
related incident. 


1986 U.S. Defense Department establishes Chemical and 
Biological Defense Analysis Center. 


1986 Congress passes Goldwater-Nichols Act, the fourth 
major reorganization of the U.S. Department of 
Defense since World War Il. The act calls on the White 
House to issue an annual National Security Strategy. 


1986 United States Congress passes the Electronic Com- 
munication Privacy Act. 


1986 Clayton Lonetree, the only U.S. Marine convicted of 
espionage, turns himself in to the CIA. 


1987 Congress passes the Computer Security Act, which 
makes unclassified computing systems the responsi- 
bility of the National Institute of Standards and Tech- 
nology (NIST) and not the NSA with regard to tech- 
nology standards development. 
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1987 Iraqi government uses nerve agents including sarin 
against Kurds in Northern Iraq. 


1987 Founding of U.S. Special Operations Command, which 
brings together special operations forces from the 
army, navy, and air force. 


1987 The PLO’s terrorist campaign against Israel becomes 
acute during its first Intifada (or “shaking off”) of 
Israeli authority in the occupied territories. 


1987 North Korean agents plant a bomb that destroys 
Korean Air Lines Flight 858. 


1987 Nuclear Waste Policy Amendments Act designates 
Yucca Mountain, Nevada, as candidate site for the 
nation’s first geological repository for high-level ra- 
dioactive waste. 


1987 Soviet president Gorbachev and U.S. president 
Reagan sign the Intermediate-Range Nuclear Forces 
(INF) Treaty. 


1987 The idea to use patterns of the iris of the eye as an 
identification marker is patented, along with the algo- 
rithms necessary for iris identification. 


1988 U.S. Marine Corps Lt. Col. W. Higgins is kidnapped 
and murdered by the Iranian-backed Hezbollah group 
while serving with the UN Truce Supervisory Organi- 
zation (UNTSO) in Lebanon. 


1988 Congress passes the Prescription Drug Marketing 
Act designed to maintain the sale and distribution of 
prescription drugs through legitimate commercial 
channels. The new law requires state-level licensing 
for drug wholesalers, restricts drug reimportation 
from other countries, institutes regulations regarding 
drug samples, and prohibits the traffic or counterfeit- 
ing of redeemable drug coupons. 


1988 The Food and Drug Administration Act officially es- 
tablishes the FDA as an agency of the Department of 
Health and Human Services. The act provides for a 
Commissioner of Food and Drugs appointed by the 
president and outlines the responsibilities of the sec- 
retary and the commissioner for research, enforce- 
ment, education, and information. 


1988 The Human Genome Organization (HUGO) is estab- 
lished by scientists in order to coordinate interna- 
tional efforts to sequence the human genome. 


1988 First test flight of J-STARS (Joint Surveillance and 
Target Acquisition Radar System) aircraft. 


1988 Congress passes National Defense Authorization Act, 
establishing the Defense Nuclear Facilities Safety 
Board as an independent agency charged with over- 
seeing the disposition of defensive nuclear materials. 


1988 Iran-Iraq ceasefire begins, monitored by the UN Iran- 
Iraq Military Observer Group (UNIIMOG). 


1988 The federal Polygraph Protection Act prohibits em- 
ployers from using polygraphs for employment 
screening. 


1988 Libyan intelligence operatives plant a bomb aboard 
Pan-Am flight 103, which crashes into the village of 
Lockerbie, Scotland, killing all 259 aboard and 11 
persons on the ground. Two Libyan intelligence offi- 
cers are ultimately tried under Scottish law in The 


Chronology 


Hague. One of them, Abdelbaset Ali Mohmed Al 
Megrahi, is found guilty in January 2001; the other, Al 
Amin Khalifa Fhimah, is acquitted. 


1989 After nine years of war, Soviet forces withdraw from 
Afghanistan. 


1989 British Parliament passes Security Service Act, which 
for the first time confers legal status on MI5. 


1989 Charles H. Bennett and Gilles Brassard develop first 
quantum computer. 


1989 United States signs Berne Convention for the Protec- 
tion of Literary and Artistic Works. 


1989 The New People’s Army (NPA) assassinates U.S. 
army colonel James Rowe in Manila in April. The 
NPA also assassinates two U.S. government defense 
contractors in September. 


1989 The Berlin Wall is torn down, as many communist 
governments in Eastern Europe collapse. 


1989 In December, U.S. forces attack Panama to remove 
General Manuel Noriega in Operation Just Cause. 
The U.S. army uses loud music as part of a psycho- 
logical operation to dislodge Noriega from his refuge 
at the Vatican embassy. 


1989 Nicolae Ceausescu, communist dictator of Romania, 
is overthrown and executed. 


1990 Yugoslavia overthrows Communist Party and ethnic 
tensions mount. 


1990 u.s. embassy in Peru bombed by the Tupac Amaru 
Revolutionary Movement. 


1990 Syrian troops intervene in Lebanon’s civil war. 


1990 Iraq invades Kuwait. UN Security Council passes 
resolution 660 calling for full Iraqi withdrawal. Presi- 
dent George H.W. Bush vows “this aggression will 
not stand” and launches Operation Desert Shield, a 
buildup of U.S. forces in the region in preparation for 
a possible armed confrontation. 


1990 u.s. military personnel receive vaccinations against 
anthrax prior to duty in the Persian Gulf. 


1990 UN, via resolution 661, imposes economic sanctions 
on Iraq. 


1990 East and West Germany reunited. 


1990 Former Solidarity union leader Lech Walesa becomes 
president of post-communist Poland. 


1990 NATO and Warsaw Pact nations sign Conventional 
Armed Forces in Europe treaty (CFE), which promises 
mutual non-aggression. 


1990 u.s. Strategic Air Command brings to an end the 24- 
hour-a-day operation of its Airborne Command Post, 
Looking Glass, on July 24. 


1990 Iraq hangs Farzad Bazoft, an Iranian-born journalist 
with the London Observer newspaper, whom Hussein 
accuses of spying on Iraqi military installations. 


1990 Space shuttle Atlantis completes secret mission to 
place a spy satellite in orbit. 
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1991 First-ever use of the strategic petroleum reserve to 
stabilize world oil prices following the Iraqi invasion 
of Kuwait. 


1991 Launch of Operation Desert Storm against Iraq on 
January 17. The initial bombing campaign lasts ap- 
proximately 100 hours, and the entire military opera- 
tion takes only 42 days. The result is overwhelming 
lraqi defeat. 


1991 Carbon-graphite coils capable of generating an elec- 
tromagnetic pulse or otherwise disabling electronics 
are used in U.S.-led raids on Baghdad, Iraq. 


199] J-STARS aircraft gain their first combat experience in 
Operation Desert Storm. 


1991 Saddam Hussein orders Iraqi forces to brutally sup- 
press Kurd and Shia rebellions in northern and south- 
ern Iraq. 


1991 IAEA's Iraq Action Team begins inspecting suspect 
sites in Iraq under UN Security Council mandate. UN 
also establishes a safe-haven in northern Iraq, north 
of latitude 36 degrees north, for the protection of the 
Kurds. Subsequently, the United States orders Iraq to 
end all military activity and establishes north and 
south “no-fly” zones. 


1991 Soviet president Mikhail Gorbachev announces that 
the Soviet Union will unilaterally cease nuclear test- 
ing for one year. 


1991 The United States and Soviet Union sign historic 
agreement to cut back long-range nuclear weapons 
by more than 30 percent over the next seven years. 


1991 The Warsaw Pact is officially dissolved. 


1991 The Baltic republics—Latvia, Lithuania, and Estonia— 
declare their independence and the Soviet Union 
crumbles. A commonwealth of independent states 
takes the place of the former Soviet empire. Boris 
Yeltsin becomes president of Russia. 


1991 U.S. Navy Fleet Intelligence Center (FIC) Pacific 
(FICPAC) and FIC Europe-Atlantic (FICEURLANT) ab- 
sorbed into National Military Joint Intelligence Cen- 
ter (NMJIC). 


1991 u.s. Army Intelligence Agency ceases to exist; ab- 
sorbed by Intelligence and Security Command 
(INSCOM). 


1991 Lustration law enacted in the Czech Republic, barring 
persons who had collaborated with the secret police 
during communist rule from serving in most public 
posts. 


1991 In December, Britain’s MI5 signals a new era of open- 
ness when it announces the appointment of a new 
director-general, Stella Rimington, the first MI5 chief 
to be publicly identified. 


1992 Federal Republic of Yugoslavia collapses; fierce fight- 
ing between ethnic groups ensues. 


1992 The U.S. Army begins collecting blood and tissue 
samples from all new recruits as part of a “genetic 
dog tag” program aimed at better identification of 
soldiers killed in combat. 


1992 Naval Criminal Investigative Service formed as an 
entity separate from the Office of Naval Intelligence. 


1992 In August, DEA creates its Intelligence Division. 


1992 Land Remote Sensing Policy Act of 1992 establishes 
legal basis for ownership and operation of commer- 
cial remote sensing satellites in the United States. 


1992 The FBI establishes a Criminal Justice Information 
Services (CJIS) Division. 


1992 The United States conducts its last nuclear explosion 
test in September. 


1993 Czechoslovakia dissolves into the Czech Republic 
and Slovakia. 


1993 The Maastricht Treaty officially forms the European 
Union. 


1993 u.s. Congress passes the Domestic Chemical Diver- 
sion Control Act, aimed to stop the conversion of 
legal substances into illegal substances. 


1993 February 26: the World Trade Center in New York City 
is badly damaged when a car bomb planted by Islamic 
terrorists explodes in an underground garage. The 
bombing leaves six people dead and 1,000 injured. 
The men carrying out the attack were followers of 
Umar Abd al-Rahman, an Islamic cleric who preached 
in the New York City area. 


1993 After a 51-day siege by the Bureau of Alcohol, Tobacco, 
and Firearms, federal teams assault a compound 
held by the Branch Davidians, a religious sect charged 
with hoarding illegal weapons. The Branch Davidians 
set the buildings on fire, killing 76 people, including 
cult leader David Koresh. 


1993 on April 14, lraqi intelligence agents attempt to as- 
sassinate former president George H.W. Bush during 
a visit to Kuwait. Two months later, President William 
J. Clinton launches a cruise missile attack on the Iraqi 
capital of Baghdad. 


1993 u.s. Department of Defense closes the Naval Intelli- 
gence Command, whose functions—along with those 
of the Naval Technical Intelligence Center, Task Force 
168, and the Navy Operational Intelligence Center— 
are absorbed by the Office of Naval Intelligence. 


1993 China defies informal global moratorium on nuclear 
testing with a weapons test. 


1993 The final Global Positioning Satellite (GPS) is placed 
into orbit and the GPS system becomes fully opera- 
tional. 


1993 Explosive growth of Internet begins as a result of two 
factors: the full opening of the National Science Foun- 
dation’s NSFNET, and the development of the first 
browsers, Mosaic (forerunner of Netscape Naviga- 
tor) and Microsoft Internet Explorer. 


1993 In October, U.S. Air Force Air Intelligence Agency 
replaces Air Force Intelligence Service. 


1993 On October 3, 18 U.S. Rangers, participants in a UN 
peacekeeping force in Somalia, are killed in a firefight 
on the streets of Mogadishu. 


1993 In the wake of a congressional ban on the deploy- 
ment of space-based weapons, the Ballistic Missile 
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Defense Organization (BMDO) forms. The collapse of 
the former Soviet Union makes a large-scale attack 
upon the United States appear much less likely and 
Congress seeks to push the DOD to update missile 
defense programs to address the dangers of the post- 
Cold War world. In this changed political climate, 
secretary of defense Les Aspin announces that for- 
mer president Reagan’s ten-year-old Strategic Defense 
Initiative (popularly known as “Star Wars”) will be 
terminated, with missile defense responsibilities trans- 
ferred to the newly formed BMDO. 


1993 Time magazine names the personal computer as its 
“man of the year,” as personal computer sales sky- 
rocket, changing the way people around the world 
work, play and communicate. 


1994 The Genetic Privacy Act, the first U.S. Human Genome 
Project legislative product, proposes regulation of 
the collection, analysis, storage, and use of DNA 
samples and genetic information. These rules were 
endorsed by the ELSI Working Group. 


1994 Aldrich Ames, a 30-year CIA veteran, and his wife, 
Maria del Rosario Casas Ames, are arrested on espio- 
nage charges for selling secrets to the former Soviet 
Union. 


1994 Jewish right-wing extremist and U.S. citizen Baruch 
Goldstein kills Muslim worshippers at a mosque in 
the West Bank town of Hebron, killing 29 and wound- 
ing about 150. 


1994 North Korea withdraws its membership from IAEA 
over dispute regarding nuclear inspections. 


1994 u.s. Navy, Marine, and Coast Guard intelligence 
agencies begin operating jointly from the National 
Maritime Intelligence Center in Suitland, Maryland. 


1994 Congress reduces the lifetime-protection provisions 
for U.S. presidents, authorizing Secret Service pro- 
tection only for the first 10 years after leaving office. 
The new law applies to all presidents in office after 
January 1, 1997. 


1994 Britain’s Parliament passes Intelligence Services Act, 
which gives MI6 new statutory grounding. The Act 
defines the responsibilities and functions of MI6 and 
its chief, and sets in place a framework of govern- 
ment oversight for MI6 activities. 


1994 u.s. military action in Haiti restores government of 
ousted president Jean-Bertrand Aristide. 


1994 After Rwandan dictator Major General Juvenal 
Habyarimana dies in a plane crash on April 6, his Hutu 
supporters blame the Tutsi-controlled Rwandan Patri- 
otic Front, and launch a campaign of genocide that 
results in more than 800,000 deaths. 


1994 Russia invades Chechnya on October 11, launching a 
war that will last almost two years. 


1995 Combinatorial chemistry, a technique which quickly 
surveys huge numbers of chemical combinations in 
order to select the most desirable molecular configu- 
rations, attracts the attentions of chemical compa- 
nies. Scientists predict the possibility of creating nu- 
merous new chemicals to serve the needs of industrial 
and pharmaceutical development, along with defense 
technology. 
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1995 President Clinton signs Executive Order 12968 on 
February 22, which provides rules for access to classi- 
fied information. 


1995 Study by the Rand Corporation finds that every dollar 
spent in drug treatment saves society seven dollars in 
crime, policing, incarceration, and health services. 


1995 UN Security Council resolution 986 allows partial 
resumption of Iraqi oil exports, with the original 
intent to allow Iraq to sell oil to buy food and medi- 
cine ( the “oil-for-food program”). Iraq subsequently 
diverts funds from sales to additional weapons pur- 
chases and the building of offices and places for the 
Hussein government. Malnutrition and improper medi- 
cal care becomes widespread in Iraq. 


1995 After thwarting UN weapons inspectors, the govern- 
ment of Iraq admits to producing over 8,000 liters of 
concentrated anthrax as part of the nation’s biologi- 
cal weapons program. 


1995 Twelve are killed and 5,700 injured in a sarin nerve 
gas attack on a crowded subway station in the center 
of Tokyo. Aum Shinri-kyu cult is blamed for the 
attacks. 


1995 A truck bomb explodes outside the Alfred P. Murrah 
Federal office building in Oklahoma City, Oklahoma, 
on April 19, collapsing walls and floors. The massive 
explosion kills 169, including 19 children and one 
person who dies in the rescue effort. Timothy McVeigh 
and Terry Nichols are later convicted in the anti- 
government plot to avenge the Branch Davidian stand- 
off in Waco, Texas, exactly two years earlier. 


1995 Concerned by revelations that agents of the CIA have 
committed human rights violations in Guatemala, 
the CIA draws up guidelines prohibiting the agency 
from hiring agents with records of human-rights vio- 
lations. 


1995 June 1995, while Comprehensive Nuclear Test Ban 
Treaty (CTBT) negotiations are still under way, France 
announces that it will resume nuclear testing. 


1995 President Clinton issues Presidential Decision Direc- 
tive 39, “U.S. Policy on Counterterrorism,” calling for 
a number of specific efforts to deter terrorism in the 
U.S. as well as attacks on its citizens and allies abroad. 


1995 Radical Sunni Muslims set off a bomb at a national 
guard facility in Riyadh, Saudi Arabia, killing five 
Americans. 


1995 NATO launches air strikes against Bosnian Serb posi- 
tions to force the Bosnian Serbs to negotiate a peace 
settlement. NATO deploys Implementation Force (Ifor) 
to monitor and enforce a ceasefire. 


1995 Dayton Accords end fighting in Bosnia. 


1996 Defense Authorization Act directs Advanced Research 
Projects Agency (ARPA) to once again be named 
the Defense Advanced Research Projects Agency 
(DARPA). 


1996 An Irish Republican Army (IRA) bomb detonates in 
London on February 9, killing two persons and wound- 
ing more than 100 others, including two U.S. citizens. 


1996. International participants in the genome project meet 
in Bermuda and agree to formalize the conditions of 
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data access. The agreement, known as the “Bermuda 
Principles,” calls for the release of sequence data into 
public databases within 24 hours. 


1996 National Imagery and Mapping Agency (NIMA) cre- 
ated by the consolidation of several existing govern- 
ment and military agencies. 


1996 The Health Care Portability and Accountability Act 
incorporates provisions to prohibit the use of genetic 
information in certain health-insurance eligibility de- 
cisions. The Department of Health and Human Serv- 
ices is charged with the enforcement of health-infor- 
mation privacy provisions. 


1996 u.s. signs the Comprehensive Test Ban Treaty, but 
the Senate ultimately refuses (in 1999) to ratify the 
treaty. 


1996 In an effort to reduce counterfeiting, federal govern- 
ment makes first major change to U.S. currency in 70 
years. 


1996 The Chemical and Biological Incident Response Force 
(CBIRF), a unit of the U.S. Marines devoted to coun- 
tering chemical or biological threats at home and 
abroad, is activated. 


1996 World chess champion Garry Kasparov, able to com- 
pute the ramifications of 2-3 chess moves per sec- 
ond, loses a chess match to IBM’s Deep Blue com- 
puter, able to compute the ramifications of 200 million 
moves per second. 


1996 France conducts its last nuclear weapons test and 
immediately afterwards French president Jacques 
Chirac announces his support for a comprehensive 
test ban. 


1996 A fuel truck carrying a bomb explodes outside the 
U.S. military’s Khobar Towers housing facility in 
Dhahran, Saudi Arabia, on June 25, killing 19 U.S. 
military personnel and wounding 515 persons, in- 
cluding 240 U.S. personnel. Thirteen Saudis and a 
Lebanese, all alleged members of Islamic militant 
group Hezbollah, are eventually indicted. 


1996 China conducts its last nuclear explosion test. 


1996 Bombing at Atlanta’s Centennial Olympic Park on 
July 27, during the Olympic Games, kills two people 
and injures 112. Eric Robert Rudolph is charged with 
the crime, but he evades the authorities until his 
capture in 2003. 


1996 Dolphins and sea lions used to protect waters off San 
Diego during the Republican Party convention. 


1996 On October 11, President Clinton signs into law the 
Economic Espionage Act, which makes it a federal 
crime to use unauthorized means to obtain any trade 
secret whose transfer to other parties would cause 
economic harm to its lawful owner. 


1996 Twenty-three members of the Tupac Amaru Revolu- 
tionary Movement (MRTA) take several hundred peo- 
ple hostage at a party given at the Japanese Ambas- 
sador’s residence in Lima, Peru on December 17. 
Among the hostages were several U.S. officials, for- 
eign ambassadors and other diplomats, Peruvian 
Government officials, and Japanese businessmen. 
The group demanded the release of all MRTA mem- 
bers in prison and safe passage for them and the 
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hostage takers. The terrorists released most of the 
hostages in December but held 81 Peruvians and 
Japanese citizens for several months. 


1996 U.S. Economic Espionage Act passed. 


1997 lan Wilmut of the Roslin Institute in Edinburgh, Scot- 
land, announces the birth of a lamb called Dolly, the 
first mammal cloned from an adult cell, specifically, a 
cell in a pregnant ewe’s mammary gland. 


199? The National Center for Human Genome Research 
(NCHGR ) at the National Institutes of Health be- 
comes the National Human Genome Research Insti- 
tute (NHGRI). 


1997 U.S. National Cancer Institute estimates that 160 
million people in the United States were exposed to 
some level of iodine 131 from prior U.S. nuclear tests 
conducted in Nevada, and that these exposures would, 
over time, cause 30,000-75,000 cases of thyroid can- 
cer. 


1997 Congress passes the Fair Credit Reporting Act (FCRA), 
which establishes rights involving records from con- 
sumer reporting agencies. 


1997 Department of Energy creates Chemical and Biologi- 
cal National Security Program to develop systems 
and technologies to protect civilian populations 
against the threats associated with chemical, biologi- 
cal, and nuclear attacks. 


1997 The corrupt regime of Mobutu Sese Seko, a longtime 
U.S. ally in Zaire, is overthrown by rebel forces under 
the leadership of Laurent Kabila. Kabila will change 
the country’s name back to Congo, but his regime will 
bring few democratic reforms, and he will be killed by 
his own bodyguards in 2001. 


1997 Tourist killings in Egypt, November 17. Al-Gama’at 
al-Islamiyya (IG) gunmen shoot and kill 58 tourists 
and four Egyptians and wound 26 others at the 
Hatshepsut Temple in the Valley of the Kings near 
Luxor. 


1997 The FBI announces its new National DNA Index Sys- 
tem (NDIS) on December 8, allowing forensic science 
laboratories to link serial violent crimes to each other 
and to known sex offenders through the electronic 
exchange of DNA profiles. 


1998 The Hebron Accord, designed to promote peace be- 
tween Israel and Palestine, is undermined by both 
sides as terrorism breaks out and the building of new 
settlements defies non-expansionist agreements. 


1998 Craig Venter forms a company (later named Celera), 
and predicts that the company will decode the entire 
human genome within three years. Celera plans to 
use a “whole genome shotgun” method, which will 
assemble the genome without using maps. Venter 
says that his company will not follow the Bermuda 
principles concerning data release. 


1998 DNA analyses of semen stains on a dress worn by 
White House aide Monica Lewinsky are found to 
match DNA from a blood sample taken from Presi- 
dent Clinton. 


1998 DNA fingerprinting used to identify remains of Rus- 
sian Imperial Romanov family. 
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1998 India and Pakistan conduct underground nuclear tests. 
Exaggerated results are detected using seismic rec- 
ords. 


1998 Controversy breaks out over the reported NSA Eche- 
lon project, which privacy groups describe as a world- 
wide surveillance network that eavesdrops on com- 
munications traffic and shares intelligence gathered 
by the United States, Great Britain, Canada, Australia 
and New Zealand. 


1998 International Atomic Energy Agency Iraq Action Team 
withdraws from Iraq because of a lack of “full and 
free access” to Iraqi sites. 


1998 Congress passes Digital Millennium Copyright Act 
(DMCA), the most comprehensive overhaul of copy- 
right law in a generation. 


1998 Presidential Decision Directive 61, issued by Presi- 
dent Clinton in February, reorganizes DOE Office of 
Intelligence. 


1998 u.s. Army combines its Chemical and Biological 
Defense Command and Soldier Systems Command 
to form U.S. Army Soldier and Biological Chemical 
Command (SBCCOM). 


1998 Due to heightened concerns over technology leaks 
from the U.S. Commerce Department to China, com- 
merce secretary William Daley announces plans to 
tighten security and limit access to classified infor- 
mation within the department. 


1998 Presidential Decision Directive 63, signed by Presi- 
dent Clinton in May, establishes the Critical 
Infrastructure Assurance Office (CIAO) of the U.S. 
Department of Commerce. 


1998 Real IRA explodes a car bomb outside a store in 
Banbridge, Northern Ireland. 


1998 u.s. embassy bombings in East Africa, August 7, 
1998: A bomb explodes at the rear entrance of the 
U.S. embassy in Nairobi, Kenya, killing 12 U.S. citi- 
zens, 32 foreign service workers, and 247 Kenyan 
citizens. About 5,000 Kenyans, six U.S. citizens, and 
13 foreign service workers are injured. Almost simul- 
taneously, a bomb detonates outside the U.S. em- 
bassy in Dar es Salaam, Tanzania, killing seven for- 
eign service workers and three Tanzanian citizens, 
and injuring one U.S. citizen and 76 Tanzanians. The 
U.S. government holds Osama Bin Laden responsi- 
ble. 


1998 Formation, in October, of the U.S. National Domestic 
Preparedness Office as the coordination center for all 
federal efforts in response to weapons of mass de- 
struction. 


1998 Digital Millennium Copyright Act (DMCA) passed. 


1998 Iraq expels UN weapons inspectors on October 31. In 
December, the United States and Britain launch Opera- 
tion Desert Fox to attempt to destroy Iraq's nuclear, 
chemical, and biological weapons programs. 


1999 Viadimir Putin becomes prime minister of Russia. 


1999 The Czech Republic, Hungary, and Poland become 
the first former Soviet bloc states to join NATO, 
taking the alliance’s borders some 400 miles towards 
Russia. 
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1999 President Clinton signs Executive Order 13142, which 
amends Executive Order 12958 by extending the 
period of classification for some sensitive documents. 


1999 Taiwanese-born computer scientist Wen Ho Lee is 
fired from his job in March and subsequently arrested 
by the FBI. Charged with not properly securing classi- 
fied materials and failing to report meetings with 
individuals from “sensitive” countries, Lee will be 
held for a year and eventually convicted in 2000. 


1999 Beginning March 24, NATO forces conduct a 78-day 
campaign of air strikes to end Serb “ethnic cleans- 
ing” in the Albanian enclave of Kosovo and to break 
the hold of Serbian leader Slobodan Milosevic. 


1999 Melissa virus (actually a form of malicious data wed- 
ded to a particular type of virus program, a macro 
virus) spreads through the e-mail systems of the 
world on March 26, causing $80 million worth of 
damage, primarily in the form of lost productivity 
resulting from the shutdown of overloaded mail- 
boxes. 


1999 Osama bin Laden is added to the FBI’s Ten Most 
Wanted Fugitives list in June, in connection with the 
U.S. embassy bombings in eastern Africa. 


1999 FBI personnel travel to Kosovo on June 23 to assist in 
the collection of evidence and the examination of 
forensic materials in support of the prosecution of 
Slobodan Milosevic and others before the Interna- 
tional Criminal Tribunal for the former Yugoslavia. 


1999 Congress releases a bipartisan report asserting that 
China stole nuclear secrets regarding U.S. weapons. 
The systematic espionage campaign by the Chinese 
is alleged to date to the 1970s. 


1999 A nuclear accident at Japan’s Tokaimura facility oc- 
curs on September 30 when a criticality event, or 
unplanned chain reaction, exposes 39 workers to 
radiation contamination and causes the evacuation 
of families within 350 meters of the facility. 


1999 Russia invades Chechnya on October 1, resuming 
hostilities that had abated since 1996. 


1999 IKONOS, the world’s first commercial remote sens- 
ing satellite with 1 meter resolution, is launched. 


1999 UN Security Council resolution 1284 creates the UN 
Monitoring, Verification and Inspection Commission 
(UNMOVIC) as a replacement for UNSCOM. Saddam 
Hussein rejects the resolution. In March 2000, Hans 
Blix becomes chairman of UNMOVIC. 


1999 A merger of the ACDA and U.S. State Department 
creates a number of new bureaus, including the Bureau 
of Arms Control. 


1999 As the year 2000 approaches, the world prepares 
itself for the possible deleterious effects of a com- 
puter shortcut (a protocol developed when memory 
was scarce) that used only the last two digits of a year 
to indicate the year. Termed the Y2K problem, fears 
approach near hysteria as people and governments 
prepare for computers to malfunction and adversely 
effect critical infrastructure. Adequate preparation, 
considerable investment in programming solutions, 
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and monitoring turn the dawn of 2000 into a grand 
worldwide party but a non-event with regard to Y2K 
fears. Minimal disruptions are reported. 


2000 Mokhtar Haouari and Abdel Ghani Meskini are 
charged with collaborating with Ahmed Ressam and 
others in a wide-ranging terrorist conspiracy to bomb 
U.S. sites during the January 1, 2000, millennium 
celebrations. The FBI/New York Police Department 
Joint Terrorist Task Force, Royal Canadian Mounted 
Police, the Canadian Security and Intelligence Serv- 
ice, and Canada’s Department of Justice collaborate 
in the investigation. 


2000 Islamic extremist group Asbat al-Ansar carries out a 
rocket-propelled grenade attack on the Russian em- 
bassy in Beirut in January 2000. 


2000 The Jaish-e-Mohammed, an Islamic extremist group 
based in Pakistan, is formed by Masood Azhar upon 
his release from prison in India in early 2000. 


2000 President Clinton signs an executive order prohibit- 
ing federal departments and agencies from using 
genetic information in hiring or promoting workers. 


2000 NNSA begins operations on March 1, 2000. NNSA 
has the mission of improving national security through 
defense uses of nuclear energy. 


2000 Beginning in October, OIS divides its functions be- 
tween its Information Security Services Center and 
its new Office of Information Assurance and Critical 
Infrastructure Protection. 


2000 October 12, terrorist bombing of USS Cole kills 17 of 
its crew and wounds 39 others. Two suicide bombers, 
ultimately linked to al-Qaeda, pull alongside the ves- 
sel near the port in Aden, Yemen, and detonate 
explosives near the Cole's hull. 


2000 The PLO’s terrorist campaign against Israel again 
intensifies with start of a second Intifada. 


2000 Former U.S. senator John Danforth, conducting an 
independent review of FBI actions in the 1993 FBI 
assault on the Branch Davidian compound in Waco, 
Texas, releases his final report exonerating the FBI of 
wrongdoing. The Government Operations Commit- 
tee reaches a similar conclusion. 


2001 on January 5, just 15 days before leaving office, 
President Clinton issues Presidential Decision Direc- 
tive (PDD) 75, “U.S. Counterintelligence Effective- 
ness—Counterintelligence for the Twenty-first Cen- 
tury.” 


2001 A u.s. Navy P-3 on a surveillance mission over the 
South China Sea collides with a Chinese fighter plane, 
killing the Chinese pilot and forcing the American 
plane to make an emergency landing on China’s 
Hainan Island. Although the Chinese pilot is blamed 
for the collision, Washington issues “regrets” but no 
apology (as is demanded by the Chinese) to secure 
the release of the U.S. crew after they are held for 11 
days. 


2001 The FBI announces on January 5 the National 
InfraGuard program at the FBI’s National Infrastructure 
Protection Center. The program centers on securely 
sharing information about computer intrusions and 
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intrusion threats between business and law enforce- 
ment so that the confidentiality of potentially affected 
businesses is protected. 


2001 The complete draft sequence of the human genome 
is published in February. The public sequence data is 
published in the British journal Nature and the Celera 
sequence is published in the American journal Sci- 
ence. Increased knowledge of the human genome 
allows greater specificity in pharmacological research 
and drug interaction studies. 


2001 FBI Agent Robert Philip Hanssen is arrested on Feb- 
ruary 18 for conspiracy to commit espionage. The 
affidavit in support of an arrest warrant for Hanssen 
charges that he engaged in a lengthy relationship 
with the KGB and its agencies. 


2001 Following years of Iraqi firings upon U.S. and British 
airplanes patrolling the northern and southern “no 
fly” zones, the United States and Britain carry out 
bombing raids in February with the intent to disable 
Iraq's air defense network. 


2001 President George W. Bush presents the Congres- 
sional Gold Medal to World War Il Navajo code talk- 
ers (windtalkers). 


2001 In May, Libyan leader Muammar Qaddafi admits to a 
German newspaper that Libya was behind a Berlin 
discotheque bombing in 1986 that killed a U.S. serv- 
iceman and a Turkish civilian, and injured some 200 
others. At a trial in November, four defendants are 
convicted for roles in the bombing. 


2001 Hamas claims responsibility for the bombing of a 
popular Israeli nightclub that causes more than 140 
casualties. 


2001 A u.s. grand jury indicts fourteen Hezbollah mem- 
bers on June 21 for the 1996 Khobar Towers bomb- 


ing. 


2001 Ahmad Shah Massoud, the leader of the rebels in the 
Afghanistan Northern Alliance, widely regarded as 
the most popular opposition figure to the ruling Taliban 
(the regime providing asylum to al-Qaeda and its 
leader, Osama bin Laden) is assassinated on Septem- 
ber 9. 


2001 September 11, Islamist terrorists mount coordinated 
attacks on New York and Washington. The World 
Trade Center towers are destroyed, killing nearly 
3,000 people. In Washington, a plane slams into the 
Pentagon, while passengers aboard another hijacked 
airliner, aware of the other terrorist attacks, fight 
back. During the struggle for the aircraft, it crashes 
into a Pennsylvania field, thwarting the terrorists’ 
plans to crash the plane into either the U.S. Capitol or 
the White House. The FBI dedicates 7,000 of its 11,000 
special agents and thousands of FBI support person- 
nel to the PENTTBOM investigation. “PENTTBOM” is 
short for Pentagon, Twin Towers Bombing. 


2001 Letters containing a powdered form of Bacillus 
anthracis, the bacteria that causes anthrax, are mailed 
by an unknown terrorist or terrorist group (foreign or 
domestic) to government representatives, members 
of the news media, and others in the United States. 
More than 20 cases and five deaths are eventually 
attributed to the terrorist attack. 
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2001 On October 7, United States launches Operation 
Enduring Freedom against the al-Qaeda terror net- 
work and Afghanistan’s Taliban regime. The Taliban 
regime is toppled and many al-Qaeda operatives are 
killed, but Osama bin Laden evades capture. 


2001 Following the September 11 attacks, NATO secre- 
tary-general George Robertson invokes Article Five 
of the alliance’s constitution, which states that an 
attack on one member nation is seen as an attack on 
all. Washington chooses, however, not to involve 
NATO in the U.S.-led military campaign which fol- 
lows. 


2001 QuickBird satellite launched, providing sub meter 
commercial satellite images. 


2001 On October 16, President Bush signs Executive Order 
13231, “Critical Infrastructure Protection in the Infor- 
mation Age.” 


2001 On October 26, President Bush signs the USA Patriot 
Act into law, giving the FBI and CIA broader 
investigatory powers and allowing them to share 
confidential information about suspected terrorists 
with one another. Under the act, both agencies can 
conduct residential searches without a warrant and 
without the presence of the suspect and immediately 
seize personal records. The provisions are not limited 
to investigating suspected terrorists, but may be used 
in any criminal investigation related to terrorism. The 
Patriot Act also grants the FBI and CIA greater latitude 
in using computer tracking devices such as the Carni- 
vore (DCS1000) to gain access to Internet and phone 
records. 


2001 Disarmament operations begin in the former Yugo- 
slav republic of Macedonia. 


2001 Chernobyl nuclear power plant begins decommis- 
sioning. 


2001 In United States v. Scarfo, a federal judge in Newark, 
New Jersey, grants the government’s motion to sup- 
press information on an FBI computer keystroke re- 
cording device under the Classified Information Pro- 
tection Act (CIPA). 


2001 Fourth Marine Expeditionary Brigade formed. It con- 
sists of the Marine Security Force Battalion, the Marine 
Security Guard Battalion, the Chemical and Biologi- 
cal Incident Response Force, and the new anti-terror- 
ism battalion. The latter had evolved from the 1st 
Battalion, 8th Marines, which had been hit in the 1983 
bombings of U.S. Marine barracks in Lebanon. 


2001 On November 19, President George W. Bush signs 
into law the Aviation and Transportation Security Act 
(ATSA), which creates the Transportation Security 
Administration (TSA), and authorizes TSA to direct a 
team of air marshals and federal airport security 
screeners. 


2001 United Kingdom passes a new counter-terrorist bill 
in December, the Anti-Terrorism, Crime, and Security 
Act. The act allows British authorities to detain sus- 
pected terrorists for up to six months before review- 
ing their cases and for additional six-month periods 
after that. As in the United States, civil liberty advo- 
cate groups in the United Kingdom criticize the new 
law for potentially infringing upon a basic civil liberty, 
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specifically the right to avoid unlawful detention and 
gain access to a speedy trial. 


2001 The Chemical and Biological Incident Response Force 
(CBIRF) sends a 100-member initial response team 
into the Dirksen Senate Office Building in Washing- 
ton on December 2 alongside EPA specialists to de- 
tect and remove anthrax spores which had been 
introduced into the building in a letter. A similar 
mission was undertaken at the Longworth House 
Office Building in October, during which time sam- 
ples were collected from more than 200 office spaces. 


2001 FBI Director Mueller orders the reorganization of FBI 
operations on December 3 to respond to a revised 
agency mission that emphasizes terrorism preven- 
tion and internal accountability, and strengthens part- 
nerships with domestic and international law en- 
forcement. 


2001 Enough closed-circuit television cameras (CCTV) are 
installed in public places in Britain that, on an average 
day in any large British city, security experts calculate 
that a person will have over 300 opportunities to be 
captured on CCTV during the course of normal daily 
activities. 


2001 U.S. unmanned plane completes trans-Pacific flight 
from California to Australia. 


2001 Brian Regan, retired U.S. Air Force master sergeant 
and cryptanalyst, is arrested on charges of spying for 
Iraq, Libya and China. 


2002 In the aftermath of the September 11 attacks, the 
U.S. government dramatically increases funding to 
stockpile drugs and other agents that could be used 
to counter a bioterrorism attack. 


2002 An explosives-laden boat rams the French oil tanker 
Limburg off the coast of Yemen, killing one member 
of the tanker’s crew, tearing a hole in the vessel and 
spilling 90,000 barrels of oil. U.S. experts believe that 
the attack was perpetrated by al-Oaeda members. 


2002 Industrialized nations pledge $10 billion to help Rus- 
sia secure Soviet era nuclear weapons and materials. 


2002 The planned destruction of stocks of smallpox-caus- 
ing Variola virus at the two remaining depositories in 
the United States and Russia is delayed over fears 
that large-scale production of vaccine might be needed 
in the event of a bioterrorist action. 


2002 More than 1,300 FBI personnel, along with repre- 
sentatives of other federal, state, and local law en- 
forcement agencies, ensure safety at the 2002 Winter 
Olympic Games in Salt Lake City. Preparations for the 
games began in May 1998 and included multiple 
training exercises involving weapons of mass de- 
struction scenarios. 


2002 Scientists at Russia’s DS Likhachev Scientific Re- 
search Institute for Cultural Heritage and Environ- 
mental Protection successfully breed a new kind of 
highly efficient explosives sniffer dog. The new breed 
is a cross between a jackal and a Russian Husky. 


2002 The Pathogen Genomic Sequencing program is initi- 
ated by DARPA to focus on characterizing the ge- 
netic components of pathogens in order to develop 
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diagnostics, treatments and therapies for the dis- 
eases they cause. 


2002 Gao reports that 13 of the hijackers involved in the 
September 11 attacks had not been interviewed by 
U.S. consular officials prior to the granting of visas. 


2002 DARPA initiates the Biosensor Technologies pro- 
gram in 2002 to develop fast, sensitive, automatic 
technologies for the detection and identification of 
biological warfare agents. 


2002 A report released in March by the U.S. National 
Academy of Sciences Institute of Medicine concludes 
that AVA anthrax vaccine is “acceptably safe.” 


2002 Russian and NATO foreign ministers reach final agree- 
ment in May on the establishment of the NATO- 
Russia Council, in which Russia and the 19 NATO 
countries will have an equal role in decision-making 
on policy to counter terrorism and other security 
threats. 


2002 NATO secretary-general George Robertson visits 
Ukrainian capital in July and welcomes Ukraine’s 
declared desire for membership, but he states that 
further political, economic, and military reforms are 
necessary before Ukraine can join. 


2002 The United States withdraws from the ABM treaty in 
July. 


2002 President Bush calls upon the UN to confront the 
Iraqi threat and usurp potential Iraqi transfer of weap- 
ons of mass destruction to terrorist groups. 


2002 On October 1, the U.S. Strategic Command and U.S. 
Space Command merge to form USSTRATCOM, lo- 
cated at Offutt Air Force Base in Nebraska. 


2002 Under threat of serious consequences, including 
potential military action based on UN Resolution 
1441, Iraq allows IAEA's Iraq Action Team to resume 
inspections in Iraq. The Iraq Action Team is renamed 
the Iraq Nuclear Verification Office (INVO). 


2002 London police arrest seven men in connection with 
ricin manufacture. 


2002 On November 26, President Bush signs into law the 
Terrorism Risk Insurance Act, intended to cover the 
private sector in the event of terrorist attacks such as 
those that occurred on September 11. 


2002 Seven countries—Lithuania, Estonia, Latvia, Bulgaria, 
Romania, Slovakia and Slovenia, are invited to join 
the European Union at a summit meeting in Prague. 


2002 Congress passes and President Bush signs the Home- 
land Security Act of 2002 into law creating the Depart- 
ment of Homeland Security. 


2002 In November, a ClA-operated Predator drone fires a 
missile that kills Osama bin Laden’s top lieutenant in 
Yemen, Qaed Salim Sinan al-Harethi, and five other 
al-Qaeda suspects. 


2002 A group of Swiss researchers at the Lausanne-based 
Dalle Molle Institute for Perceptual Artificial Intelli- 
gence claim they are 95 percent certain that a tape 
purported to show Osama Bin Laden and played on 
Arabic television network Al-Jazeera was a fake. U.S. 
officials continue to assert that the tape is probably 
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genuine. Investigators claim that the poor tape qual- 
ity defeats sophisticated efforts using aural spectro- 
gram machines that rely on biometric algorithms to 
analyze breath patterns, syllable emphasis, frequency 
of speech, rate of speech, and other factors. Over the 
next several months, additional tapes are released 
with experts generally agreeing only that the voice 
alleged to be that of bin Laden could be genuine. The 
authenticity of the tapes was critical to determine if 
the al-Qaeda leader had survived the U.S. war against 
al-Qaeda in Afghanistan. 


2002 Abd al-Rahim al-Nashiri—allegeded to be leader of 
al-Queda operations in the Persian Gulf—is captured. 
Nashiri, also known as Abu Asim al-Makki, is sus- 
pected of masterminding the October 2000 attack on 
the USS Cole. 


2002 Anas al-Liby, one of the FBI’s most-wanted fugitives, 
is captured in Afghanistan. Al-Liby was allegedly 
linked to the 1998 bombings of American embassies 
in Kenya and Tanzania. 


2002 Ramzi Binalshibh, allegedly one of the most senior 
al-Qaeda members, is arrested in Pakistan. 


2002 Trial of Mounir al-Motassadek begins in Germany. 
Al-Motassadek, a Moroccan, is the first man to stand 
trial in the September 11 attacks and is charged with 
being an accessory to more than 3,000 murders in 
New York and Washington, and of belonging to an al- 
Qaeda cell in Hamburg. Motassadek claims he knew 
the hijackers, but only socially; he is convicted and 
sentenced to 15 years in prison for being a co-con- 
spirator. 


2002 Zacarias Moussaoui, a 34-year-old French citizen of 
Moroccan origin, is charged with six counts of con- 
spiracy and faces a possible death sentence for al- 
leged involvement in the September 11 attacks. 
Moussaoui is referred to as the “20th hijacker”; it is 
suspected that he was unable to participate in the 
mission because he had been placed under arrest on 
an unrelated charge. Moussaoui denies involvement 
in the attacks but admits to being a member of the al- 
Qaeda network and at his trial publicly supports the 
actions of the terrorists. 


2002 In December, North Korea expels IAEA inspectors, 
removes surveillance equipment from nuclear facili- 
ties, and announces an intent to make plants opera- 
tional. 


2003 Office of Homeland Security becomes Department 
of Homeland Security on January 24. 


2003 President Bush announces formation of Project 
BioShield during his 2003 State of the Union Address. 


2003 Scientists at Sandia National Laboratory report achiev- 
ing limited controlled fusion using a pulsed power 
source. 


2003 North Korea pulls out of the Treaty on the Non- 
Proliferation of Nuclear Weapons (NPT). 


2003 u.s. secretary of state Colin L. Powell presents to the 
UN Security Council evidence of Iraq's continued 
development of prohibited biological weapons. 


2003 NATO’s internal divisions are highlighted as France, 
Germany, and Belgium temporarily block U.S. moves 


Encyclopedia of Espionage, Intelligence, and Security 


to offer military support to Turkey in the event of war 
in Iraq. 


2003 Ten suspected terrorists mysteriously vanish from a 
high-security prison in Yemen. Among the escapees 
are two top suspects in the bombing of the USS Cole. 


2003 Richard Reid, the “shoe bomber” who attempted a 
suicide bombing of an American Airlines Paris-to- 
Miami flight in December 2001, pleads guilty on all 
eight charges against him and declares himself a 
follower of Osama bin Laden. Reid is sentenced to life 
in prison without possibility of parole. 


2003 u.s. government officials claim that the capture of 
top al-Qaeda lieutenant Khalid Sheik Mohammed, 
allegedly al-’s chief operations planner, also yields 
valuable documents and computer files outlining al- 
Qaeda operations. 


2003 August 19: a truck-bomb explodes near the UN Iraq 
headquarters in Baghdad, killing 17, including Sergio 
Vieira de Mello, head of the UN delegation in Iraq. 


2003 Virtually all agencies scheduled for transfer to the 
new Department of Homeland Security are officially 
moved in a March 1 ceremony attended by President 
Bush. 


2003 Break-up of the space shuttle Columbia upon reen- 
try. Scientists use GIS technology to map debris field. 


2003 Carbon-graphite coils capable of generating an elec- 
tromagnetic pulse or otherwise disabling electronics 
are used in U.S.-led raids on Baghdad, Iraq. 


2003 Dolphins and sea lions used in mine detection and 
swimmer defense in waters off of Iraq. 


2003 u.s. intelligence sources indicate that at least 17 
nations around the globe have offensive biological 
weapons programs. 
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2003 On March 17, U.S. president Bush gives Saddam 
Hussein and his sons 48 hours to leave Iraq or face 
war. On March 20, American missiles hit “targets of 
opportunity” in Baghdad, marking the start of the war 
to oust Hussein. Intelligence sources on the ground in 
Iraq have indicated that Hussein and other elements 
of the Iraqi leadership are meeting in a bunker in 
Baghdad. In less than 45 minutes, a U.S. B-2 stealth 
bomber armed with “bunker-buster” munitions at- 
tempts to eliminate the Iraqi leadership. For several 
weeks the fate of Hussein is debated, with Iraqi televi- 
sion showing images of Hussein that do not defini- 
tively verify his survival. Within days, U.S. and British 
ground troops enter Iraq from the south, and on April 
9, U.S. forces advance into central Baghdad. Hussein 
government is toppled, but U.S. efforts to establish 
order and a new government are hampered by spo- 
radic attacks and sectarian violence. 


2003 PLF leader Abu Abbas, found guilty of the murder of 
an elderly American during the 1985 terrorist hijack- 
ing of the cruise ship Achille Lauro, is discovered and 
arrested in Baghdad following Operation Iraqi Free- 
dom. 


2003 UN Security Council approves resolution backing 
the U.S.-led administration in Iraq and plan to lift 
economic sanctions. U.S. administrator abolishes the 
Baath Party and security institutions of Saddam 
Hussein’s regime. 


2003 August 19: a truck-bomb explodes near the UN Iraq 
headquarters in Baghdad, killing 17, including Sergio 
Vieira de Mello, head of the UN delegation in Iraq. 


2003 September 23: two U.S. military personnel who have 
been working at the Guantanamo Bay, Cuba, deten- 
tion facility, where suspected al-Qaeda members are 
being held, are accused of espionage. 
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